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D; RT=\"z=l&dm=zhangxinjiao.top&si=514d3489-63de

ERBE= P

F A Webhy k3% (Web Application Firewall , fI#WAF) f& , AT AE T L& FimiE K WAFE BT IR @45 % Fini A
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@ BFR &AM
BEFFEWeb B[ R ERWeblh S HITWAFEARCE
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WMRAFRE B ENEEBINE , WAREEE FumiEsket , ZhAm % Ak ES— R BT E.
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| s

R 403

| BE X Header

Header® Header{d
A5-123_2d header
+ %40

| HTMUEE F &

x

2 <!DOCTYFE html>

3~ <html>

4~ <head>

5 <meta charset="utf-§"=>

6 <title>{:{response_code}:}</title>

T~ <sCcript>

BT {function (doec, win) {

3 var dummy = doc.createElement('_").style;

10 dummy .width = "lvw';

1= if (dummy.width) {

12 return;

k=] ¥

14 wvar docEl = doc.documentElement,

k-] resizeEvt = 'orientationchange’ in win 7

'orientationchange’ : 'resize’,

16+ recale = function () {

17 var clientWidth = docEl.clientWidth;

18" if (!clientwideh) {

19 return;

20 1

21 docEl.style.fontsSize = (clientWideh / 20)
+ Tpx’;

22 }i

FAT] recalc();

24 win.addEventListener(resizeEvt, recalc, false);

25 } ) (document, window);

26 </script>

27 <style>

28~ *

O: {fresponse_code):} EFEME: Jaction_type}:} MMID: {rule_id}:}

r
CcC &

Client Baidu WAF Web server

XA, HTERHREERERNGE, CEBEm, HiRREN: §
ERRE: R0 F S AND. 7

BAEtERE
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BREXFE
headerff : FxK100FFF
WREBENESRANRAE, REERMNT :
SHFE AHTMLE
HTMUREIT @R8I B R X header , 8 E MR AARKIAE
[i] RELF K B #RIE4000
B R 4% - https://cloud.baidu.com/survey/connect-us.html
JREIEM : https://cloud.baidu.com/product/waf.html
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MEBREBIALETA , BEEHTMUR B TEP & BENAHTMLIUE A |,

HERE
@ itk

YEHRESFREATRK , FEEEREREE , WAFFERFTHNRRE (BREEE) SR HEXREE) BLS
%), FARARHEBLSIER | TSR N R FITBRARIBLSIT 345

@ AR S
1.EFFiESaasS WAFfR%:
2. 2K WebMk 55 RN AWAFIFTF ST 5
@ RIEBIR
1 Webl A A IEESI A . FEAMSIA  ERRED/ > BERERSE.
2 FEBLSIRE REAIZIRIBIE , TEARFOEIRZMMERACE | RERFRIATAEM.

< EREEIRGHEEIE BIEIRSES

| prEsssREs

* JEFESTH
" IRIBHARSS [ BLS v
¥ BIBERE v BlEERE

#BEREE 60 98

-

4§28 JSON

sy REESE, @BODERWAF, 188 TRBHIRFHESBucket BEE, FOURFEWAFTREE

(REmR

HAFtER
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https://cloud.baidu.com/product/waf.html
https://cloud.baidu.com/doc/BLS/s/akz0xh9c6?feedback=1
https://console.bce.baidu.com/waf/

Baidu B EERER Y HAFtER

[

WEFEKH) ARERREFEERERIR | FriEscHlrLEfin B SR BRI e ERE,
BIBHIR

5 SHFBOEEBLS

MRTFERFVRIOERR | BN RS AEEREEEEFRERE. RERMEESLHR
WAFyyyymmad $#% fR%' ' 4 BiZis R A ES I

B EIE eg : WAF_20240624_BLS_02 RF/EBIEIRR : BB ZANRAI , MERIRSBucket T , BIEZ A& K [waf
kBlid+Ef a4 B A4 ] MRERE
40 : waf-e23457-2024080916.zip

B ERE ZRAG0 S , RATEHR,

it A) AFeIIEE  AIEFEe0N#INEMHAL | 60545 EXRE

E45ZEY BLS : ERAJSON

RBEREN REFEEFRE  EHENRBWAF , B BEREE M N FiE RS Bucketk HEE | FFEIEHTAWARAMARKE

BERBESIIRT , HERERNIREES , BERERFBANTFERE , XKNBRMMEFNAERERS , WFIERE

P
°
| BE®E
LIEFEREERENTR, ABATRBMSE, WAFFENMABHEORSE (BRERS) BLS (B&MS) . FERMIEHBLSKE
SRS SN BLSITBIHE
+ BIRIRBES ESER v
ESBIR RBZH RIERS frasdoitd EASE BRI X BME
WAF_20240906_BLS_03 ®3 BLS = 2025-04-28 19:29:53 LC .

WAF_20240906_BLS_06 @1 BLS - 2024-09-10 19:23:59 L.

5. B EMERRI AT MR IR IB (25
6. ddwtE , ATASWEIRSESACE.
TRETRE , MREREE , TUEEBLS T ARECHRBENERE | SRITBUERRIR S A7,
Uil . BESOEVREUERT IR HEREES EHERNBE.
SEMELHR
@ it

FAWeb Fli k3% (Web Application Firewall , fE#RWAF) J5 , SR RUBSREREMBDFAMA , wJRUESEEF M ED
PR, EEMEIETRRSRERRNE (FIMFERE, X8F) FTHEEEE (BE3MIES. BIFSH, |ITFS. 8@
WD), PSR RSRBER IR EBIAF B T,

@ B &Mt
1.2 78 Webhy i k% SaaS WAFRS:
2.E¥Web v FFITWAREANALE
@ BRAELIR
1. B3R WebRy KI5
2AEZEMSAA , EFEED O > WebFHFFIN,

3. QI Web[F AL | SAEMNEAREE
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¢ EEWeb P IS SIEWebR5IPHIM)

| ExEL

=i

FREE 25

E3i] EETWAF  (8) SAAS WAF

4SRRI | RNREE SRS ERNIBAAD, SRER., SURKRF AL TR —FES IR,

B, WeTUH—H1EE EMKURL , B) REEE N REFRNBREE..

| EestsEmsr

fERERHIPRT:

Bl B, ESENS05%

HAFtER

MR FF

RER

e

z 1-BORIZEHS | THPX , HXBMT | 2R/ -

E N EAE R BUB(S BT | AT -
I@AS : 400, 401, 402, 403, 404, 500, 501, 502, 503, 504, 405~499 . 505~599 , ik FlEi [ H =

—_—

. 7 UBER  TRABEESME. @7, BESHm, BEHEUREEMETAEE A\ R AFEER
MRS, (BINSENES. MESE. BTES) | BANIHMMERESSNMSMES. BESH, BT
BERIRS,

BUBERT | T EE BT | 1 A0NTH
S S AEVE RIS B JE TR -
1 DURR A AIRRTRET | 333l FUCAEaNE -

e O RTAERGTAMGER | B BERRARG TH,

o T ERERATPHNBESR | R RIE SR EE AR AR S B T,
2 DURR 4 U B /BT | Sl FICAEhE -

TR - RRRLEA PGSR | RSB R P EANABRRES (*) BR.
WMEE - FRRLEAPMEER | Rl BEogakah T,
Web I F£ A SDK
@ Web I/ A& RESDK

BWIRTEN AR ERRISSDK |, A RERCEMRAIEAR RN, ATALE T a0 WebRy FA S sRWAFRATISSDK (AT BI#R
JSSDK) .,

@ At

Web JSSDKE Ak B¥E)avaScriptBkik., FEEOAMNMEAAL.

JavaScriptBkfk A4

JavaScriptBkakeA £ 2 JavaScriptik ik BE T IWeb&E BiE L, W1ER S| AT BT BT M5 s taJavaScriptBkikae h

5 . WAPARTIIE T ARLE 2RI B A 2 JavaScripthhil , 78 PUsRIBIT I | MR8 B RS , AXHELMERIHE
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Baidu B E&ERE= XY R {EfER
[B]JavaScriptBkiEIE T ,

JavaScriptBkakEA A E R Fin I E %2 THE A cookie , AFEBNE FinSTalJavaScriptBkik , SbK AT RUBIT B 3h&E iskEF3h
ERANER TENZAY , EEHERKIBERT , WAFS IS S E REERITAENZAYE  MEFHERKEAT , B/
SEFIZAHSERERAIANVE.

EE Pt | BARNTEER , WAFSIRE—ANaT A T)avaScript{SRLAR[E T , 3E4E R Ik BUTR B4 T
cookie , Z ERIFTUE, A& FIRRLKESSER , WAFSEX S ERIERANSATEAFPITZALE , UFMT
cookie, JavaScriptBkERAEN icookie 2 B HTUAN , EREERXAHFRIERT , BHIRIFIX~cookie , PARIEcookieEA TR
A,

SbEONERY 2R ¢4

EpRRABERET , JARENEEAM THRZOTETHHELELNME | URARKICAGE , SM M IRERRETR
HHEFHARNERFLEOMVAGKTHE. FEEMAGBEWANEEN , BIGRELRENMBIELEHEEN , BERT
SN AtZ 5, AEREEWeb N BNFSER , HERELE BRIV , TREERIES STELRETRIERN
K | FEFMTRMRIESZE BRI SPITREEE.

SO AashERTIERE

1. Hook5#bAPI : TEESNERFHHEAMNMAMFAIERLT , HF4£/REEXMLHttpRequest (xhr) | FetchfiMRB1E KK
Web APl , ZEAPHEE KX R _LESMTR—EREE , BEBIASTINRIAXH KB FREFE.

2, HBZLZREN : SEIXMLHttpRequest, FetchiXFi{"Web AP FTA 553 M KEKURLF RN — M auery S ¥ /E A3
&S,

3. WFREHkE - YR HERIEN | AHFAIEITHook H KT M FiTresponse & A AWAFA FE IBAERSPKARARIR , Fresponsed]
WAERSPMEARIR , A B TR B , S Mg likikE | BRI Token HiE RS TER , FHresponse
FIEAWARR BIHIAERSPEARIR | AERSPIITIEMBIE | BERGBAIE AR SR ISRILHRIT.

ViER : BN 4R fFHookDhAE R £ 3 XMLHttpRequestFlfetch & 2 i F V& SKIF MBI EZ 2 PR SIERE K | XTF
SSE (Server-Sent Events) . Form3&R#423%, Image. scripthrSE&HRHANEK , T2 BINTRFSEOAMN A APk

BEhE RSSO A A

£ B TXMLHttpRequestFlIfetchiilnook , LEAThookAJBESF=AESRA MRS (HEN T RAMRPET) | BEL
AR ER , MATRUERE A TFERNER | FahEREARLIIXMLHttpRequestffetchi#t{Thook , ShKFEBT 74
OISR AR AEISAPL , RIS APHE O _EF3hdt TaiS & & iE AN FIBERDHkK .

Fanse iSO RN AL
o SITHMELELREN , FEWREEFTTRTHTELGRURPNEO—ERHT LHTLESL | BRUWAPELIBLETR

o SITBRIITILHES , FEMREEHTTRT FERELENHR AR HOERWARREIRIERSBESANAZ 7 | FEXTH
ASTER , KT ERITEITIET 2 fRitoken , Bliwaf4 X IR B IFRLHHEAFA

@ BB A
1. BEhER

AJERCE M TR URPIFHRE XN | EEAEMR , R MEEHTMUITEBRWARRE , WAFRIEREEKIGNAS | @R
E7ENB fscripthr%E , B FAMITHELAATRIBICERN A TlEtE |, RN FEZL HAMHIRER.

2. FHER EBETHEAREENERNGR |, B Yo R SASERRANEN , FhERDIMHE T &4
o FTAKEBECE T aRM APl O FTERNTUR |, ZBASIE N EA M
o FERHEEFAMINEEZ AT , WIMFTTRER HscriptREBRIEN
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JavaScriptPkikza 4

<script>window.__noxImd = 1</script>
<script src="https//sec-captcha-waf.cdn.bcebos.com/static/wb/1.0/nox_20241230.js"></script>

SBEOImN A
<script src="https//sec-captcha-waf.cdn.bcebos.com/static/wb/1.0/tox_20241230.js"></script>

MANE &L KB cspAs A Msec-captcha-waf.cdn.bcebos.comMEBCRIR , FIRAMHRIR FHZE RS AT AN ETE
3. JSAPI

EFHERT REEAMNAGZ G , ATEE— T ISAPILE BN A FIRAE AP,

SRR :

1, EidTox.getTokenIRERFNELES , AWK KN FEFHEAMMAMFMBKY , ATRAE AR 499 {EARERLES
var toxToken = typeof Tox !== "'undefined' ? Tox.getToken() : '499";

2. BtoxTokenimMNEIFF A MIAPHELO KURL QueryZ = , queryfliikey Atox_token , value AjtoxToken , a1F
/path/to/request?queryl=valuel1&tox_token={toxToken}

RUFRSH, -

1. i@ Tox.isCaptchaResponse FcH W M4 Biresponse & & AWAF A& i APk AR R .

// FENERR SR status, a2 content-type. Nz {&body

const isWafCaptchaFlag = Tox.isCaptchaResponse(status, contentType, responseBody);
2, #RJFIBIT Tox.getCaptchaToken & #CIiEREHkAK , 81T EIATREGAIERLIE T 7 fEHtoken,

// e NIz {kbody, [EliFER%¥Kcallback
Tox.getCaptchaToken(responseBody, function (captchaToken) {
// 438 captchaToken
s

3. ¥captchaTokeni S ANEIBIFIASHIAPHEL MIURL QueryZ 3= , queryfilkey Aisvep_stk , valuekicaptchaToken , #1°F :
/path/to/request?queryl=valuel&svcp_stk={captchaToken}

@ & NjaE
FAME] LS R NERAM | #BIEL0NAZ L& 23R 5 PR,
2.FABMKE B IRBE S fFcookieThRE, BRkiEkAZ R L iFcookie , MJavaScriptPkikZAHINEES M FIA.,

3.HookF# A .

B=ZAAMHHR | REERABNAGSS AR SER quey T RS , XESARIFL RaueryS BB =AM £
LN

FEIRFBERIFR : FEROAWMNAGERMqueryZHITREF |, SIRBARHESHERINURLIEATRRAT MRS , & RG340
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Baidu B E&ERE= XY R {EfER
fRITURLI AR AE |, WA TF=LE 2R

FFHook3E A HPZRAIM |, AIE T FaiE MR R4,
LA RIE R
MEREIGIN

1. BRERBAT , SEREheadbFEHIENAMscript , EMEIENSEAMFMETIE , SSEUEHINA .
2. BIERBAT , FEEAOMNARSAREEATERRMNENELEAtox_token , ELTHFERMTHE IR

RERE
wexWeb LIS KIS IF B AHIRE.

Mk A\ Weby i k3% (Web Application Firewall , #J#WAF) J5 , BRTLUBITIRERE | (EWAFERMISERIREF QML
TEM4, FERENEEAREZEEN  FHERNEREVFNLZLKE, FXNMBMTRERE.

@ BHR &AM
o SR RIEEEE AWAFTIR,
@ BRI
1. BRWeb AfiKiE (WAF) #2HIA,
2. EEMSHA , EEREPD > EERE

3. ERERENE , REFMXE , #ABCMKIZBMEE.

R MREERSEERAWAFIBRARINEE , FHEARLERESE R , ATUERESIRITTRRERMEE , B%
RSB EEERTH

BR HERE

WebZE R BEHTH

TEIREH

CCHEHATH

TEIREH

WebBAEXHEHITH

TEIEH
A kB

RIERE

IREA

i

RIGRE

TRIEEA

R

TRIEEA

ABFANTEITEF (BCM) LB

Ry (IREEE] | HAN [(FHEE] tab, [RIN5RRE]
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THIBCM RERE
" @ EFREANEE
RE SERER WS BENEER  ERER
AR ~
IR
EEEH FERE v BN
RERE
REGRIR waf-mk BCE_WAF 2BRB
AR
WebRE NS BCEWAF =
s
TrEREE ~ TRENE BCE_WAF 2BIH
RIFRtEREIE v
AR waf-bem S B BCE_WAF Somneeid valmetTens
BEXEE
SEREE ad Instanceld:waf-9b7d2115
SEA BCE_WAF e
Bran v
B4 [EW v
BB NEW wat-bem-test2 BCE_WAF BB
haniintest BCE_BCC 2%l

WREFx :
%)

WRERE :

BEAIRERIE A , RINKREE , BER [Web AliA3E]

* RESER

FRER We b FRA K8 2
i)

b

Webfiz FARA S
B R ZEREH EHIE HRE
AEER

&4 - 4ER ~

WAF-sandbox = = == Instance| @
- WAF mmm— e Instance| @
WAF omiem sl Instance|dis
WAF - = Instanceld*
WAF - - mea  INstanceld®
WAF -Se— wmeny  INStanceld:t

ATABEE S F RS E A TS EACE

e ¥

- R

it - IR

, VeSS NSRBI 2 EBSKH) , BCE IR

Bkl

@

@

@

GREEE | BEXBH

REAN BURS T B
BeEn: 28 = s
HEn: 28 @ (£
e ] =
BHEn: 28 (PN
B0 80 =
AR REER. BHHE e
e ] T
BHER: BURE. BECCHEFESEN. WebBEXREHT a5
n. WECCHESTM, Web BN N S
SR%QS_ foled o " - ELA
BEEER: BRE, BRCCHETEAN, WebBEXREHT s
5. MECCHEERAN, WebBENETH Lo
BB B P
AR REGL. BHRE [t
BB 28 U
BHER: BCCRABIAE, GPUSFBAHE @ [t

# oM v s

i
Hi

= mmmew L - ER x

ERERWIR | ISREBMSITIHRMRA, BA. ERRME (BXRFHTIRERER , FTHEIFRHTEET

R

HAFtER
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R

FHHA: =8 Fd ] B g 0 )
FHER: =85 o @ 8EX l HikE
WebERBIEITH
WebBEXBEITH
REBE i CCR T AR
EECCHEHEFAN
HitRiR #e%, BEI1E, FOELIF
FARE
[m] EIEEE FAFIRPE BmEE
abe fuzengijie e
QAtest maokang. v_chenjiel5 i
waf-QAtest guohanyu i

EAR RN =

REEA -

815, BT

WX AREBAMER | FFEfE. B, VEEA , JFEE X BRMAS

REBA

WREE | U BE1E SEMEAF

[ EmEREn BPIRPE BEE REER O

--— e 908, W
W L ] w0t
test-hmr 1 3
test-bem = it 991E https/fem u o mm msg/grou
.- - = . 9E0E
L
- -

e,

O EIAX Fwebhook (FNF|EHK|ETET| KF5Knock) .
BB AMER

TEEE:  Em v

TEEmAI: AR, BEE. BiE. BOERE

P B

wozE: @ gpe® el e

EFAIFDE$ BP memmlls B mmcicj

$&0[E11E | webhook (07| EHEIETH T 6H|IKnock) ()

URLHtAE-

k= R

WATLIREEN XMIRE : ATEE XEENRYREEMNAER , IREBAMXMPHEARREIRERHN , BERENLESE

NMRERE

http W g/gn0n

ERIA ()

EHiEEl

2025-02-171619:19
2025-01-16 11:55:55
2025-01-03 16:12:32
2025-01-03 17:08:03
2024-11-26 19:44:22
2024-08-08 17:49119

2023-08-17 11:27:03

APEE

B
RIE Lo
RIE Lo
RIE Lo
RIE Lo
RIE Lo
RIE Lo
w®E W
#ik

APIZ%
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REBEAER

BEE: @ (A [ e

IR AF - fuzengjie w APt

#EO[EE | webhook (U05[ERI$TET 8+ |Knock)

URLHHE:

i iR

R BNk m

HREHTE] - 06:00:00 @

it

ETRANE] - 10:00:00 )]

@ RERE KT

YRR E R SFRLFHM S K%

Q@ BEEMH

REEMH REREA

WebZilidy ETRKENRAAERWeb T HEFMHEE  SEFUARTAEERRENE., EEMERAY , KE

TR

CCHEATA

RENHT.

KNEFAECCHIEEHFATE RIRLFIMNAE |, #HTEEFAEE , SERIERGREERR A,
EEANERKRE , WhRENT.

WebEENH ETRKEBRELRVIREE X Web[FFARIEBOTHEEBF4EE , HEFAREREERRENG., =

TATA

EARERKIE , BAERET.

@ Mv 45 Mt

RERA

ETREVSRESTIIESS , EARBTRRENTE LS RESITEIETET , FEACHREUEHR , i
BEBINFE VS EREEES , FTAENEEFHFREMNAXMBHNXIER.

KIME L FEIRR R B E R 2 R EIES .

AT FRENGZRATIVE , B#eRER IR QRS , ERE MR SRES TSI , 455
SR EFHR , BREEBIRL S EREESEM , I AEXREEHNEMARANBENTR.

APIZ2&

ik

@ API #iEiA

P B EERE RN A IERS (WAF , Web Application Firewall Service , BUFfRJ# WAF ), WAF BHEKkIER EE6ER

APIZ%
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B AP RITHISE |, XT4MEML Restful API, ] RUIRAIT AP SREILSTWAF PR BT E .

MREEYARE EEER AP, TTRAEAPINTHTER |, R EIRERAPIK A L.
@ B[O 2R

AR EOMR

BLBWAE AP BLB-WAFAE XD , EIEWAFKBIE W , AT4BEMIbIVENA , 485, fi#giblo , FRLEMNFREENR , TX.

EWWAFECES.

CON-WAFAPI CDN-WAFME XD |, BFEWAFSKHIE W , ATHEMIbIbE N , 48, f#Bolb , FECEMNFREEM , TX.
BRWAFBCES.

WAFKE TR \ NN N \

%n WAFIRZRZGEN , BEWARKHIRFHEE M , WEEHFHEEN , REEHRELEERF.

{3 FZAAN
TR A AT AR BN B 47t FRAPHRVEWAFAR S
o BZINE
o BEHM
o HEISHAH
o HERRZAE
@ ZHINIE

WAF API&SHEMAIEIERIHTEMHALE , URER FRRE, T2INEFHAccess Key5iEs K& & H#. Access Keyrd
Access Key IDF1Secret Access KeyfERE , IAFFE |, HEEERERBAMEL A . H¥Access Key IDATFARRA RS
# , Access Key Secret B T INBE& L FHRMRE IHRRITE L FHRNTE , IIIUTTHRIRE,

BRFITBRIER
bce-auth-v{version}/{accessKeyld}/{timestamp}/{expireTime}/{signedHeaders}/{signature}

@ BLPFLR

KTFAK/SKEERER , S B HRINAK/SK
@ BREREE

BARELEREENAENE | ESFLERINELE
@ FEH

LRAeEEANIRER TERKENSRS RNEER , AP ERER , XA P& clientTokenS #0415
HEEFHIR Z W BRIR | BMRIDERMFFM.

&M E T clientToken , clientTokenE — M E R BT 64 KIASCIZEST & |, IBE HfEquery stringE |
A <http://bss.bj.baidubce.com/open-api/v2/wafStatistics /waf-3adb5c?clientToken=be31098c-5e41-4838-9830-
9be700de5a20, >

WNR A FERRE— NclientTokenfEAAAEED , NRSHSEREIMRKERER. RAAEREFRITE XN , 7]
RUs I tAERIfclientToken(d |, SRAGIR RABIE—NRIR ; RAFRET —AELE AT MclientToken , {BHEMMERSE
(B¥EqueryStringFrequestBody) AEEZurl Path/R[E , N4 IR [B]ldempotentParameterMismatchfsE RS,

clientTokenfI AR A24/ N, DUBR SR /a— YR E % clientToken k., HEER , 2NRE Fim AT AXF—4

APIZ%
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https://cloud.baidu.com/doc/APIGUIDE/index.html
file:///%25E8%258E%25B7%25E5%258F%2596AKSK/%25E5%25A6%2582%25E4%25BD%2595%25E8%258E%25B7%25E5%258F%2596AKSK
file:///%25E9%2589%25B4%25E6%259D%2583%25E8%25AE%25A4%25E8%25AF%2581%25E6%259C%25BA%25E5%2588%25B6/%25E7%25AE%2580%25E4%25BB%258B

Baidu B EEHER Y

clientToken , FB4iZclientToken¥KRIE %K.

@ KA 5 HHY

ASHEKRREZ#HAN. AG—ER , BRIERAEBREERRNATEN , MHE BN ERRKM S — 2K ABUTCH

&), BAEISO 8601 , ML TLIR

o FRBEHI—EFAYYYY-MM-DDAZ, , $l#012014-06-01F ~x20144E6 A 1H
o FOREFA|—EXAhh:mmiss AR , FEREBM—NASFRZR/RUTCHE], $120123:00:10Z38/RUTCHTA]23 504 10%5,

o JUSER BN EE FHFRRA , EMEFRMAEFET , $/212014-06-01T23:00:10Z5-/RUTCA[A]20144F6 § 1H 2330

531085,

@ HERREARE

HERRA% X aX

4"
&

TE
T
W
ERER

Tk Rt

Courier New
APIAR 55154

WAF APIR ARS8 -

Region
ES!
e
I
M
i
X
RE

Yt 1 WAF APISTRFHTTPAIHTTPSEFAFHAM AR, ATRILIENZ2M , BIGELHTTPSIAMA.

PHBATHAETURISON |, Firequest/response bodyPNAIKFUTF-84m0. URLS¥R AT FRIPHAE A m AT EtHIF&RR.

Endpoint
bss.bj.baidubce.com
bss.bj.baidubce.com
bss.gz.baidubce.com
bss.su.baidubce.com
bss.fsh.baidubce.com
bss.fwh.baidubce.com

bss.bd.baidubce.com

1B BT8R ESK, 40:PUT /v1/schedule/{scheduleld}

Protocol

HTTP and HTTPS

HTTP and HTTPS

HTTP and HTTPS

HTTP and HTTPS

HTTP and HTTPS

HTTP and HTTPS

HTTP and HTTPS

VRBALE

Q> EKSEK

ERSEBIEIN T 45

SR e

URI

Queny3¥  URLFEHHNE RS
HEADER JEITHTTPIHAE N, 40 :x-bce-date
RequestBody BT JSONFE LA LR AN KRR

APIZ%
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https://www.w3.org/TR/NOTE-datetime
https://www.json.org/

Baidu B EEHER Y APIZ%
@ APIIRZAS:

2% 2 ZRNE #R BB

version String UrZ¥x  UHEIAPIIRAS A2 2

@ IR [EE A
R EMES ARFER
RERNE A

HTTP STATUS CODE %1200,400,403,404%

ResponseBody JSONE AR LR HNE By B R A

@ ek
AIERK

TRIET Frwaf APIFTHEH AR, HTTPYRNAIARHES AR ELAL S

K5 (HEADER) REIMR il

Authorization 2 A& Access KeySiFRE £
Content-Type = application/json; charset=utf-8
x-bce-date & KBTS |, FF5BCE APIHLTE
Host b= FRIRVEKAPIEIE &

I HIERy Sk

TRILT AiAWaf APIR/AFIER K,  HTTPERN AR AR R ISR FE LA 51
3Ki% (HEADER) i8R

R FISONI&Z , application/json; charset=utf-
Content-Type

x-bce-request-id  WafigimtE ¥, , AR BEINEN Kb
FRIR (O]
BER A LRI BT respone bodylR [EEFRIER , BIENTERR :

£ CRNES UL

code String 4R

JH

.

B

message String 4IRS

requestld String  ZAiEKMrequestld

NI

{
"requestld" : "ae2225f7-1c2e-427a-alad-5413b762957d",
"code" : "NoSuchKey",
"message" : "The resource you requested does not exist"

RN A BB AL RIDMWAFRR SAFE SRR S , RRSRRDNT -
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@ BCELFAEIRED

IR
[e15S

AccessD

enied

Inapprop
riateJSO

N

InternalE

rror

InvalidAc
cessKeyl
d

InvalidHT
TPAuthH

eader

InvalidHT
TPReque

st

Invalidu
RI

Malform

edJSON

InvalidvVe

rsion

OptInRe

quired

Precondi
tionFaile
d

Request

Expired

Idempot
entPara
meterMi

smatch

FRIEE

Access denied.

The JSON you provided was well-formed and valid, but

not appropriate forthis operation.

We encountered an internal error Please try again.

The Access Key ID you provided doesnot exist in our

records.

The Access Key ID you provided does notexist in our

records.

There was an error in the body of your HTTP request.

Could not parse the specified URI.

The JSON you provided was not well-formed.

The API version specified was invalid.

A subscription for the service is required.

The specified If-Match header doesn'tmatch the ETag

header.

Request has expired. Timestamp date is <Data>.

The request uses the same client token asa previous,

but non-identical request.

The request signature we calculated does not match

403For
bidden

400
Bad
Reques

t

500
Internal
Server

Error

403For
bidden

400
BadReq

uest

400
Bad
Reques

t

400
Bad
Reques

t

400
BadReq

uest
404
NotFou

nd

403For
bidden

412Pre
conditio
nFailed
400
BadReq

uest

403For
bidden

400

YL

TFeABR R 3 By K R

R HISONIEIER , BIF L ERFERK,
WMERDEANBFR , REXBALEE, HTHRE
MR, TRBTERAMTNY B2 , R
HIREX IR,

FrARE XS R. EEPHHX MM hIE
RERET (BIEEAMMRS B E X)) RExfE
M.

Access Key IDANTETE.

Authorization3IBA& R .

HTTP body/& = 5Ei=. FIaNAFFSTEERENcoding
%,

URIFERARIER. Flan—LehR 4% 2 XA BiA R It
fic%. XHFIDROUECAAE |, B RE LN ERRI5E
=EL |, A0NoSuchKey.,

JSONIEAARGIE.

URIKIRA SR &IE.

IRAFES N ARS .

VI Etag,

BRBE, Ealix-bce-date, BERFR
Date , &¥&Datett fdatetime,

clientTokenXf W (APISER—1E,

APIZ%
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Signatur
the signature you provided. Check yourSecret Access Bad
eDoesN
Key and signing method. Consultthe service Reques %,
otMatch
documentation for details. t
@ Wafilh 48R0
SRR R
ReadWafDenied No read waf permission
OperateWafDenied No operate waf permission
WafAdminDenied No waf admin permission

UnsupportedWAFOperat

ion

WaflnterfaceError

WafBindNotFound
WafUnBindNotFound
WafBindRepeatError

InvalidParameter

The status of specified waf does not support this

operation

The interface not supporte this kind of waf type

The specified waf bind does not exist
The specified waf unbind does not exist
The specified waf bind is repetition

Invalid Parameters

WAFSER =A<

@ WAFEIRSLHEE

O

HTTPRRZS
i

403
403

403

400

400

404
404
400

400

Authorization ks B i 2 4 F0 IR - S F R —

Y

TowafiE AR S AXFR
TeERfEwafA iR
TowafEHEAR

wafSeBl KSR ST 1R

VAR O R 3HE N wafSRA)
St

B4R HIbIbFTRE

BRI MbIbFTRE

wafB 248 dbib 7 3+ BiZ R4S
BEOSANS BT EER

BwalfSBIIEE | BiEwafSBIRPRE | wafZIfEtE) , IR ECERANELE | IT Hweb[iir il B 2 AN B =4

T,

o EEFRIGEWaMNENAREER A,

R

GET /v{version}/wafStatistics/{waf_id}?clientToken={clientToken} HTTP/1.1

Host: bss.{region}.baidubce.com

Authorization: authorization string

R

BRateSmsth | TTR M SIS

K

&

£

AT 2 BRELT SEMNE #R

version String &
waf_id String 2

clientToken String &
R EPRAR
AFHIRE200 , LWk [E

1R[] 335,

URLS%L  APIRAS , YaTE{E2
URLBEL  wafbrEds

Quenya¥ F%MToken , EN T4

HFERAG

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B E&EER Y

BRI | TEARFIA SIS

R[S

BWEH AR
payType String
wafName String
status String
endTime String
rule Object

webAttack Object

customAttack Object

KRB

GET /v2/wafStatistic

g

AR

waf 4 FR

WafSTEPR 75 AT L& available /paused,/pausing /updating /deleting /deleted
FUHART (7]

LT 1 R KL AR T AT E AL

webBra FHHIE ALt

BEHNHHEE AL

s/waf-3adb5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.{region}.baidubce.com

Authorization bce-auth

-vl/5eb5a8adfllaed 75ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-

date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

1R @74

HTTP/1.1 200 OK

x-bce-request-id: 946002ee-cbh4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT

Content-Length:

Connection: keep-alive

Content-Type: applicati
Server: nginx
{

"payType": "prepay|

ion/json;charset=UTF-8

postpay", /IR

"wafName": "WAFNAME", //WAF NAME

"status": "STATUS"

, //WAFSZHIPK 5 :available /paused/pausing/updating/deleting /deleted

"endTime": "2017-03-14 16:40:43",  //ZIHAKE] : Z<Hif|a]

"rule": {
"used": COUNT,
"use": INIT,

By

"webAttack": {
"today": COUNT,
"lastWeek": INIT,

By

"customAttack": {
"today": COUNT,
"lastWeek": INIT,

@ WAFE BT EHFE

EOMR

//EECERIIERLN , INTR
//RI&ATELE M7 RFLA) , INTHY

/]8R Zeweb i RE , INTE!
//BIEERSZwebI g , INTEY

//BARZEIBE XANNREL , INTEY
//EEFANSR B XHERER , INTEL

ER—BNRNIEEAFEIR. FRIECREEMNRL , WARLEEM. webEHEM. BEHNAEEMHRK—

. HBEIEEIIANREM

ZERE[E) , FEEEERR.

APIZ%
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R
GET /v{version}/wafEvent/{waf_id}?type={type}&beginTime={time}&endTime={time}&pageNo={pageno}&pageSize=
{pagesize}&clientToken={clientToken} HTTP/1.1

Host: bss.{region}.baidubce.com
Authorization: authorization string

e

BRadeSsmst | TR MR SIN

BREH
, Py . .
sWEHR XK - SHuE Mk
™
version  String 2 URLS# APIRAS |, YuiHE2
waf_id String 2 URLE¥  wafirEss
QUERY & HY{H all. webAttack, customAttack S HIFRELPEM. webIHEH. BENM
type String = .
44 NFEF=SE4
beginTim TIMESTA QUERYZ ‘
= BFRE, « MRS FHIART AL
e MP W
TIMESTA QUERY & R . .
endTime =3 BRI, « R EA R AR
MP E44
QUERY &
pageNo Int Py " BRETGEHIIRTS
QUERY &
pageSize Int B =R
o
clientTok .
String z QueryE¥t &S Token , VERL LM
en
R EIRZHEY

ARENIR[E]200 , MUK [E] W45 2D
yAEESC

BRate3msth | TR MR SIS

IACIE =

SWEHR KB E11)%

data List<AttackEvent> wafE&ERIBEE4HFIR
total Int WHEEHNHE
&N

GET /v2/wafEvent/waf-3ad4b5c?
type=webAttack&beginTime=1546963200&endTime=1547625600&pageSize=10&pageNo=1&clientToken=be31b98c-
5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.{region}.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T708:26:527,/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#attackevent

Baidu B EERER Y APIZ%
1R @) 745

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive
Content-Type: application/json;charset=UTF-8
Server: nginx

{

"data": [
{
"time": "2017-03-14 19:49:53", /R A R]
"bee": ["instance_id1", "instance_id2"], //SslE&E =
"ip": "ip", //BEEIP
"addr": "£E", / /B E A
"userAgent": "baidu spider", //BEE N
"url": "URL", //HEHURL
"ruleld": "zdy_id", //HAFREBENEXE A FEEHNETF
"ruleName": "sql-0001", //BhfEE
"rulelnfo": "SQLIEAN", [/ BEEM
"type": "deny|log", //UCELER
"body": "body", //USEENA
s
ool
]
"total": 1000, /5%

}

@ WAFE A — B[R A S
EOMR

B4/ NANBEFHRERBAEBE , FRIEEREEMHRE , WARLMEMS. webltlEM4, BE LHNEEEAH
—Fh, FRIEEMRBRNLERNZ , ANRBER.

KL,

GET /v{version}/wafCount/{waf_id}?time={time}&type={type}&clientToken={clientToken} HTTP/1.1
Host: bss.{region}.baidubce.com
Authorization: authorization string

BRI
BradeSssst | TR MRS

LB
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EIE\I N
BHEw 3B sBEE M
W
version  String 2 URLS# APIIRAS , YpiEUE2
TIMESTM QUERY%
time 2 BHRVEY, « R AR AT (A
AP E5 4
QUERY & HX{H all, webAttack, customAttack 3 FIFRREEFELE. webHEM. BENHM
type String = .
w MIRA=Z 44
clientTok
String 2 Query2¥ TEMToken , VN F %M
en
IR [EPR ARG

RN [E]200 , KR [E 5 RS
AE S
BRadessst | TR MR SIN

REIS%

SR KR it
total List<PeriodAttackCount> —E& B8] PN N I T a6 e B R

CE o

GET /v2/wafCount/waf-3a4b5c?
time=1546963200&type=webAttack&pageSize=10&pageNo=1&clientToken=be31b98c-5e41-4838-9830-
9be700de5a20 HTTP/1.1
HOST bss.{region}.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

1R @74

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive
Content-Type: application/json;charset=UTF-8
Server: nginx
{
"total":[
{
"time":00,
"total":10

"time":"12"
"total":"20"

BLB-WAF-API
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#periodattackcount

Baidu B EEHER Y

@ wafBlbRegionOverview

O

RATERRFEENBIRMKK BLB WAF SBISIRER , FRIEEpageNo, pageSize A5 W&,

ERLEH

GET /v{version}/wafBIbRegionOverview?pageNo=1&pageSize=10&clientToken={clientToken} HTTP/1.1

Host: bss.{region}.baidubce.com
Authorization: authorization string

AR

BRadE3gst | TTH AT I,

AR X BERLTE R

region region £
BREW

SPEHF KR £
version String £
pageNo Int 2
PageSize Int =

clientToken String £

IR [EPR SRS

VL Region

BT SBNE WA

URLE¥L  APIRAS , HATH{E2
Query3 ¥ waf¥) &R TS

Query2¥ waf¥l3R M RN E
QuenyB ¥l FEMToken , VENLF 5

REENIR[E200 , RIIRE A5 R .

IR @] 335

BRI | FTHARRIA .

REIS%¥

e 2R

i1

wafList List<WafResourcelnstanceModel> BLB-WAF3FIHIFI3R

totalCount Int

kRl

GET /v2/wafBlbRegionOverview?pageNo=1&pageSize=10&clientToken=be31b98c-5e41-4838-9830-9be700de5a20

HTTP/1.1
Host: bss.bj.baidubce.com

R PEEANKMWAFRBIK I E

Authorization: authorization string

R [ERHBI

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region
file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#wafresourceinstancemodel

Baidu B E&EER Y

HTTP/1.1 200 OK

x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT

Content-Length:
Connection: keep-alive

Content-Type: application/json;charset=UTF-8

Server: nginx
{
"wafList": [
{

"region”: "bj",
"wafName": "NAME",
"wafld": "WAFID",
"status": "available",

"blbName": "BLBNAME",

"blbld": "BLBID",
"blbListenerld": "BLID",

"blbListenerPort": "8003",

//WAFSRB) B IR AT FE I, g2: M |bj:dL AT su: 7 | nkg: &8 | fsh: L i [fwh VX |bd R E

//WAFSRAIE) £ FR
//WAFECHIEQID
//WAFSRBIEPIRE, M.instanceStatus
/ /8B 3E iBLBSLI & R
//983E HIBLBSLBIRAID
//BLBYAIFFID
//BLBY ¥ 0

"blbListenerProtocol": "HTTP", //BLBYAN{MY

"autoRenew": "true",
"domain": "demo.com",

"productType": "postpay",

//RBETER | true:Blfalse: R
/ /B8RRI
/ATEAT |, postpy: f513 8| prepay:Fift 2%

"expireTime": "2022-06-06T06:10:00Z" , //BR&- T HAA(E]

"subDomainConfig": {
"customSwitch": "0",
"subDomain": "test",
"webSwitch": "0",

B

"ipCustomSwitch": "0",

"ipWebSwitch": "0",

"webSwitch": "0",

WCAFFE
"customSwitch": "0",
SN YapiY =
"webDomainCloseN": O,
"webDomainOpenN": 8,

"customDomainCloseN": 1,
"customDomainOpenN": 7,

"totalCount": 100

@ wafBIbAllOverview

i::p

//FiE% B E XBPFFR,0: 56| 1T 2
/1134
//FiB 2 weblFFE K, 0: % )| 1: 3 /3

//BLB EIPE X X3P IF%,0:5<H)|1:FF /3
//BLB EIP webFi#PFF%,0: 5| 1: 7 /3
//FIBEwebfFIF K, 0: 5|1 2. REFEE—NFIREATFERE , ZFERD

// 8L BE NI R, 0: XA | LR, REGEE—/NTFELATFERE , &F
// R AwebBitrH T84 S E
//FEfBweb BRI Figi % 5E

//RABEE TR a e
//FTIREE XIS E

/1E%BE

BTFEWAFERBXIEISKKBLE WAF SKBIFIRGE | FEEEpageNo, pageSize kKM TTEM).

HREGH

GET /v{version}/wafBIbAllOverview?pageNo=1&pageSize=10&clientToken={clientToken} HTTP/1.1

Host: bss.{region}.baidubce.com

Authorization: authorization string

LB

BRAFERIssh , FTTHARRIA .

APIZ%
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SREHR KB BRALT

region  region &

V¥ Region

WA 2 BRELT SEMNE WA

version String &
pageNo Int T
PageSize Int =

clientToken String

bl

1R [EPRZARS

URLES¥R  APIRRAS |, YETE{E2
QueryZ ¥ waff|RITSHS
QueryZ¥k waffl3R RN E

QueryS¥ B MToken , VENLZEM

ABEINIR[E]200 |, WGR [B] WAL RS |

1R [E] S

BRate3gst | TTH ARSI,

RES%HK

SWEHR AR

1::p%

wafList List<WafResourcelnstanceModel> BLB-WAFSRfIE%513&

totalCount Int

R

GET /v2/wafBlbRegionOverview?pageNo=1&pageSize=10&clientToken=be31b98c-5e41-4838-9830-9be700de5a20

HTTP/1.1
Host: bss.bj.baidubce.com

B PEENXAWAFSFIR $ 2

Authorization: authorization string

1R [E) 7~

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region
file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#wafresourceinstancemodel

Baidu B EERER Y API5:E
HTTP/1.1 200 OK

x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09

Date: Wed, 10 Apr 2018 08:26:52 GMT

Content-Length:

Connection: keep-alive

Content-Type: application/json;charset=UTF-8

Server: nginx

{
"wafList": [
{
"region”: "bj", //WAFSRB) B IR AT FE I, g2: M |bj: AL AT su: 7 | nkg: & fsh: i [fwh:EUIX |bd: R E
"wafName": "NAME", //WAFSRI i 22 FR
"wafld": "WAFID", //WAFSIEID
"status": "STATUS", //WAFSKHIRPIRAS , WK InstanceStatus
"blbName": "BLBNAME", / /48 3E i BLBSLAI B 42 FR
"blbld": "BLBID", / /8B EBLBSRAIKIID
"blbListenerld": "BLID", //BLBYIfTID
"blbListenerPort": "8003", //BLBY iz
"blbListenerProtocol": "HTTP", //BLBYANT#HX
"autoRenew": "true", //BBENERE | true:Blfalse: R
"domain": "demo.com", //BERNERL
"productType": "postpay",  //iTEBRAR , postpy: fG1F5%|prepay:Tift#k
"expireTime": "2022-06-06T06:10:00Z" , //BR%-i Ak 5]
"subDomainConfig": {
"customSwitch": "0", //F1348 B E LBk, 0: 5| 1:FF i3
"subDomain": "test", / /i34
"webSwitch": "0", //FIB & webBR I 35, 0: 35 1|1 FF 53
B
"ipCustomSwitch": "0", //BLB EIPEE XLFHHFF%,0: 5| 1:FF 5
"ipWebSwitch": "0", //BLB EIP webFi#PFF3%,0: < 1: 7 /3
"webSwitch": "0", //FIBEweb[F TR, 0: X F|1:FF 2. REFEE—NFRL2AFERE  LFERD
N b=
"customSwitch": "0", //FiEL BEXHPF X, 0: KM |17 2. REBEE—NFELAFERE  %F
BBIME AT
"webDomainCloseN": 0, //FAwebIP 54 =
"webDomainOpenN": 8, //FF Bweb[iP 154 e
"customDomainCloseN": 1, //R=NEE NP iR E
"customDomainOpenN": 7, //FFBEENTFiELhE
By
{...},
1
"totalCount": 100 /BB
}
@ wafBlb
E:3%

EWAFL T RTHEEA WAF SKBIKIFTEDIbIB] , LR bIbIBI T AT EXANRH . FRIEEwaffIbR G .
KEEHA

GET /v{version}/wafBlb/{waf_id}?clientToken={clientToken} HTTP/1.1
Host: bss.{region}.baidubce.com
Authorization: authorization string

LB

BRAFERIssh , FTTHARRIA .
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SREHR KB BRALT

region  region £ V¥ ),Region

WA 2 BRELT SEMNE WA

version String & URLS# APIERAEAS , YrijEUE2
waf_id String & URLS ¥  wafbrsss

clientToken String £ QueryS¥ FEMEToken , ERFEM
R B ASHR

RRFNIR[E1200 , KUK E WAE RS .
P AEPSE

BRAFSKIEAN , TTHEAMURIA KR,
REISH

SWEHR LR R
bibList  List<Blbinstance> Fi f3RAKIbIbSLFIHALE I EESZ

e o

GET /v2/wafBlb/waf-3adb5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N Ry 7~ 451

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#blbinstance

Baidu B & 8= 0AY APIZ%

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive
Content-Type: application/json;charset=UTF-8
Server: nginx

{

"blbList": [
{
"blbld": "BLBID", //BLB ID
"blongld": "BLBLONGID", //BLB KID
"bloName": "NAME", //BLB NAME

"listenerList": [
{
"listenerld": "396920", //listeneriaNTID
"protocol": "HTTP",  //listenert/i¥,HTTP|HTTPS

"port": "80", //listenerig[d,1-65535
"rsList" [
" XXXXXX- XXXXXX- XXXXXX-XXXX ", //BLB4BERIBCC

]

@ wafBind
ik
¥— WAFSKBIZBE R B #RBLBSRBIRISAT L , FEFEEWaRES. bIofIAREST AR bIbSBE BN FI S ITIHA .

EREH

PUT /v{version}/wafBind/{waf_id}?clientToken={clientToken} HTTP/1.1
Host: bss.{region}.baidubce.com
Authorization: authorization string

{

"blbld": "BLBID", //BLB #5ER

"listener": {
"protocol”: "HTTP|HTTPS",  //listenerf}¥,HTTP|HTTPS, EEXE A/NE
"port": "80", //listeneni,1-65535

}

bindEip: "0|1" // BB Eeip, 1:2|0: %

}
BRI,

BRAFERImh , FTHEAFIASIE.

SWEK KB RELT #Hd

region  region = V£ ),Region

68


file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region

Baidu B E&EER Y AP|5:2

BEREH

BWEHF LR EENE SBNE R

version String & URLS%1 APIIRASS |, YEiEE2
waf_id String & URLS# wafFrESRF

bibld String 2 Request BodyZ#t E4FE FIbIbARESR
listener Object £ Request BodyZ# blbWIri BhiX s
bindEip int 2 Request BodyZ:#k ZE&HB48E EIP

clientToken String & QueryZ¥i &M Token , VENL M
R [ER 2SR

RENIR[EI200 , KIBOR [E R FE R
) AE S

Brade3sst , TR ARSI,
REIS%

TAFTRIR ISR,

KRB

PUT /v2/wafBind/waf-3a4b5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z7/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02
{
"blbld": "lb-ecfca910"
"listener": {
"protocol": "HTTP",
"port": 80,
}
bindEip:1

MRz 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive
Content-Type: application/json;charset=UTF-8

@y wafUnbind
O
F—A WAFSCHI ABLBSSHIR ST ERREFAEIPE , T EFEEWafbREST. bIoBIARERF AR bIbSBRE WAl M i H .

HRLEH

69


file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B EEHER Y APIZ%

PUT /v{version}/wafUnbind/{waf_id}?clientToken={clientToken} HTTP/1.1
Host: bss.{region}.baidubce.com
Authorization: authorization string

{

"blbld": "BLBID", //BLB ID

"listener": {
"protocol": "HTTP|HTTPS", //listeneriy:HTTP|HTTPS, EEFE A/ NG
"port": "80", //listenerigd , intfY: 1-65535

}

bindEip: "0[1" // BB Eeip, 1:2|0:F

}
R

BRate3agst | TTH ARSI,

AR K BERLTE R

region  region £ V¥ Region

BERESW

2HEHF R ERENE SBNE R

version String 2 URLS# APIRAS: |, YETEVE?2
waf_id String £ URLE¥ WAF #RE54

bibld String &2 Request BodyZ#{ ELFRE FIbIbARESRF
listener Object £ Request BodyZ#1 blbNTE HiXFis O
bindEip int = Request BodyZ# E&B45E EIP

clientToken String & Query::¥K M Token , VENFHM
R B ZHEL

RMRE200 , KBOR B R AR
IR [B] K

BRAFESKIEAN |, TOE MR SKIE,
R[S

TR E B

kRl

PUT /v2/wafUnbind/waf-3a4b5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02
{
"blbld": "Ib-ecfca910"
"listener": {
"protocol": "HTTP",
"port": 80,
}
bindEip:0

70


file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region
file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B E&EER Y

N Ry 7~ 51

HTTP/1.1 200 OK

x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09

Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive

Content-Type: application/json;charset=UTF-8

@ wafRules

AR

ERAFATRCEN R MEURBENBE , FRIEE WAF RARER.

HRLEH

GET /v{version}/wafRules/{waf_id}?clientToken={clientToken}

Host: bss.{region}.baidubce.com
Authorization: authorization string

R

BRAFERIgsh , FTHARRIA .

AR KB ERLTE R

region  region £ V¥ Region

e X BEALF SERNE

version String £ URLS¥  APIIRAS |, LYETEUE2
waf_id String £ URLE¥  WAF #RER

clientToken String 2 QueryS¥ FEMToken , EMZEM
B B ZSHY

RRENIR[E1200 , KUK [E W55 RS
IR [5]3K35,

BRAFESIESN , TTHE MR SKIE.
BREIZH

BWEH KB R

domainSum Int T4 R

ruleSum Int HLNp % E

KRB

GET /v2/wafRules/waf-3ad4b5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

i)

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region
file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B E&EER Y
N Y 7~ 451

HTTP/1.1 200 OK

x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09

Date: Wed, 10 Apr 2018 08:26:52 GMT

Content-Length:
Connection: keep-alive

Content-Type: application/json;charset=UTF-8

{

"domainSum": 20, //FIE&%K,intEY:10|20|30|40|50
"ruleSum”: 40, //#LRI%K,int%:20|40|60]|80]100

@ BLB-WAF T AFLNACE

EOH#R

Xt BLB-WAF KB T AMNIECE , FEIEE WAF ARG , R\ WAF 71 BLB IBCE.

HRLEH

PUT /v{version}/wafConfig/{waf_id}?clientToken={clientToken}

Host: bss.{region}.baidubce.com
Authorization: authorization string
{
"baseConfig": {
"domain": "demo.com",
"ccDefenseSwitch": 1,
"ccDefenseTemplateld": 1,
"blbld": "BLBID",
"listener":{
R
"listenerld": "LISTENERID",
"port": "PORT",
"protocol": "PROTOCOL"
}
s
"subDomainConfigList": [

{

"subDomain": "test.baidu.com"”,

"subDomainPrefix": "test",
"webSwitch": "0[1",
"webPolicy": "high|middle|low",
"webType": "log|deny",
"ccDefenseSwitch": 1,
"ccDefenseTemplateld": 1,

//BERBERER

//E5
//BENFHRIFX , 0% | 1723
/ /Bt ARRRid

//BLB ID
//BLB i {s ENER=NFEEwaBIbiZEO AR (A |, EHAAS ERE G2 IR

//BLB IFID

//BLB &WrimA

//BLB BT #X

//FHARERER

//FiBA&
/[ FIBAERIS
//webBPIF%,0: 55| 1:7F )3
/ /R R
//PATHISRRR
//BRXBFIF X, 0K | 155
//BtrtEhRid

3

sk
BraFeSgst | TR ARSI,

SWEK KB RELT #Hd

region  region =& V£ )L,Region

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region

Baidu B E&EER Y

BLB-WAFECE V¥ WwafConfig,

BWABIR IR RENT BBE 323

version String £ URLE#K APIIRASS |, HETEE?2

waf_id Sting £ URLE%K WARKRER

clientToken String & Query2¥#x E M Token , ERLFSEM

baseConfig Object ;& Request Body2 ¥t wafBLEEAEE , AKFBIFILERLEHM
subDomainConfiglList List = Request BodyZ#it waffitB FREINREEXMNVACEEE , BAFBIVENEREM
IR [EPR ARG

RRENIR[E]200 , KWUR [E D55 RS .
yAEPSe

BRASESKIRSN | TTH AR,
REIZ%

TAFRIREI SR

o

PUT /v2/wafConfig/waf-3a4b5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02
{

"baseConfig": { //BARREER
"domain": "demo.com", //FE3
"ccDefenseSwitch”: 1, //EEXBRFIFX , 0% | 17 /3
"ccDefenseTemplateld": 1, //BHtPiERRId
"bIbld":" [b-XXXXXXXXX" , //BLB ID
"listener":{ //BLB I HMXFNEED , cdnwaf o2 B,
"listenerld": "114762", //BLB % 0frID
"port": "8003", //BLB $lfrig A
"protocol": "HTTP" //BLB WM
}
s
"subDomainConfigList": [ //FIBEREER
{
"subDomain": "test.baidu.com", //FiB 4
"subDomainPrefix": "test", //FIB LRI
"webSwitch": 1, //webBhHIF3%,0: % | 1: 7 i3
"webPolicy": "high", /I REE LR
"webType": "log", //PITHISERE  log: MER L | deny =it
"ccDefenseSwitch": 1, //BREXBFFR , 0% | 173
"ccDefenseTemplateld": 1, //BRiPfERRId
Bs
{..}
]
}
N B 7~ 451

APIZ%
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file:///drone/src/wj-build-task/WAF@bce-doc-0/output/WAF/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/BLB-WAF%25E6%25A6%2582%25E8%25BF%25B0.md
file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B E&EER Y

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive
Content-Type: application/json;charset=UTF-8

@ BLB-WAF EHLNELE
BO#R
St BLB-WAF SLIE R S aTl NECE .

HREGH

GET /v{version}/wafConfig/{waf_id}?clientToken={clientToken}
Host: bss.{region}.baidubce.com
Authorization: authorization string

sk

BRI, | THARR I I

AR XK ERLTE R

region  region £ V¥ Region

e 2 BRELT SEUMNE WA

version String & URLS¥  APIIRAS |, LETEUE2
waf_id String & URLS#  wafdrEsRT

clientToken String & QueryZ¥t FZ it Token , VENFEM
B B ZSRY

RRZNIR[E]200 , KU [ W5 R
IR [E] 3K

BRI, | TH AR SIE
RES%K

e BLB-WAFEZE¥iE W, wafConfig
AT ES I -5

baseConfig Object walftBEARER , BAFEE N R~F
subDomainConfigList List waliL B84 5 R EEMNECERER , AEFERIVENINN R~F

KRB

GET /v2/wafConfig/waf-3adb5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-

date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

APIZ%

74


file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#region
file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E
file:///drone/src/wj-build-task/WAF@bce-doc-0/output/WAF/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/BLB-WAF%25E6%25A6%2582%25E8%25BF%25B0.md

Baidu B E&EER Y
N R 7~ 51

"name": "WAF-541f2a75", //WAF B & FR
"productType": "prepay", //WAF 1185258 prepay:Ti{+2% , postpay: /G135
"region": "bj", //WAF S5l it [ sk
"status": "available", //WAF SRS
By
"subDomainConfigList": | //FIBERERER
{
"subDomain": "test.demo.com", // RIS
"subDomainPrefix": "test", // BRI
"webSwitch": 1, //webBHH I 3%,0: 3% | 1:FF i3
"webPolicy": "high", /) RBEELR
"webType": "log", //PITHI SRR log: ML | deny =Bt =
"ccDefenseSwitch”: 1, //BEMFFFFX , 0XHA | 133
"ccDefenseTemplateld": 1, / /PP RRid
By
Toocls
]
}
CDN-WAF-API
@ Overview
£

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2018 08:26:52 GMT
Content-Length:
Connection: keep-alive
Content-Type: application/json;charset=UTF-8
{

"baseConfig": { //BEXRRERER
"createTime": "2021-07-05T11:12:217", //SRBIBIEERTR]
"domain": "demo.com", //E
"expireTime": "2022-06-05T11:12:217",  //AR%- 1T HAA{E]
"ccDefenseSwitch": 1, //BRENXBIR , 0K | 173
"ccDefenseTemplateld": 1, / /PP RRid
"blbld":" - XxXXXXxxx" //BLB ID
"listener":{ //BLB YN FNum
"listenerld": "1234566",
"port": "8003",

"protocol": "HTTP"
s

) 8 CDN-WAF 31451

HRLEH

GET /v{version}/cdnwaf/overview?clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

LB

BRAFERIRSh | THARR I I

\

RS

APIZ%
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Baidu B EEHER Y APIZ%

SREHF X ERET SBNE #R

version String & URLS# APIKRAEAS , Y4piEUE2
clientToken String 2 QueryS¥ FEMToken , M FEM
B B ASR

RRENIR[E]200 , KUK @] W5 RS

AE S

BRAFEIIESN | ToH MhAS A SIE

RES%H

SWAEI KR 75

waflist  List<CdnWaflnstance> F /T Hcdn-wafSifiFsk

o

GET /v2/cdnwaf/overview?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-

date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N R 7~ 451


file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#cdnwafinstance

Baidu B E&EER Y

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8

Server: BWS
{
"wafList": [
{
"wafName": "NAME", //WAFS{BI 0 & FR
"wafld": "WAFID", / /WAFR4IE41D
"status": "STATUS", //WAFSSBIFPRE , DUBfRInstanceStatus
"autoRenew": "true", // BB, true:Z|false: s
"domain": "demo.com", //BERNER L
"subDomain": { //CECA L2 M E
"used": 0, //EEFEEME
"total": "10" //ATBL iR E
},

"productType": "postpay",  //iTBRFA , postpy: 515 |prepay:Tift#
"expireTime": "2022-06-06T06:10:00Z" , //BR4$-iTHAAT(E]
"subDomainConfig": {
"customSwitch": "0", //FI38 B XFPFFR,0: K| 1:FF 2
"subDomain": "test", //FiB%&

"webSwitch": "0", // i webBiErTr e, 0: 5% A |1:7F 2
},
"webDomainCloseN": 0, //XFwebliP R84 $=
"webDomainOpenN": 8, //FF Bweb BT84 S

"customDomainCloseN": 1, //RXFBEEN i ihs
"customDomainOpenN": 7, //FEIBEE X ris &=

oocl;
I
"totalCount": 100 //B&BE

@y DomainList
O
o REIAFHERESSS)E

HREH

GET /v{version}/cdnwaf/domainList?clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

sk
RS | TTR ARSI
RS

SREHF KB BB SBNE #R

version String & URLS#L  APIRRAS |, YETE{E2
clientToken String £ Quenya¥ B MToken , EN T
R EPRAR

APIZ%

e


file:///API%25E5%258F%2582%25E8%2580%2583/%25E4%25BD%25BF%25E7%2594%25A8%25E9%25A1%25BB%25E7%259F%25A5#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7

Baidu B E&EER Y
MENIR[E]200 , SR [B] W 450D

1R [E] 33
BRateSssst | TR MR SIN
RES¥K

2 S U )
domainList List ESETRIE

kRl

GET /v2/cdnwaf/domainList?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRy 7~ 5

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cbh4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS
{
"domainList": [
{
"domain": "demo.com", //CDNeR R T 154

@ querySubDomainList
AR
o TS TEA BRRMEIF AthwarSCBIR ] FFimE 53k , SE AwafSKBISEE M54

R

PUT /v{version}/cdnwaf/querySubDomainList/{waf_id}?clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

{
"domain": "demo.com", //CDN FEiE4

kI
BRaFeSssst | TR MR SIN

B

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B EEHER Y APIZ%

BWEHF X EENE SBNE £

version String & URLS#1 APIIRASS |, YiEE2
domain String & Request BodyZ3# g4

clientToken String £ Query&¥k FEMToken , VERNFEM
R B ZHY

RRPNIR[E]200 , S WUk [ W5 A
AP S

FRAFIHS | TTHAMFA SIS
REIZH

2 B Ei U 7.
subDomainList List IR [E A el B FiE 451k , subDomain@ FIR&FR |, statusE &R ES

KRB

PUT /v2/cdnwaf/querySubDomainList/waf-3a4b5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20
HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02
{

"domain": "demo.com",

MRz 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
{

"subDomainList": [

{
"subDomain": "a.demo.com", //cdnRFiE 4

"status”: "1", [/ TR, O L B E N warsesl

@y cdnWafRules
O
ERCDN WAFSKHIATECE M Fik 2 F1 B E AWK , FFEFEEWaftliRER . FEIEEcdnEIHA

HRLEH
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Baidu B E&EER Y

GET /v{version}/cdnwaf/cdnWafRules/{waf_id}?clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

{
"domain": "demo.com", //CDN R E 154

BRI
BRadeSssst | TR MR SIN
LB 2

SREHF KB EROT SBNE #R

version String & URLS#L APIRRAS |, YRTE{E2
clientToken String & Querys¥r BZMToken , VN EZEM
BREPRAR

REPRE200 , SKBOR [R5
) AE S

BRI | TEARAFIA SIS
REIS%

S KR #HR
domainSum  Int Fig &K

ruleSum Int HLWR
akRpi

GET /v2/cdnwaf/cdnWafRules/waf-3ad4b5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-

date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRz 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cbh4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8

{

"domainSum": DOMAINSUM, //F384%8,intEY:10|20|30|40|50
"ruleSum": RULESUM, //FLN%L,intFY:20]40]60|80|100
}
@ cdnWafConfig
O

FATF X CDN-WAF St F AR RERE .

HREEH

APIZ%
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Baidu B E&EER Y

PUT /v{version}/cdnwaf/cdnWafConfig/{waf_id}?clientToken={clientToken}

Host: bss.bj.baidubce.com
Authorization: authorization string

{

"baseConfig": { //BEAREER
"domain": "demo.com", //E3,
By
"subDomainConfigList": [ //FIBEREEE
{
"subDomain": "test.baidu.com", //FiB 4
"subDomainPrefix": "test", // BB
"webSwitch": "0|1", //WebBRRFF 3%, 0: 5 |1:FF 12
"webPolicy": "high|middle|low", /)RR
"webType": "log|deny", //PITHIRER
"ccDefenseSwitch": 1, //BREXBHIR , 0K | 1773
"ccDefenseTemplateld": 1, //FhiFigERRId
Bs
{---}
]
}
ask
BRNESIEA | ToE AR I
BREW
SWEIR KR BRERUT SRNE E1:7%
version String 2 URLS%K APIRRAS |, YUETEVE?2
waf_id String & URLE¥ WAFFRER
clientToken String B Queny3¥x BEMEToken , VEN 51
baseConfig Object & Request Body2 % wafftBEEAERE , BAFERVENERLEM
subDomainConfiglList List 2 Request BodyZ¥ wafftB FZ IR EHINVEEEE , BTN ERLEEM
B EIRAR

ARENIR[E]200 , SR [E] W 45 R
IR [a] ks,

BRIt | TR AR SSN

REIS%
TCAFIRIR 124
KRB

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E8%25BF%2594%25E5%259B%259E

Baidu B & 8= 0AY APIZ%

PUT /v2/cdnwaf/cdnWafConfig/waf-3adb5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20
Host bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02
{

"baseConfig": { //EARLERER
"domain": "demo.com", //E
s
"subDomainConfigList": [ //FIBEREEE
{
"subDomain": "test.baidu.com" //FiB4
"subDomainPrefix": "test", / /IR eI
"webPolicy": "high", / /R ELR
"webType": "log", //PITHO SRR log: ML | deny = EiE =
"webSwitch": 1, //webBH1RFF3%,0: K| 1: T2

"ccDefenseSwitch": 1,
"ccDefenseTemplateld": 1,

//BEMLBFFFR , 0XM | 172
/ /B ERRId

N R 7~ 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8

@ cdnWafConfig
Bk
FIF&8 CDN-WAF iFL RIS,

ERGEH

GET /v{version}/cdnwaf/cdnWafConfig/{waf_id}?clientToken={clientToken}
Host: bss.bj.baidubce.com
Authorization: authorization string

R
BRAFERISN | TR,
HREH

SREHF KB BB SBNE #R

version String & URLS#L APIRRAS |, YEIE{E2
waf_id String & URLE®Y  WAFKRES

clientToken String & QueryZ¥ &M Token , FENF M
B BIRAR

MENIR[E]200 , MR [B] W 4510
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Baidu B EERER Y APIZ%
IR [E] 3

BRAFERIgah | TTHARRR I I

RES%K
WA ES I -7
baseConfig Object wafiLBRARER , RAFRFNIBRG)

subDomainConfiglist List ~ wafltEFHASIREAMNNEERE , BAFBIE LN <A

HRRHI

GET /v2/cdnwaf/cdnWafConfig/waf-3adb5c?clientToken=be31b98c-5e41-4838-9830-9be700de5a20
Host bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

iRz 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8

{
"baseConfig": { //BEAREER
"createTime": "2021-07-05T11:12:217", //3f5|AIEERKT(E)
"domain": "dome.com", //E18,
"expireTime": "2022-06-05T11:12:217", //R%- 1T HAR &)
"name": "WAF-541f2a75", //3R=BIBFR
"productType": "prepay”, //VTERZEAY prepay:TR{1ER , postpay: 514 %%
"region": "global", / /G EHIE, CDN-WAF &iEHIZZE— A global
"status": "available", //WAFSEHIPRZES
s
"subDomainConfigList": [ //FIBEZEEEERE
{
“subDomain”: "test.baidu.com" /)84
"subDomainPrefix": "test", //FIBERE
"webPolicy": "high", //Qi)‘{%lﬂﬁ%ﬁ,higmmiddlellow
"webType": "log", //PITHISERE : log: MERAES [ deny 2 BiE=
"ccDefenseSwitch": 1, //BRENMRFIFR , 0X%F | 17F/2
"ccDefenseTemplateld": 1, //FhiFiERRid
"webSwitch": 1, //webBiPFF3%,0: %) |1: T2

=%
@ ModelXt 5 E X

@y WafResourcelnstanceModel
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Baidu B & HE = SOAY APIZ%

BWABIR eSit) Ei::3%

region Region iR FT#Eregion

listener Object listenerXtZ 24T % , protocolFlportsy HiZRRblb M I KIEMX AR O
wafName String WAF 325142 7}

wafld String WAF $RERF

status InstanceStatus WAF SKBIPRZS

blbName String BLB 354 #R

blbld String BLB #rE4

domain String WAF ZBE R84

webSwitch Int webfFIRIFK , 0: <, 1: FF/3
customSwitch Int BEMBIFR,0: XA, 1: FF/a

> BlbListener

SHEHR KB R
protocol String  RBE httpsEihttp FIAHZEEY
port Int listenerigd , inthY: 1-65535

rsList  List bIbZBE fbce 317

@ InstanceStatus

mEn R

available SC5IR] A

paused SKBIEIHIKE MRS
pausing SKBIEIHAIELEALIE
updating SRAIIEFESE T
deleting  SKBIELEMIRS
deleted  SRABIMIFR

@ Region
I 5
bj b=
gz I
su P
fsh L
fwh 1z)'¢
hkg  &i
bd RE

@y AttackEvent
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Baidu B EEHER Y

SWEHR AR

time String
bce List

ip String
addr String

userAgent String
url String
ruleld String
ruleName String
ruleinfo  String
type String

body String

@ PeriodAttackCount

WA KRB
time Int

total Int

@ Blblnstance

SWEHR KR
blobName  String
blbld String

longld String

1::9

BB R

SRR 5IR

Wi#ip

W EiE

K& AR va

WEHERun

LA FREEE NG , RuleldRRE E HMEARER
LA ARE B EXHNSE |, RuleldRRE E RN 7R
RAAEEREEXARRE

web[JiIFREE , denyallogMAhE

WHER RS

£
RAFFEABT R R AER{E , BUYESEHE |, [00-24]
TEX/NE A R T E

1::9
BLB 34 #k
BLB #R&1

BLB «ID

listenerList List<BlbListener> BLB %It %FFR

@ BIbCustomRule

WA KB
name String

type String

i::p
gL F AFFL-65MF. KNEFR, -/ WARFEITK
B XFANBATENE © log MEAE, deny: 2 BHER passFIEHIRE

conditions List<CustomCondition> EENXMNEESREENNIEE , &RL35%

@ CustomCondition

WA KR
key String
match String

value String

@ CdnWaflnstance

R
UCEemm, R X JUAHEuri, ip. referer, user_agent, get_param
PLE2t&E=:prefix. include. suffix, equal. not_equal., not_include

ILACRB AP, IFRFKR/NE-._
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Baidu B E & EE= Y PRS- FR NN SLA

SHAFR E-Sit] ik

wafName String WAF 325142 7}
wafld String WAF FrES
status InstanceStatus ~ WAF SRS
domain String WAF 8 (184

subdomain SubDomainCount WAF BB Fi8 & M E5T

subDomainList List BRI i8R 2 7R3 R
webSwitch Int webBFHPFFSE,INTRL - 0 : 5], 1 : FFIE
customSwitch  Int BEMGFFFFL,INTE : 0: X, 1: F R

@y CdnCustomRule

SWAEHR KB R

name  String REEZFRAXFFL-66MHTF. KNEFE. -/_ MARTFEIFXK
type String  BEXHLUBITEE : log:MBIET, deny FE2BAR, pass:{FEMRE
patten  String  HITENE:black: =, , white: 1T

key String  DURE, R 35X JLApHE=:uri, ip. referer, user_agent, get_param
match String  DUEZAEZ:prefix, include, suffix, equal, not_equal, not_include

value  String IUERAR:AIHFI , THBFKNE-._
BHA®
& BHAE

e APl fRAIEH

i8] MRS il
2019-01-24 2 APIE%

2021-06-08 2 BHT PRI, SBILEE/MRESEE. MUECES W, MNEE TR % AP NEH S5
Als, \— H

5 I [a) 2

Web 5432815 0H

Web EEHHH

REREAZER TR S FHWEBNY ARSIAL &AM BN BIRIAE TR (2nSQUEN. CookieJE N, XPathiE.
LDAPIEN. PSSR, REGIIAN, FHLd, 504, QEXHEMER. EHEA. QRS MEREERFHTRE
HIBEATA.

ety N iy

AR XSS F5FI ML RIAAA PR EEEIEE A THERPER , EHERE 2EFRANFEF A JavaScript,
VBScript, ActiveXgkFlashPA#iImFA -, —BRBF |, 1o AERA K, |, BXAARE |, BE/75%cookie , BRI &
% GRIEREHXSSHHIES AL,

TERESCAHES)
— A OFF R B RRDERE RS & LHSBRET UARMZBURS SRS X | RS E T BT EE S AR X LR
GEXHFIHTIRGE | WSS WEBAR S FISALE A RIFE A B
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Baidu B E & EE= Y PRS- FR NN SLA
TR fRIIRIT

JaI R F— R IEALLT T2 MHEHRIMRES IR F ARG RAINRR FF L. FERHIFAME | BF REESERGHNE)
BRI FAERT VBB PO TR IEGE. B | RXLFIIRHMANE , RRERBRGZ B MR EIEF |, 3
LEHET RERE , BARBRE L HIRRT TRE.

TR %

—EARIREMEETEE AoV A P B, SBOARIA N R R E T RBEE B X RN EIR TR RS ELIEAR™ , (TUE
FRA GBI BIESRT Y RENKER. R FNEERFEIENTRERTHIT.

SEXM4sIA

webFFRFEF RATFEREDT 5| ASMIBIHF, % 0| BAWR G E N BB AN AR F+ XU hEXHaR I, XA]8E
= S SN A 1 Web iR %5 25 _ERARRLHT, 128 Fif)avaScriptF Al SECH MBS , a1t mAARRLHIT,

SRR

—Lweb R 525 MR VR B A SHRE RNE R U RABITHEMARIT T A HHRRNE XEFEEEEXHL
RS RARBRIT R34

RETIRIF
TE— RGN SRBERERE | BE R EIES BEE M RIRR T LB SRS A X R LA IE.
TCHHTTPhR A

HTTP MMXA L FRRRAS , IRBIAE (major). XX (minor) , FIZNZAARZA 0.9 , 1.0 3k 1.1 . FBHTTPRRATER G EFIBARZ STHFK
httphR 485 H13E $HE EE SR X web IR &5 28 T i .

1R RSBk

B RS HER I EERINLLBSEERMRS , BREEBNRE TR —. AR MKH T TR E R R
TELEMFHEN—/ MBS , ARAEBXTBIRERMIR , ERLMESWESEZENIN , FBTIELRSHE.

AMAAREIL 64 A = #EHE

AATHIESA AR A

AR UB ARV A B80S .

HTETIEKRA]

WAFSS S \BOMEKIRBAV | IR SRR LN TRGE , BERIESORITH s SR XM

WARHE\ Z I RBAT S ST M
AR5 KRN SLA
& BT KR RS R Y SLA

@ [z R KBRS F R X (SLA)

BAEEENRAGAERFFRIY (AFSLA") METEEEERRAES (MFRE) RN BTG RS R AtEE
EVRIEEAR. AR , ARF SRR T A B B SRR Gt Ak E RS TEm.

@ 1. FEIREX

o RERAH : —MRFEAA—TBERA.

87


https://cloud.baidu.com/doc/WAF/s/Ulvezt94v

Baidu B E&EER Y RS EK N SLA
o REAHENHE - RS AHNRKERE * 24 (VNE) * 60 (944) ITH.

o WHAIBIKIESRGIARRIA : LE—40 , B FFERESTEE RN A KRS IR ANES RN R R, RS
NZRF AR, MRAAEREIKRE A RURTESMFSHARTR , AxEAZ XML ERER MR ERR SR
AATRER.

o REATTHN R : RS EHINN AR AESBIART] B8z F,
@ 2. PRS0 At

@ 2.1 fRSF A AtETEAR

BEAYES BH- BETTHH K g
95 FT = ( SRR 7 AR ) x 100%
@ 2.2 RS ] AtEARE

BEERe TP IR S A N A A RS ] M ARME T 99.9%, ARIXBNZAER , Al IMRIEZ IR & SE M E LA TG
TN I,

@ 3. BEAR
@ 3.1 WE{EhRAE

RIEE FE—BEERRKS T ARSI RS , R TRPIAETERASM , BEAXMRT AT XM A
Bk RS HRESS , TR SR EIE SKBR % A & A A= AR % 2 A50%.

55T PR BERESEH
KT 99.9%BETEET99% A EMRSZAM1L0%
BRFONBEFaRET5% B RS TRAH20%
KF95% A E RS 3 R50%
ERTRERSBHMS AT ANK , REHTHM
1) AT EER = ERESRORFATH.
2) BTSN BB AR FRNBEATH.
3) BT EREMESE T AERAAEEER M REORS AT,
4) BT ESENRA A B RS RHNRFERR L B EF RV EFRE A TAMSBRR SR TA.
5) BT EHETME=F (AXAEEEEER) ’E . WHSEASERRFATH.
6) BT &R AEERaN R E#E R ms ERRFATH.
7) BT SR A B SRR &G RARSATA,

8) BT ML, BASMFHLES. FHRSHNBSATR (BEASETNRETR4HP STHRNAISXEL M. SEURE
RIBRFOE  EE) .

9) BT AN ASE ML EMARS AT A.
10) HttHF B K EREm REATE KA TT A,
@ 3.2 TEEEERIR

RS WR T1E A K ERE R N A S RS IRAREI RS 7] AT AE LB X B R ERA B IR ., 8 HARERER
HIEERIEEARRIE. BEEREaWE SRR B HRRFF 2B T B EREwER , FiZlE e SE
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Baidu B E&EER Y RS EK N SLA
AZSRARIBEN , RIS NS R T IR H SR B R IB AN R RS M B AR S N e R 4b T,

@ 4. Hith
1) EREFNAFTEERN |, BESER R AN TR,

(2) AW —EAIAEN , BEERERBNIASLAFRIEHL B R, MASLAFRBEMER , AEERERHIARMIL/ARK
ARXBHE. MEREEBEERERXSLAFTMMEE , TARSILE RN R AIERS , nEakEsE ANV AP AERS , 0
AR EBURHISLA,

3) APMNI T B E SRR TR A MBS EEMITAL, Sh(E, BTFEME. FaESHMEREART ;
’—i"F BT AEZ BIADEEWHA. ERFPRRNRNEEERANRE L ESL L FRERRKN , BEEERA ﬁdﬁﬁ
fAIR1E.

4) AYRXHNTSL, PATHIFRR R SN RN E AP EEEF D ERRERE. WNAREIRNANERERIT RS
W, MANREZLIFNEBR ; EARRE | EEA—am bR g X ARIERREIFA.

5) AMXM BN AX AYRLZ AE EMBHABE REERTENY , RAUIAERZ S , KK TF AN E FHAAAF,
6) ANAPHXF REM YT R AT RR T LI TTHSEARERITH , FPRNEEATRUNN BRI EELRN.
7) RTRAPAREK , LA EERE R A RS VRN A PRIRR S XS " MRARRE

8) XTMFMAIIFK , R EEERE iS5 " R AR R SRR E
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