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{"name":"testOrg", "description": "test organization"}
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"id": "25fc10b3bc61437aa72b35f76515b375",
"masterAccountld": "9fe073b94d6041c7b13617db3a52761e",
"masterAccountMobile": "13312345678",

"name": "testOrg"
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Server: BWS
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"createTime": "2018-08-29T04:02:23Z",
"masterAccountMobile": "13312345678",
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"id": "25fc10b3bc61437aa72b35f76515b375",

"name": "test"
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"name": "name",
"description": "description"
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MRy Sk
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#organization

Baidu B EERER Y IhEER TR

PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375
host: organization.bj.baidubce.com
content-type: application/json
Content-Length: 51
Authorization: AuthorizationString

{"name":"test", "description": "test organization"}

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: bcc416b6-0bd0-4¢3f-aa77-6b211bacb630
Server: BWS

"description": "test organization",

"createTime": "2018-08-29T04:02:232",
"masterAccountMobile": "13312345678",

"masterAccountld": "9fe073b94d6041c7b13617db3a52761e",
"id": "25fc10b3bc61437aa72b35f76515b375",

"name": "test"
}
Kk PR
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EREEH

POST /v1/organization/{organizationld}/account HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

"name": "name",
"mobile": "mobile",
"description": "description"

R
BRASKIISL , THTHHRL,

RS

52



Baidu B EERER Y IhEER TR

B E- i (Vi ¥ 323 PV |
organizationld String  URLZ:¥ 1MP£RZRID £

name String  RequestBodyZ#t WL, £EE— &
mobile String  RequestBodyZ:¥ Tk FE45EFH, z
description  String  RequestBodyZ#{ Mk ik =

M R Sk3zk

B SIms |, TTHESHR L.
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AccountXF &
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POST /v1/organization/25fc10b3bc61437aa72b35f76515b375/account
host: organization.bj.baidubce.com
Authorization: AuthorizationString

{"name":"accountasdx", "description": "test organization account", "mobile":"13312345678"}

N R 7~ 51

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4b1la-8ed2-ea7665461baf
Server: BWS

"status": "CREATING",

"description": "test organization",

"mobile": "¥**k*xxX5ETY"

"joinTime": "2019-09-24701:45:437",

"id": "bfdbd1e6316b4729ab49f2cb25710068",
"name": "accountasdx"

@ BEMK,
EO#R
BHEMWALRF TSR .

ERES

GET /v1/organization/{organizationld}/account/{accountld} HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#account

Baidu B EERER Y
B R uE Ei:13% RAEWIR
organizationld String URLZ¥ JV4AZAID 2
accountld String  URLZ%t Tk FID 2
M R Sk3ak
Brategsth , THERHRKIR.
iRy 2%
AccountX¥ g

KRB

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/account/a7409103bba94b0c8edf446a22¢c7 2bf7
host: organization.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4b1la-8ed2-ea7665461baf
Server: BWS

"status": "ACTIVE",

"description": "",

"mobile": "+86% ¥ ¥ ¥ **k*kkDAZN

"joinTime": "2019-09-23711:16:517",

"id": "a7409103bba94b0c8edf446a22c72bf7",
"name": "bceaccount123"

@ FIIZEmK
EOMR
51 AVBZAT 2 ERIK FFR.

EREEH)

GET /v1/organization/{organizationld}/account HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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BRAFIIHS , TTHERR K.

BREW
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organizationld String URLZ# fb2EZAID 2
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#account
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accounts List<Account> M FPXT5I%1R
Bkl

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/account
host: organization.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf

Server: BWS

"status": "ACTIVE",

"description": "",

"mobile": "+8@* ¥ * ¥ **k*k*kDAZ"

"joinTime": "2019-09-23711:16:517",

"id": "a7409103bba94b0c8edf446a22c72bf7",
"name": "bceaccount123"

@ BIEEMK FHACcessKey
EOmMR
HELHTERIMK PRI —2HAccessKey,
AAMED |, TRK S ELIBIT G EHEE T AREIEIA.

R

POST /v1/organization/{organizationld}/account/{accountld}/accesskey HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

AR
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organizationld String URLZ¥g 7\V4HZRID 2
accountld String  URLZ:#K 0k FID 2

N Ry Skisk
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#account

Baidu B E &B8ERHY EER AR
AccessKeyXf%

ERRHI

POST
/vl /organization/25fc10b3bc61437aa72b35f76515b375/account/a7409103bba94b0c8edf446a22c72bf7 /accesskey

host: organization.bj.baidubce.com
Authorization: AuthorizationString

g Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"secret": "1234567890abcdef98e338e20217alc7",
"id": "eb848c3507344564bd4ab7b7dalcdd70",
"createTime": "2019-09-23711:24:10Z"
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EREH

PUT /v1/organization/{organizationld}/account/{accountld}?consolidate_billing HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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HREH

B ¥R NE R BB
organizationld String URLZ¥ JV4AZAID 2
accountld String  URLS¥R FIKFID &
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#accesskey

Baidu B EEHER Y hRER TR
PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375/account/8760c415d06¢47169¢3561d51538d75a?
consolidate_billing

host: organization.bj.baidubce.com
Authorization: AuthorizationString
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
content-length: O
Server: BWS

@ BIFVLALR
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HRLEH

PUT /v1/organization/{organizationld}/account/{accountld}?leave HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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organizationld String URLZ%k IV4BZAID 2
accountld String  URLZ¥ FWF~ID £
MR Ry Sk

BRAFEIRSN , TTHE R K.

iR 24
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o

PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375/account/8760c415d06¢c47169¢3561d51538d75a?
leave
host: organization.bj.baidubce.com
Authorization: AuthorizationString

N R 7~ 51
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
content-length: O
Server: BWS

EFEEEO

@ QUEHE
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ERES

POST /v1/organization/{organizationld}/invitation HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

"accountld": "target accountld",
"expireTime": "expire time"
"description": "description"

EST

BRAFESSEsh , THER K.

BREW
2R it} B £ B
organizationld String URLZ:%k 1V£RZRID B

accountld String RequestBodyZ: %t #iFM ~Hid £
expireTime  DateTime RequestBodyZ:¥i BiFmidHAR A &
description  String RequestBodyS ¥ 5 HHiA &
M Rz S35,
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Invitation X5

kRl

POST /v1/organization/25fc10b3bc61437aa72b35f76515b375/invitation

host: organization.bj.baidubce.com
Authorization: AuthorizationString

{"accountld":"6381f247b7c3433da0fb34786040baa9", "description":"test"}

Mg R 51
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Baidu B E&EER Y

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"status": "OPEN",

"description": "test",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-23T11:29:147",

"expireTime": "2019-09-26T11:29:142",

"id": "fcb25901719e4d80941da326d8a0046¢",
"accountld": "6381f247b7¢c3433da0fb34786040baa9"

@ BUHEE
BOMR
BUHE A2 VAR LR EGE.

HREEH

PUT /v1/organization/{organizationld}/invitation/{invitationld}?cancel HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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Bradtkimsh , THERHIE.

BEREH
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organizationld String URLZ¥{ JV4EZAID 2
invitationld ~ String  URLE¥ #iEmid 2
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InvitationXt g

KRB

PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375/invitation/6f302551380b4 7bfb6494e5778d16alc?

cancel
host: organization.bj.baidubce.com
Authorization: AuthorizationString
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#invitation

Baidu B E BaE =30
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

o BRHE
O
BEMIALEE,
EskeEm
GET /v1/organization/{organizationld}/invitation/{invitationld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string
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organizationld String URLZ%g V4AZRID 2
invitationld ~ String  URLE¥ #iEMid &£
N Rz Sk

RATESIESN , TTH BRI,
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InvitationXF &

HRRHI

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/invitation
host: organization.bj.baidubce.com
Authorization: AuthorizationString

MR 7451
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#invitation

Baidu B E&EER Y

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"status": "OPEN",

"description": "test",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-23T11:29:14Z",

"expireTime": "2019-09-26711:29:14Z",

"id": "fcb25901719e4d80941da326d8a0046¢",
"accountld": "6381f247b7c3433da0fb34786040baa9"
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EskeEH
GET /v1/organization/{organizationld}/invitation HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string
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organizationld String URLZ¥ JV4AZAID 2
N R Sk3ak
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invitations List<Invitation> ¥FHIFIR
akRpi

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/invitation
host: organization.bj.baidubce.com
Authorization: AuthorizationString
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Baidu B E&EER Y

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"status": "CANCELED",

"description": "test",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-24T01:50:16Z",

"expireTime": "2019-09-27T701:50:16Z",

"id": "6f302551380b47bfb6494e5778d16alc",
"accountld": "8375b8d6092c4b61b9be443d191ededb"”

"status": "OPEN",

"description": "",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-24T01:45:43Z",

"expireTime": "2019-09-27T01:45:43Z2",

"id": "c94976d927e541878ce92d4a8587e033",
"accountld": "bfdbd1e6316b4729ab49f2ch25710068"

"status": "DECLINED",

"description": "test",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-23T11:29:147",

"expireTime": "2019-09-26T11:29:142",

"id": "fcb25901719e4d80941da326d8a0046¢",
"accountld": "6381f247b7c3433da0fb34786040baa9"

@ BRWKSTEEF

EOMR
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GET /v1/invitation HTTP/1.1
Host: organization.bj.baidubce.com

Authorization: authorization string
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invitations List<Invitation> ¥FHI%I3R

R

GET /v1/invitation
host: organization.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"status": "OPEN",

"description": "test",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-23T11:29:147",

"expireTime": "2019-09-26T11:29:142",

"id": "fcb25901719e4d80941da326d8a0046¢",
"accountld": "6381f247b7c3433da0fb34786040baa9"

@ RZHIF
BEOR
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PUT /v1/invitation/{invitationld}?accept HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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invitationld String  URLZ¥ 3#iEMid £
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BRAaERimsh , THERHKE.

[V %4

InvitationX§ £
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#invitation

Baidu B EERER Y IhEER TR

PUT /v1/invitation/4eeab346ceac422fa788940c5251d8a87accept
host: organization.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4b1la-8ed2-ea7665461baf
Server: BWS

"status": "ACCEPTED",

"description": "",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-24T04:06:382",

"expireTime": "2019-09-27T704:06:38Z",

"id": "4eeab346ceac422fa788940c¢5251d8a8",
"accountld": "8760c415d06¢47169¢3561d51538d75a"
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PUT /v1/invitation/{invitationld}?decline HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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invitationld String  URLZ¥ #iEMid £
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Invitation X

ERTHI

PUT /v1/invitation/fcb25901719e4d80941da326d8a0046¢?decline
host: organization.bj.baidubce.com
Authorization: AuthorizationString
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"status": "DECLINED",

"description": "test",

"organizationld": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2019-09-23T11:29:147",

"expireTime": "2019-09-26T11:29:142",

"id": "fcb25901719e4d80941da326d8a0046¢",
"accountld": "6381f247b7¢c3433da0fb34786040baa9"
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HREEH

GET /v1/organization/{organizationld}/root HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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organizationld String URLZ¥ JV4AZAID 2
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units  List<OrganizationUnit> BAJGHIIFIFR
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GET /v1/organization/{organizationld}/root HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string
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file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#organizationunit

Baidu B EERER Y IhEER TR

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "root unit",

"id": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2018-08-29T12:02:23Z",
"name": "root"
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EOMR
BlZMAVERLAA T,
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POST /v1/organization/{organizationld}/unit HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

"name": "name",
"description": "description"
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Bradtkimsth , THERH .

BEREH

2FR I fE £33 BN
organizationld String  URLZ:¥K VZRZRID j=

name String  RequestBodyZ:% {MVZRZRAZFR 2

parentld String  RequestBodyZ#k LZRHITAID , KIEEHEUANRET &

description  String  RequestBodyZ: ¥k \VZRZRHA &
M R Sk3ak

Brategst , THERHRKIR.

21 % ¢

OrganizationUnitXt£

KRB

POST /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit
host: organization.bj.baidubce.com
Authorization: AuthorizationString

{"name":"testUnit", "description":"test"}

66


file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#organizationunit

Baidu B EERER Y IhEER TR
N R A5

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "test",

"id": "a6ed8b858a094187b3e3ch95da73b415",
"createTime": "2019-09-23T11:55:44Z",
"name": "testUnit"

@ MR AVERER BT
EOMR

Wi AVERZRER T,

Uil : BER A TRTRZ R AR AN BT | FHRIRATA IR RIS KK,

EsREEH
DELETE /v1/organization/{organizationld}/unit/{unitld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISEsh , THESH I,

RS
2R X NE R REWIR

organizationld String URLZ¥k M4HZAID £
unitld String  URLZ%K #JGID z
MRy Sk

BRAFEIRSN , TTHE R K.

iR 224

Tc.

o

DELETE /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/56071515f49a49a0aea628e80ebebfde
host: organization.bj.baidubce.com
Authorization: AuthorizationString

MRz 51

67



Baidu B E BaE =30 NRER TR
HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

@ BEMLALR#ATT
BOHR
BEEEMMIVALR ST,
BREEH
GET /v1/organization/{organizationld}/unit/{unitid} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

e

BraFERimsth , THERIH K.
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BHR X NE R B

organizationld String URLZ%g V4AZRID 2
unitld String  URLZ:%k #JTID Z
N Rz Sk

RATESIESN , TTH BRI,

MRy S35

OrganizationUnitSt&

ERRHI

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/a6ed8b858a094187b3e3cb95da73b415
host: organization.bj.baidubce.com
Authorization: AuthorizationString

MR 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "test",

"id": "a6ed8b858a094187b3e3ch95da73b415",
"createTime": "2019-09-23T11:55:447",
"name": "testUnit"

@ EHMAVARRATT
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BRI,

EREH

PUT /v1/organization/{organizationld}/unit/{unitld} HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

{"name":"name", "description":"description"}

LB

BRaFERimsth , THERH .

BREW

B B NE £33 BRI
organizationld String  URLZ:%K vRZAID B

unitld String  URLE%K HITID =

name String  RequestBodyZ:¥ VARZREZFR &

description  String  RequestBodyZ:¥ 1S\VARZREIR &
N R Sk3ak

Brategst , THERSHRKR.

iRy 22

OrganizationUnitXt4

KRGl

PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/a6ed8b858a094187b3e3ch95da73b415

host: organization.bj.baidubce.com
Authorization: AuthorizationString

{"name":"testunit", "description":"test description"}

g Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "test description",

"id": "a6ed8b858a094187b3e3ch95da73b415",
"createTime": "2019-09-23T11:55:447",
"name": "testunit"

@ FIZEETTIK
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69


file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#organizationunit
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Bkt

GET /v1/organization/{organizationld}/unit/{unitld}/account HTTP/1.1
Host:

organization.bj.baidubce.com

Authorization: authorization string

AR

BRAFEISESh , TTHERHIE.

RS
2HR X wE R BB

organizationld String  URLZ¥ fMb4AZAID 2

unitld String  URLS¥ #3TID =
MRy ki3,

BRAFESIESN , THERH K.

IV %54

22 S ] fiik

accounts List<Account> M FHIEIFIR

KRB

TNRERAMICR

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/25fc10b3bc61437aa72b35f76515b375/account

host:

organization.bj.baidubce.com

Authorization: AuthorizationString

N Ry 7~ 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf

Server: BWS

"mobile": "+86* ¥ ¥k kx*x*DA3"

"status": "ACTIVE",

"description": "",

"id": "a7409103bba94b0c8edf446a22c72bf7",
"name": "bceaccount123"

"mobile": "+8@% * x *H*k*kkDAZN

"status": "ACTIVE",

"description": "test organization account”,

"id": "bfdbd1e6316b4729ab49f2ch25710068",
"name": "accountasdx"

@ FIEBITF T
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SR ERWARLRATH MR FRTT , NBIEFATHRR.

ERLEH

GET /v1/organization/{organizationld}/unit/{unitld}/unit HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

AR

BRAFESIESh , THES I,

BREW

£ BRI E E1:7% AWM
organizationld String URLZ%g 7\V£HZRID 2

unitld String  URLS¥ #3TID 2

N Ry Skiak

BrAaFERImsh , THERH K.
lnk 2%

am R i::p

units  List<OrganizationUnit> BAJGHIKIFIR

KRGl

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/25fc10b3bc61437aa72b35f76515b375/unit

host: organization.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "test description”,

"id": "a6ed8b858a094187b3e3ch95da73b415",
"createTime": "2019-09-23T11:55:447",
"name": "testunit"

@ FIZE AT LR
O
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GET /v1/organization/{organizationld}/unit/{unitld}/parent HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

RS

BRAFESIIEsh , THER I,

BREW

2R £ iU = S 7Y BN
organizationld String  URLZ¥ {Mb4AZAID 2

unitld String  URLS¥ #3TID =

N Rz Sk

BRASEISHSN |, TTHESH K.
N R 2%
OrganizationUnitXt£

EwN!

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/a6ed8b858a094187b3e3cb95da73b415/parent
host: organization.bj.baidubce.com
Authorization: AuthorizationString

MRz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "root unit",

"id": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2018-08-29T12:02:23Z",
"name": "root"

@ 520k 2R
EO#R
FIZFEE M B ER.
- O
GET /v1/organization/{organizationld}/account/{accountld}/parent HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

R
BraFEkimsth , THERIH .
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Baidu B E&EER Y
BREH
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organizationld String URLZ¥ JV4AZAID 2
accountld String  URLZ%t Tk FID 2
N Rz Sk

BRAFIIHS , TTHERR K.

Z)VE 25

OrganizationUnitX§ &

KRB

GET

/v1/organization/25fc10b3bc61437aa72b35f76515b375/account/bfdbd1e6316b4729ab49f2cb25710068/parent

host: organization.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "root unit",
"id": "25fc10b3bc61437aa72b35f76515b375",
"createTime": "2018-08-29T12:02:23Z7",

"name": "root"

@ K
EOmR
BIEEIKS, , ANRBRTHHEIFKET (SIRETT) .

R

PUT /v1/organization/{organizationld}/account/{accountld}?parent HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

"sourceUnitld": "source unit id",
"destinationUnitld": "destination unit id"
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TNRERAMICR
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B ¥R fE £ BRI
organizationld String  URLS#K VZRZRID B
accountld String  URLZ#K M 1D 2

sourceUnitld String  RequestBodyZ# REX#AITTID

destinationUnitld String  RequestBodyZ#{ FHIRETID 2
N Rz S35k

BRAFISHS , TTHERR K.
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OrganizationUnitS$& , HIR BITEE.

KRB

PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375/account/bfdbd1e6316b4729ab49f2cb257100687?
parent

host: organization.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "test description",

"id": "a6ed8b858a094187b3e3chb95da73b415",
"createTime": "2019-09-23T11:55:442",
"name": "testunit"

R EERO

Yt BURKIE S AEE LRIEMAL R, BEUREERABTREERNAURRR | KB ACUSTOM ;| RETHRIERE
FER—BHENNERR , KEASYSTEM,

@ BIRAR R
AR
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AVERZAANBR 5B (B3 Service Control Policy , fBF#RSCP) , SIAMAR 5eb& {3 FAARESREOETS | {BEAMEREHMAE :
SCPE X RIAR |, AELMIINBIRIK F A ST AR ABERTERE , kA FR/F. BBk raiR , REERSHSEE.
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74


file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#organizationunit

Baidu B E BaE =30 NRER TR
POST /v1/organization/{organizationld}/scp HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

"description": "description",
"document": "dumped json document of acl",
"name": "name"

AR

BRAFEIIESh , TTHES I,

BREW

£ BRI yE iR BRI
organizationld String URLZ¥K V£RZAID 7z

name String  RequestBodyZ#1 AX[R SkE& 42 FR 7z
description  String  RequestBodyZ¥t AX[R SkB& A &

document  String  RequestBodyZ¥{ REENZE , ACLIEIF3IL/E1REIKIString 2
MR Ry SKisk

Brateagsth , THERHRKIR.

DIV ¢

SCPX%

HRRHI

POST /v1/organization/25fc10b3bc61437aa72b35f76515b375/scp
host: organization.bj.baidubce.com
Authorization: AuthorizationString

"name": "testScp",

"description": "test scp”,

"document": "{\"accessControlList\":[{\"service\":\"bce:bcc\",\"region\":\"*\",\"resource\":
[\"*\"],\"effect\":\"Allow\",\"permission\":[\"READ\" }]}"
1

Mg Rz A5
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HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "test scp",

"createTime": "2019-09-24T07:42:08Z2",

"policyType": "CUSTOM",

"document": "{\"accessControlList\":[{\"service\":\"bce:bcc\",\"region\":\"*\",\"resource\":
[\"*\"],\"effect\":\"Allow\",\"permission\":[\"READ\"}]}",

"id": "6b705623cee74f9ea274d5c0dc5523b2",

"name": "testScp"

@ MHERARBR 5%
EO#R

MR £ V2R ZAAR R SR

e« MIBRARBR Sm B 75 AR AT SR REXFIAURIPRE .

EskeEH
DELETE /v1/organization/{organizationld}/scp/{scpld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string
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Bradtkimsth , THERHE.

LES 2
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organizationld String URLZ¥ V4AZRID 2

scpld String  URLZ¥x APRKRERID 2
ey B S35k

BraFtkimsth , THERH .
Bk S%
.
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DELETE /v1/organization/25fc10b3bc61437aa72b35f76515b375/scp/6b705623cee74f9ea274d5¢c0dc5523b2
host: organization.bj.baidubce.com
Authorization: AuthorizationString
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HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

@ BEMRKRE
O
BEMWALRNRFER .
EskeEm
GET /v1/organization/{organizationld}/scp/{scpld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

AR
BrAaFERImsh , THERH K.

ke
B X NE R BB

organizationld String URLZ%g #V£AZRID 2

scpld String  URLZ¥ AURKEID 2
MR ks

RIS, THERHKE.

71V %

SCPSf%

ERRHI

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/scp/480fdbfcaec7485187176f6f66e780a3
host: organization.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4b1a-8ed2-ea7665461baf
Server: BWS

"description": "test scp",

"createTime": "2019-09-24T07:43:48Z",

"policyType": "CUSTOM",

"document": "{\"accessControlList\":[{\"service\":\"bce:bcc\",\"region\":\"*\",\"resource\":
[\"*\"],\"effect\":\"Allow\",\"permission\":[\"READ\"]}]}",

"id": "480fdbfcaec7485187176f6f66e780a3",

"name": "testScp"
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R

PUT /v1/organization/{organizationld}/scp/{scpld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

"description": "description”,

"document": "dumped json document of acl",

"name": "name"

sk

BraFERissh , THERIH K.

HREH
B2 E-Sit]
organizationld String
scpld String
name String

description String

document String

MR S35k

fa=T R
URLS: %k MVER4RID
URLS%K PPREHEID

RequestBodyZ%i AR Mg & #R

RequestBodyZ¥it AR RREHHIA

RequestBodyZ% REENA , ACLAEFF LG5 EHString

BRAFESIEsh , THERHIE.

IRy %
SCPS$%

CEwN!

PUT /v1/organization/25fc10b3bc61437aa72b35f76515b375/scp/480fdbfcaec7485187176f6f66e780a3

host: organization.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 51

=R
=
z
=
A
=

TNRERAMICR

78


file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/API%25E5%258F%2582%25E8%2580%2583/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#scp

Baidu B EERER Y IhEER TR

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "update",

"createTime": "2019-09-24T07:43:48Z2",

"policyType": "CUSTOM",

"document": "{\"accessControlList\":[{\"service\":\"bce:bcc\",\"region\":\"*\",\"resource\":
[\"*\"],\"effect\":\"Allow\",\"permission\":[\"READ\"}]}",

"id": "480fdbfcaec7485187176f6f66e780a3",

"name": "update"

@ FIZEAUR Sl
EO#R

F2E VAR PR SR

policyTypeZ %4 "SYSTEM "B , BEMARLINE KRS ; policyType B ¥R "CUSTOM"SRTEERT , EWMWAHLATHEE LK
B

- O
GET /v1/organization/{organizationld}/scp?policyType={policyType} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

BRI
Bradtkimsth , THERH .
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B AR E £33 BRI
organizationld String URLZ¥  1\V£BZAID 2

policyType  String  QueryZ¥{ EEMHIKRIEER &
Ny SKisk

RAFESIESN , TTHERH I,

IFIRY 2%

2F HR ik
scps  List<SCP> MXPRIRREHITIFR

-GN

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/scp?policyType=CUSTOM
host: organization.bj.baidubce.com
Authorization: AuthorizationString
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

"description": "update",

"createTime": "2019-09-24T07:43:48Z",

"policyType": "CUSTOM",

"document”: "{\"accessControlList\":[{\"service\":\"bce:bcc\",\"region\":\"*\",\"resource\":
[\"*\"],\"effect\":\"Allow\",\"permission\":[\"READ\"]}]}",

"id": "480fdbfcaec7485187176f6f66e780a3",

"name": "update"

@ KEKIK AR el
EO#R
AR RBRAR R SR .

HREEH

PUT /v1/organization/{organizationld}/account/{accountld}/scp/{scpld} HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

LECTE

Bradtkimsth , THERHE.

LES 2
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organizationld String URLZ¥ V4AZRID 2

accountld String  URLZ%t Tk FID 2

scpld String  URLZ# BRKEKID 2

M Ry Sk

Bratesgst , TRERSHIR.

IFRZ 23K

.

KRB

PUT

/v1/organization/25fc10b3bc61437aa72b35f76515b375/account/bfdbd1e6316b4729ab49f2cb25710068/scp/480fdbf(
3
host: organization.bj.baidubce.com
Authorization: AuthorizationString
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

@ fREBIK FAIR SRS
O
R IK P EL KRBT E AR KRS .
EskeEH
DELETE /v1/organization/{organizationld}/account/{accountld}/scp/{scpld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

Ak

BraFERimsh , THERIH .
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organizationld String URLZ¥g 7V£AZRID 2
accountld String  URLZ%t 0k FID 2

scpld String  URLS% ARKRIEID 2
N R Sk3ak

Brategsh , THERSHRR.

iRy 22

p

ARGl

DELETE
/Vv1/organization/25fc10b3bc61437aa72b35f76515b375/account/bfdbd1e6316b4729ab49f2ch25710068/scp/480fdbf
3
host: organization.bj.baidubce.com
Authorization: AuthorizationString

Hi | 1
iR 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

@ BFRK S RERHANR R

EOMR
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BRKFEEREABURRR . NFEHE RS ITHT REXIAUR R .

EREGH

GET /v1/organization/{organizationld}/account/{accountld}/scp HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

BRI
Bradtkimsth , THERH .

LB 2
2R X NE R B EBWIR

organizationld String URLZ¥{ JV4AZAID 2

accountld  String  URLZ¥ T /ID B
N R Sk3ak

BRAFIIHS , TTHERR K.

2]V 25

2 KR R
scps  List<SCP> #UFRsERE %R

HRRHI

TNRERAMICR

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/account/bfdbd1e6316b4729ab49f2cb25710068/scp

host: organization.bj.baidubce.com
Authorization: AuthorizationString

MRz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf

Server: BWS

"description": "SR IFETHEIRIE",
"createTime": "2018-03-26T03:25:062",
"policyType": "SYSTEM",

"document": "{\"accessControlList\":[{\"service\":\"*\",\"region\":\"*\",\"resource\":

[\"*\"], \"effect\":\"Allow\", \" permission \":[\"*\" } ]}",
"id": "c122aeb9065c4ae6bfc5cab8665ea056",
"name": "FullAccessScp"

@ FRHK B TTAN IR e

O

A TTRBARR SR .
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Baidu B EERER Y NRER TR
BREEH)
PUT /v1/organization/{organizationld}/unit/{unitld}/scp/{scpld} HTTP/1.1

Host: organization.bj.baidubce.com
Authorization: authorization string

AR

BRAFEISESh , THER I,

EREM
2HR X NE R BB

organizationld String  URLZ¥ fMb4AZAID 2

unitld String  URLE¥K #ITID =
scpld String  URLS% APRIKREID &
MRy Skiak

BraFtRimsth , THERH .
[ZINE ¢
Te.

KRB

PUT
/v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/a6ed8b858a094187b3e3ch95da73b415/scp/480fdbfcae
3
host: organization.bj.baidubce.com
Authorization: AuthorizationString

Hi | i
MR 751

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf
Server: BWS

@ 4B E TTAN R SRM%
EOmR
R85 T B KR ATE AR IR .

HREEH

DELETE /v1/organization/{organizationld}/unit/{unitld}/scp/{scpld} HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

R

BraFEkimsth , THERH .

sk

%

B

i
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2R X wE AR RBWIM

organizationld String URLZ¥ V4AZRID 2

unitld String  URLZ¥K ETID =
scpld String  URLZ% MREMEID 2
MRy Sk

BRAFEIIESh , THE S IE.
IRy %
p

kR

DELETE

/v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/a6ed8b858a094187b3e3ch95da73b415/scp/480fdbfcae
3

host: organization.bj.baidubce.com
Authorization: AuthorizationString

N B 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4b1la-8ed2-ea7665461baf
Server: BWS

@ EFHHBITRERHIAUR R
EOMR
BERTTOERKHIBIREM . A EHER _ER ST AT RERAIAUR SRS .

EREH

GET /v1/organization/{organizationld}/unit/{unitld}/scp HTTP/1.1
Host: organization.bj.baidubce.com
Authorization: authorization string

Bk

BraFtkimsth , THERH .

RS
2R X NE R RBR

organizationld String URLZ¥ V4AZAID 2

unitld String  URLE¥ #ITID 2
M Bz S35,
MR SImA |, TTEEAFR L.

G108
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am KR

1::9

scps  List<SCP> AR KB HITIR

R

GET /v1/organization/25fc10b3bc61437aa72b35f76515b375/unit/a6ed8b858a094187b3e3cb95da73b415/scp

host: organization.bj.baidubce.com
Authorization: AuthorizationString

g Rz 51

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: fc96771d-f2a3-4bla-8ed2-ea7665461baf

Server: BWS

"description": "SI B IRIE",

"createTime": "2018-03-26T03:25:06Z",

"policyType": "SYSTEM",

"document”: "{\"accessControlList\":[{\"service\":\"*\",\"region\":\"*\",\"resource\":
[\"*\"], \"effect\": \"Allow\", \"permission\":[\" *\"T}]}",
"id": "c122aeb9065c4ae6bfc5cab8665ea056",

"name": "FullAccessScp"

4 §/EE it
Organization

WA
id

name
createTime
description

masterAccountld

masterAccountMobile String

Account

BWAEH
id

name
description

joinTime

consolidateBilling

mobile

status

Boolean

String

e3id] i

String )\V£R%Rid
String  fMVZALREHR
DateTime 4JZEKf(E]
String MVERLRT IR

String  EEWFRId

FEWKPFIS
- 3id] i
String Mk fid

String  BKFRFR
String  IKF&IE
DateTime JII B8]
BB RVAELRMS
String  KFMFNS

RZS | ATBEMKI{EA ACTIVE, CREATING

TNRERAMICR
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Baidu B E&EER Y

AccessKey
BWABI
id

secret

#
String

String

E1:32
AccessKeyf1/aFFld , BIAK

AccessKeyf1#248 , BISK

createTime DateTime AccessKey47E B |a]

description

Invitation

WA

id

String

ESit)

String

organizationld String

accountld

description
createTime
expireTime

status

String

String

AccessKeyfithig

EE3%

#igid
VR ZRid
BEK FHid
BB

DateTime M4 E]
DateTime & SE T a]

String

OrganizationUnit

BWAEHR
id

name
description

createTime

SCP

WA
id

name
policyType
description
createTime

document

ey
String
String
String

DateTime

S

String
String
String
String

DateTime

String

ABEIR

IR ARV AALR

IRZS , ATREM{EA OPEN, EXPIRED, ACCEPTED, DECLINED, CANCELED

i::p
H3Tid
HBITER
BTEE
B RS

ik

Rigid

SR FR

SRBE IR, {HACUSTOMEKSYSTEM
REEEIE

B AR ]

REENA , ACLIEIFFFIL/E15EIRString

, BRGHENARRS] , RNV ERTIREEPFREZ N TR BRES | FHRARNE FEE

FRAETLHEFARIE.

IEREHE
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BRI BRAIHE
REFEFHRAHE 5
EEFRFHE 20
ALAZMERK(Eroot) 6
PRBTHE 50
SCP¥E 1000

SK FATEEESCPIE 50
{R4RA T EESCPECR 50

UERER

a9
@ HER
IEREIEE R TERTEEA FWSSLES , AERFRAN. BFLNASSLESR,

o MRAFERFFLS , TANEL BEEERIE=ANMFELS , #EERAEEERSSUIBRFHFLH. B
SSLIERR S A KU —H=NERHE |, FFHNEBE B NEREEIER,

o MRAFERIES , JUEHPIT LIS ; BAE [BEERREEEFE] > [AFAKS] > [RSIAE] > BEH
EH] PRATRIMRE EERERSMOHMES.

@ FXREE

SSLES : FEN FAHTTPSZ BT , AN AERCESSUES, SSUEPHEEIERFEMNF 0 (CA) EAMKXTAFAAHKIAE. ERKA
A BFEHXNER. AHAPERE. A8, NENMRETNERNE. BaT , IEBRRFEIE AL B EE
X.509 EFRARAE,

HTTPS : Hyper Text Transfer Protocol over Secure Socket Layer, HTTPSEZ L ABEFRKHTTPEE , MBAFEHTTPRZ S
kR. BPHTTPTRANASSLE , HTTPSIIZR 2 HALZSSL,

SSL : Secure Sockets Layer, SSLE—REWMY , BiRf#E M TCP/IP (AN AEFEAIER ST, REFMRBIIAE
Y (HTTP) (£ SSL kST L/iE1E,

TLS : Transport Layer Security Protocol, TLSSEIETFHIERI—FhHTIENY , B FESSL 3.0WMHEZ £ , 2SSL 3.0 /54
hRAS. #ETLS5SSL3.07 [AIfFEEBENER , FEREMNMXIFNMBEIEAR , FIATLSSSSL3.0 R EEE #RE, TLSHEE
FASSLkHaK.

CA : BIEF#HEANHL (CA, Certificate Authority) . CARBRIRERIES. AEES, BEEMAEBRIX. BFmCAMRHH
Ha , CARTRHEEASGEE , AR RBEESFALATES" , FLATTNMAH. TR UFRAARIELS.

EXIFRINE : BPE LAMIRSA, DH, ECHEHL , HIMFRERPMNHIL , —BFARS (RFF) MR (RE) | RAMEKX
EERBERLARRTT | MBS ERBEQPMRIT. AMAMIMATE | AABMRSHRE. BEERAPNAREE Fin B REE
BHMEER , RBEMEENANRS [ TMERRE , REFTUSSHLINZHIERE | B iRt il URARRIEEELSARR
Fagh.

CSR : CSR/ECertificate Signing RequestitI RS |, BNEHERXH , R IEPR EEER EHFIERBECSP (MERS
12t 7R AR BRI e BAEFIESK S, EPBHEE R EIECSRIMHETAEBMANMSG |, IEBIE 1 E AE
RIEBRALE L AR TIER A , U RMAL B RS,

PEM : Openssl|ff# FIRSCR44&T, RFC 1421-1424,

UERFIFLEA
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Baidu B E&EER Y PR
@ HER
B A EEERHEBREEREATRES B SSLEBRS.

HEFEEREEERERERRERS  EBRERNEREsINE EMERASAZEREE RS, S BT R RS AIE
FEFTREE R OES | RIKIBE RS .

MRBIEERBEEHRME=NES , FRIETX , RIBEBMALARNE SR IER.
@

HEFESET , AP REWMARIESEN

IERY R A . pem” , “or’E".cer’ , AR P IRER L.

o FFPL----BEGIN CERTIFICATE-—--FF3k , - END CERTIFICATE----- 45 E ;

o FTOATF , RE—ITARBII64FH.

o IEBRNERBETIE.

o IERFRAEASAN (EBIHANE <= B <= IEFH KR

2N E AR APEMAE N EIE R RABI -

—n———BEGIN CERTIFICATE———

TEzCOBM eI BATONO-Det 2 L |k /cLb1FISiGzANBgkqhk iG9w@BAQs FADCB
1zELMAKGA1UEBhMCQ@4xJTAjBgNVBAOTHFRydXN@QXNpYSBUZWNobm9sb2dpZXMs
LEluYy4xHzAdBgNVBASTF INSbWFudGVj IFRydXNOIE5 LdHdvemsxHTAbBgNVBAST
FERvbWF pb 1BWYWx pZGFOZWQgU1NMMS EwHWwYDVQQDExhUcnVzdEFzaWEgRFYgU1NM
IENBIC@gRzUwHhcNMTcwOTAXMDAWMDAwWWh cNMTgwOTAXMjM10TUSWj AVMRMWEQYD

QQDDApsdilydwWkuYml6MIIBI j ANBgkghkiG9w@BAQEFAAOCAQSAMIIBCgKCAQEA
qg2gqN1hCt6vTPBUl6AKHE336Gwu r5eX8G1BGRx8P7dDssBgSYeLkwij JBApBZTP
EA33DkirJH55NBBTD fy70hMYGohAVQUELHXI rZ7a2pYhcIQSEc9UcYpDdGAHhrDi

ePy2X82ARXWTO7CP1RvHKk080TvIBVBscm2k4e57KBPdBL+r rHSCNx9yX1HC6aYe

17DqSXN+iv899Zioe7ZcFoppIl3g+s8k7MMZOGDAS 2T TyDxBNFq2WZGObV1IdfCwF
PVAZCON1LSPB6SKMwiSkc+5vVa0i6BmLkYFILITLz3YpmgdYTnAqplx7ldrYZivEe
gB82660CvTsDB1E2EgAtYYwWIDAQABO4IC jjCCAoowIQYDVRBRBBAWHIIKbHY tcnVp
LmJpeoI0d3d3Lmx2LX]1as5iaXowCQYDVROTBAIwADBhBgNVHSAEW] BYMFYGBmeB
DAECATBMMCMGCCsGAQUFBWIBFhdodHRweczovL2Que31tY2IuY29tL2NwczA1Bggr
BgEFBQcCAjAZDBdodHRwezovL2Que3 1t Y2TIuY29tL3IwYTATBgNVHSMEGDAWgBRt

d/GufhPy6mj Jc1QrveezisPzAQBgNVHQEBATBEBAMCBaAwH(YDVRE LBBYwWFAYI
KwYBBQUHAWEGCCs GAQUFBWMCMIGbBggrBgEFBQcBAQSB] j CBizA8Bgg rBgEFBQCw

AYYwaHROcDovL3RydXN@YXNpYTItb2NzcC5kaWdpdGFsY2VydHZhbG LkYXRpb24u

29tMEsGCCsGAQUFBzACh j90dHRwOi8vdHI1c3Rhc2 1hMilhaWEuZGlnaXRhbGN 1
cnNR2YWxpZGF@awduLmNvbS9@cnVzdGFzaWFnNS5j cnQwggEDBgo rBgEEAdZ5AgQC
BIH@BIHxAO8Ad(QDd6x@ reglPpiCLga2BaHB+Lo6dAdVciIB9ECTNtuy+ZzAAAAVAS
QkQmAAAEAWBGMEQCIBI1z+371t20n] zfA2bk+iDMt15zZKo05nTD7 f/ 1nWYNA iBw
oNBKuP1k3RdEnBzJaBhL3E+btIF1ZYEyQwGePDVQAAB2ZAKSSCZCOGFgUh7sTosxn
cA0BNZgE+RvTuON3z(Q7 IDdwQAAABX] xCRMAAAAQDAEcWwRQIgLkfUTWgZrQyojCwg
BpvPKGLQEAB24PVPhw8PsYRcOUACIQDIN®SUKHExDZbM6Dk/ LoMqFZQzgBjH+c16
elde7qbTmzANBgkghkiGO9w@BAQsFAAOCAQEAcHdvBpayHzeWsKgHgMryRZ+o00206

gyOAF1E30gT+7Z1iUZ7 cM41S6+nt7R2GIdpw] 9GSsA++k3h63+rJBRIIkxE+r1+E4
HvDS7BdWBksAT4I3twdsg3B3wukKogSZEqB7ksIe80tMCOYFk+B6AOCe/pVBPItVR
x3X1qEe1KKOT3DoEP] fPwfuASNj /REPhnd cBZwcL 16 FN7bzuvc@7VUOG] bdv9ydX
xfY8pl/VVIdAVgmFohaSLHuAgoSE/JYmfqt6nC5RAb+GYRSuURx1mogSersS) fsO0Am
1nBaMRCeah ol il B Ens it e IMONXVFG tUKT 69 2+B+j eXRZkc3DWT rAg==

END CERTIFICATE————o

MR BELPERCMIMINERNES , BEFFIEPXHBESZMIES , FEANKBRSJER ST EREHHHEE—2/F7EL
%,

o BHEMNA : MEFEPME—H , FEINEBEE 4 , PEBATHRIT , ARETT.
o —RIENT , YMIEMMAEBHEHE B NRE | FIEEE AN,

PHERAT -
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Baidu B E&EER Y PR

BEGIN CERTIFICATE-———-
I ITZTCCOC2gAWIDAGIQOIACTACeGsWex T /2QNXkQj ANBg kqhlegwlBAQs FADCB

@ A4
FLERY R B — MR . pem 8" key” FE LAY 25 AT LAFTFFRLEASC A+
o FL4AKETDL-—BEGIN RSA PRIVATE KEY——{£RFF3k , -—END RSA PRIVATE KEY—— {ER%ERE.
o FLEATREME , BIPITARFLAG SRR EBEIL S 1.
o FEKNEGITO4FH , BRE—ITKETURE64FH.
NE FRAPEMAR KM RLEAR A -

————BEGIN RSA PRIVATE KEY———
IIIEowIBAAMCAOEAZ2ooMLhCHEnTROuI GAKHE336GWU r5eX8G1BGRx8P7dDssBq
SYelLkwijJBApBZTPEA33DkirJH55NBBTDTy70hMYGohAVQUELHXIrZ7a2pYhcIQS
c9UcYpDdGAHh rDiVePy2X82ARXWTA7CP1RvHkOBoTvIBVBscm2kde57KBPdBL+T
rH5CNx9yX LHC6aY@17DqSXN+1V899Zioe7 ZcFoppI3g+s8k7MMZOGD452 TTyDXBN
q2WZGObV1Id fCwFPVAZCON 1LsPB6SKMwiSkc+5vVa0i6BmLKYFILITLz3YpmgdY
nAgplx7JdrYZivBg82660CvTsD81E2EgATYYwIDAQABAOIBABBZETOHC6XJul5z
dU1laKySyR3UwQ7SrsAGOEeckYsKoMtly@tcbT9+DzocHKXFo3kInl6rCTg75T11C
BHC2LkmI36Rx3AhTTQPwwuRLpFPUhJgnsLgYocv731u9j/zx@ncOAcwcDFY+juh0
b29B9R+w3umcp,/DjwBuzkWptc26F1VQKgj jyevHUnAFdCxtEA/ /VgDVzu7sc+1HR
u82sAZdLpXr6FQEQ]+p2/mDkIWGtwXUi2P+IhZr8q6igFpsygabbILBOZvMyUaX
EPx00TP5a00PcXAdMBGG/GIVa2IMkhb7TUicth61C991dINSTGST+/SshFOedgV
zswaTcECgYEA3NZ+1y]SItbAwu@h@pzCH/Whx2He LWoab7ymBX9Kj+266x1yFchn
ri8sWFHuYkLjIRg65VMqj cTRzX1In7RZDqiWevgGonalWHgwBVgRVkb622nnhRRs
IlLFZqzB80ab3BLzgr9e7nAjX3QyJlgiSbI6dKPzrZhzr7FYTK1i+XvUCgYEAwWTBSB
BhgGhJHHsSNCzeIUZDTLIFOds194HiD fNKI+LIGj Xr6EBY1qSXNomd zz0oKm3pTMO
PaDoURMYg/91NuB5XH0eC/CsNEneClzmyryeFgCgglFEniZj /9Rx9Ps60dC6BYE]
uxgpqEBEpAZwk3IWDteWaXqCFU4XgdxRgeekvcCgYEAZN Iw9ALGUZRAhg6vgtEB
bHgk2NSgh9tN/zI75eZi6ZrFGSIyQmZAPaCwQkSkYmTh+5x6Ks FUZOpFEQBVXZKW
86 xr+5pRaA9B3IFxZ7CcTykCL/1/29hE+sEythLgaM 1xg94wudUl fABXEAL ] PKrq
iZU/e31mKEKqV2XEdj j jQkCgYBublZD5a@f+Y 1BTrZJ6IsYIRC3vFa7afDEPQGI
9Gjcl1IKaol3AXEh93cEvIc7ciwS]jbrgMK2KudUVUPdUvd+T ThwOTvdP1vP5Y6dX
e]SahCYRLlbZsreu3P7RD9dTD5CBnz5qZIhblUnogTfxV4GCcaXy4iPgHUlipL /gL
0 1 bWRWKBgBtKZ72 j@1wdocDhkiI@qrPneRh@OR jDM7 jMZs0qptW2syECFjU369Me
60B2I5162drf5+AfLIALYRyYai3N+qysoPexvZCNIghkg033Qrhl82i55vyZoFV
K15/RkjgILBQjdOnFg3p8cMEOudo9CoGgaGMAoGkxQkACYBnkk
END RSA PRIVATE KEY——

*E

MRENFSARINER |, EhanR AT LFNLEE 2----BEGIN PRIVATE KEY-----, -----END PRIVATE KEY-----Bk-----BEGIN
ENCRYPTED PRIVATE KEY-----, ----END ENCRYPTED PRIVATE KEY----- , Bk & fL4A% & Proc-Type: 4,ENCRYPTED , & 4z
T T da S TH % -

openssl rsa -in old_server_key.pem -out new_server_key.pem
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MU

MR A NCAKEIMIER R RPEMARIUR , FEHMAMPEMARE , JUAFE WARERIE A IPEMIS A A AN FRATR

A% .
Ak
®
DER-> IE : openssl x509 -inform der -in my-certificate.cer -out my-certificate.pem

PEM FL4R : openssl rsa -inform DER -outform PEM -in my-private-key.der -out my-private-key.pem

E$ : openssl pkes7 -print_certs -in my-certificate.p7b -out my-certificate.pem, Mmy-certificate. pemmFRER “-----
BEGIN CERTIFICATE-—-"FF3k , “----END CERTIFICATE--"¢5 BN B/EIES.
4R - TTRLEA

P7B ->
PEM

PFX-> E : openssl pkes12 -in certname.pfx -nokeys -out my-certificate.pem

PEM FL4R : openssl pkes12 -in certname.pfx -nocerts -out my-private-key.pem -nodes

EE

o NMEBEMEMFLEEMBY |, banFLERRFFLFNLE B 2-—--BEGIN PRIVATE KEY----, -——-END PRIVATE KEY-----%----BEGIN
ENCRYPTED PRIVATE KEY-----, --—--END ENCRYPTED PRIVATE KEY--—- , BkZ #4308 & Proc-Type: 4,ENCRYPTED , SEE 4z
TR T i S 3t 7TE

openssl rsa -in old_server_key.pem -out new_server_key.pem

o AATEMBEHEPENRALAS, TRUBERIT R &6 4 RAAIMMERRIMDSE , R—F 3, MEHAARSASIE
PRI,

openssl x509 -noout -modulus -in my-certificate.pem | openssl md5
openssl rsa -noout -modulus -in my-private-key.pem | openssl md5

EEUEF
@ HEEH
1. NS AEALAKALH  ETHSREPEERENE  SARSUNEBMERE.

Q ® FFA e

Q-i- ©

& PR (8] @2l
Ei b B

2, REEMSERER , ZAEHERE. [EHRIMER , FRENEOPHALTERIREWE” , TRIEREE. AS
SHEIEHNALLA
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Baidu B B ERER IR
RIS x
ERBH:
EBRE: O :Ena Ocaif
*iEH:
BESERY)
* FLA:
EESEH)
&

o IEHAFR : WA, BFEEXHIERER. TR  KERGIAL66NFH , DFRIEL  AAFEEFE. BF. -

o EFZE : Pk, AT AREPAIZE,
o UEH : WMA , CAILMBTIRARIER M , EBHEET BT IANERA. PEMYEED,

o F47 : ME , APERFEPIRPNE— L HTaENH. PEMRID,
B
@ IEHIFE

SERERAE FIR EREHEE A mE AR EE LA INED.

EREE T RIS [
+ RIS | 4 ERSSUES @
EHRID ERER WS WREH EHEIM 2
cert-rf6ndgd 31tuv bce-11111 ® (ERH 2016-01-25 00:09:02 ~ 2026-01-22 00:09:02 i
cert-fscqBugeaxBy test ® (EfR = 2017-09-01 08:00:00 ~ 2018-09-02 07:59:69 e B

REFBFHNHER , JEHERERLEBEAER , EREER.

LR | i#E

| EF58

WEHID: cert-rféndgd 31tuv

FHEE: bee-11111

i SRR T

e e =g i 2016-01-25 00:09:02 ~ 2026-01-22 00:09:02

IEREHE

91



Baidu B B BaER Y

HEFXEE R

IEREHE

IEHID IEFARR

EREH AFEEX

BREHR  AR/AARNTLRESRSE , AAEERCRSMNBTIRE.
ERHHH CAIRIEBRNE S,

| ERES
PR

XKET&

HKER
BEdH (RfEM)
&R+
P (fEAF)

@ HFRUES

FHEE

[+ s | + s

TEFID WERER
cert-rf6naga3ituy bee-11111

cert-fscavgcaxdy

HKER
BEM (REMA)
&R+
BEdH (fEAF)

® {EfH

AT ERE CON v ¢

#iEID: cloud.baidu.com  2EEENE): 2017-05-06 15:41:52  HEHITE: 2017-05-05 15:41:52
#iEID: dochee.baidu.com  ZEEXETE: 2018-02-23 15:16:36 BEERETE: 2018-02-23 15:16:36
WEID: 123.test.com  XERE: 2018-05-22 20:08:35  WERENE: 2018-05-22 20:08:35

REKT=

KA, BIRREK 5
KB, BIARXE 5
WAEER | ATFERBC AR &)
WER , TEXKTRTER

TREBElES )
<
RS WAEH EREERM #iF
® (Ef 2016-01-25 00:09:02 ~ 2026-01-22 00:09:02 \-‘|
® (Ef 2017-09-01 08:00:00 ~ 2018-09-02 07:59:59 ¥ H
AR
&S i3
XHhbR
AR
AFER

ERAFIEBARSHFMERRIE , TR FHEPRTEN , ERRMPLRERER | FFEMNN R EIRP A TER.

BeS LA 5, B A AT TR,

% R PilelE]

>

O NA

ps

ZRAFIRES , TRATHHAFAEERK AT RRKIIEBIR , ERTEUANAEAE , AT RENTEA R TE
RFEREARRRIR , LAERSVFEZ R FMERERIRN |, #5EERZ B FUIRES).

ERTFINERZS

o PREMWEF : HRTHNZNRTRNEE ;

o {IXATvendorEk SAASIKIF AR « XRIER PR TRIFAAUREE ;
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file:///%25E8%25AF%2581%25E4%25B9%25A6%25E7%25AE%25A1%25E7%2590%2586/%25E8%25AF%2581%25E4%25B9%25A6%25E6%259B%25BF%25E6%258D%25A2

Baidu B E&EER Y EREE
o FUNFEED/IY - RINE R RZSIMESE , HITERIREIE,

@ QER

1. ENRSHAAEREESDIGEE S A AR AR~ EE R,

meEs e @ @ @

£ ¥0 TSR gl 7
@ o ¥14513 T O

MBS ¥2227.37

2. EEMSIERT AFAEE, £ FRAEESIRT , RE A,

3. RN FEA S EET |, TSR AL | RE A AEENR XA AERZINIRIENF RS,
@ BCE R

IEPEHE SR ARGCRIEM A 7 B E SURIE BT, 2 3SIERR =R AR AN SBIRAR R IZH.

o ALIRE: : AEERSASGAEERIRMIE LAAIRE | BB DRAMEERUR | XA5RME T BT AR
AP ReeEAmMAEEE .

o HENKE  HAEFECAE , BAAMBEERERTIRNAURSE | AT B MERSTRERIR , BN RIERHE KX AR
RAPRERAATREE,

RO

REGRIE AIEBTRBAUR |, A& RRIEAERRI =Rk IR AL R , BURTTEFAMT -

kugg PR -
* B ARG
Ak NN N DUV AT Lt s
CASWrit oA AE IR, B3rH4. KEUEB¥EESIR, KIUEDSIR, FEUERES, HEGEHEE. RIUE
147

ePolicy " PREMS IR, HRBUERREMRIFIE, HRBOEHIRAESIRABUR.

FEanER s ST T A B R DT 1
CASRea S BFEFRBUETFES IR, REGEDIIR, HRIGERER. REGEDHE, HREGEBREMRSEIIR, X
dPolicy l;;k IR RBRR RIREE . REVEI84 5 RIBUR.

B SR
B E SR MIRBIAE B TR , SRGREAR , RXEERISKBILES.

TRABE SEQRER , SRS AFRIIEIR RS LB A SSUIFP RS CAS™RINE B SURME SRSt TSBILRAR IS , HF
REEERARIOANNRIEERS: , AHREBH , AATMRIERGNAIRZECSRRIEAR ; WETARG , AR RIERIE
PRI TR,
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SRAFRAES

AeeE

EEE

£

FAFsrl | SURSERZISS /| SIEOURSERS

| Exz2

* EREEER: EHEERR
B8 BRI IR AT BNASE
| WREE
BB - EHES v
=
B 2ol LR ==R
e
OF =2}
Q
iEBid EHE
cert-izd145bargnx test
cert-vy3vmmk4fant tengxunyun
certxpeaipxpmijg tengxunyun

B XAURTEEFAMN T

ARG

PR E
AR
SRS
AR

KBIER
AR

WBR -

PRI

AFEBERES, B3OED4. RBUERSIR, REGEDER. REUEHHE, REGEBXEKNARSSIR,. HEGE
R BRI EABREVIE 84 51 R BUR .

BFEBRIERS. REUEDSIR, REUEDEE. REGEHIES. REUEDREKKRSSIR. REVEDRBAE
IREEFREOE IS4 51 R AR .

AFFRBGERS R, REUEBER. REUEHFEE, HREGEDBXRKNRFSIR, HREGES KB IR EMBE
EPE A R AIBUR .

o SCHIRAURET R4 SHFEEBRAUR , FTRATCE EAES.

e BMTEARMAEPHELZ (£T) , IURBUERSFZRONMELN , MEFSRILLE,

o REWMBETREBIRMKA , ABETRHEGERFES IR ; MHRGUEBIRAA , REEHFRERSIRMBEMEFEE.

@ AR

1. FERAEE->F R AEERSRTUKX N F AR R IR, FFAR R RS AUR S A E SURIE I TIRAN.

IEREHE
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Y test_sub_accountd

[ seEsr

[ ==

[] DecOperateAccessFolicy
[[] DCCFullControlPolicy

[] DccReadAccessPolicy

MR EE

i8R

EERETERESEOCOTR
SEEIERIZEDCCATTE

HEistrERIRSEH0CC)HBIR

CASWritePalicy

CASReadPolicy

ESEECASIINR

HiEEECASRIERE

[[] HOSTEYEFullControlPelicy
[] BIDFullControlPolicy
[] cDSFulControlPalicy

[ ] DedicatedConnReadPalicy

Y IREAMEUER RIEAMNIER TERET AR |
RERRHANEE LRI A SRS AR .

@ FRPER

FEEFISEHOSTEYEXTUR
SEEE|EERIDAINE
SELEEEECDSHITIR

RESESERailR

REEET MR A MR FFRMFT RIS , &

EWRSTRNFRAFRERE , TSRS A TR/, . FRATUBTIAMA FEREHEEREKRSNERERE | 1RIE

BRAN B XS EMK P R TIRENE E .

ZRFEEES EBAsut [ 1IAMER
ArEE FRAEEFE
HEE . .

IAMFEFS 41 ¢« http:/fabcB14b2bb2e4c41b3107d5a17dc9bd2 login beetest baiducom ) | mmw
EHREEE

+ sFEfEe
FHERRSEA

RAFE =m -

BIETRATE)

HAERIRIESE « 2 FPiaiEsl,

UEPHER

AT BENIER WS , FEEPERIEE RN , EENREHFEHIED. AR MEBNERTE  EERMNIA

e BLBIFF ik
e CDNIEF %k

e BCHUFP#Eifk

R B GREIRHMTRAER | MEBEEE AT REBARSTFRERRE | ERAP IR R A TR

S,

B=AAEEIES

FAFRTLAfE FOpenSSLIRABECSR , FBITARXYIAM (6120 : IKE) BEIET , BEREIRIN T XITR.

@ HIEES
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file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E6%2599%25AE%25E9%2580%259A%25E5%259E%258BBLB%25E5%25AE%259E%25E4%25BE%258B/%25E5%2588%259B%25E5%25BB%25BABLB%25E6%2599%25AE%25E9%2580%259A%25E5%259E%258B%25E5%25AE%259E%25E4%25BE%258B#%25E9%2585%258D%25E7%25BD%25AEhttps%25E7%259B%2591%25E5%2590%25AC%25E5%2599%25A8
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E9%2585%258D%25E7%25BD%25AE%25E5%259F%259F%25E5%2590%258D/HTTPS%25E9%2585%258D%25E7%25BD%25AE/%25E9%2585%258D%25E7%25BD%25AEHTTPS
file:///%25E6%258E%25A7%25E5%2588%25B6%25E5%258F%25B0%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25BC%2580%25E5%2590%25AFHTTPS%25E7%259B%2591%25E5%2590%25AC%25E5%258A%259F%25E8%2583%25BD

Baidu B E&EER Y EREE
ERVFIEDRT , AN ERPGFRRMAXTIA,

Linux : 3ZifEfAOpenSSL, OpenSSLE— MR AFISLLERLE , /IFTBMBILETE, B ANRATNERH REEDRER SSL
X, FHRMFEE W AR F NS E T B ER.

Windows : AJ{EFRHK T EA3E : 1IS Manager , SelfSSL , OpenSSLFIWindows PowerShell cmdlets%:,
@ {EFB0penSSLAYEIES

RAVERFRERT , AR ERMAERMIAMERERIMY (CSR) ; REAFATRUKCSRIERZRECAHTERIALE , AT UEE
BEANARSTAMMK, BEREAZNMATREIFR (ARBIFERKTAA0penssL) .

1. 47454 openssl genrsa -out my-private-key.pem 2048 , BT RSABEA R FLER , IFIRIEIE my-private-key.pen X 4. B
EEEER 1024, 2048F14096 bitsk ERIFLEH , BN S #2048 bitsK .

R O EXERENS  BERRAMME,

BENSAMAHORERBTMNT

----- BEGIN RSA PRIVATE KEY-----
MIIEowIBAAKCAQEAURN81tg5aVRtTLAb+96qQPLzgoVzPEJVUCATVOZDoUcfZgx6
A+PJ33SBZ6WUUMWKWDIAbi3yG2cQ1zfVe68PvtkFcPiwnTFRJbRObZUJXVASLIMy
LDC9cq71qvptYCMUVdmsrWeRUzZfJLLo8/+KRVOkAoykLyOVYHVXVKa+XChrEEcD
PMKG1QKBgCEIb8qQISPzN7If+4+xY/z6iDZ80H /ktJahcD3QHeFUsaXaYQGokudC
4ZWHW1JiLwlgsiJ4iLaTKU4JOn5LyFFR/60/NvhWuMXHmaLtHWhrKtZX2TBwbfdQ
wRakf1vOSHXHDG1Zym5t5s8UWDtkMcHZ 7 llasjgaWB3IgFMwu+0u

2. H T4 openssl req -sha256 -new -key my-private-key.pem -out csr.pem , 1RIBRSHZ R NI FEEEE , S RCSRC
. He , -key my-private-key.pem FISRFERE SR 1A BEAIALEASIHF ; -out csr.pem FISKHERE CSRAFHIZ FR.

You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.", the field will be left blank.
Country Name (2 letter code) [AU]:CN
State or Province Name (full name) [Some-State]:Beijing
Locality Name (eg, city) []:Beijing
Organization Name (eg, company) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section) []:.
Common Name (e.g. server FQDN or YOUR name) [J:www.mycompany.com
Email Address []:example@mycompany.c
Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:.
An optional company name []:.

BEHECSRXHAERNELNT :
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————— BEGIN CERTIFICATE REQUEST-----
MIIC5TCCAcOCAQAwgEYgxCzAJBgNVBAYTAKNOMRAwWDgEYDVQQIDAACZWIgaW5nMRAwW
DgYDVQQHDAJCZWIgaW5nMRMwWEQYDVQQKDApNeSBDb21wYW55MRowGAYDVQQDDBF3
d3cubXljb21wYW55LMNVbTEKMCIGCSqGSIb3DQEJARYVZXhhbXBsZUBteWNvbXBh
Qldb7HyrKk9Xly3dhTVNpkn/675drBf/0V23RyrXusoJMw-+IOtPd9EtyRCvue8b2Z
niekGvbl+giNyc450BJwnuVo83tU528UyoZIpHjfNaw15NYCbhSecrxZYmY3xWnE
uPlZsMavDocgoiGpPN8TyX2XMZUKLtLFCFJ+yU2yD40ycgPJTJSP5zJSCv+JVOmh
1SPreVirdrnT7s+EL+ZkubfWrTvwWSmkjyg==
————— END CERTIFICATE REQUEST-----

o PUTIA LS B ATFABRANA MR TRITR :

25 3%

Country Name NE) ARLRFTFEEZRISORAD , HEMRIGHACN , HEEZRARA[$%IS0 Code,
State or Province Name  /A8] /ZHLABTTEM &/ M B FR.

Locality Name LIV A Ee3 TRy

Organization Name YNGIWE RN B o/ S | 2 (N VA et v/

Organizational Unit Name F=iAERH IHLMILFR , A[IE,

NF) SRR TR REIRE (FQDN , Fully-Qualified Domain Name) , 454 :

Www.mycompany.com,

Common Name

Email Address Z18 G Emailihiit,
A challenge password INESEFVE SR A 2B,

An optional company .
A5\ T) /LRER B FR.

name

3. MCAFMER I AETIAERE., F AR veriSign, GeoTrustFESE=AIAMENA.

o A AT Tdr4 openssl X509 -req -days 365 -in csr.pem -signkey my-private-key.pem -out my-certificate.pem , XHiE+H
BHTEZE , BTMEA. HP , -days 365 AKRIEBEHHIA365X ; -in csr.pem FRTEE HPR2ERCSRI ; -
signkey my-private-key.pem FETETE I T X CSREFATREBMFLER , ARG EASIRIERNFEABITEE ; -out my-
certificate.pem FISRHE B £ RAUEB & FR.

o ERARMIERXHRENT :

MIIDjjCCAnYCCQC4xa7g5APX/jANBgkahkiGOWOBAQUFADCBIDELMAKkGALUEBhMC
QO4xEDAOBgNVBAgMBOJIaWppbmcxEDAOBgNVBAcMBOJIaWppbmcxEzZARBgNVBAOM
Ck15IENvbXBhbnkxGjAYBgNVBAMMEXd3dy5teWNvbXBhbnkuY29tMSQwIgYJKoZI

Q1PBQWanUPWbZ2+AludPWpDkDtq6uZKTTSKNd+6E1f5blIGGvDOeu/gdYFaJN8Ut
aUSjls8bToQhXs7EAjzEABMOM8BmMaQEKEmMPutc/y8KgND1Dv8hox,/z6olppmwMn5
9hgcZecso)OqAUIC7kafpSkpitXLSASE/10GISMhTtpELQsSCOONSm/h2wtlGal08
sLk=

API?}%‘
@ 1
IEREIEE R T ERTEEAFISSULES , AERFAFANREERSSLER,

ANERTHRAAR , TEREGEO AR | ERIEPIIRE,
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Baidu B EEHER Y

@ 1.1 ZRfRR

EA

certld
certName
certServerData
certPrivateData

certLinkData

certCommonName

certDNSNames
certStartTime

certStopTime

uploadPublicKey

status
expired
certType
resources
serviceName

resourceld

@ 1.2 ERAE

2 G

certld &I 1 “cert-xooooooooxxx” (12BN TR )

@ 2 AAAR

UEFARS APILRestful APIRIFERAR (.

@ 2.1 EKEEM

2.1.1 B{EHRY

i

UEBID, £ /E—
EPEE AT
R S5 2
ERRLEA
PR
ERERA TR
IEREEHEA
UERAE SR (A
UERZIRAE )

HEEBRE , RRMERIE. 2 aREERXNARAT SRR
WEBE AR , UNUSEDFIRAMER |, IN_USEZR/R(EMT

IEPBEEEH | tueRRELTH

MEBERY | IFORRFIRIES | AR ; 2R RE FImES |, FEAAIRMATR

PSP RIRS IR
IEPEPE R AT R AR S
EPEPE R IRFER TR AR % fid

BRISTRFHTTP , EARSHEFHTTPS,

2.1.2EKRA%

REZEBIWAPIE AR RIIER A% , AT AR

APIRY
AR IR

BBCRIR

WKk
GET

PUT

HEER/LIZTIR POST

MR B iR

RERIERE

2.1.3 FrmS

DELETE

HEAD

, 5+ : “cert-Batue8m3sxsv’,

IEREHE
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Baidu B E &8RS WEHEHE
VESKANIR [B)45 R EB{E FIUTF-84RAL,

@ 2.2 AHBH

2.2.1 RIERK

=]
N 2EBP |
X A
il
Authoriza o
_ MR LAERL)
tion
Content- .
IR AR R application/json; charset=utf-8
Type

x-bce- 5 ESKRESE] , M ILETRIAE](#6.2 B EIFRR), IRFZH[ESLEZET RS YRR S-230518) , 2RMERZER
date 1$30404% , MIIR [B|RequestExpiredgiiR

2.2.2 N IRk
S5z B

Content-Type = 2 application/json; charset=utf-8

x-bece-request-id XtV iESKE[requestld](#6.3 Requestid)
2.2.3 AL
RAB BAPIHLE-AAUENL

@ 3.apifliFk

@ 3.1 BEIES

Ak APl iEA

POST  /vl/certificate BIEFE

WRER
BUE RED
swam S EED L
LU

_ \ IEPBRLR. KERSINL-651MFF , WFEFL  AAresTEs. ¥FE. - /.
certName String  WAJI
" JavaiFRZA =" Ma-zA-Z]a-zA-Z0-9\-\.J{2,64}1$"

certServer N . -
Dat Sting W REFHEBHFIEANS (Base644mh)

ata
certPrivat N s .

String  WMR IEPHIAEEIRNE (Baseb44wil)

eData
certLinkD

. String  TJiE  IEPEEEIENS (Base644whl)
ata

certType Integer A[3%E  EPHIERY |, JEQNE , BAKL
BESH
IR [B{E A—certificateXf & (R A& certidflcertName)

JRESH
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Baidu B E&RE= Y SR

S&code WA
CertExceedLimit (409) BT A AR KIERER

UnmatchedPairParameterinvalidException (400) JE AW B A4 24 HiTET 8]

PrivateKeyParameterlnvalid (400) FARMRAT RS
CertificateParameterinvalid (400) IEBRITRE
CertChainParameterinvalid (400) WEREERIT TR
UnmatchedPairParameterlnvalid (400) INERAFLEAARILALD
Bkl

POST /v1/certificate HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}
Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T23:00:10Z

"certName": "TestCert",

"certServerData": "-----BEGIN CERTIFICATE-----\ngBs4mWchJjzIOIM3B+TrAD...\n-----END CERTIFICATE-----",
"certPrivateData": "-----BEGIN RSA PRIVATE KEY-----\n6JCfAxrrh7AoCg0jhqjgN/byOU2jwG/xFe...\n---—-END RSA
PRIVATE KEY-----"
}
1R @745

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-1f5-480f-b5b1-6847f54f2b4

"certld": "cert-5atue8m3sxsv",
"certName": "TestCert"

@ 3.2 BYUEP B
Fik APl LA
PUT /v1/certificate/{certld}?certName {&HGEFH % FR
aJRESRE

S code WiEH
AccessDeniedException TeABRIA(E)

ResourceNotFoundException WFBR{ZIE
Bk

WA SHIR BRI W

certName String W4 WEFHL R

CE o
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PUT /v1/certificate/cert-5atue8m3sxsv?certName HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}

Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T723:00:10Z

"certName": "TestCert"

1R [E)7R41

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-1f5-480f-b5b1-6847f54f2b4

@ 3.3 RIFIEB L EIES
Ak APl 1488
GET /vi/certificate?certName={certName} RiFIEH&E WA ~HKIEH
LES 2

SWEHR SHER BRI Wil
certName String W40 UEHZFR

BREIS%
SWEHR SHER EA
certs List<certificate> FicertificateB AH%ZA

R

GET /v1/certificate?certName=TestCert HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}
Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T23:00:10Z

1R [E)7RH
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

x-bce-request-id: 9ebc57ed-1ff5-480f-b5b1-6847ff54f2b4

"certs": [
{

"certld": "cert-batue8m3sxsv",
"certName": "TestCert",
"certCommonName": "httpstest.baidu.com",
"certStartTime": "2014-06-01T23:00:10Z",
"certStopTime": "2015-06-01T723:00:10Z",
"certCreateTime": "2014-06-01723:00:10Z",
"certUpdateTime": "2014-06-01T23:00:102"

@ 3.4 ERUERIIR
Ak APl VtEA
GET  /vl/certificate BEFFHIEPIIE
BREIS%
BWEHR SHER EA
certs List<certificate> FcertificateZH AEI%KZA

o]

GET /v1/certificate HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}
Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T723:00:10Z

1R [ERA

IEREHE
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-1ff5-480f-b5b1-6847ff54f2b4

"certs": [
{

"certld": "cert-5atue8m3sxsv",
"certName": "TestCert",
"certCommonName": "httpstest.baidu.com",
"certStartTime": "2014-06-01723:00:10Z",
"certStopTime": "2015-06-01T723:00:10Z",
"certCreateTime": "2014-06-01723:00:10Z",
"certUpdateTime": "2014-06-01T23:00:10Z"

"certld": "cert-xsdfwerdty67",

"certName": "TestCertFail",
"certCommonName": "httpstestfail.baidu.com",
"certStartTime": "2014-06-01T23:00:10Z",
"certStopTime": "2015-06-01T23:00:10Z2",
"certCreateTime": "2014-06-01723:00:10Z",
"certUpdateTime": "2014-06-01T23:00:102"

@ 3.5 BHRUERSIFRFE

Aik APl i
GET  /vi/certificate/detail BEF M FHUERTIR¥NE , ML BREMIERSIX  EBPE TIERSENERREEE

SWEHR SRR i

certs List<certificateDetail> FHcertificateDetailZ8 A frI%ZA

certificateDetail £ ¥ %1%

WA PR Vel

certld String UEID

certName String EB R

certCommonName String WA AR

certStartTime DateTime WFPRH 8]

certStopTime DateTime WFREIHARTE]

certCreateTime  DateTime U561 3 B+ 8]

certUpdateTime  DateTime UEP A

certType Integer UEF52ERY

certDNSNames  String IEREESREASIER , AE0ESEITF
resources List<Resource> WEPZERE KT IRTIFR

status String IEREAKES , UNUSEDERRAMER , IN_USERR{E AT
expired boolean IR E AT
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Resource /@4%13%&

SWEH  SPEER Bl
serviceName String  MERSBENRIRFTBHIRSEFE 1 opencdn , blb , BAE3 (bch)
resourceld  String  IEPHERRIRAEATERSFMId

, Iss , bss

HRRHI

GET /v1/certificate/detail HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}

Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T23:00:10Z

R [ERHI
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-1ff5-480f-b5b1-6847ff54f2b4

"certs": [
{

"certld": "cert-5atue8m3sxsv",
"certName": "TestCert",
"certCommonName": "httpstest.baidu.com",
"certStartTime": "2014-06-01723:00:10Z",
"certStopTime": "2015-06-01T723:00:10Z",
"certCreateTime": "2014-06-01723:00:10Z",
"certUpdateTime": "2014-06-01T723:00:10Z",
"certDNSNames": "baidu.com",

"certType": 1,
"resources": [
{
"serviceName": "blb",
"resourceld": "blb_resource_1"
18
{
"serviceName": "blb",
"resourceld": "blb_resource_2"
h
{
"serviceName": "opencdn",
"resourceld": "cdn_resource_1"
}

I
"status": "IN_USE",
"expired": false

"certld": "cert-xsdfwerdty67",

"certName": "TestCertFail",
"certCommonName": "httpstestfail.baidu.com",
"certStartTime": "2014-06-01T723:00:10Z2",
"certStopTime": "2015-06-01T23:00:10Z2",
"certCreateTime": "2014-06-01723:00:10Z",
"certUpdateTime": "2014-06-01T723:00:10Z",
"certDNSNames": "baidu.com",

"certType": 1,

"resources": [],

"status": "UNUSED",

"expired": true

@ 3.6 HAUEBERTUEBAHRS)
Fik APl Wil
GET /vi/certificate/{certld} FREGERIDA{certld}I L
AEE 5
IR[E{E —A certificateXT &

certificate 2 ¥F13&
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BWABIR SHSEB iR
certld String  EBID
certName String  IEPEFR

certCommonName String  IEPIEBLFR
certFingerprint String WEBFELL

certStartTime DateTime EHAERATE]
certStopTime DateTime WEPZE!HAAT[a]
certCreateTime  DateTime WP AIEEATE]

certUpdateTime  DateTime FF5EE F )

certType Integer  WEFHZEHY
HERT
S&code Wi

AccessDeniedException TeAPR (A

ResourceNotFoundException WFBARTZTE

EwN!

GET /v1/certificate/cert-5atue8m3sxsv HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}
Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T23:00:10Z

1R @745

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-11f5-480f-b5b1-6847f54f2b4

"certld": "cert-5atue8ma3sxsv",

"certName": "TestCert",
"certCommonName": "httpstest.baidu.com",
"certStartTime": "2014-06-01T23:00:10Z",
"certStopTime": "2015-06-01723:00:10Z",
"certCreateTime": "2014-06-01T23:00:10Z",
"certUpdateTime": "2014-06-01723:00:10Z",

"certType": 1
}
@ 3.7 MFRUEF
Ak AP WiAA

DELETE /vi/certificate/{certld} MHFRUEH

JHESE

IEREHE
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SHcode WiBA
OperationNotAllowedException IFH{§
AccessDeniedException FTABR ]

ResourceNotFoundException  WFPRARTEAE
Bkl

DELETE /vi1/certificate/cert-5atue8m3sxsv HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}
Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T23:00:10Z

1R [@) 7R

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed- 1ff5-480f-b5b1-6847ff54f2b4

@ 3.8 BHIEP (idF3)

Hik APl A
PUT /v1/certificate/{certld}?certData EifidHi H RN 7E4E A HIEP

EREMW
BHAK RED
BWATR T
it} Uil

EPRATR. KERBIAL-65MNFH , UFRIFEK , Anrasss. BFE. - /. .

certName String W%l .
"V JavaiERFEA " Na-zA-Z]a-zA-Z0-9\- N\ (2,64}$

certServer N .
Dat Sting W REFEBHFIEANS (Base644mh)
ata
certPrivat
Sting W IEBRASIIENS (Base644RAD)
eData
certLinkD
. String B[ IEPFEHIERNS (Base644whl)
ata

certType Integer TJi%&  EPZE | JEME , BhAML

JRESE

107



Baidu B EERER Y
SHEcode
OperationNotAllowedException(409)
AccessDeniedException (403)
ResourceNotFoundException (404 )
CertExceedLimit (409)
UnmatchedPairParameterinvalidException (400)
PrivateKeyParameterinvalid (400)
CertificateParameterlnvalid (400)
CertChainParameterinvalid (400)

UnmatchedPairParameterinvalid (400)

o

Wi

WERE AT REED

WEBAEA A ST A P TTXIERIE A AUR
FoEH

PRV Do SN 3

UERA A AL S 24 AT E)
AR

PR FE

PR

PNEARLEARILED

PUT /v1/certificate/cert-5atue8m3sxsv?certData HTTP/1.1

HOST: certificate.baidubce.com
Authorization: {authorization}

Content-Type: application/json; charset=utf-8

x-bce-date: 2014-06-01T723:00:10Z

"certName": "TestCert",

"certServerData"; "----BEGIN CERTIFICATE-—--\ngBs4mWchJjzIOIM3B+TrAD...\n----END CERTIFICATE
"certPrivateData": "----BEGIN RSA PRIVATE KEY----\n6JCfAxrrh7AoCg0jhajgN,/byOU2jwG /xFe...\n----
PRIVATE KEY--—-",
}
B [EIREI

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-1f5-480f-b5b1-6847f54f2b4

@ 3.9 REGEPHEE (BEHHA)

Ak APl Wt

GET /v1/certificate/{certld}/rawData FKEVUFHID{certld}fhI FB{EE

HWHSH

XEFRASHER , FHPEHIZ T CASReadAccessPolicya{ CASOperateAccessPolicyAX R .

R[E S
R[EHE B ESIEPFEIK certificateXf R

certificate 2 ¥313&R

"
’

END RSA

IEREHE

108



Baidu B EERER Y IEPHEH
BWABIR SR iR
certld String  EHID
certName String  IEPER
certServerData String  \N4AUFH
certPrivateKey String  IFPBFLEA

certLinkData ~ String  iEPsE , AL MED , AMMFERE[HIED

certType Integer IFHZERY
HESRE
F&code Vel

AccessDeniedException TeABRIA(E)

ResourceNotFoundException WFBR{ZLE

KRB

GET /v1/certificate/cert-5atue8ma3sxsv/rawData HTTP/1.1
HOST: certificate.baidubce.com
Authorization: {authorization}
Content-Type: application/json; charset=utf-8
x-bce-date: 2014-06-01T723:00:10Z

1R B 7~

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
x-bce-request-id: 9ebc57ed-1ff5-480f-b5b1-6847ff54f2b4

"certld": "cert-5atue8ma3sxsv",
"certName": "TestCert",

"certServerData": "-----BEGIN CERTIFICATE-----\n...... data....... \n-----END CERTIFICATE-----",
"certPrivateKey": "-----BEGIN RSA PRIVATE KEY-----...... data...... \n-----END RSA PRIVATE KEY-----",
"certLinkData": "-----BEGIN CERTIFICATE-----\n...... data2....... \n-----END CERTIFICATE-----\n-----BEGIN CERTIFICATE-----
\N...... data3....... \n-----END CERTIFICATE-----",
"certType": 1
}
@ 6 iz

@ 6.1 FERIREHD

CODE MESSAGE HTTP Status Code 18H

OperationNotAllowed Resource status conflict. 409 CONFLICT FIRRBNER |, REERITEKIRME
ResourceNotFound Resource not found. 404 NOT_FOUND  ER&IRAIEIE
ParametersNotChanged  Parameters not changed. 403 FORBIDDEN  i&FR&E¥MkAEZ 1L,

Resource name

ResourceNameDuplicated 409 CONFLICT RELHREE
duplicated.

Parameterslinvalid Parameters invalid. 400 BAD REQUEST & k&¥AETX

AccessDenied Access denied. 403 FORBIDDEN  JFCAXBR (8]

109



Baidu B E&ERE= XY SER TR
@ 6.2 BHARE =

AMSHERERRESHAR. HE—RN , BERACBREESHNATER , AEERRER R — 2K AUTCEH
/&) , BWHEISO 8601 , FHIATLE

1. ®RBHEI—EFXZAYYYY-MM-DD AR, , 412012014-06-01 3% /x20144E6 A 1H
2. FREE—ZEFAh:mm:ss AR , HERBM— N KEFRFZR/RUTCESE, 520 23:00:10Z3K/RUTCHTE]2352045> 1085,

3. NSk BIAFIESR1 S FFRoRET , AP RMASFEHT , $1202014-06-01T23:00:10Z FR/RUTCH[E])20144E6 § 1H 2350
108D,

@ 6.3 Requestld

FrVEKEBRAZME—HXT . — D , AATARRZEK. requestldff BT RIBE L. MEENMTEEZMAR. AR AEENX
H Arequestld A {E FEAT.

JAVA-SDK

@ i
FIREENREREIRER Java SDKZARFER.
@ THSDKT AR
ETHER
Java SDKT AB AT 7Ejdk1.8RA EAIFRE TIETT.
AR~ 1 ERAMavenZ

fEMavenfiipom.xmI3 G iR iNbce-java-sdk Ik & :

<dependency>
<groupld>com.baidubce</groupld>
<artifactld>bce-java-sdk</artifactld>
<version>{version}</version>
</dependency>

Hep, {version) AhRAS , AJRATESDK T2 RE!,

AR BEERERIARBREK

1. F£B 7ML FEJava SDKEHLTAM.

2. ¥ TEkbce-java-sdk-version.zipfEf5 , EHIBITFEC R+,

3. 1EEclipsefg4#“T#2 -> Properties -> Java Build Path -> Add JARS”,

4. SINSDKT A lib/bce-java-sdk-{version}.jarflsE = Ak T A third-party/* jar, H7 , version AhRAS.,

SDKB R4H
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com.baidubce

—— auth //BCE& 2 XKL

—— http //BCERIHUtpIB{E4E 2

—— internal //SDKNERZE

—— model //BCE/AFAmodel2&

—— services

| L— cent /MEREIE RS2

| F—— model /NMEREE RS EBmodel , ZRequestakResponse
| L—— CertClient.class /EPERRSE Fim AN
—— util //BCEANT A

—— BceClientConfiguration.class //XFBCEfMHttpClientf AL E
—— BceClientException.class //BCER FiptFE 2

—— BceServiceException.class //SBCERFZIHA B S E L
—— ErrorCode.class //BCEI& AR RAD

L—— Region.class //BCERR AR 55 A X35,

@ BlEECertClient (1)

AR A S FREDHTE— N CertClient , EE{E \akskFlendpoint (IFHARSfurl)

String endpoint = "https://certificate.baidubce.com"; // BRSurl
String accessKey = "your-access-key-id"; // FFak
String secretKey = "your-secret-access-key"; // B FPsk

CertClient certClient = CertClient.createCertClient(accessKey, secretKey, endpoint);

@ FiEFIE
@ LAEIEH
EREW
SWK REN
BWER T
B

\ EBRATR. KERBIAL-651MF4 , MFRIK , RAarasd>s. B¥F.

certName String %R .
" JavaiF R FeA = Ma-zA-Zja-zA-Z0-9\- /\.{2,64}$

certServer

Dot String WY MREFNEBHRBIENS (Base644mhL)

ata

certPrivat

Dat. String AN VEPMRGBYIEANS (Base644mhD) , WFTATY A 1A MA
eData

certLinkD

. String Tt EPHEEIENZA (Base644wiD)

ata

certType Integer A[IE PR | AFRRMWEFIHED , 2RRE FumiE$ , Bkl
iR [A]{& :CertCreateResponse

Big BHEE B
certld String  IEPid

certName String  iFH%

BERT

IEREHE
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/] ERSE
String certName = "Your-certificate-name";
String certServerData = "Your-certificate-server-data”;
String certPrivateData = "Your-certificate-private-data";
String certLinkData = "Your-certificate ";

// MEEK

CertCreateRequest request = new CertCreateRequest();
request.setCertName(certName);
request.setCertPrivateData(certPrivateData);
request.setCertServerData(certServerData);
request.setCertLinkData(certLinkData);

// RHEK , REREER

CertCreateResponse createResponse = certClient.createCert(request);

JRERE
S&Ecode W
CertExceedLimit (409) IR P KEEK

UnmatchedPairParameterinvalidException (400) MEBA AT E) 64 Y Fihtja)

PrivateKeyParameterinvalid (400) FLARfRAT E

CertificateParameterinvalid (400) BT E

CertChainParameterinvalid (400) MEBGERT S

UnmatchedPairParameterinvalid (400) NGE R RN T
@ 2. FKEVEPHFFE

BREW T

iR [B]{& :CertCreateResponse

Bits B Uit

certs List<CertificateMeta> WFB{Z 2513

CertificateMeta

JBE# JBHESE R
certld String UEFID
certName String  IERLEFR

certCommonName String  IFPBIBERALHR
certStartTime DateTime EHAERATE]
certStopTime DateTime WEHZE!HAAT[&]
certCreateTime  DateTime P AiERE]

certUpdateTime  DateTime F35E FTE)

E ST

// BEER , I

CertListResponse listResponse = certClient.listUserCerts();
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@ 3HFMAMEBRERARASERLAANAESR)
LES 2

SWAEHR SR BENM Bt

certld String W% IEBid
iR [B]{& :CertificateMeta

JBtEA BT R
certld String UEFID
certName String  IEBRLHR

certCommonName String  IEF5i# A& FR
certStartTime DateTime EHAERATE]
certStopTime DateTime WEHE!HAAT[E]
certCreateTime  DateTime VP AiER G

certUpdateTime  DateTime FFEE ZiTE)

E AT

/] RS
String certld = "Your-cert-id";

/] REEK , SRR
CertificateMeta certificateMeta = certClient.getCertinfo(certld);

@ 4. EMBIEH
Bk
7:; %Q > H A
2WE 2P BB _—_—
R it M
certNa _ . IEPRLR. KERSIHNL-651MFFF , WFRFFL  AAresTEs. ¥BFE. . /. ., Java
String WA
me TFRYZeAE Ma-zA-Z]a-zA-Z0-9\-\.[{2,64}$

certld String A4 IEBid

iR [B]{&:CertInServiceListResponse

Bie BHE Bl
certld String  IEPid

certName String  WFH%

BERT

113



Baidu B E&EER Y

/] ERSE
String certld = "Your-cert-id";
String newName = "Cert-new-name";

// BHIEK

certClient.updateCertName(certld, newName);

aJRERE
S¥code WA
AccessDeniedException (403) TeABRI(E)

ResourceNotFoundException (404) IERBARTEE

@ 5.MFRIES
BHRSH
SWER SPER BEWM Wi
certld  String  WR  EHid
IR[EHE : o

SENHL

/! RS
String certld = "Your-cert-id";

// BEEK
certClient.delete(certld);

JRESH

S&code iR
OperationNotAllowedException (409) WFHERE+
AccessDeniedException (403) TeABRIE)

ResourceNotFoundException (404)  IFRANTELE

@ 6. FBIES (EHidARE)

RS

IEREHE
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£ ES

WA

HE W

certld String

certName String

certServer
String
Data

certPrivat
String
eData

certLinkD
String
ata

certType Integer

BREME : Tt

S5

/] HEBESER

QP

i

UEFid

EBRATR. KERBIAL-651FH , UFHIFEL , _AaEFE. BF.

" JavaiFRiZEAEC Na-zA-Z]a-zA-Z0-9\- /\.J{2,64}$

FRS52EPHEIEANE (Base64dwis)

IEPRAEBIENE (Base644miD) , IEPHIR A1 PA

IEPEEHIRNA (Base644RiD)

WEBHERY , IFRRFIRIES |, 23R E FimiES , BAAL

String certld = "Your-certificate-id";

String certName = "Your-certificate-name";

String certServerData = "Your-certificate-server-data";
String certPrivateData = "Your-certificate-private-data";
String certLinkData = "Your-certificate ";

// KEER

CertCreateRequest request = new CertCreateRequest();
request.setCertName(certName);
request.setCertPrivateData(certPrivateData);
request.setCertServerData(certServerData);
request.setCertLinkData(certLinkData);

/] BHEK

certClient.replaceCertData(certld, request);

JRESH

S code

OperationNotAllowedException (409)
AccessDeniedException (403)

ResourceNotFoundException (404)

i

UEHfE AT
TEABR3(7)
AR

UnmatchedPairParameterinvalidException (400) B ST E) 64 Y gt a)

IEREHE

PrivateKeyParameterlnvalid (400) FLARfRANTE
CertificateParameterinvalid (400) IEPfRIT RS
CertChainParameterinvalid (400) LT
UnmatchedPairParameterlinvalid (400) NGE R RN T

@ hRAE

@ v1.0.0
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BREM.,

Python-SDK
@ R

FXRERNEPARS Python SDKIIZRANE.

EFREARRT , ERBEATFEEBRS | FTRIEBRSNEFMA, BEERTFEBIRS | TS IAM 5 A RRE
FEEERS

@ ZIRSDKLAR
@ HEE

1. BTHE
Python SDK LA £1373F#EPython 2.7 F1Python 3 IEIETT,

2. & pycryptofk i
RRSDKZ AT , FEIIMITH 4 pip install pycrypto & pycryptofkiti.

MREHKKW , EPATpip install pycryptodome
@ TEIRE
AR— : BidpipZei
AT UBIT pip R F A A B B RS BERPython SDKREFILHMINRH . BMRET , EHLTHRITMTHS -

pip install bce-python-sdk

RIALEPython SDKZALEIAM,
AR BERA TRIAEHTRE
1. EFF&E R FEH (T EPython SDKESRETAA.
2. TR ERAMERE , BITAN T 64 (versionBH ABLHRPHREES) -
pip install bee-python-sdk-version.zip
BBl #Python SDKZEANH,
A= : {Efsetup.py install SLEBH TR

SRR EEEESFPITM TG4 (versionBEH# QML IHRPRIRES)

cd bce-python-sdk-version
python setup.py install

SDKB R£5#4
baidubce
—— auth //NERBRE R
—— services //RFANLEEF
| ——cert /AERRS BF

| F—— cert_client.py //AFPEIRREE Fug O
| L——cert_model.py //AEHEIRARSE model , ANRequestaiResponse
——nttp //HUpIESRIEIR
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Baidu B E &8RS WEHEHE
EPERSDK

EpEK SDK B , HifTd54 pip uninstall bee-python-sdk R AT SEAREDEK.
@ WA
@ FfAEndpoint
RPEEBEEA , ATRUEL £ \ENDPOINTSHURIEE . BIBMIBLEESE IS E 0.
TEFFIASDKERZ AT , HREEFMTEIFEAEMA IR ITIRIE , NTMFEACE CertClientB# BIZT I FEndpointfi A S ¥UAN.
IEB RS BBIARX XIS , ENDPOINTZE— 4 : https://certificate.baidubce.com
@ HRENEA

BERAAESRERTN , EREMRE M EEEERIKSH— 1 FWM AK(Access Key ID), SK(Secret Access Key) FISRHTTAS
EAINT

ATRURIE 20 T HBIREFH T RIEHAK/SKIER
LEAMEEEETKS
2.4JFEAK/SK

HREEESAE , FREBCECIentIMASHIAN, SDKERT EANENS) , EAFTREXROCERNEFREHE AL , AFEHR
AK/SKIRESRIEAST G E , SDKRE B SNAETTRERAE RN T 1E,

@ Hi&CertClient
CertClientBIEBREHE M , AFEAESERREHITIERMULT —RIINAE.
BITAK/SKARVIRRER RS

1FEHE CertClientZ B , TR EHIRACE X CentClientZ/TACE , AT HRILACE S 65 4 A cert_sample_conf.py , B{ARD
BREESMTHR
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#### ! /usr/bin/env python
#### coding=utf-8

#### F \PythonbrrE HERER
import logging

#### JAPython SDKS NIEP RS ACE B AR REIAEAER
from baidubce.bce_client_configuration import BeeClientConfiguration
from baidubce.auth.bce_credentials import BceCredentials

###4# X E CertClientfiHost , Access Key IDF1Secret Access Key
cert_host = "certificate.baidubce.com"

access_key_id = "AK"

secret_access_key = "SK"

#HH R E B SRR B 55

logger = logging.getLogger('baidubce.services.cert.certclient’)
fh = logging.FileHandler("sample.log")

fh.setLevel(logging. DEBUG)

##HH R B BEFRE NI, SRR E

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s’)
fh.setFormatter(formatter)

logger.setLevel(logging. DEBUG)

logger.addHandler(fh)

#### B BceClientConfiguration
config = BceClientConfiguration(credentials=BceCredentials(access_key._id, secret_access_key), endpoint = cert_host)

EE . SIXYBESH , LoggingB AN T 4&5! : DEBUG , INFO , WARNING , ERROR , CRITICAL,

£ FERRETF | access_key idXFivisH] &M Access Key ID” , secret_access_keyXT N iw] & fh1“Access Key Secret” , FREX
FE S EIHACCESSKEY,

2T ERECEY f5 , 2% T ARHE— CertClient,

##H## S\ CertClientBLE L4
import cert_sample_conf

### S5 )EP RS A AR

from baidubce.services.cert.cert_client import CertClient

#it## FIECertClient
cert_client = CertClient(cert_sample_conf.config)

@ BECEHTTPSHRGARRER AR S
FERTRUB IS 20 B A =FECERT Python SDKHR{ FIHTTPSIIRNET AR :

e 7rendpointFEEHTTPS:
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config = bce_client_configuration.BceClientConfiguration
credentials = bce_credentials.BceCredentials
access_key_id = 'your-ak'
secret_access_key = "your-sk'

endpoint = 'https://certificate.baidubce.com'

o BT 7E protocol FFEE https IR B HTTPSHMY:

config = bce_client_configuration.BceClientConfiguration
credentials = bce_credentials.BceCredentials
access_key_id = 'your-ak'
secret_access_key = 'your-sk'

endpoint = 'certificate.baidubce.com’
protocol = baidubce.protocol. HTTPS

client = cert_client.CertClient(config

EE - MREIEFEE T endpointfiischemefl)EIBTHERE T protocol248 , Milendpoint A,

config = bce_client_configuration.BceClientConfiguration
credentials = bce_credentials.BceCredentials
access_key_id = 'your-ak'
secret_access_key = 'your-sk'

endpoint = 'https://certificate.baidubce.com’
protocol = baidubce.protocol HTTPS

client = cert_client.CertClient(config

@ Bt &CertClient

#FaT LA CertClienti® B — LML S48 ¢

#### BB KRR A)
cert_sample_conf.config.connection_timeout_in_mills = TIMEOUT

i R ERWER X KN
cert_sample_conf.config.recv_buf_size(BUF_SIZE

#HH R B RIERIFX AN

cert_sample_conf.config.send_buf_size(BUF_SIZE

#HHH R EEEE RS

#H## = IRFERUIR B B
cert_sample_conf.config.retry_policy = BackOffRetryPolicy
#### REW

cert_sample_conf.config.retry_policy = NoRetryPolicy

SR

J@idcert_client_configurationBEFS EIFTE SN TR :

IEREHE

119



Baidu B E&EER Y SER TR

¥ BtEA

port EBRFmES
send_buf_size BRI KN
recv_buf_size R KN

connection_timeout_in_mills &SKBATETE) (B4 : =)

retry_policy EERERRNE , YIIAfClientiBRIA N =X FEH0R
@ IEHEHE

EPEEREEEATEERFNSSUES , YUATSIF LEAED. FRPNSHR NI 2R
@ HAEES

I NARESR L — A SSLETS -

#### Import CertCreateRequest
from baidubce.services.cert.cert_model import CertCreateRequest

#### Prepare your certificate data

cert_name = 'certificate name'

cert_type =1

cert_server_data = 'Fill certificate here’

cert_private_data = 'Fill private key here'

cert_link_data = "Fill certificate chain here"

cert_create_request = CertCreateRequest(cert_name, cert_server_data, cert_private_data, cert_link_data, cert_type

###+# Create a certificate
response = cert_client.create_cert(cert_create_request

& IR
@ VEH LK IRITRLE ?

LR NEPRENRE, He3UaER]

MRS RSBASTUERITN S SEUER. FREVARBTEEHER ; REEBNMARBAPEMER | REBFE
PEMISZ , B WHTHM , B AY: , BEHRNA., KEERARERSMEE , \EHF4ALL---BEGIN RSA PRIVATE
KEY-----FF3k , BA-----END RSA PRIVATE KEY----- 45 ; B A-----BEGIN PRIVATE KEY--—--FF3k , PA-----END PRIVATE KEY-----£%
E;

23R [AARAARLE, FE3UaER]
FEAFNER TR ARLER A SR, RENARBSIEBLA , AAREA  BEHREL.,

3R EBRITRE, EB3UaER]
PR SRSR AR AT SBUAR. BREBEPESEERR ; KEUEBHRAZBHPEMIER | 2R IEH
REPEMISR , FESTHIG , A A , BEHEA . KEERARERSMESE , VEFLL----BEGIN CERTIFICATE---
-FF3k , BA----END CERTIFICATE-— 452,

AR EPEERTTE, FedUaERL]

IEPHAS A TN 4 FBUAR ; NRCARMAIERTEE TAERHE (FLCASRHbundleEXKATEIES |, FTEIEHFT M
SEACERTIFICATEFHARZIETHE) |, FTEH B HMHINER A ER Lf. WREBXATFAESMES , FEAAN
BiE e, PHERARS SEPRE—H , FEIEBEREZH , PRARRATT. —BIBEAT , WHRERERNEHZRS
BXIGE |, EEEE AR,
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Baidu & E B8 3Ry IEREHE

BEGIN CERTIFICATE-———-
iIITZTCCGEZHAwIGAHIGGi 1Y) .'ACcGaWfoIZQNXkQJ ANBg kqhlegwlBAQs FADCB

54eR EBAERHIINI]
IERE I S SR ; THREREARSSF L1F.

63K [ERERBANEDHERIIRSI]
LAEHIERHERTRIARC 2000 < 5] RILEER ; ATERMREARFRETHMES , SERRT YA,

GO-SDK

@ ik
XM EENDEPIRS GO SDKRNZEEFEA.

FEFREAIRET , ERBHAFTFBEDRS | FTHRIEBRFNERMA, BEERTRIELRS , TASEILHHNREBF
THEFH.

@ RIKSDKT A A
@ R

GO SDKAJA7Ego1. 3% A EFMIE TIE1T.
@ TISDK

HiZMgithub T

{# A go get T A Mgithub3fT T E :

go get github.com/baidubce/bce-sdk-go

SDKB R4H
bce-sdk-go
|--auth //BCEZ & FIRBRIAIE
|-bce //BCEX FRECRZA ¢4
-http //BCEMNttpIB{E R
|--services //BCERXIR%BF
| |--cert //SSLIEH RS

| | |-clientgo  /AERBFEBREE SHAOLE
| | |-model.go /AEBEEIRS B P iRLsA
|--util //BCE/A BT B33

FEPELSDK
TRUHAEPELSDKAET , MfR T ERAIRELRI],
@ At
@ FfAEndpoint
RPERBEBA , FTRABIT £ NENDPOINTSHURIERE . BISMBEESZLOT .,

TEITIASDKE A Z AT , FREFMEFREMANBIFTIRIE , NMAEACE CertClientiP K DO N IEndpointCAS HUAN..
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WFBARS BRT AKX , ENDPOINTZ:— 4] : https://certificate.baidubce.com
@ FREE4

REABEERRTR , ERERE N EEEREIKSH—NHHK AK(Access Key ID), SK(Secret Access Key)FISkEH T4
ZIAIE.

ATRUEIE 20 T S PRARISH T MREIIAK/SKIER.
LEMBEEERERKS
2.BIEAK/SK

HREEEAE , FREBCECIentIHMASHIAN, SDKEMR T ERVAENS] , FEHAK/SKIRESKIBAM MIMLE , SDKEE
HTERRERHERKTLE,

@ Hri&Cert Client

Cert Client2IEPRFHNE Fif , AFFAESERRSHITLERMET —RIIKNAE , FiiECert ClienttI R EFEFEEAK, SK,
Endpoint,

import "github.com/baidubce/bce-sdk-go/services/cert"

func main
// B FPHIAccess Key IDFISecret Access Key
ACCESS_KEY_ID, SECRET_ACCESS_KEY := <your-access-key-id>, <your-secret-access-key>
// VilRNEFEIEndpoint
CERT_ENDPOINT := "https://certificate.baidubce.com"
// Bl cert client
certClient, err := cert. NewClient(ACCESS_KEY_ID, SECRET_ACCESS_KEY, CERT_ENDPOINT

@ IEREHE

IEREHEYREERATEEMRFNSSULES , YRS LEAED. BRFNSUHR RILH 20

@ QFEIER
TR AIEET -

args := &CreateCertArgs

CertName <your-cert-name>
CertServerData: <your-cert-server-data>
CertPrivateData: <your-cert-private-data>

createResult, err := certClient.CreateCert(args

E NN

o MMSHECERIRBISKM , ATASHIERRS APISCEIZIES,

@ BYER LR
IR BRI AR -
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args := &UpdateCertNameArgs
CertName: "newCertName"

err := certClient.UpdateCertName(<your-cert-id>, args

£ VNN

o MBS HECERIRFISM , ATASFHIERRS APISCAYE SOEB AR,

o BRIUERSIF

WTIARIERERK S THIEDSRK

listCertResult, err := certClient.ListCerts

R :

o MMSHECERIRFISM , ATASFHIERRS APICRE B IEHIE,

@ EWIERIIFRFE

T ARIEBEEIERSFRF

listCertDetailResult, err := certClient.ListCertDetail

R

o WHAKSHMECERIRBIFM , AINSEILRMSE APIRE BRI FRIFE.

@ FREGERIEE

TR HRAGERIHEER

result, err := certClient.GetCertDetail(<your-cert-id>

R [EFEE X SEWMEDSFRFEER.
@ HFEUEBERE (BRILHER)

AR B ESEBESHES

result, err := certClient.GetCertMeta(<your-cert-id>

R :

o MMSHECERIRFISM , ATASFHIERRS APISCRGIUEBEE.

@ BFRIES

API Key
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AR BIBRUES

err := CERT_CLIENT.DeleteCert(<your-cert-id>

R

o VMBS HMECERIRBISKM , ATASHIERRS APISCAHFFES.
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BEZfE=TMAppBuilder  TAIF4AY
B E g T MM .ModelBuilder AUF4AY
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E&IRA TAIESEAY
EGIER SHF TAUESEAY
UN;oah2bil TAIE#EAY
A& TAUEZEAY
BRESAHE TAIE#EAY
DIRES iz TAUESEAY

@ AK/SKIAIFXEAY vs APl Keyl AUF 284X
AK/SK : BEETERNELNERER GEX AENE) | ERTEESRERAEI20pen AP, EEATFK ST EIRMER

REP)  EOWHAK PR T SRR (B0 : =R IBCC. MREFMHBOS, NBANAMLCDNE) |, B PARFEES
BEENAXMZRIEHTER , FEFRFATASERER (FlaEE,. T, 5%, WXEE) |, EEE#EHAK/SK

APl Key : TERTAIZ MR, KBRS AER/NAZROER , TRERNEEE , SRR , FREERSMIER RS
I RI#RAE

&G - EoWMKSTHET B EERe=TMAppBuilder, ModelBuilder , #E24f A48 5AppBuilderf XA, EIRH M
BIANARE | FEBA TN ERIRER: ; RN , HEMEMXERAVIRIModelBuilderf N AR RS , SKI— M E&4AIIA)
REPAIERRS | LB FEAE AP Key

B ERSN , AfkERXH :
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X5  AK/SK KX EHAPI Key 4G HAAPI Key

BHEH KXBEW KABEW 5934 ~ 30K (ZRIA30044)
WeEt

® HANEWKS/FAF 204 FANEWKS/FH/ 2004 TehR !

AN EFRABR  VER  FAS AEAFHAAPR , SRMEENR , ¥ AURTAFPIR , FAMELEN
53 o N, BT BR , VEN, @ 4T

1. RS EEEES
WSEBRERIERAN | ke B 80 key

AK/SK 1, FRPERNGE
e 2. FRPAENE L

2. FARPEENG (IAMManageAPIKeyPolicy) , A1]
i ) (IAMReadAPIKeyPolicy, _

(IAMManageAccessKeyPolicy) _ BITRIZELHIAPI Key
IAMManageAPIKeyPolicy , B{T&IEAPI Key
, BITEIHEAK/SK
AUBRAR

IAMReadAPIKeyPolicy : ZEAPI Key3ll3k. APl Keyi#ls. APl KeyBASC

IAMManageAPIKeyPolicy : BEAPI Key3l3k. APl Keyi¥{E. APl KeyBASZ. BI3EAPI Key. YmiBAPI Key, HHERAPI Key

@ EEEBIM
1. APl KeyIRIB MR 2 K X B HAPI Key, 58HAAPI Key

2, ERAPI KeyR2R1F , RESHAKE , EAMREEE FIBRAPIER , FlaNNKE3S. APPE/NEFSE | 98 Al AEE RRAPI
KeyRittEs

3. MAPI Key{UR T IR i aR/ A AR

4, BWEH AT TR FENMIBRE (IAMReadAPIKeyPolicy, IAMManageAPIKeyPolicy) , BB F R A BITEE R THKMAPI
Key , IR{EMFESE - I/EFHH

5, INVREEKIIAPI KeyrJREEAEHI R | S EIRIETIHBIBRAAPI Key. APl Key# iS5 , AP KeyEEARINLIKIE
i)
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FEERIS, HTEME.
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Baidu B EEHER Y HRERAKSK

BIEEAPI Key (42H}) HARZIBIRER , B LR T A/ 1 IAMManageAPIKeyPolicy , #AES% : FH AL
EOmR

O A R AYiEBearTokendE 0

Bl —NEHIAPI Key , RAFHKIAPI KeyMREIMIINEE , STIFFERE SIIAPI KeyfA S 8]

Authorizationsk , {# FlAccessKeyFlSecretkeyAE RRZE &4 , ST F:5E FIHKMAPI KeyfEATAlEToken , 20 Authorization:
Bearer{API Key}

o WNfEFAKIRAPI KeyfEATAUEESKSK , 8 HIAPI KeyMIAURTEREIF R T IRAPI Key AR

o WN{& FAccessKeyHISecretkey  RRZ & HBRAEHAAPI Key , BUAREFTERUR ; ES |, 30 FHEEFMIMIACLEE — 15 HI4Y
BR , /RBIZAF :

ACLRl

{

"version": "v2",

"id": "GNHenkTSBBmnhoNNaRRaz",

"accessControlList": [{

"service": "bce:ai_apaas",

"region": "global",

"resource": ["app/46484bef-3fed-4b15-96fc-01bd6e0e6217"],
"resource_owner": "USE_REQUESTER_ACCOUNTID",
"permission": ["UseApp", "ReadApp"],

"effect": "Allow"

K4S

GET /v1/BCE-BEARER/token HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

e

FRAFISE (FEIAENSERRIA) §b , THERSHKE.

BEREH
EE\I N

£ dB RE R fﬁ
expirelnSecond nt B BYEK , BAEAY ; JOE : 594-30K ; BATEE , MIBHAH1800%8) , RI30 =

nteger o
s ®w s

RIS

acl String % FIMEE R acifbase64 &
NEIRY Skisk

BRoEESIE GEILAEALGERER) 4h , TTHERR K.
N Y 2%
TokenResponseXt5

KRB
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Baidu B E&EER Y FRELAKSK

GET /v1/BCE-BEARER/token?
expireInSeconds=1800&acl=eyJpZCI6ImIWRVRhV2tFdnB20Dd2dXZ2TGF2UilsImFjY2VzcONvbnRyb2xMaXNOljpbeyJ)zZXJ2aWNI
= HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Authorization: AuthorizationString

4] | il
MR 751

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"userld": "6f0e6521add2485298f3931308d26eee",
"token": "bce-v3/ALTAK-
jVNWHUJVrboWzT81U3IbK/6b0e29b18deb12f996a113eec8159f6135fa84a4;0DgzNjk4N2NiNzZjNGI2NjhhYjBhMDY1NzRhM

"createTime": "2025-01-09T706:37:08.5712",
"expireTime": "2025-01-10T06:37:08.571Z"
}

R >
IRENAKSK

k)

AK (Access Key ID) /SK (Secret Access Key) , EEATXAARVARITASHITENFIAL , M4 TEESSERAPIERK
AR RER, BRAPLAERVERNA , ESBAPIAELE).

AN ERERAKSK

ASCENA |, TS, FAPUAAIEACcess Key
@ $7IFEER

FBEAR AccessKey TR , 202545 81581 , BEERERIGAREIASC Secret Key ZERHA |, {NFELIEE AccessKey A
$REBASC Secret Key , EEABXFFIAEN

FIEABURESAE FA 24/ AccessKey |, BN TF202545 A15HRT , FHAMNMEKS. FHAERAccesskeyEIHZHIA |, B
REMKS., FRFYURT Secret Key RIRTEIRIE , @G | REUETUAIRMIAE MRS

@ AccessKeyRr{EStE
AccessKey R—FKIIERNRIZAINENE , Accesskey —BitEE , lSRIPEHEIETIRMZE XK , Bt

o SBIEINREMAEMKS AccessKey

EMKS Accesskey EBFTAMNIR , BITESTHIRIESH], BEWK SAccessKey NEMR , K-S EEGEIG™IRAZ LR,
. SBEGENAEMPEKS AccessKey , 5TXTIAR{ER AccessKey Bz , BINEREATRIENRNTA, , F40E
FHF AccessKey , HiHTH/IMEABRIZH

o (R AccessKeylD H Secret Key , NE¥ AccessKey (SEMENZAHMA , SIEREATFRSAYF
o BMAIERIEFENIA AccessKey 58

o AccessKey INEB1E AT & Af2E
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o {ERFHF AccessKey B , AT PR TR ERR/IMUR

@ FHA P lEEAccessKey
@ B &M

BEBUTRIRZ—HFRF/ , (JRLBITEZ AccessKey

o RURM : RLIEER

o ZZEHEE : IAMFullControlAccessPolicy

o ZLEHEE : IAMManageAccessKeyPolicy

o EENKRME : IAM fR% - CreateAccessKey #1E

@ 15t PR

o (K AccessKey ERE , B202545 8 15H#E , AccessKey {XFERIRERTIZHEBASC Secret Key , EEAHXHF
TEAccessKey BTHIRHI A5 RPN EM

o FNTHAPFRZ AVFRIEE 20 4 AccessKey
@ BAELIR
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ATRIPENKSTE, HBIRSWIE:

BIEH FRMEWITR

SEBEMTFAL: e 5112 BHRFH

BIEWITD WMAEERIEB RIRERS

4. TEBIZE AccessKey RIS ES |, BT EHIE T2 {£7F AccessKey ID Fl AccessKey Secret

$ri2AccessKey I X

JIBE{E AccessKey SHERG, 520255581584, AccessKey {RFECIEATIR
HBASC Secret Key, HAIEOXHIG, FBXISANEN

AccessKeylD: ALTAKaSmmm m-m s J

AccessKeySecret: a4SLEE BN "EAL® L

@ TWSBliEAccessKey (REIN)
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o H[E{K AccessKey TR , 2025458 15H#E , AccessKey {XFERIRERTIZ HEAASC Secret Key , EEAHXHF
TEAccessKey B A %R EATE )

o HANEKSHRE AVFAIE 20 4 AccessKey
@ BRIELR

1, BFEHE , R kB-R2INE 3 Access Key BIRIHI&
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FIERA IS FIEMK S AccessKey IIRE NS , R4S {E FIEIKS AccessKey

3. BB Access Key

O EEBHS  ormasy 28 -

REINE LZIME > Access Key
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A AccessKey ittERIR, B2025F5R8 1501, AccessKey Secret Key, Hif), BRIFIFLA Secret Key
APl Key
., RBABE20T
Access Key Secret Key RE e BRI REERANE @ BRI
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TEIEREMKS AccessKey

1. EMKS AccessKey . BRBHTIREE, HEWKS

. KSERBEIEFIRNR R

N R AccessKey BIIAR, IMIUERAF AP AccessKey, FHH{TRAME
ARBRIZH)
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Baidu B EERER Y ERCAEAL S

ATRIPENKSTE, HBIRSWIE:

BIEH FRMEWITR
SEHERFH:  rrrreen 5112 BIRFH,

BIEWITD i \FEEIIER RIRERS

4. TEBIZE AccessKey RIS ES |, BT EHIE T2 {£7F AccessKey ID Fl AccessKey Secret

FhiZAccessKey I X

RBHE AccessKey iMtFEMM, B2025%5A16812, AccessKey {RIEBIEZAHR
A Secret Key, HAEOXHAE, FHIISANEN

AccessKeylD: ALTAKI mowm vmm m s (]

AccessKeySecret: 6006q [mmm PR Iy

EBCAUEAL
B

@ XSTAPREK TR ZITE

LYIEHTTPIE R A SRR EBRERE , SEEXNTRIERAITELITE , MEFEEERITIRAERS S, TR ERTES
BERHIAIR SR TERITE | RARFAESAREBHID(Access Key Id, fESEIFRAK)FIRBER IR 34 (Secret Access Key,
JESCTEHFRSK).

HE
XY EFAIBHTTPIESR(RESTIuUl APRE )T , A BE T MINAXNERATERITE, YUEEAEERIZHAISDKRE |, 7
SDKFEAHET TENERE L , FHELTEC R,

TRnAE . EEM T Access Key Id(AK)FISecret Access Key(SK), 155 ST EHAKSK.

@ AINFEELEAPIEK ?

LIRERBEHTTPIE R & X 2B E e = (f# FIRESTFul APl) , MEEAEATELITENAR, SoJstEn TR TeaE
ARG EERERMRESTFUl APl :

o WIEAERNMIZES  BEFBERNEREERSE  IRBEX MK EBERSDK,
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Baidu B B EHER IR EARGAVEANHY
o EELEREETRITHIEMAPIEK,
EfEFAERERSOKE , BRAEETELITYE |, XUSDKTLBIENH R L EE, AMIBFREXMEZA L,
@ MMt AEHTERTH ?
KR ERLEE AT AXRIPERAPIEK

o RIEFREMNEH
Z A UHREREHENBBERIREANA SRS RL. FHMESEEETHAKSK

o RIPHEHITINEBIR , BrEIEEER
AEREEMERETEREANEEY , BT HE=ATENEBUSHIERITIHE | SEIHERAEF R (Authorization) , Z58E
TWEFERENEFFRLAEE LK , AESGHRBITIEET.

o [hitERHE
WIEF & (Authorization B BB TEE A BETIE]., AEKEEGER | E=ATEER BB ZSMERER.

ATHRPAFHSKER  BESERNEREFEASKEE | MR ASKERSigningKey , EBTFESigningKey 8 & B BT
Bl XEAT OB FESigningKeyZ KRR 2188,

@ BZAPRESK

EERERZH] , BRITEERNGHERE). RE , BEABHE. KEERNOEMEERIERIRE R4 (Secret
Access Key , SK) , iTH B—/MrA& 4 (Signature) IMSH, 1SR4 E |, ST EANIMPHERLARAEFRTS |, ilEx
R IRETE A S FEAPIESR S fRlAuthorizationFEX .

ATV PUF AR IAEF RS ¢
e FEHTTP Headerf BIEIAIEF 4555

o FEURLFBEINEFHH

AP U AEF R B AEHTTPIE K Query Stringfljauthorization2¥4, & ATARURLAE=AFERANZR | flanEls
FHEEMRET A A TE., XTAEURLFASIANEESS | FEEEURLPASINEFZSS,

@ FRIRA

BAETESBERSHFRNERIRA INEFHRRAVITAEFHFBIRAVL , BARSHERAT , ERAXERRAVL, v2iRAS
VIRARRAXHET ESHERIBNMEE , B ARG RS BTSEASTFFVARRAKIAEFH &,

@ MIRZ

\\»

%
RIS F/ WT I FPythonAFAAPIEL , URMATFEANAT B ESREREACAENS) , WENEERIITT #.
4R
HFREER  BREBHERIERI , BAZ WX E E B R NAPREREPFEE(E VR B4R (B 1117 48 DAK) FIRR 17 548
(SK)) , BN EMAEE RANENRLFE. EZREFTIHERESEEHEAAKSK,
FETRENAEE SR TEN TERIEN LR,

@ BIAfERE
REMS RN OERERT

o AEZFFFE (authorization): JEEEZ APRESKF R HHIALEEE. , R RZLAPIHFESRKAuthorizationFEX ., FHRTEERF
B B2 LR ELREDHEMA.

o BT (authStringPrefix): INEFRFR KATEER S | BT AERIRAEL L F4(signingKey) IR ZAAMEFFF R OPHE.
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Baidu B E&ERE= XY KABIAERLH
o K& (signedHeaders) : IIAZ R EZMHTTPISS IR | AR KBS .

o HI3GEK (canonicalRequest) : LT HTL AR FHIERER | XHREFLELE,

o JRAEZR TS (signingKey) : BEERERNEIRME AR FSKIFERL BERME | 2 ASKMATRT AR A MRELE R &
8, R RIREBAHTEETRERRAELHE.

o BLIHE (signature) : B ETRER(E AIKAES L BHXTHTLERIITHVMACE KT EBE , ARLKINEFFRNEHES.
@ ZATHMNTIERE

XA EERERMAPREREE T AT IRAR -

1. BIZATRF R (authStringPrefix).

2. BIEMIEE R (canonicalRequest) , BIFFELF T | 7RIS FE4 A R BHHE & 4 KI5k (signedHeaders),

3. EREREERWENRES(SK SAIEFHE (authStringPrefix) , BITHMACH EITI iR A4S B4 (signingKey).

4. FRIREZELBATHTOERATERTE , BERANEERE.

5. WA FHBEN_E—SERNEAMBEIHEANEFTE | HRINEIAPRER KR K(Headen FEE R MBI BN FHFHES
.

BEERRFVENERE , #RR EAARSETEERPRENES . RAEHTEBIINES SEEERTRENESL
BHTHER., MRERILAD , MAREAMEESK | anREAARILEC , NFRLEESK | FHREE.

BRERTEMXER  BSEM TR

o FEIAEEIFE  ESEEMMEFH S

o BXREREKIIDemo , 1ESE L THa HPythoni FAPHE]
o FRAEATAREERLEREK , JOERELAELTH

o HARZEIRERABEANESE BRI NEERHE

H I NEF TR
o g

LI HTTPIER A KB G EERERN , BEEM TG RIITERITEFFERANET TR | MEEEEETTRURAEMES
%y, RE AR EEREARBSRTERITE | AR EAEEAID(Access Key Id, 53X RIFRAKFIRLEN (0] 2547
(Secret Access Key, Ja3CBIFRSK).

@ ERAR
WIS RAERATRNT -
bee-auth-v1/{accessKeyld}/{timestamp}/{expirationPeriodinSeconds }/{signedHeaders}/{signature}
FEAET3ERS , BIBIERFFE (authStringPrefix), 44 K38 (signedHeaders)f & & IWE (signature) , HF :
BB © bee-auth-v1/{accessKeyld}/{timestamp}/{expirationPeriodinSeconds } , #b:2 AT3ISHISEK ;
B30 NS LB EFISREIMHTIPKISE IR | KA F 3Pk
BZRE  MTEAE |, BE TR

@ AR

AT L TR, AR TASEPostman A M A VIR ARIAEF 7.
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file:///%25E9%2589%25B4%25E6%259D%2583%25E8%25AE%25A4%25E8%25AF%2581%25E6%259C%25BA%25E5%2588%25B6/%25E5%25B8%25B8%25E8%25A7%2581%25E7%25AD%25BE%25E5%2590%258D%25E8%25AE%25A4%25E8%25AF%2581%25E9%2594%2599%25E8%25AF%25AF%25E6%258E%2592%25E6%259F%25A5

Baidu B B ERER IR ERCAEALSY
AR ETWERER AT VB FTENXF THAEFHRMRAEERTERE | AREC WS DL RN KIAET RS,

AR EERE LT AAR AEEERIRM T ALZERZ LT A , APUEHEENEERER. JA%4E (@S0 %45ID(AK)
FIARERITT A 2R4A(SK)) , TR ERAE BIAMESE &R .

7?:‘&_ Postman{ A E A RL B EERERRIHRH T R T PostmanilIARWAR , APXHERRFRHRLE , TR ANE
, MEEB ST E A EERE SR IMNEFFE,

@ YRAGEE R IR
ERREARERRAKNEFFS | ERRTRNT4NFES
o (15— : RIERIZT T (authStringPrefix)
o {F5_ : AIEMIEEK(canonicalRequest) , iER % KI5k (signedHeaders)
o (5= : ARIRAEZ LTS (signingKey)
o {E5M : AR RIHE (signature) , FPHERLFRAUETF & (authorization)

MiAiIE?f" EHRATUEL , BT SHELHR (signature)sh , Kt S HHRCMETRER. TEFANBELMERT
, MR HIAEFH .

ZZ BT E /AN A signature = HMAC-SHA256-HEX(SigningKey,CanonicalRequest) , WATNAIAE Y |, ABERELE L ETES
FISigningKey # CanonicalRequestm AN S¥K , B N BUMAREUX A S8R,

@ 1E%— : QERIZFFFE (authStringPrefix)
BIZRIBF S , RS MmSPHEAm T ER
bce-auth-vl /{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}
Hep:
e accessKeyld : Access Key ID , iESBFHIAK/SKIEFREL,

e timestamp : AERRE L IUTCATE] , #23Ryyyy-mm-ddThh:mm:ssZ , il40 : 2015-04-27T08:23:497 , EAEVE K A KA
TEEMTERERZNAIAS , BUEKREEE EBEERN TREEA RIS & LN B HHAR.

e expirationPeriodinSeconds : &£ G WHAR , Mtimestamp FrEE I EIFF4ITE |, BAARb.

RS MPBHE : bee-auth-vl/{accessKeyld}/{timestamp}/{expirationPeriodinSeconds} , 2B T IAMFR B
4 authStringPrefix,

@ 115 Z : BTSSR (canonicalRequest) , TfRE & 4 kigi(signedHeaders)

CanonicalRequestiiTE /AT A : CanonicalRequest = HTTP Method + "\n" + CanonicalURI + "\n" + CanonicalQueryString +

"\n" + CanonicalHeaders,

WA ATPAZE H CanonicalRequestEGHTTP Method, CanonicalURI, CanonicalQueryString# CanonicalHeaders PUER4MARE, , &
RS ERFRARNT.

1. HTTP Method

FEHTTPYMX R E X IGET, PUT, POSTEERAL , WEREAEHER. BEEESAPIFTSRIMHTIP MethodF 40 T
.
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Baidu B ERER Y LRGN
GET
POST
PUT

DELETE
HEAD

2. CanonicalURI

CanonicalURIE Xt URLAP 46 X PR 12 3H TUR AL /R 4E R |, Bl CanonicalURI = UriEncodeExceptSlash(Path), EsK4EXTi&{ZPathys
SRR/ FER AR /TR E A R L, TRRIRA/”. ER¥RUriEncodeExceptSlashfl LK & LR THREE S & 1H ek L.

o IRl :

ZURLA https://bos.cn-n1.baidubce.com/example/ilix; , MIELURL Pathk /example/Ux , %z 3G {K15ZE CanonicalURI =
UriEncodeExceptSlash(/example/ilfix)= /example /%E6%B5%SB%ES%AF%95

3. CanonicalQueryString

CanonicalQueryString & X+FURLF H]Query String (Query StringBJURLA“ ? "fE K] “keyl = valuel & key2 = value2 "F4FER)
HITURBLEMNLER.

SR
1. REXURLAFHIQuery StringTil , BIURLE“ ? "f5THIFK ‘keyl = valuel & key2 = value2 "FHFE,
2. #Query StringiRIE& NFRFHFFF AT , B—TE key=valueZkFE R H keyKiZat.
3. SFFF RS TRIBAE | ST =FME.
o YRR key 2 authorization Bt , EIHEZREZIN.
o YUZIMR Fkeyht , Fir/ATUA UriEncode(key) + "="HIF.

o WM E key=value(TEEAT , #48/AFH A UriEncode(key) + "=" + UriEncode(value) IR, XEBvalue TR EFH
=S

4. BB ENTHRIRRTHIUF (ASCIREE/NEIR) HEF |, FHER& FSERERk , AN
f¥] CanonicalQueryString,

SRR :
FREXURL:A https://bos.cn-nl.baidubce.com/example?text&text1={lix &text10=test K)CanonicalQueryString,
1. $2ERURLFEIQuery String , 1831 text&text1=/Mix&text10=test,
2. 1RIB&XFQuery String# 174> , 1BFtext . textl=M[x . text1O=test=IM,
3. SFA NS —TUH TRID.,
o YtextTFH{T4RAD : UriEncode("text") + "=" , 5% "text="
o Nttext1=M K FHITLRAY : UriEncode("text1") + "=" + UriEncode("EK") , 8% "text1=%E6%B5%SB%ES%AF%I5"

o Xftext10=testIBE{T4RAYL : UriEncode("text10") + "=" + UriEncode("test") , 5%I"text10=test"

4. S EE=TURBENTHRIT (RIBASCIEBE/NEIKR) HEIF , BRIER Etextl0=test . text1=%E6%B5%8B%E8%AF%9I5
. text= |, ARIEF&IEREK EIJCanonicaIQueryStringjl]texth:test&textlz%E6%BE>%SB%E8%AF%95&text:o
UiBH :

1. BR¥UriEncodef & X R INBEVE S A MR .
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2. RBIFRIRT AR R A keyi0H , AFEESCHIvalue , AR FAN=2H{THEF. 7ESRPRINBCE AP, RCASHEE 4 2 AL
SR, EARSBEXHRHF. EBMRHFERRRRey#H I THIFRETE—8HK. BEPEXNMREEZET
RE X EMEE LS.

4. CanonicalHeaders CanonicalHeaders & StHTTPIE K fIHeaderEZB oy 3H TR M RELILE R

R BB | ATARIEHeaderih M ITRAE S IR (signedHeaders), B4 SKIBRTEE A HIASREIMHTIPSKESIR, HTTPK
B4 F—RERNERNFLTZ RN () A0, Mhostrangeix-boe-date, FIRIKIFHMFHT], LE AL FRRE
TAME | BT LT SRR 3R,

YRSLIRNT -

1. EEmDHHeader, BRI PAE{TREMLHeaderEEmAD, B EBRERAPIKME—ESRZ HosUBuM I 4ms. KEHIENR
T, FAIEEEXS U T Header 3t T4RES :

e Host

Content-Length

Content-Type

Content-MD5

FTELL x-bee- FrkiHeader

VLA

1. IR _LRHeaderi ¥ B L EIMAESEHNHTTPIEREME , BRAIRE HMPNEA THFHITRID. MREEMERBEASEL
_Fheader , HIf¥iheaderh i 4 .

2. MREME A LR EETE R HeaderdH T4RAS , AANEF TR {signedHeaders} AINE#HBE , THEE. W
BRIEE )N T signedHeaders , IET41RiEsighedHeaders N BB TE 4.

3. AT B DR RS Header, AREEE T NEHETEEN K Headerdt {7445 , RELMNHTTPERBET
LR N Header(BR SRR R TR , MALKAEINEF R HIAE (signedHeaders} . IHEFTiE
A, BB EX BT T Jwhb i Header & FHBM ML/ NE 2 FIRRTHFHS , RERASS () &,

4. G HeaderFH TURIL AR SZIBAPIKDIRE | (BR2MFER KON ETREERFEART , BESEZEREVER
4 Hostig,

2. SfHeader#{T4mkE%kEX CanonicalHeaders , 4RfI84N T .

1. ¥HeaderZF AR LE/NE |, EENNETF.
2. ¥Headerf{EXI=FF KFERNTATF.
3. & F—#7 FEATF TR Header 28 , HARMFEH A UriEncode(name) + ":" + UriEncode(value) TR,
4. 1B _HEFAR BT BRI T RS THERF
5. BHEFF RNF R BIRIF A \n 15 S5 K135/ K CanonicalHeaders .

WAA -

1.UriEncodef) & LR ThEEIE 5 11 < ek ¥t B .

2. REEAZEHTIPERNE=ZAE , 2RIMSERRIRTSERheader (120 : FLEELMFRcontent-length:0iX/~header)
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Baidu B E&ERE= XY KABIAERLH
MRZELHER | BRELELE BAIMtpERAheader , BERE B SE R HIheader—#¥,

YmbLRpI1 -
YoRBENME B B BRE SO E 2 M Header#H1T4RAG |, HhtsignedHeadersRBENZ (ZRAME) . & FEKIRHIFIERE
3t Date BH{T4RAL , ZB% x-bce-date,

MR AZEERK Header:

Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:49Z

1. GEEF RN Header , R/FIEHTA R FHIA/NE.

host: bj.bcebos.com
date: Mon, 27 Apr 2015 16:23:49 +0800
content-type: text/plain
content-length: 8
content-md5: NFzcPghviddjRNNnSOGo4rw==

2. ¥HeaderERIEFF RMLE RN TAFH.

host:bj.bcebos.com
date:Mon, 27 Apr 2015 16:23:49 +0800
content-type:text/plain
content-length:8
content-md5:NFzcPghviddjRNNnSOGo4rw==

3. Xy Headerdt{TUriEncodei&ift,

host:bj.bcebos.com
date:Mon%2C%2027%20Apr%202015%2016%3A23%3A49%20%2B0800
content-type:text%2Fplain
content-length:8
content-md5:NFzcPghviddjRNnSOGo4rw%3D%3D ?

4. BHRIPHBFNTBF S IRRFRFATHF.

content-length:8
content-md5:NFzcPghviddjRNNnSOGo4rw%3D%3D ?
content-type:text%2Fplain
date:Mon%2C%2027%20Apr%202015%2016%3A23%3A49%20%2B0800
host:bj.bcebos.com

5. KHF ERF RS RIT A \nFSERERGERALR.

content-length:8
content-md5:NFzcPqhviddjRNnSO0Go4rw%3D%3D ?
content-type:text%2Fplain
date:Mon%2C%2027%20Apr%202015%2016%3A23%3A49%20%2B0800
host:bj.bcebos.com
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R R ISIAMEF R & i signedHeaders N A I 1% & content-length;content-md5;content-type;date;host ,
YRtLRpI2

%18/~ T CanonicalHeaders fIHEF# signedHeadersHEF A —EHIEIR. K ABCE APITEAE A0 B B X HeaderfliHE I |
FILUX B EEAFHIEE.

INFEBOSHIPuUtObjectd AAVFFR P _EfE B RE Xmeta , AT BEANEE |, A& KERS Header , BRI ESRISHIHeadersZl T :

Host: bj.bcebos.com
x-bce-meta-data: my meta data
x-bce-meta-data-tag: description

R _EENRILESE |, A& 153K CanonicalHeaders &£ :

host:bj.bcebos.com
x-bce-meta-data-tag:description
x-bce-meta-data:my%20meta%20data

I ATFRER (8 signedHeaders & host;x-bce-meta-data;x-bce-meta-data-tag .,

A BL%& 4 CanonicalHeaders ¥l signedHeaders IHEFA~—#¥ , X £ K A signedHeaders 2iRIEHeaderffinamed i THEFH , x
bce-meta-data F¥{E x-bce-meta-data-tag Z B, {B:7ECanonicalHeaders™ 2ixf8nameFvalued AN FF R THEF
B, AAtEnamefvalue 2 BIEE—1NES (1) , ME SHASCIREZEXTIEFTS (-) HASCIEE , Fitx-bce-meta-
data R TAMAE T x-bce-meta-data-tag 2 J5.

@ E5= : A RRIKAE®H(signingKey)

SigningKey = HMAC-SHA256-HEX(sk, authStringPrefix) , H :

® HMAC-SHA256-HEXZHMAC SHA256 /1R %) , BYRTNRER ik S WAR e ¥,

o sk fSecret Access Key , AIIABIEERHIATFHITEM , KT SKINHRETTIE | ESHIRIAK/SK,

e authStringPrefix{RINEFZIF B KBTEEERS , BD : bee-auth-vl /{accessKeyld}/{timestamp}/{expirationPeriodinSeconds},
@ EHN  ERERIHERINEF 75 (authorization)

BT _EEAITESEIRSigningKeyAlCanonicalRequestiRI& FEI/AR ATAREIZZ .
Signature = HMAC-SHA256-HEX(SigningKey, CanonicalRequest)
Hep:

e HMAC-SHA256-HEXZHMAC SHA2563jkeR ¥R , RIATNRER AR S MAH SR ¥,

£ J/al/A bee-auth-vl /{accessKeyld}/{timestamp}/{expirationPeriodInSeconds }/{signedHeaders}/{signature} {5 ZILAIEFFF
£,

@ WEFHF IR

EEMRATERFTFERE , £ FERGIFERRERERNE—NSR. AP BIER AR ERNBOSE R # FlUploadPart
A E— N XHRNRE— Part , RA AExample, AFAEEINT
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Bucket name : test
Object key : myfolder/readme.txt
uploadld : a44cc9bab11cbd156984767aad637851
partNumber : 9
Access Key ID : aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Secret Access Key : bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
B : bR AI20154E4 A 27 H16m235049%) (43 AUTCAYR]Z 201544 A 27 H8:R2345349%))

N RRZERHTTPESR A -

PUT /v1/test/myfolder/readme.txt?partNumber=9&uploadld=a44ccObab11cbd156984767aad637851 HTTP/1.1
Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:497

Example

1. “ g CanonicalRequest,

CanonicalRequestgy HTTP Method . CanonicalURI . CanonicalQueryString . CanonicalHeadersPUER 4 #7% ,

HTTP Method ="PUT"
CanonicalURI= UriEncodeExceptSlash(/v1/test/myfolder/readme.txt)="/v1/test/myfolder/readme.txt"
CanonicalQueryString="partNumber=9&uploadld=a44ccObab11chd156984767aad637851"
CanonicalHeaders="content-length:8

content-md5:NFzcPghviddjRNNnSOGo4rw%3D%3D

content-type:text%2Fplain

host:bj.bcebos.com

x-bce-date:2015-04-27T08%3A23%3A49Z"

& /aiBid /A CanonicalRequest = HTTP Method + "\n" + CanonicalURI + "\n" + CanonicalQueryString + "\n" +

CanonicalHeadersf3%l|CanonicalRequest,

PUT
/v1/test/myfolder/readme.txt
partNumber=9&uploadld=a44cc9bab11cbd156984767aad637851
content-length:8
content-md5:NFzcPghviddjRNnSOGo4rw%3D%3D
content-type:text%2Fplain
host:bj.bcebos.com
x-bce-date:2015-04-27T08%3A23%3A497

2. HRESigningKey
B /AT SigningKey = HMAC-SHA256-HEX(sk, authStringPrefix)iT & SigningKey,
SigningKkey= HMAC-SHA256-HEX("bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb", "bce-auth-
vl/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa/2015-04-

27T708:23:497/1800")=1d5ce5f464064cbee060330d973218821825ac6952368a482a592e6615aef479

3. 4 RkSignature

/A= Signature = HMAC-SHA256-HEX(SigningKey, CanonicalRequest){5%! Signature=
d74a04362e6a848f5b39b15421cb449427f419¢95a480fd6b8cfOfc783e2999%¢

4. HRGAEFH S

Authorization = bce-auth-vl/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa/2015-04-
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ERGAIEAN S

27T08:23:497/1800//d74a04362e6a848f5b39b15421¢cb449427f419c95a480fd6b8cfofc783€2999%¢

5. AFRARRENHTTPERDASIAFEE

PUT /v1/test/myfolder/readme.txt?partNumber=9&uploadld=a44ccObabl1cbd156984767aad637851 HTTP/1.1
Authorization:bce-auth-vl/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa/2015-04-
27T708:23:497/1800//d74a04362e6a848f5b39b15421cb449427f419¢95a480fd6b8cfIfc783e2999%¢
Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:49Z

Example

AR

HRETEYR] 1800 5 AR Z AR A /” , & YR ERZAZE LA |, signedHeadersNAB =,

@ HARERER A

Eiy e

ThakHR

HMAC-SHA256- FIHMAC SHA256% 7% , tRIBTF A B IRHAEST (key) FEIL (message) WMHEHE , FHLERER

HEX()
Lowercase()

Trim()

UriEncode()

A NERAM NS TS,
BrHRLIEMNE,
ERFHREFRIERNTATH,

RFC 39861 , "URHFREFH "BIEUTFH : F& (AZ,az) . F (09) . EFS (1) . BT
() . TRIZ Q. BRE (~) | BESHT

1. KBRS AR UTF- SRS TR

2. REBHA URHHRB TR REERE

3. WHAKFTHH—IXRFC 3986 HLENENSHMAL (Percent-encoding) , Bl—4N%" G HEREM N RINZX

FUERTNEENFE , FE—EXAXEEA.

UriEncodeExcep SUriEncode() 25\ , XRIZHIAL (/) AMEmEL., —METRRNSINARNE LA AUriEncode() , SAfGIELERS

tSlash()

Fa%2F 8RR/

UriEncode ()R ¥ ZA BN T :

public static String uri-encode(CharSequence input, boolean encodeSlash) {
StringBuilder result = new StringBuilder();
for (inti = O; i < input.length(); i++) {
char ch = input.charAt(i);
if ((ch >="'A' && ch <="'Z") || (ch >="a' && ch <="2") || (ch>="0"'&& ch <="'9") ||ch=="_"||ch=="'|| ch == "'~

[|ch==".){
result.append(ch);

} else if (ch == '/") {

}

result.append(encodeSlash ? "%2F" : ch);
}else {
result.append(toHexUTF8(ch));

return result.toString();

A RRV2IAUEF 43 &
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@ 1tk

VIANEFH B R A E B RFWAPRAETNN T, ETFV20RY , RETIRAESMERIDAMRE , B AT B KR ERIE
BORNEBHERE., BRIRKREBTSELTIFV2IMENAEFRE , R{KS0LBTS APIZE,

V2IRAIAEF B A RRATINT
bee-auth-v2/{accessKeyld}/{date}/{region}/{service}/{signedHeaders}/{signature}
Hep -

e accessKeyld : f2Access Key ID , iESHFHFINAK/SKIIREL,

e date : ZLZMUTCHAR , #&= Ayyyymmad , f5ilZ0 : 20150427,

e region : ATEKARS WIRFTIEMEE, , /NEAZT. 5120 : bj.

o senvice : FTERIIRSFEFR , /NEARE, #1210 : bos.,

o signedHeaders : &R EXFISREINHTTPLIRS IR, HTTPKIBAF—RER/NEBIBLFTZ AANS ) 9%, &
host;range;x-bce-date, 3|FRIHBFHFHEF, X4 signedHeaders Kz it RREVERIA(A.

e signature : 256fZ &N /NHFIRR , AN NEFTREAR, EHSK(Secret Access Key)FllauthStringPrefixts 7515
Fl|signingKey , F¥# canonicalRequest signingKey Akey TR FIEAR , BABIELT.

@ FRIIERL

V2IAUEZ £ BT E /AR Ay signature = HMAC-SHA256-HEX(SigningKey,CanonicalRequest) , WARATIEY , BEREBLELE
E15%I SigningKey # CanonicalRequestBI /NS , 3 T MR ANATREUX NS0,

@ 4 i CanonicalRequest

CanonicalRequestiitE /AT A : CanonicalRequest = HTTP Method + "\n" + CanonicalURI + "\n" + CanonicalQueryString +

"\n" + CanonicalHeaders ,
HTTP Method

FEHTTPYMX R E LIGET, PUT, POSTEEK , WERALAENER., BEERERAPIFTISRIHTTP Method 20 T A,

GET
POST
PUT
DELETE
HEAD

CanonicalURI

CanonicalURI 2 Xt URLA (26 34 IR 42 31 T4m AL 45 5R |, Bl CanonicalURI = UriEncodeExceptSlash(Path), Sk 3T & 12 Paths
SRR/ FER AR/ FRRIR BRI L, TR/,

o HEXZEH :

ZURLA https://bos.cn-n1.baidubce.com/example/ilix , RIELURL Pathk /example/Uix, , ¥z M3E4k15%! CanonicalURI =
/example /%E6%B5%8B%ES8%AF%95 ,

CanonicalQueryString

CanonicalQueryString 3t FURLF f]Query String (Query StringBIURLEF“ ? " [FEfKI“keyl = valvel & key2 = valve2 "FF &) it
1TRABIEILER .
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WESLRIT

1. 32EXURLQuery StringIfl , BIURLE ? " f[FEIK“keyl = valvel & key2 = valve2 "F{F &
2. $Query StringtRIFXIFFFAETI , B—TE key=valueZE R B keyiZ .

3. MHFIF RS TRIDLE | ST =FMER.

o YR key 2 authorization B , BRI,
o WiZMAFkeyl , /N A UriEncode(key) + "="HIFE,

o WZIR R key=value ITZTAT , #38/AT A UriEncode(key) + "=" + UriEncode(value) BT, XEBvalue ] AR =F5F
£,

4. BE IR ENTTRIRIRTHRINF (ASCIRLER/NEIX) HiF , FMER& FSEEikK , AN
¥ CanonicalQueryString .,

e TN

#ERURLA https://bos.cn-nl.baidubce.com/example?text&text1=iMix &text10=test f]CanonicalQueryString

1. $2ELURLHHIQuery String , 8F text&text1={i#&text10=test,

2. RIF&IFQuery StringiH 1774 , 5% text | textd=IMIx . text1O=test =1,

3. XSS TR,
o SFtextIH{T4RAY : UriEncode("text") + "=" , 5% "text="
o Nttext1=/M K BFUHITLRAD : UriEncode("text1") + "=" + UriEncode("AK") , 8% "text1=%E6%B5%SB%ES%AF%I5"
o Xftext10=testINBF{T4RAYL : UriEncode("text10") + "=" + UriEncode("test") , 5%I"text10=test"

4. S Em=IURIBENT BT (RIBASCIEBE/NEIKR) HEF | BRIER Etextl0=test . text1=%E6%B5%8B%ES%AF%I5
. text= , RIGR&IEHERE K , 8%CanonicalQueryString A text10=test&text1=%E6%B5%8B%ES%AF%I5&text=

WiBA :
1. BR¥UriEncodef & X R INBEE S EA il

2. BT RIRT AMAALIRE R B keyfIML , JESECMvalue , BARIRF = THERF. 7ESRFRAIBCE APIr , RAS ¥4 2/
SR, EARSBEXHNHF. EBMRHFERMNRARRey#H ITHIFRETE—BN. BEPEXNMREERET

CanonicalHeaders
CanonicalHeaders 2 StHTTPiE K+ [RiHeaderEf S TR 4Rl LE R .
YREOLTRANT

1. EEmDHHeader, BRI PAE{TREMLHeaderEERAL, B EBEERAPIKME—ESRZ HosUBM I 4mes. KEHIENR
T, FAIEEEXS U T Header 3t T4RES

e Host

e Content-Length
e Content-Type
e Content-MD5
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o FIABL x-bce- FFkHHeader

AR

1. 2R EiRHeaderR B2 EBEIELENHTTPERER , BARE LIHE N TTEHITRID, MRAEMEKREASEA
_theader , i¥fiheaderh N4 .

2. WREE A _ EREF TR Header# 1 T4RS , FPAINEFIFEFH {signedHeaders} AU EIERBET , THAT. W
BAR{E )\ T signedHeaders , MAT4iRIEsighedHeaders N B HTE 4 .

3. eI A G ERIL Header, IR EERE T RN EHETR CEINM Headeri#H { T4RE5 , kB EHHTTPIE KBS T
HFEEE N Header(B 2ERAX B HITRD , BBABNRIBNEFHEFIET (signedHeaders} ., HE 777k
H, BB EX— M BT T il Header & T e/ NE 2 BIRBTFHFHS , RAERSS () &

4. GEE L Header TR A S RBAPIZNRE | (ERANRGEE KX DRI REEEH A AT,

2. XfHeader#t{T4hLiREX CanonicalHeaders , 4RAGHRANT,
1. ¥HeaderW&ZFERE/NE | EENRELTF.
2. ¥Headerf{ERIETF KM RN TAFH .
3. & E—H 2 REATFHF S HeaderZiE , HAMEEHA UriEncode(name) + ":" + UriEncode(value) HIFZ.
4. £ EEHBRERTE T BIRRFIRFITHF.

5. BHEF BRF AR IRIUT A \n S EHHT KRG 2R Z ) CanonicalHeaders ,

WiAH -
1.UriEncodef) & X R IhEEE 2% M SR B0 A

2. REXEHTTPIERNE=FE , SRMBERIRIRIEE R header (Hi40 - FLeFELMifRcontent-length:05X{ header)
MRLELR  BFRELEIA HMNttpiERMheader , ERERBSZ 2 Hheader—H,

ZmtS7GI1

ZORBIERE B B BRSO E 2 MO Header# 1 T4RAG |, HeitsignedHeadersREERZ (BRAE) . £ NEMKIRBIFIERE
3t Date BH{T4RAYL , ZB% x-bce-date,

MR AR ERK Header:

Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:49Z

1. EREEgRLKHeader , RFIEFTA L FEZCHNE.,
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host: bj.bcebos.com
date: Mon, 27 Apr 2015 16:23:49 +0800
content-type: text/plain
content-length: 8
content-md5: NFzcPghviddjRNnSOGo4rw==

2. KHeaderfI{EEIF I KMEERINZE 7.

host:bj.bcebos.com
date:Mon, 27 Apr 2015 16:23:49 +0800
content-type:text/plain
content-length:8
content-md5:NFzcPghviddjRNNnSOGo4rw==

3. X HeaderiH{TUriEncodef%ik,

host:bj.bcebos.com
date:Mon%2C%2027%20Apr%202015%2016%3A23%3A49%20%2B0800
content-type:text%2Fplain
content-length:8
content-md5:NFzcPghviddjRNnSOGo4rw%3D%3D ?

4. BR3P HB RN TA T SRR RFATHT.

content-length:8
content-md5:NFzcPghviddjRNnSOGo4rw%3D%3D ?
content-type:text%2Fplain
date:Mon%2C%2027%20Apr%202015%2016%3A23%3A49%20%2B0S00
host:bj.bcebos.com

5. KHF ERF RS RIT A \nFSERLRGERALR.

content-length:8
content-md5:NFzcPghviddjRNnSOGo4rw%3D%3D ?
content-type:text%2Fplain
date:Mon%2C%2027%20Apr%202015%2016%3A23%3A49%20%2B0800
host:bj.bcebos.com

RN FRBINEZ R B signedHeaders R AV % &2 content-length;content-md5;content-type;date;host ,
YRiLRpI2

%R I8/~ T CanonicalHeaders fIHEF# signedHeadersHEF A —EHIER. K ABCE APITEE A0 FR B B X HeaderfliHE I |
FILUX B EEAFRIEE.

ANFEBOSHIPUtObject® VR S _EE B RE Xmeta , AT BEANEE |, A 1ERE KER Sy Header , BRI ESRISHIHeadersZi T :

Host: bj.bcebos.com
x-bce-meta-data: my meta data
x-bce-meta-data-tag: description

2R FERYRESETR | A 1FEIHK CanonicalHeaders 2 :
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host:bj.bcebos.com

x-bce-meta-data-tag:description
x-bce-meta-data:my%»20meta%20data

BT HRER i) signedHeaders &£ host;x-bce-meta-data;x-bce-meta-data-tag ,

o] L& H CanonicalHeaders # signedHeaders RIHEFA—1¢ , X2 A A signedHeaders 2fREHeaderfiname 3t THEFH) , x
bce-meta-data I x-bce-meta-data-tag Z B, {BRZ7ECanonicalHeaders& ZixfBnameFvalued BRI FF R I THF
B, BRfEnamefvalue Z [EEF—NES (1) , MESHASCIRLEZEXTIETFTS (-) WASCIRLE , Fitbx-bce-meta-
data R MRAE T x-bce-meta-data-tag Z /7.

@ 4 SigningKey
SigningKey = HMAC-SHA256-HEX(sk, authStringPrefix) , EH :
o skAFFiSecret Access Key , ATRUBE TEiR6] &R #HATEW , XFSKRIREUATE | B FIREAK/SK,
e authStringPrefix{RINEZIF B BTEERS , BD : bee-auth-v2/{accessKeyld}/{date}/{region}/{service}.
@ 4 i Signature RIANEE 4

B AT ERSEIMSigningKeyF CanonicalRequestiRIR FHEI/A AT B4 L. Signature = HMAC-SHA256-
HEX(SigningKey, CanonicalRequest)

He e
® HMAC-SHA256-HEXZHMAC SHA256E AR , BIRThEE R IA S WAH <R #0 A,

RJaIRIE/A R bee-auth-v2 /{accessKeyld}/{date}/{region}/{service}/{sighedHeaders}/{signature} SKIZIANIEFF & .

@ KRR AR

ER ¥4 DR

HMAC-SHA256- 1IfHHMAC SHA256H % , 1IRIEFF A BIRHHIEMA (key) MBI (message) ML EIUHRE | FHBER K

HEX() FNERRR+ 73 F TS,

Lowercase()  WFRHBLIER/NE.

Trim() IREFHEFLNEENTEFH.
RFC 3986#lE , "URHEREBFR"EHEUTFER : F& (AZ,az) . F (09) | EFS (1) . K5
()« FRIE& (O, BIRE (~) , BASSHT

_ 1. PR A UTF-84RAD A i
UriEncode()

2. R FTA URIFEREBFR BHARAE
3. MEAF M —IXRFC 3986 HLEERK T NS4RhG (Percent-encoding) , BlI—M%" FHEREW N RRZX
FHENTAHHTEY  FRE—EXAXEEA.

UriEncodeExcep SUriEncode() 5Bl , XARRMT (/) MdwiL. — M EBRANSILARE S MUriEncode() , ASFIELERS
tSlash() B %2FEp IR R/

UriEncode )i S % {XABANF -
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public static String uri-encode(CharSequence input, boolean encodeSlash) {
StringBuilder result = new StringBuilder();
for (inti = O; i < input.length(); i++) {
char ch = input.charAt(i);
if ((ch >="A' && ch <="'Z") || (ch >="a' && ch <="72") || (ch>="0'&& ch <="'9") ||ch=="_"||ch==""|| ch =="'~'
[lch==".){

result.append(ch);

}else if (ch=="/"){
result.append(encodeSlash ? "%2F" : ch);

}else {
result.append(toHexUTF8(ch));

}

return result.toString();

@ V2IRASVIIRAIAEF R XTEL
V2INIFFAF R VIIRANEF 58, FEFUTEWL

o JNFFFRMEIFE, VANEZFRPLLVLIAEF SRR T 82 B BT R E) |, 38T £ 4 B AR RS X
WRE. B{AMILA : bee-auth-v2/{accessKeyld}/{date}/{region}/{service}/{sighedHeaders}/{signature},

e signingKeyAE B AAE A © HMAC-SHA256-HEX(sk, "bce-auth-v2/{accessKeyld}/{date}/{region}/{service}")

o WM RRKIE/ERESE. INEFZRF LTS L EE, , ERWIALLx-bee-dateiEskkakQueryString 28R |, it \E
% ; ERPENBEIL x-bee-expiration R E T HAR(A] , MLt AE L. B KRPRIEETHANEEK , MEGAEKRL5 41T
.

MES : V2hELHitEIIFE , EHA 4 CanonicalRequest, SigningKey. SignaturefJaE SR , XEESVIRRAEAR—3,

TEHeaderh B EINEF RS

A SR AEHTTPIE SR Headersh A& AuthorizationfS 8. , BUIBREIERE S % , B) : ZEHTTP Headersh /il \ Authorization:
SWEFHE>. XTNEFHBRERITIRESH LN TR,

SKHLAR

ETAMINEFH SRR ANEFHFBEREBRLER | TR THTTP Header I THIE.

PUT /v1/test/myfolder/readme.txt?partNumber=9&uploadld=a44ccObab11cbd156984767aad637851 HTTP/1.1
Authorization: bce-auth-vl/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa/2015-04-
27T08:23:497/1800//d74a04362e6a848f5b39b15421cb449427f419c95a480fd6b8cfIfc783e2999¢e
Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:49Z

Example

EURLF B EINIEFRTE

47 {# FlAuthorization Header , Fi iR e] AFEURLF I N GAUEFRFE |, B{RFIRR FEURLIKIQuery String= Il A\ authorization =
<SNEFFR> | KFPAEFFRRERFRESBERIAMETFE,

SKHAR
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ETAERINEFH RPRNEFFREREFI LR | TN T URLATRIE.

https://bj.bcebos.com/test/myfolder/readme.txt?
partNumber=9&uploadld=ad44ccObab11cbd156984767aad637851&authorization=bce-auth-
vl/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa/2015-04-
27T08:23:49Z/1800//d74a04362e6a848f5b39bh15421cb449427f419¢95a480fd6b8cfIfc783e2999%¢

FEURLFEEZINEFHEEATERURAE=ZAERANGR | SINERIGMEE MR RSt A T 3.
Sample-Code
@ PythoniR#l
B A R LR ABOSE B A UploadParti% A _E & — XX HfFE— 1 Part , WA A Example,
® Bucket name : test
e Object key : myfolder/readme.txt
e uploadld : a44cc9bablichd156984767aad637851
e partNumber : 9
e Access Key ID . aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
e Secret Access Key : bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
o HJ(A] : dLFRAG(AI20154E4 5 27 H16 230498 (45 AUTCHY[R)Z 201544 5 27 H8:R2345349%))

NEHTTPERANTF :

PUT /test/myfolder/readme.txt?partNumber=9&uploadld=a44ccObab11chd156984767aad637851 HTTP/1.1
Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:49Z

Example

A PARIE EIRHTTPESKIRS DU T R &R

if _name__ == main__":
credentials = BceCredentials("aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa"”,"bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb")
http_method = "PUT"
path = " /test/myfolder/readme.txt"
headers = {"host": "bj.bcebos.com",
"content-length": 8,
"content-md5": "NFzcPghviddjRNNnSOGo4rw==",
"content-type":"text/plain",
"x-bce-date": "2015-04-27T708:23:497"}
params = {"partNumber": 9,
"uploadld": "a44ccO9babl1cbd156984767aad637851"}
timestamp = 1430123029
result = sign(credentials, http_method, path, headers, params, timestamp)
print result

R EHANKI SRR
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SERRBNEIT :

# -*- coding: UTF-8 -*-
import hashlib
import hmac
import string
import datetime

AUTHORIZATION = "authorization"
BCE_PREFIX = "x-bce-"
DEFAULT_ENCODING = 'UTF-8'

# IRTFAK/SKZE
class BceCredentials(object):
def __init__(self, access_key_id, secret_access_key):
self.access_key_id = access_key_id
self.secret_access_key = secret_access_key

# HRIERFC 3986 , [&T :
# 1L KRNEEFH
# 2.FTh{A%TF
# 3R RIRE . B RARTRIE
# DALMY
RESERVED_CHAR_SET = set(string.ascii_letters + string.digits + '.~-_")
def get_normalized_char(i):
char = chr(i)
if char in RESERVED_CHAR_SET:
return char
else:
return '%%%02X" % i
NORMALIZED_CHAR_LIST = [get_normalized_char(i) for i in range(256)]

# IEMALF TR
def normalize_string(in_str, encoding_slash=True):
if in_str is None:
return "'

# AR A\ Runicode , N5 FAUTF8YREL Y [ F4RED
in_str = in_str.encode(DEFAULT_ENCODING) if isinstance(in_str, unicode) else str(in_str)

# FEERFTEURIE, RREERAL/ HHTHRES , HtIEL T HH
if encoding_slash:
encode_f = lambda c: NORMALIZED_CHAR_LIST[ord(c)]
else:
# AUEERSASEURIES, NERZEXTRIAT/ ST
encode_f = lambda ¢: NORMALIZED_CHAR_LIST[ord(c)] if c !="/" else ¢

# TRARRFC 398611 T4RAS
return ''.join([encode_f(ch) for ch in in_str])

# A AR (R
def get_canonical_time(timestamp=0):
# ME BT S0 A A0 HER IR (3] 24 T8 6]
if timestamp == 0:
utctime = datetime.datetime.utcnow()
else:
utctime = datetime.datetime.utcfromtimestamp(timestamp)
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# B A EA&Z : [year]-[month]-[day]T[hour]:[minute]:[second]Z
return "%04d-%02d-%02dT%02d:%02d:%02dZ" % (
utctime.year, utctime.month, utctime.day,
utctime.hour, utctime.minute, utctime.second)

# A RHISEURI
def get_canonical_uri(path):
# ATEAURIIAE A © /{bucket}/{object} , FFEEXTR T MAL" /" Z SMKFTE FHYRES

return normalize_string(path, False)

# A BHLTEquery string
def get_canonical_querystring(params):
if params is None:
return "'

# [T authorizationz 4 , AT RIquery string2EF N \ZRES

result = ['%s=%s"' % (normalize_string(k), normalize_string(v)) for k, v in params.items() if k.lower != AUTHORIZATION]

# RFHTHF

result.sort()

# (E R SIER B FHE IR

return '&'.join(result)

# 4 S Eheader
def get_canonical_headers(headers, headers_to_sign=None):
headers = headers or {}

# 1XG1EEheader_to_signftEL T , BRIAMEA :

1.host

2.content-md5

3.content-length

4 .content-type

# 5.078Ax-bee-FFkMheaderIi

# HE AL Eheader

if headers_to_sign is None or len(headers_to_sign) == O:

H* H B

headers_to_sign = {"host", "content-md5", "content-length", "content-type"}

# Xt Fheaderfiikey , KiFpl TR Z EREEUANNE
# XfFheaderhivalue , b Astrz FEIERIEHRZTH

f = lambda (key, value): (key.strip().lower(), str(value).strip())

result =]
for k, v in map(f, headers.iteritems()):
# TORATFMEDL , PAx-bee-FFkfiheaderTER TR 24K /A INE IR Eheaderd
if k.startswith(BCE_PREFIX) or k in headers_to_sign:
result.append("%s:%s" % (normalize_string(k), normalize_string(v)))

# RRT I

result.sort()

# ER\n S IER A F S IR E

return '\n'.join(result)

#BEETHEIR
def sign(credentials, http_method, path, headers, params,
timestamp=0, expiration_in_seconds=1800, headers_to_sign=None):
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headers = headers or {}
params = params or {}

# 1.4 mfsign key
# 1.1.4 p{auth-string , 424 : bce-auth-v1/{accessKeyld}/{timestamp}/{expirationPeriodinSeconds}
sign_key_info = 'bce-auth-v1/%s/%s/%d" % (
credentials.access_key_id,
get_canonical_time(timestamp),
expiration_in_seconds)
# 1.2.{# Fauth-stringi_ESK , FASHA-2564 Rsign key
sign_key = hmac.new(
credentials.secret_access_key,
sign_key_info,
hashlib.sha256).hexdigest()

# 2. A BFu i

canonical_uri = get_canonical_uri(path)

# 3.4 A Ekquery string
canonical_querystring = get_canonical_querystring(params)

# 4. & e header
canonical_headers = get_canonical_headers(headers, headers_to_sign)

# 5. "\n"¥HTTP METHODFI2, 3. 4 MLERIEREREK , A— P KFHE
string_to_sign = "\n".join(
[http_method, canonical_uri, canonical_querystring, canonical_headers])

# 6.1 A5 A RN A BB N1 A R sign key , FISHA-256 B4 B £ 48
sign_result = hmac.new(sign_key, string_to_sign, hashlib.sha256).hexdigest()

# 7 PHERAELERE
if headers_to_sign:

# ¥55Eheader to sign

result = '%s/%s/%s' % (sign_key_info, ';'.join(headers_to_sign), sign_result)
else:

# TFEEheader to signtF L FHIEHAR R LERH

result = '%s//%s"' % (sign_key_info, sign_result)

return result
if _name__=="__main__":
credentials = BceCredentials("aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa","bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb™)
http_method = "PUT"
path = " /test/myfolder/readme.txt"
headers = {"host": "bj.bcebos.com",
"content-length": 8,
"content-md5": "NFzcPghviddjRNnSOGo4rw==",
"content-type":"text/plain",
"x-bce-date": "2015-04-27T08:23:4927"}
params = {"partNumber": 9,
"uploadld": "a44cc9babl11chd156984767aad637851"}
timestamp = 1430123029
result = sign(credentials, http_method, path, headers, params, timestamp)
print result

@ Php7Rf5l
B& A FRdtRABOSE £ FiUploadParti# [ _E{E— N HFRER e — Part , N A Example,

o Bucket name : test
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e Object key : myfolder/readme.txt

e uploadld : a44ccObabl1chd156984767aad637851

e partNumber : 9

e Access Key ID : aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

e Secret Access Key : bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb

o [f[A] : JhIEAFA)201544 B 27 H16m23949%) (353 AUTCHA]R 201544 5 27 H8 /R 23749%))

NEHTTPERINT :

PUT /test/myfolder/readme.txt?partNumber=9&uploadld=a44ccObab11chd156984767aad637851 HTTP/1.1
Host: bj.bcebos.com
Date: Mon, 27 Apr 2015 16:23:49 +0800
Content-Type: text/plain
Content-Length: 8
Content-Md5: NFzcPghviddjRNnSOGo4rw==
x-bce-date: 2015-04-27T08:23:49Z

Example

ZHRBARD

$signer = new SampleSigner();
$credentials = array("ak" => "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”,"sk" =>
"bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb");
$httpMethod = "PUT";
$path = "/v1/test/myfolder/readme.txt";
$headers = array("Host" => "bj.bcebos.com",
"Content-Length" => 8,
"Content-MD5" => "NFzcPghviddjRNnSOGo4rw==",
"Content-Type" => "text/plain”,
"x-bce-date" => "2015-04-27T08:23:49Z2");
$params = array("partNumber" => 9, "uploadld" => "ad44cc9bab11chd156984767aad637851");
$timestamp = new \DateTime();
$timestamp->setTimestamp(1430123029);
$options = array(SignOption::TIMESTAMP => $timestamp);
$ret = $signer->sign($credentials, $httpMethod, $path, $headers, $params, $options);
print $ret;

B R HAL AR TR A

SERATABIT :

<?php
/*

* Copyright (c) 2014 Baidu.com, Inc. All Rights Reserved

*

* Licensed under the Apache License, Version 2.0 (the "License"); you may not
* use this file except in compliance with the License. You may obtain a copy of
* the License at

*

* Http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS, WITHOUT

* WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the

* |l iranca far tha cnarific landiiada anvarning narmiccinne and limitatinne nindar
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LIVUIIOU 1V UV SNUUIHIV TUTHGUUSL SUVUITITE PUTTTTIODIVIIS UV HITHTLUUULES Ul Ul

* the License.
*/

namespace BaiduBce\Auth;

class SignOption

{

const EXPIRATION_IN_SECONDS = 'expirationInSeconds';

const HEADERS_TO_SIGN = 'headersToSign';

const TIMESTAMP = 'timestamp’;

const DEFAULT_EXPIRATION_IN_SECONDS = 1800;

const MIN_EXPIRATION_IN_SECONDS = 300;

const MAX_EXPIRATION_IN_SECONDS = 129600;

class HttpULtil

{

// TRIERFC 3986 , [RT :

/] LRNEBEFH

// 2[HHART

/) BRRIRE S BS T ARTRRIER
// ASMEBR RS

public static $PERCENT_ENCODED_STRINGS;

/AT YRAE A
public static function __init()
{
HttpUtil::$PERCENT_ENCODED_STRINGS = array();
for ($i = 0; $i < 256; ++3$i) {
HttpUtil::$PERCENT_ENCODED_STRINGS[$i] = sprintf("%%%02X", $i);

/ /&R Yt
foreach (range('a’, 'z') as $ch) {
HttpUtil::$PERCENT_ENCODED_STRINGS[ord($ch)] = $ch;

//A-Z Y5
foreach (range('A', 'Z") as $ch) {
HttpUtil::$PERCENT_ENCODED_STRINGS[ord($ch)] = $ch;

//0-9NYwt5
foreach (range('0', '9') as $ch) {
HttpUtil::$PERCENT_ENCODED_STRINGS[ord($ch)] = $ch;

PN S
HttpUtil::$PERCENT_ENCODED_STRINGS[ord("-')
HttpUtil::$PERCENT_ENCODED_STRINGSJ[ord(".")
HttpUtil::$PERCENT_ENCODED_STRINGS[ord('_'
HttpUtil::$3PERCENT_ENCODED_STRINGS[ord('~')] = '~";

//FEurimRL R N RERT / 4D
public static function urlEncodeExceptSlash($path)
{

ERGAIEAN S
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return str_replace("%2F", "/", HttpUtil::urlEncode($path));
}

/ /18 FYmRLER A JRED
public static function urlEncode($value)
{
$result ="";
for ($i = 0; $i < strlen($value); ++$i) {
$result .= HttpUtil::3PERCENT_ENCODED_STRINGS[ord($value[$i])];
}
return $result;

}

/ /AR AEQueryString
public static function getCanonicalQueryString(array $parameters)
{
/ZES , EEREITSH
if (count($parameters) == 0) {
return '';

}

$parameterStrings = array();
foreach ($parameters as $k => $v) {
/ /it Authorization=2 B¢
if (strcasecmp('Authorization', $k) == 0) {
continue;
}
if (lisset($k)) {
throw new \InvalidArgumentException(
"parameter key should not be null"
);
}
if (isset($v)) {
//MTHEER , RS ERAE=SMih
$parameterStrings[] = HttpUtil::urlEncode($k)
. '=" . HttpUtil::urlEncode((string) $v);
}else {
//STFIRBEEN , RkeyBERIE=SHZA , GAET
$parameterStrings[] = HttpUtil::urlEncode($k) . '=";
}
}
//RRBTFHFHERF

sort($parameterStrings);

//1ER & T SEHEEA
return implode('&', $parameterStrings);

}

/ /AR uri
public static function getCanonicalURIPath($path)
{
//ERIZRER
if (empty($path)) {
return '/";
} else {
/ /BT Ui mBL / Frsk
if ($path[0] =="/") {
return HttpUtil::urlEncodeExceptSlash($path);
}else {
return '/' . HttpUtil::urlEncodeExceptSlash($path);
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}

//EE AR ttpiE SR K R
public static function getCanonicalHeaders($headers)
{
//ANRiZBheaders , MR [E] 5
if (count($headers) == 0) {
return '';

$headerStrings = array();
foreach ($headers as $k => $v) {
/ /B keyAnullf]
if ($k === null) {
continue;
}
//fNRvalueAnull , NIRR{E A= &
if ($v === null) {
$v="14
}
//timfaHencode , Z fe{E " SiEREER
$headerStrings[] = HttpUtil::urlEncode(strtolower(trim($k))) . :* . HttpUtil::urlEncode(trim($v));
}
//FRFHEF
sort($headerStrings);

//RN\nEETEREIE R

return implode("\n", $headerStrings);

}
HttpUtil::__init();

class SampleSigner

{

const BCE_AUTH_VERSION = "bce-auth-v1";
const BCE_PREFIX = 'x-bce-";

//RtEEheadersToSigntEILT , ZRIALZ B httpsk , B35 -
// 1.host

// 2.content-length

// 3.content-type

// 4.content-md5

public static $defaultHeadersToSign;

public static function __init()
{
SampleSigner::$defaultHeadersToSign = array(
"host",
"content-length",
"content-type",
"content-md5",

/1R RER

public function sign(
array $credentials,
$httpMethod,
$path,

I P B
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)

dredaers,
$params,
$options = array()

/BB 2 A WA
if (lisset($options[SignOption::EXPIRATION_IN_SECONDS])) {
//ERIA{E1800F)
$expirationinSeconds = SignOption::DEFAULT_EXPIRATION_IN_SECONDS;
}else {
$expirationinSeconds = $options[SignOption::EXPIRATION_IN_SECONDS];

//fi##fTak sk
$accessKeyld = $credentials['ak'];
$secretAccessKey = $credentials['sk'];

//RERRR , EE : RBITHEEN MEHEEAUTCHTR
if (lisset($options[SignOption::TIMESTAMP])) {
//BRINE H RIS
$timestamp = new \DateTime();
}else {
$timestamp = $options[SignOption:: TIMESTAMP];
}

$timestamp->setTimezone(new \DateTimeZone("UTC"));

//*E mfauthString
$authString = SampleSigner::BCE_AUTH_VERSION . '/' . $accessKeyld . '/'
. $timestamp->format("Y-m-d\TH:i:s\Z") . '/' . $expirationInSeconds;

//{& FskFlauthString4: A signKey
$signingKey = hash_hmac('sha256', $authString, $secretAccessKey);

/ /ERFRAEURI
$canonicalURI = HttpUtil::getCanonicalURIPath($path);

/ /AR HEHQueryString
$canonicalQueryString = HttpUtil::getCanonicalQueryString($params);

//3EFheadersToSign , L2 15 headers 5% 4,

$headersToSignOption = null;

if (isset($options[SignOption::HEADERS_TO_SIGN])) {
$headersToSignOption = $options[SignOption::HEADERS_TO_SIGN];

$headersToSign = SampleSigner::getHeadersToSign($headers, $headersToSignOption);

//EERipR fEfheader

$canonicalHeader = HttpUtil::getCanonicalHeaders($headersToSign);

$headersToSign = array_keys($headersToSign);
sort($headersToSign);
//%3BheadersToSign , BL';'SiZtE
$signedHeaders = '";
if ($headersToSignOption == null) {
$signedHeaders = strtolower(
trim(implode(";", $headersToSign))

/ /BB K 2B
$canonicalRequest = "$httpMethod\n$canonicalURI\n"
. "$canonicalQueryString\n$canonicalHeader";

ERGAIEAN S
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/ /1 FisignKeyMIFRHEVE K R TERE R

$signature = hash_hmac('sha256', $canonicalRequest, $signingKey);

/B
$authorizationHeader = "$authString/$signedHeaders/$signature";

return $authorizationHeader;

/** iR{EheadsToSignid BN % 5 5% £ Mheader

*

* @param $headers array
* @param $headersToSign array
* @return array

*/

public static function getHeadersToSign($headers, $headersToSign)

{

$ret = array();
if ($headersToSign !== null) {
$tmp = array();

//4b Bheadersikey : KiFRIERNEE FHHEUB/NE
foreach ($headersToSign as $header) {
$tmpl[] = strtolower(trim($header));
}
$headersToSign = $tmp;
}
foreach ($headers as $k => $v) {
if (trim((string) $v) 1=="") {
if ($headersToSign !== null) {
//Tsk i headersToSign : FiRRTFHTHE HEEWR/NE
if (in_array(strtolower(trim($k)), $headersToSign)) {
$ret[$k] = $v;
}
} else {
//3nRi% A headersToSign , MARIERIARNSEIEE headers
if (SampleSigner::isDefaultHeaderToSign($k, $headersToSign)) {
$ret[$k] = $v;

}

return $ret;

/**

* KB headerE N EEIAS MR :
* 1.2host, content-type, content-md5, content-lengthzz —

* 2 PAx-beeFFsk

*

* @param $header string
* @return bool

*/

public static function isDefaultHeaderToSign($header)

{

$header = strtolower(trim($header));

if (in_array($header, SampleSigner::$defaultHeadersToSign)) {
return true;

}

$prefix = substr($header, 0, strlen(SampleSigner::BCE_PREFIX));

if ($prefix === SampleSigner::BCE_PREFIX) {

ERGAIEAN S
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return true;
}else {
return false;

SampleSigner::__init();

/ /BRI
$signer = new SampleSigner();
$credentials = array("ak" => "0b0f67dfb88244b289b72b142befadOc","sk" =>
"bad522¢2126a4618a8125f4b6cf6356f");
$httpMethod = "PUT";
$path = "/v1/test/myfolder/readme.txt";
$headers = array("Host" => "bj.bcebos.com",
"Content-Length" => 8,
"Content-MD5" => "0a52730597fb4ffa01fc117d9e71e3a9",
"Content-Type" => "text/plain",
"x-bce-date" => "2015-04-27T08:23:497");
$params = array("partNumber" => 9, "uploadld" => "VXBsb2FkIEIpZS5tMnRzIHVWbGOhZA");
date_default_timezone_set("PRC");
$timestamp = new \DateTime();
$timestamp->setTimestamp(1430123029);
$options = array(SignOption::TIMESTAMP => $timestamp);
// $options = array(SignOption::TIMESTAMP => $timestamp, SignOption::HEADERS_TO_SIGN => array("Content-Type",
"Host", "x-bce-date"));
$ret = $signer->sign($credentials, $httpMethod, $path, $headers, $params, $options);
print $ret;

@ JavasRfl
AP TR , #—5 7 HE EEEERAPIAELS).

RILTEZ : https://github.com/baidubce /bce-sdk-

java/blob/master/src/main/java/com/baidubce/auth/BceV1Signer.java

B : AndroidiE & IAPRAE/RBIR AL FN avasm Bl AL —3,

/*

* Copyright (c) 2014 Baidu.com, Inc. All Rights Reserved

*

* Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with
* the License. You may obtain a copy of the License at

*

* http://www.apache.org/licenses/LICENSE-2.0

*

* Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on

* an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License
for the

* specific language governing permissions and limitations under the License.

*/
package com.baidubce.auth;

import com.baidubce.BceClientException;
import com.baidubce.http.Headers;

G NP NN | NN | R~ 5y GRS | I | . VO Py Oy, O
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HIMPOore cormn.pdlaupce.nLwernadl.irnerndirequest;
import com.baidubce.util.DateUtils;
import com.baidubce.util.HttpUtils;
import com.google.common.base.Joiner;
import com.google.common.collect.Lists;
import com.google.common.collect.Maps;
import com.google.common.collect.Sets;

import org.apache.commons.codec.binary.Hex;
import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import java.nio.charset.Charset;
import java.util.Collections;
import java.util.Date;

import java.util.List;

import java.util.Map;

import java.util.Set;

import java.util.SortedMap;

import static com.google.common.base.Preconditions.checkNotNull;

/**
* The V1 implementation of Signer with the BCE signing protocol.
*/

public class BceV1Signer implements Signer {
private static final Logger logger = LoggerFactory.getLogger(BceV1Signer.class);

private static final String BCE_AUTH_VERSION = "bce-auth-v1";
private static final String DEFAULT_ENCODING = "UTF-8";
private static final Charset UTF8 = Charset.forName(DEFAULT_ENCODING);

// Default headers to sign with the BCE signing protocol.

private static final Set<String> defaultHeadersToSign = Sets.newHashSet();
private static final Joiner headerJoiner = Joiner.on('\n');

private static final Joiner signedHeaderStringJoiner = Joiner.on(';'");

static {
BceV1Signer.defaultHeadersToSign.add(Headers.HOST.toLowerCase());
BceV1Signer.defaultHeadersToSign.add(Headers.CONTENT_LENGTH.toLowerCase());
BceV1Signer.defaultHeadersToSign.add(Headers.CONTENT_TYPE.toLowerCase());
BceV1Signer.defaultHeadersToSign.add(Headers.CONTENT_MD5.toLowerCase());

/**

* @see com.baidubce.auth.Signer#sign(InternalRequest, BceCredentials)

*/

@Override

public void sign(InternalRequest request, BceCredentials credentials) {
this.sign(request, credentials, null);

/**

* Sign the given request with the given set of credentials. Modifies the passed-in request to apply the signature.
*

* @param request  the request to sign.

* @param credentials the credentials to sign the request with.

* @param options  the options for signing.

*/
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@Override
public void sign(InternalRequest request, BceCredentials credentials, SignOptions options) {
checkNotNull(request, "request should not be null.");

if (credentials == null) {
return;

if (options == null) {
if (request.getSignOptions() != null) {
options = request.getSignOptions();
}else {
options = SignOptions.DEFAULT;

String accessKeyld = credentials.getAccessKeyld();
String secretAccessKey = credentials.getSecretKey();

request.addHeader(Headers.HOST, HttpUtils.generateHostHeader(request.getUri()));

Date timestamp = options.getTimestamp();
if (timestamp == null) {
timestamp = new Date();

String authString =
BceV1Signer.BCE_AUTH_VERSION + "/" + accessKeyld + "/"
+ DateUtils.formatAlternatelso8601Date(timestamp) + "/" + options.getExpirationinSeconds();

String signingKey = this.sha256Hex(secretAccessKey, authString);

// Formatting the URL with signing protocol.

String canonicalURI = this.getCanonicalURIPath(request.getUri().getPath());

// Formatting the query string with signing protocol.

String canonicalQueryString = HttpUtils.getCanonicalQueryString(request.getParameters(), true);

// Sorted the headers should be signed from the request.

SortedMap<String, String> headersToSign =

this.getHeadersToSign(request.getHeaders(), options.getHeadersToSign());

// Formatting the headers from the request based on signing protocol.

String canonicalHeader = this.getCanonicalHeaders(headersToSign);

String signedHeaders = "";

if (options.getHeadersToSign() != null) {
signedHeaders = BceV1Signer.signedHeaderStringJoiner.join(headersToSign.keySet());
signedHeaders = signedHeaders.trim().toLowerCase();

String canonicalRequest =
request.getHttpMethod() + "\n" + canonicalURI + "\n" + canonicalQueryString + "\n" + canonicalHeader;

// Signing the canonical request using key with sha-256 algorithm.
String signature = this.sha256Hex(signingKey, canonicalRequest);

String authorizationHeader = authString + "/" + signedHeaders + "/" + signature;

logger.debug("CanonicalRequest:{}\tAuthorization:{}", canonicalRequest.replace("\n", "[\\n]"),
authorizationHeader);

request.addHeader(Headers.AUTHORIZATION, authorizationHeader);

private String getCanonicalURIPath(String path) {
if (path == null) {
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return "/";
} else if (path.startsWith(" /")) {

return HttpUtils.normalizePath(path);
}else {

return "/" + HttpUtils.normalizePath(path);

private String getCanonicalHeaders(SortedMap<String, String> headers) {
if (headers.isEmpty()) {
return

nn,
’

List<String> headerStrings = Lists.newArrayList();
for (Map.Entry<String, String> entry : headers.entrySet()) {
String key = entry.getKey();
if (key == null) {
continue;
}
String value = entry.getValue();
if (value == null) {
value ="";
}
headerStrings.add(HttpUtils.normalize(key.trim().toLowerCase()) + ":" + HttpUtils.normalize(value.trim()));

}

Collections.sort(headerStrings);

return headerJoiner.join(headerStrings);

private SortedMap<String, String> getHeadersToSign(Map<String, String> headers, Set<String> headersToSign) {
SortedMap<String, String> ret = Maps.newTreeMap();
if (headersToSign != null) {
Set<String> tempSet = Sets.newHashSet();
for (String header : headersToSign) {
tempSet.add(header.trim().toLowerCase());
}
headersToSign = tempSet;
}
for (Map.Entry<String, String> entry : headers.entrySet()) {
String key = entry.getKey();
if (entry.getValue() != null && lentry.getValue().isEmpty()) {
if (headersToSign == null && this.isDefaultHeaderToSign(key))
|| (headersToSign != null && headersToSign.contains(key.toLowerCase())
&& 'Headers.AUTHORIZATION.equalslgnoreCase(key))) {
ret.put(key, entry.getValue());

}

return ret;

private boolean isDefaultHeaderToSign(String header) {
header = header.trim().toLowerCase();
return header.startsWith(Headers.BCE_PREFIX) || defaultHeadersToSign.contains(header);

private String sha256Hex(String signingKey, String stringToSign) {
try {
Mac mac = Mac.getInstance("HmacSHA256");
mac.init(new SecretKeySpec(signingKey.getBytes(UTF8), "HmacSHA256"));
return new String(Hex.encodeHex(mac.doFinal(stringToSign.getBytes(UTF8))));
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} catch (Exception e) {
throw new BceClientException("Fail to generate the signature", e);

@> Javascriptrfl
P[22 TREE |, #—5 T fRJavascriptE = I E ESEE=APRAEAE],

AR TEEEIL : https://github.com/baidubce /bece-sdk-js/blob/master/test/sdk/auth.spec.js

var Auth = require('@baiducloud/sdk').Auth;

var auth = new Auth('my_ak’', 'my_sk');

var method = 'PUT";
var uri = '/v1/bucket/objectl"; // ETENEencodefIFRFER , sdkfTHIET &< encode—k
var params = {
A: null,
b: ',
C:'d'
5
var headers = {
'Host': 'bce.baidu.com’,
'abc': '123',
'x-bce-meta-keyl': 'ABC'
b5

var headersToSign = ['Host', 'abc’, 'x-bce-meta-keyl1'];

var signature = auth.generateAuthorization(method, uri, params, headers, 1402639056, 1800, headersToSign);
expect(signature).to.eql('bce-auth-vli/my_ak/2014-06-13T05:57:362/1800/host;x-bce-meta-keyl/*
+ '80c9672aca2ea9af4bb40b9a8ff458d72df94e97d550840727f3a929af271d25');

signature = auth.generateAuthorization(method, uri, params, headers, 1402639056, 1800, headersToSign);
expect(signature).to.eql('bce-auth-vli/my_ak/2014-06-13T05:57:362/1800/host;'

+ 'x-bce-meta-keyl/80c9672aca2ea9af4bb40b9a8ff458d72'

+ 'df94e97d550840727f3a929af271d25");

method = 'DELETE';
uri = '/vl/test-bucket1361199862';
params = {};
headers = {
'Content-Type': 'application/json; charset=utf-8',
'Content-Length': O,
'User-Agent': 'This is the user-agent'
b5
signature = auth.generateAuthorization(method, uri, params, headers, 1402639056, 1800);
expect(signature).to.eql('bce-auth-vli/my_ak/2014-06-13T05:57:36Z/1800/"
+ 'content-length;content-type/’
+ 'c9386b15d585960ae5e6972f73ed92a9a682dc81025480ba5b41206d3e489822');

@ CH#R )

RFAISEUTRE , #—5 T RCHES A EERESAPRAENS, TSR

using BaiduBce;
using BaiduBce.Auth;
using BaiduBce.Services.Bos;
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using BaiduBce.Services.Bos.Model;
using BaiduBce.Services.Sts;

using System);

using System.Collections.Generic;
using System.Collections.Specialized;
using System.Diagnostics;

using System.Globalization;

using System.IO;

using System.Net;

using System.Security.Cryptography;
using System.Text;

using System.Web;

namespace BOSTest

{

class Program

{

static string UriEncode(string input, bool encodeSlash = false)

{
StringBuilder builder = new StringBuilder();
foreach (byte b in Encoding.UTF8.GetBytes(input))

{
if (b>="a' & b <="2") || (b >="A" && b <="Z") || (b >='0' && b <="9") [[b=="_"||b==""||b=="~"|| b ==

builder.Append((char)b);
}
elseif (b=="/")
{

if (encodeSlash)

{
builder.Append("%2F");

}

else

{
builder.Append((char)b);

}

else

{
builder.Append('%').Append(b.ToString("X2"));

}
return builder.ToString();

static string Hex(byte[] data)
{

var sb = new StringBuilder();
foreach (var b in data)

{
sb.Append(b.ToString("x2"));

}
return sb.ToString();

static string CanonicalRequest(HttpWebRequest req)
{

Uri uri = req.RequestUri;
StringBuilder canonicalReq = new StringBuilder();

canonicalReq.Append(req.Method).Append("\n").Append(UriEncode(Uri.UnescapeDataString(uri.AbsolutePath))).Append("\n")
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var parameters = HttpUtility.ParseQueryString(uri.Query);
List<string> parameterStrings = new List<string>();
foreach (KeyValuePair<string, string> entry in parameters)
{
parameterStrings.Add(UriEncode(entry.Key) + '=' + UriEncode(entry.Value));
}
parameterStrings.Sort();
canonicalReq.Append(string.Join("&", parameterStrings.ToArray())).Append("\n");

string host = uri.Host;
if (!(uri.Scheme == "https" && uri.Port == 443) && !(uri.Scheme == "http" && uri.Port == 80))
{
host += ":" + uri.Port;
}
canonicalReq.Append("host:" + UriEncode(host));
return canonicalReq.ToString();

static void Main(string[] args)

{
string bucket = "mybucket";
string key = "FRIISCHE";
string ak = "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa”;
string sk = "bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb";
DateTime now = DateTime.Now;
int expirationinSeconds = 1200;

HttpWebRequest req = WebRequest.Create("http://bj.bcebos.com/" + bucket + "/" + key) as HttpWebRequest;
Uri uri = req.RequestUri;
req.Method = "GET";

string signDate = now.ToUniversalTime().ToString("yyyy'-'MM'-'dd'T'HH":"mm':'ssK");

Console.WriteLine(signDate);

string authString = "bce-auth-v1/" + ak + "/" + signDate + "/" + expirationInSeconds;

string signingKey = Hex(new
HMACSHA256(Encoding.UTF8.GetBytes(sk)).ComputeHash(Encoding.UTF8.GetBytes(authString)));

Console.WriteLine(signingKey);

string canonicalRequestString = CanonicalRequest(req);
Console.WriteLine(canonicalRequestString);

string signature = Hex(new
HMACSHA256(Encoding.UTF8.GetBytes(signingKey)).ComputeHash(Encoding.UTF8.GetBytes(canonicalRequestString)));

string authorization = authString + "/host/" + signature;

Console.WriteLine(authorization);

req.Headers.Add("x-bce-date", signDate);
req.Headers.Add(HttpRequestHeader.Authorization, authorization);

HttpWebResponse res;
string message = "";
try
{
res = req.GetResponse() as HttpWebResponse;
}
catch (WebException e)
{
res = e.Response as HttpWebResponse;
message = new StreamReader(res.GetResponseStream()).ReadToEnd();

}

Cnnanle Writal inellint\ree StatiieCnde)-
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Console.WriteLine(res.Headers);
Console.WriteLine(message);
Console.ReadLine();
}
}
1

Hi il

@ i0S7R 1l

RFRISEUTRE , #—57 RSB EERERAPIAENS]. ARAEEXARAERAEMERS , TR « (A5,
HRAREESE .
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#import <XCTest/XCTest.h>
#import "BDCloudSigner.h"

@interface UT : XCTestCase
@end

@implementation UT

id<BDCloudSigner> createSigner() {
BDCloudCredentials* credentials = [BDCloudCredentials new];
credentials.accessKey = @"<access key>";
credentials.secretkey = @"<secret key>";

id<BDCloudSigner> signer = [[BDCloudAKSKSigner alloc] initWithCredentials:credentials];
signer.expiredTimelnSeconds = 3600;

return signer;

NSMutableURLRequest* createRequest() {
// create url directly, or use NSURLComponents.
NSURL* url = [NSURL URLWithString:@"http://bj.bcebos.com/v1/bucket/object?append"];

// create request.

NSMutableURLRequest* request = [NSMutableURLRequest requestWithURL:url];
request.HTTPMethod = @"POST";

[request setValue:@"<length>" forHTTPHeaderField:@"Content-Length"];
[request setValue:@"<md5>" forHTTPHeaderField:@"Content-MD5"];

[request setValue:@"text/plain" forHTTPHeaderField:@"Content-Type"];

// custom metadata key should begin with lower case prefix 'x-bce-'.
[request setValue:@"2017-01-08T21:42:30Z" forHTTPHeaderField:@"x-bce-user-metadata-createtime"];

// Host will be set when call sign.
//[request setValue:@"bj.bcebos.com" forHTTPHeaderField:@"Host"];

return request;

void sign() {
id<BDCloudSigner> signer = createSigner();
NSMutableURLRequest* request = createRequest();
if (![signer sign:request]) {
return;

// url
NSURL* fileURL = [NSURL fileURLWithPath:@"<file path>"];

// send request
// sample purpose, don't care task will running correctly.

[[NSURLSession sharedSession] uploadTaskWithRequest:request
fromFile:fileURL];

- (void)testAKSKSigner {
sign();

@end
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@ C++7:45

AP TRE , d—35 7 RC++HE EERERAPIAENG]. RN FREEERERCH sdkE% | TEIIL : C++
SDK

std::string DefaultSigner::generate_auth(HttpRequest *request, int expire_seconds) {
std::stringstream auth_str;
std::string sign_time = DateUtil::format_iso8601_date(time(NULL));
auth_str << "bce-auth-vl/" << _credential.ak() << "/" << sign_time << "/" << expire_seconds;
std::string sign_key = StringUtil::hmac_sha256_hex(_credential.sk(), auth_str.str());

std::ostringstream canonical_req;
// method
canonical_req << method_str(request->method()) << '\n';
// uri
canonical_req << StringUtil::url_encode(request->uri(), false) << '\n';
// query string
const StringMap &params = request->parameters();
if (params.size() > 0) {
StringMap tmp;
for (StringMap::const_iterator it = params.begin(); it |= params.end(); ++it) {
std::ostringstream p;
p << StringUtil::url_encode(StringUtil::trim(it->first)) << '='
<< StringUtil::url_encode(StringUtil::trim(it->second));
tmpl[p.str()] = "";
}
StringMap::iterator it = tmp.begin();
canonical_req << it->first;
for (++it; it I= tmp.end(); ++it) {
canonical_req << '&' << it->first;

}

canonical_req << '\n';

bool use_sts = !_credential.sts_token().empty();
// header
canonical_req << "host:" << StringUtil::url_encode(request->host());
if (use_sts) {

canonical_req << "\nx-bce-security-token:
1

LOG(DEBUG) << "canonical request: [" << canonical_req.str() << ']";

<< StringUtil::url_encode(_credential.sts_token());

std::string signature = StringUtil::hmac_sha256_hex(sign_key, canonical_req.str());
auth_str << "/host";
if (use_sts) {
auth_str << ";x-bce-security-token";
request->append_header("x-bce-security-token", _credential.sts_token());

}
auth_str << "/" << signature;
return auth_str.str();

void DefaultSigner::sign(HttpRequest *request) {
request->append_header("Authorization", generate_auth(request, _sign_expire_seconds));

B NEZINEERAEE
S ZNEPH B TS , (R AE4 S T AT A4 S , i BT RO B AT ——HFS
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Baidu B EEHER Y

e URIEHRN"/"R—3K
o HostKghimAA~—35K
® x-bce-date3ki[a]
o F5ET ak/sk
o & PR StsCredentialiE k(B JR % K IERf{E% security_token
o A RPIFEEM
@ REEIERHIX 4 URLF HIURIER S FIQueryStringEi o>

BZERIIURLE /v1/settings/region/list?type=public , AL URIRZ 1 /vl /settings /region/list, type=public £ querystring,
BRE FmIFRAERERAEN] , ETEERIIE /v1/settings /region/list?type=publicEB24 A T PATH , HT3EIM
CanonicalRequest , RIIERKLELMARE, MRS IHERIEZ L & HK

# & PumigskiiCanonicalRequest :
GET
/v1/settings/region/list%3ftype%3dpublic
host:settings.bce-internal.baidu.com
x-bce-date:2017-02-15T08%3A52%3A48Z

BRS5ImA IAMAE S SEESKET | (£IBH 2 IERBURIFIQueryStringii sy :

{
"auth" : {
"authorization" : "bce-auth-v1/f3e1f5c2ef9c4d25b7f80b936861cd175/2017-04-05T08:29:502/3600/host;x-bce-
date/9a48ec83ffb6c486892c4985df7dc6bc20f7c7bebb483f8f355592b8503a3f59",
"request” : {
"method" : "GET",
"uri" : "/vl/settings/region/list",
"headers" : {
"host" : "settings.bce-internal.baidu.com",
"x-bce-date": "2017-02-15T708:52:48Z"
1
"params": {
"type": "public"
}
}
}

B, IMBTREFRBMAERER , BHELNURISE A —3 , BRINERBARSERER .
@ URIEERK" /"R —2K

B PimiEsK

# & PumigskiCanonicalRequest :
GET
/v1/settings/region/list
host:settings.bce-internal.baidu.com
x-bce-date:2017-02-15T08%3A52%3A48Z

BRI IAMAE R AEESKET | IRIEURIZE T ERRK"/"

ERGAIEAN S
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{
"auth" : {
"authorization" : "bce-auth-v1/f3e1f5¢c2ef9c4d25b7f80936861cd175/2017-04-05T08:29:50Z/3600/host;x-bce-
date/9a48ec83ffb6c486892c4985df7dc6bc20f7¢c7bebb483f8f355592h8503a3f59",
"request” : {
"method" : "GET",
"uri" : "/vl/settings/region/list/", #EEZ TN/’
"headers" : {
"host" : "settings.bce-internal.baidu.com",
"x-bce-date": "2017-02-15T708:52:48Z2"
}
}
}

B, IAMETRSIBHMERER |, RELLMURISE AR —3 , BRIRNEL NRSERER K,
@ Host3dgim O AR —3K

B PimiEsK

# & PumigskiCanonicalRequest :
GET
/v1/settings/region/list
host:settings.bce-internal.baidu.com%3A80
x-bce-date:2017-02-15T08%3A52%3A487

MR v IAMAE R ZESKET |, hostFBFFIZE M LimA -

{
"auth" : {
"authorization" : "bce-auth-v1/f3e1f5c2ef9c4d25b7f80b936861cd175/2017-04-05T08:29:502/3600/host;x-bce-
date/2671990529b9c46c95e688f1a2809db185c608ee3716a731a8fdde6bb2028d84",
"request” : {
"method" : "GET",
"uri" : "/vl/settings/region/list/",
"headers" : {
"host" : "settings.bce-internal.baidu.com", #hostFFi&HrimM
"x-bce-date": "2017-02-15T708:52:48Z"
}
}
}

hostAh—3K , BEINZ L VAR SERELS—HK.
@ x-bee-datesk ¥ [a)H

ZRATEDL (authorizationd k$58ASignedHeadershf) x-bce-datea$ 5% 4. & FnHERIE  ITHL LN , SRAX
HIERETRILGS, , —H R

W, VB R EHE FAREEE 2017-02-15T08:52:48Z

GET
/v1/settings/region/list
host:settings.bce-internal.baidu.com
x-bce-date:2017-02-15T08%3A52%3A48Z

{B% HIEKRET , x-bce-date ZFRT 2017-02-15T08:52:497Z
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GET /v1/settings/region/list HTTP/1.1
User-Agent: curl/7.33.0
Host: settings.bce-internal.baidu.com
Accept: */*
authorization: bce-auth-v1/f3el1f5¢c2ef9¢c4d25b7f80936861cd175/2017-04-05T08:29:50Z/3600/host;x-bce-date;x-
bce-request-id/9a48ec83ffb6c486892¢4985df7dc6bc20f7¢c7bebb483f8f355592b8503a3f59
x-bce-date: 2017-02-15T08:52:49Z

IAMIEEST 24 I x-bee-datel 57 PR —3 , GEINE AR SERER—IK,
@ F%ET ak/sk
LT AR R A S IR R SR £ R

o BETECEMMBESF , ILETakX T , {BskEIFEMH R, XFMEIIAMHI AR LR EakARFE , MELELMHER. —MFRE
signningKeySIAMIEH A —3K,

o BFNMAPIZRIRak/sk , (BRI FclientB &5 T |, BLanfE S AT aEN R akflsk , {BALE R385 E B
T ak,

@ & P E T StsCredentialZRiEsK{B AR &5 F IR (L8 security_token

B FmEK

# & PumigsKi¥ICanonicalRequest :
GET
/v1/settings/region/list
host:settings.bce-internal.baidu.com
x-bce-date:2017-02-15T08%3A52%3A48Z
x-bce-security-token: ZGZiIM2M3MmU4Mjk4NGQ2MGEzYTNhYTAYMDE3NTZmZmV8AAAA...

FR45-3i61m) I AMM IS ZVESKET | I8 B ¥ security_tokeniZEX LK , MEILINFE , BT AMIAME ~ER T kB credential :

{
"auth" : {
"authorization" : "bce-auth-v1/f3el1f5c2ef9c4d25b7f80936861cd175/2017-04-05T08:29:50Z/3600/host;x-bce-
date/9a48ec83ffb6c486892c4985df7dc6bc20f7¢c7bebb483f8f355592h8503a3f59",
"request” : {
"method" : "GET",
"uri" : "/vl/settings/region/list",
"headers" : {
"host" : "settings.bce-internal.baidu.com"”,
"x-bce-date": "2017-02-15T08:52:482",
"x-bce-security-token": "ZGZiM2M3MmMU4Mjk4ANGQ2MGEzYTNhYTAYMDE3NTZmZmV8AAAA..."
}
}
}

IAMAENIE LS 2 AlfETak/ sk, WK ikak/skRFPEHRAEIFEAMak , FE4HR"Could not find credential”,
@ ERE LS REFIEEEM
1. EHTTP Method 2 A 1EH
2. CanonicalURIZR 4y
o EEATEATEMhost , WAL/ Tk , REL /" FERMBEANT L , =8EH/";

o IRGRANULE/
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o T EEffuriEncodeExceptSlashfghl,
3. CanonicalQueryString&i4}
o EEERTHMFHITHF ;
o &Hvalueflikey , REMMRE T =";
o J¥AHqueryStringh} , ELEFRLL HKICanonicalRequestFHHE—1\n.

4. CanonicalHeaders&4}

o AEEREREIAMIsignedHeaders : Host, Content-Length, Content-Type. Content-MD5. Fr&LL x-bce- FFkH

Header ;

o EEXEMheaderNA , ZE5LFRERFMheaderNBRE—HK , HEFEhost2 BB IHAS |, x-bee-date2 BHA
1 ;

o XfR&HiERT , EEBheaderi BE=FTFERIKT 2

o RERP(signedHeaders) FREZT , BLRBTLIRR A K EERMIAMsignedHeadersiTHK) ?
5. BEZMBER

o timestampRIAMEFF B QI E) , FEET Rakid#: ;

o I ARISKSAKE ST
FERhD
Bzl
X35

XI5 (Region) ZE A HELECEENKE MIET R , EATLURIER FRHEAS HRMIEAE | SRENFARSIE R, BE
R BERRMURSEOEA « fdtdbm . dRE . TURs-AkER. 4eEs M. R, 42Kk Lig. eRldeh-RIX. PE
Bk,

EREdX, AmX, £EX, £RK, SRePRiET RIS LBGPE TMAR , MEREhERLELEN , JIMREES
A,

BERITUTVHE , BN EMERNREHX
1. AER—DIFRHRARS 2 A& R EE.

2. YPTAEREXKIFHN T RS = RINMAREEE.
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FaniRE XIS

- REXIHZ A= AR5 2 BCCHRMEGAR EIE,

iﬁﬁ% - REIKH % R % BBCCSBLB, EIP, CDS
2 RS BN 18,
AEIE - RAKES EA R ERARIAREE,
CCE - RRIR A SR SBLBNMIA R EIE.
Sk
PEER Repmxmns
BLB
KA FMRDSHREAR IS,
K FEIR cHTRTEAR
- NEIXI 2 (B = AR %28 BCC-5SRDSN AN B
FERDS )
SRR
MEEER A rBcC S SCSRMRTIE,
£SCS
- AR 807 B % 25 BCCRIN £ 77 f£BOSH
BRI ‘ = *
M.
BOS

- REXIHZ [E)HBCCS5BOSHMAEIHE,

XI5

S0

R7E%XKBCC, CDSHMEIE ; {B4dtXKIBCCS %
FAXKICDSHMNAEIE,

RELILXMASER. BLBMEIE ; (B4JbXpsest
S4ERXHBLBRM A,

BLBSBEBCCHY , RREERLBEADIRIN = AR5 25BCC,

VX KIBCCH 4RI X IRDS AN E & ,

L X HIBCCHM4REX SCSHM A EIE.

RIFE4ALXIBCCAIBOSHM AL |, {B4dLIXfIBCCRNILE
FAXBOSHM A EIE.

3. WXAEERER MRS ISR B AR A S AT DOSSCARIE BRSO, RTRABMRIRINEE | R FHA FiRE K.

4. EBXFERRE SFRINLSLARIESEAX RT3, FENBER , REBMIE.

5. BXRBNMESHFRXBERESH TENEN  HP2RFRRXMEATRHITROHEE. -

o HHEMAXREKISER.

A £/

=ARS52% BCC
REVARSES LS
ERMsEs DCC

BHRE BIRS
BBC

ST
=YwHEAR% COS
E4RHERS 00S
At &R LCC
mattseitETa

o RRAEMKFMKIFER.

fitdt SR TR T 5% 5t EmeehR PEE

n
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v
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Py 25 fﬂt—jt bR BRSO &R ERH %}'E—J: %ﬁ!&&ﬂlﬂ-iﬁ flﬂlilﬁ
o E B M M i X s

#5512 CCE v v v v v v v

A#RFHIRS CCR v v v v v v v

A3 BCI v v v v v

ER¥ITE CFC v v v

ARS-Mt& CSM v v v v v v

RREN RS

a

;iomemeus% o v v v v v v v

o MLEART=MEIBIER.
v SR bt bR W 4R R Kb SReeh-R FEE
» E #B J J i X ;3

HMEAMIP EIP v v v v v v v v

faEk4f BLB v v v v v v v v

EREREM v

FAMLE VPC v v v v v v v v

Z=EHEM CSN v

Xt%i%EH PEERCONN v v v v v v v

T4 ET v

VPN 3 v v v v v v v v

ERERLEIEN RS SMART- s

WAN

o TFEFICONIEX=MXIHER.

JaT-E 2/ e ERE T M RGN R s Srideh- R TEER
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£t fdtR %Rl R n kL SRehR PEE

A 25 » E M byl i X i3
=HAEE RDS v v v v v v v
=EIRFEE SCS 4 v 4 v v v
Z=HIEE TableStorage v v v

=B DRDS v v v

BIREHIRS DTS v

Y
Y
<

=GR DocDB for MongoDB
¥R EEFusionDB 4 v v Vi

=HEEE HTAP for
CockroachDB

o REMRFHKIAER.
it 2/ Hdem 4bRE #Em TN RGN K Lig Saideh-RiX PEEER
DDoSEAf1F v
N FAB KBRS WAF v/
WEZLEREAFD
Z=HT BCT v
SSLUEBARS
FNREE i
ZL2MIRS SRD

S YA NN

REHIT IDS
WEAETRARS KMS v v v
o EIEHMARTMIIFEE.

Find 2/ i 4ACRE TRE-RED 42ma T M R 45K Hig &Rt feh-RR FEES

=% BCM v

o BHRAHTARRTRMXIRIEE.

it 2/ s SeRE #RT M RGN K s Srldeh-RIX FEEE
A EMapReduce BMR v v v v v v
BEHIEL Pingo v

BEBIERETFA v

BEREFS v

BEBIECE Palo v v v v v

‘B EElasticsearch v v v v v
BEREMRS BLS v v v v

BEHEMRS v v v v v

o WUk AR AR KPR
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HHEREBRE MM v
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o BWREZBARFMARTRXIFESR.
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ek BIE
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LAt RE i T M RN R Lig Erdeh- X PEEAS

v

v

v

v

v

v

v

XI5

178



Baidu B EEHER Y XigasEsR
b #deR el 5% 5L Rl FEE

§i E M M i X ;3

B EH#¥SBML v

EERA
UN;catabil
SCFIRS

BAESAE

A £/

NEEZ

ElgIR7

EBIER

EHESMNIT

UNS it

Hl#8 AF& ABC Robot
ZREIFI oy

ARIESEILSS

R R 8 8 ] ] ] & & & & &

Apollo}I|ZFE4

EasyDLE Bl UIlLk-S AR 55 F

L
=]

RS EHRARUNIT v

o WFEHARFMARTRIEE.
i 2R iR FERE 4T M RN 5 s Srideh-RIX PEEE
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o RMIARFHARTRIEE.
g 2R R EERE £l RGN SR B SR%h- iR FEESR
=g v

QR

1. AEF RS BCEE ?
WX G BT RS B INEERAE B Ar B AT ERKIS R AR R EEE O, ATRARRARRIEEE | IR A PyAREE.
2. 4EXEERTUER , 5EXAKEBCLITE ?
L, EREXEEFIEEEER , SUEEESEx. BIRSHNRSTCHBAMIEY , HFFELE.
3. R EALkE ?
LZEBGPETMLE , RiF£E A FEER.
4. Xt EAREEME SHILRXARE ?
BHE=H  ITRARNEARN. FEURZEEERZBMEAITRES , SEENIEBEH , BuEE.

5. #=HIAXISM AR ?
B R A TUESASHREREXS , AAARIEFRETVIR. fitn , RS RBCCIIFAAL - LM IRk,

&k - 4bw Q ©] o

g - M RIS | FRSERCC-EfFlE

6. At =R BCCR AT AVIR4RaMIBOSTEi 3L ?

BARREINX BCCHIR X IBOS A EIE |, {B41tKIBCCRTATRI4ERIMIBOS , {EBOSSE — M EXERH M |, ¥4
£ N,BOSITEAIA),

ATAX

7] X (Availability Zone) B35 #EE— X3k (Region) T , 1. FIKEEMBHEMEREN— I RL M EEET O, — I XKiEs
—AFEZANTRX , Y— T AXEIEER , R ] BXAER |, fPERNBRFSSIRERS A — U B REY
M.,

FRithz 4h , o] BIXAER b AN IR O SR T] FtE. BEEREN AR AT R, ERFU TS | TTESEERNT AXE
x*x:

o E—XIETHARRBX 2 K= RS EL AR AT LR,

o AR THI] AXEE FTREARHERE.

o TAXEHMAFERENHIRNAT , RRMAFER KR T EFARK AT AKX , ATREX AR KYBRHIET .
LR

1. AHARS TR ?

AAXEREER—ET , BAMMNEEAMIKNS , ERRRSE— TRAXRN, MRENY AEFREREESHKET
At BIER RS AR ERRNTBXA,

2. JnfsgeF ] X 2
BERAEERRENE  EREMENKE , BRTREERERRTAX, RERXEAERERRKTAXEE.

3. ZER—ABIER , ATRAXAKCDSH] AERRE] 55— X BAIBCCSKHI NG 2
ARATA , =R AAi#E CDS RAEHSEF — AT XM —ABCCKHIE |, RATE AT BIXER.
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Baidu FATHER RS SDKA[ T8
SDKAI115R8

Java-SDK\ | J¥ERE
@ AR &M
A B EREIRERR A EEaE=)ava SDKIFFFIARA.
AR &4
FFARBNEHR TR R AR
o Java SDKLAMAIFEjdk1.7 , jdk1.83% FiE{T.

® AK/SK : SDK IAMEBTIASIIE N AK/SK S48 , fE I AIETL [ 3REX Access KeyFSecret Key,

AP IES M AR S EEEESHITRE , SFAEARTEL AR, X FPAEAR , SERII{#EHAccess Key Id /
Secret Access KeyINZHI A IEFWIMFEME SRR A ZEEHH. Access Key Id (AK) FAFHRREF , Secret Access

Key (SK) 2RFPATIEIANEESRNEEEETARRIBAEESFRNES , HPSKWRE , REAANEEEES
FIINER

@ THSDKE

o AX— : EAMavenIRE
FEMavenfipom.xmi=E IS4 7R INBCE-JavaI SDKEIK &

<dependency>
<groupld>com.baidubce</groupld>
<artifactld>bce-java-sdk</artifactld>
<version>{version}</version>
</dependency>

H , {(versiony AiRAS , FTLAFESDKIE FETRE,

o AR : EREMAIARBRE

EEEEGESEM TEJava SDKEELAA, Kibce-java-sdk-version.zipfigEfa , EHIFI TF2 34 fEEclipseA4ETFE -
>BHE - > JavatiZi%12 - >ININJAR RINSDKA, T Alib/bee-java-sdk-version.jartkig N A] : = A LB flthird-party/*.ja
Hrf |, versionMhRAS,

SDKB R45H

com.baidubce

—— auth //BCE&Z R

—— http //BCERIHHtpIB{FAE R

—— internal //SDKINERZE

F—— model //BCE/AFBmodelZ&

—— services

| L—— iotdm / /A ETR AR S 25451

| —— model //HERRNEImodel , ZNRequesta{Response
| L—— lotDmV3Client.class //PEIR RS2, HrEIRE Fum AN O3
—— util //BCEABRT B3

—— BceClientConfiguration.class //3FBCEMIHttpClientfIBLE

—— BceClientException.class //BCER Fimi a2

—— BceServiceException.class //SBCERFIHA E RS E 2

—— ErrorCode.class //BCEI& 4R~

L—— Region.class //BCEFR {5 AR 5 HX 33,

@ {#HJava SDK
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https://console.bce.baidu.com/iam/#/iam/accesslist
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Baidu B EERER Y SDKAI TiER

VAFJava SDKII3NEESHIE -
o BIFEFHIAxxxClient , B EERETS RS A HIELE 71400 )Java SDK FBNTER , VEMES &= 5tER.
o AIEAPIERFIEESHK.

o REFBKIFLENEHFE.

PHP-SDK A 115/
@ BR M
AN EERIEHE RN A EERERPHP SDKIFFHAIAA.
AR &M
FFARNEHR TR K2R
o PHP SDKBESKIZITHMEZE/DAPHP 5.3.2 R4S,

® AK/SK : SDK INIERTIASRIEN AK/SK % , FEZ S IAUETTE $RER Access KeyFlSecret Key,

AR iES M AR S EEESHITRE , SFAEARTEL A, XM FPAEAR , SERII{#HAccess Key Id /
Secret Access KeyINBHI A IEFEIMFEMNME KRR A ZEEZH. Access Key Id (AK) FAFHRRFEF , Secret Access

Key (SK) RRAAPATIEIANEESRNEEEETARIBAEFZSARNES , HPSKWR®E , REAANEESES
FIINER

@ ZHSDKA,

1. HEEERELSE M TEPHP SDKEAETLA A,

2. fREZIPAL:
BaiduBce.phar //PHP SDK
BosClientSample.php / /7~
SampleConf.php //BEMBEXH , AERRNBN T

WBA - B AEELEIFAK/SKFHostZ f& , BT A{# F phpunit --debug BosClientSample.php 3iz1TSample,

3. EMASAR AR TARED | BIAT DA FISDKE

include'BaiduBce.phar';
require'YourConf.php';

RTECEXHNS| AES % T & mPHP SDKFEIF M+ BCE client.

SDKE R£#)
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Baidu B E&RE= Y API SDK

BaiduBce.phar

——src

|  L—— BaiduBce

| F—— Auth //BCEZ & MK

| —— Exception //BCER Fimi S5

| —— Http //BCERIHtpIB{S %

| F— Log //BCERE

| —— Services

| | L——Bos / /A S F4EBOS A , BOSE B RUARIRER
| \ —— BosClient.php  //BOS#E{EZ , FiR/ER RUEIT BosClientZEm] ATER
| \ —— BosOptions.php //BOSEENELE

| | L—— CannedAcl.php  //CannedAcl{&iR

| —— util //BCE/ART A

L——vendor //E=FFE

@ 1§ FIPHP SDK
VEFAPHP SDKIKI3N T EHLE -
o BIEIIAClient , BEERERMSHHIELE T H#MAMPHP SDK #ENfER , ¥HAESE ™ Ri5r.
o BIRAPIERINRESHL.

o RIERIFMENEHFHE.

Python-SDK#HFENTE R
@ Bt &M
A SR R RN [ S4E =Python SDK3EFFIATAA.
A&
FERBIER TATHR R DS R -
e Python SDKT A A &3F#EPython 2. 735 FiE1T,

o IFAK/SK : SDK IAERTIASIIE N AK/SK 8% , FEL 2 IAIETUH 3KEX Access KeyFlSecret Key,

AABEmAARSE ESETHITRE , SHAEARFEL AR, S TFAEAR , S BT # AAccess Key Id /
Secret Access KeyMBRM A TEFBIEEMERNAIEEF . Access Key Id (AK) FBTF#HRRAF , Secret Access

Key (SK) RFBRFINEANEFFRNEETEETARIDAETFRNES , EF KRS , RERAANEESS
&,

@ RHSDKA

B EEERE M T EkPython SDKEETAM. IITFIIG4 , KIRSDKA :
python setup.py install

SDKR R4HH
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file:///%25E8%258E%25B7%25E5%258F%2596AKSK/%25E5%25A6%2582%25E4%25BD%2595%25E8%258E%25B7%25E5%258F%2596AKSK
https://console.bce.baidu.com/iam/#/iam/accesslist
https://cloud.baidu.com/doc/Developer/index.html

Baidu B E&RE= Y API SDK

baidubce
F—— auth //AHERRE R
F——http / /HttpiE KRR
F—— services //RERNFHEF
| E——bos / /A5 774EBOSHf , BOSH F
\ ——mbos_client.py //BOSE Fim A\ [0
——mbos_handle.py //HTTP reponseit IRk ¥k
\ F——canned_acl.py  //BRIZHIGENEE
\ L——storage_class.py //7FZSEIRE LEHR
—— bce_base_client.py //BCEZ Fim A\ [ 2epEE 2
—— bce_client_configuration.py  //4TXFBOS4EH HHttpClientRACE 2
—— bce_response.py //BCEZ FumiiEskE
—— exception.py //BCER Pl FE 2
F—— protocol.py //PIEEAINE X
F—— region.py //XIBA TR SR
F——— retry_policy.py //BCERRSF AHECELE
L—— utils.py //BCEART A

@ f# FPython SDK
Y FAPython SDKI3AMEEHIE ¢
o BIEFNIAxxxClient , BEZRERMS A HIBCE T E#MMPython SDK FEIFER , ¥HES & ™ 5AT5R.
o BIRAPIERINRESHL.

o REERIAELEHTE.
APl SDK

Java SDK

@ ¥4 loT Hub
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Interface  Method API
Endpoint iotHubClient.createEndpoint(); POST /v1/endpoint
Endpoint iotHubClient.listEndpoints(); GET /v1/endpoint
Endpoint iotHubClient.queryEndpoint(); GET /v1/endpoint/{endpointName}
Endpoint iotHubClient.deleteEndpoint(); DELETE /v1/endpoint/{endpointName}
Thing iotHubClient.createThing(); POST /v1/endpoint/{endpointName}/thing
Thing iotHubClient.listThings(); GET /v1/endpoint/{endpointName}/thing
Thing iotHubClient.listPrincipals(); GET /v1/endpoint/{endpointName}/thing/{thingName}
Thing iotHubClient.deleteThing(); DELETE /v1/endpoint/{endpointName}/thing/{thingName}
Principal iotHubClient.createPrincipal(); POST /v1/endpoint/{endpointName}/principal
Principal iotHubClient.listPrincipals(); GET /v1/endpoint/{endpointName}/principal?thingName={thingName}
Principal iotHubClient.listPrincipals(); GET /v1/endpoint/{endpointName}/principal /{principalName}

iotHubClient.attachThingToPrincipal
Principal POST /v1/action/attach-thing-principal

0

iotHubClient.removeThingToPrincip
Principal POST /v1/action/remove-thing-principal

al();
Principal iotHubClient.regeneratePassword(); POST /v1/endpoint/{endpointName}/principal /{principalName}
Principal iotHubClient.deletePrincipal(); DELETE /v1/endpoint/{endpointName}/principal/{principalName}
Policy iotHubClient.createPolicy(); POST /v1/endpoint/{endpointName}/policy
Policy iotHubClient.listPolicy(); GET /v1/endpoint/{endpointName}/policy?principalName={principalName}
Policy iotHubClient.queryPolicy(); GET /v1/endpoint/{endpointName}/policy/{policyName}

iotHubClient.attachPrincipalToPolic
Policy POST /v1/action/attach-principal-policy

y();

iotHubClient.removePrincipalToPoli
Policy POST /v1/action/remove-thing-principal-policy

cy();
Policy iotHubClient.deletePolicy(); DELETE /v1/endpoint/{endpointName}/policy/{policyName}
Permissio

iotHubClient.updatePermission(); PUT /v1/endpoint/{endpointName}/permission/{permissionUuid}
n
Permissio

iotHubClient.listPermission(); GET /v1/endpoint/{endpointName}/permission?policyName={policyName}
n
Permissio

iotHubClient.queryPermission() GET /v1/endpoint/{endpointName}/permission/{permissionUuid}
n

iotHubClient.createPrincipalWithCer
Certificate POST /v1/endpoint/:endpointName/principal?withCert=true

t0;

POST /v1/endpoint/:endpointName/principal/:principalName/cert/renew-
Certificate iotHubClient.renewCert();
certificate
@ NAN & MLECDN

Class Method API
CdnClient createDomain(CreateDomainRequest request) PUT /v2/domain/{domain}
CdnClient deleteDomain(DeleteDomainRequest request) DELETE /v2/domain/{domain}

CdnClient deleteDomain(String domain)

DELETE /v2/domain/{domain}

API SDK
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CdnClient describelp(DescribelpRequest request)
CdnClient describelp(String ip)

CdnClient disableDomain(DisableDomainRequest request)
CdnClient disableDomain(String domain)

CdnClient enableDomain(EnableDomainRequest request)
CdnClient enableDomain(String domain)

CdnClient getCacheQuota()

CdnClient getCacheQuota(GetCacheQuotaRequest request)

CdnClient getDomainCacheTTL(GetDomainCacheTTLRequest request)

CdnClient getDomainCacheTTL(String domain)

CdnClient getDomainConfig(GetDomainConfigRequest request)
CdnClient getDomainConfig(String domain)

CdnClient getDomainLog(GetDomainLogRequest request)
CdnClient getPrefetchStatus(GetPrefetchStatusRequest request)
CdnClient getPurgeStatus(GetPurgeStatusRequest request)
CdnClient getStatAvgSpeed(GetStatAvgSpeedRequest request)
CdnClient getStatFlow(GetStatFlowRequest request)

CdnClient getStatHitRate(GetStatHitRateRequest request)
CdnClient getStatHttpCode(GetStatHttpCodeRequest request)
CdnClient getStatPv(GetStatPvRequest request)

CdnClient getStatSrcFlow(GetStatSrcFlowRequest request)
CdnClient getStatTopReferer(GetStatTopRefererRequest request)
CdnClient getStatTopUrl(GetStatTopUrIRequest request)
CdnClient getStatUv(GetStatUvRequest request)

CdnClient listDomains()

CdnClient listDomains(ListDomainsRequest request)
CdnClient prefetch(PrefetchRequest request)

CdnClient prefetch(String url)

CdnClient purge(PurgeRequest request)

CdnClient purge(String url)

CdnClient purgeDirectory(String directory)

GET /v2/utils

GET /v2/utils

POST /v2/domain/{domain}?disable
POST /v2/domain/{domain}?disable
POST /v2/domain/{domain}?enable
POST /v2/domain/{domain}?enable
GET /v2/cache/quota

GET /v2/cache/quota

GET /v2/domain/{domain}/config?cacheTTL
GET /v2/domain/{domain}/config?cacheTTL
GET /v2/domain/{domain}/config
GET /v2/domain/{domain}/config
GET /v2/log/{domain}/log

GET /v2/cache/prefetch

GET /v2/cache/purge

GET /v2/stat/avgspeed

GET /v2/stat/flow

GET /v2/stat/hitRate

GET /v2/stat/httpcode

GET /v2/stat/pv

GET /v2/stat/srcflow

GET /v2/stat/topn/referer

GET /v2/stat/topn/url

GET /v2/stat/uv

GET /v2/domain

GET /v2/domain

POST /v2/cache/prefetch

POST /v2/cache/prefetch

POST /v2/cache/purge

POST /v2/cache/purge

POST /v2/cache/purge

CdnClient setDomainCacheFullUrl(SetDomainCacheFullUrIRequest request) /v2/domain/{domain}/config?cacheFullUrl

CdnClient setDomainCacheFullUrl(String domain, boolean setting)

CdnClient setDomainCacheTTL(SetDomainCacheTTLRequest request)

CdnClient setDomainlpACL(SetDomainlpACLRequest request)

CdnClient setDomainLimitRate(SetDomainLimitRateRequest request)

CdnClient setDomainLimitRate(String domain, int limitRate)
CdnClient setDomainOrigin(SetDomainOriginRequest request)

CdnClient setDomainOrigin(String domain, String peer)

PAnClinnt cntNAamAainDafararAN ] (CAatNAmAainDAafararAN Daniinet ranmininct)

/v2/domain/{domain}/config?cacheFullUrl
PUT /v2/domain/{domain}/config?cacheTTL
PUT /v2/domain/{domain}/config?ipACL
PUT /v2/domain/{domain}/config?limitRate
PUT /v2/domain/{domain}/config?limitRate
PUT /v2/domain/{domain}/config?origin

PUT /v2/domain/{domain}/config?origin

DIIT A /damain /TAamainl /annfidDvrafararA N

NER
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wUlLIVvIITIHIL DTLwwuliianl II\UICICII‘\\JL\\JCLUUI nain II\CIUIUII‘\\JLI\UMUUOL IUMUCOL) rui / VL/ uwuinian I/ \UUI nan Ij/ wvul IIIS! ICICiCIiAvL
CdnClient setHttpsConfig(SetHttpsConfigRequest request) PUT /v2/domain/{domain}/config?https
CdnClient setHttpsConfig(String domain, HttpsConfig https) PUT /v2/domain/{domain}/config?https
CdnClient setRequestAuth(SetRequestAuthRequest request) PUT /v2/domain/{domain}/config?requestAuth
CdnClient setRequestAuth(String domain, RequestAuth requestAuth) PUT /v2/domain/{domain}/config?requestAuth
AyER

I7=]
A
ABC Robot

B EERERABC Robot 2 B EHMLRZASIEKAEHELMETE S, W30, NP, SHRE. E3EHSFARAR N — KL AT
Fa. KITEELIRMERARIAR | EEABC Robot FARHLZATUKINE, I, . shZBRSNANKE , EERGR
Bk SEE, WS iNE, APMEZETK.

Access Key ID / Secret Access Key

APIFEBOSIRS fa , REiaBEENNBL—XT Access Key ID / Secret Access Key , X B 4AXT K 7E F FRIBOS A f2 15 KB &
BIAE, Access Key IDFETFHR/RFF , Secret Access Key £ PR TMEHE L FREH BOS fi% AKIIELE 2 FHRMER
4,

ACL

Vila)ishilFzR (Access Control List) YEARN FTETM_EFIBT KIS A5 B A P S3LF MR AN T £ 156,
ADX

Ad Exchange , 5% 5F &

Application Programming Interface & Ff2FF4aiafEn

APIZ —EETRAERE LER SR , BINE RN ARRFSTTR A RET LRSI HF AR —ABIRRINEEN , M X TTHVRRS |
SRR AR BRI T

Auto Scaling B B & RE = MEh4E

BEERREMMEAS) BB HER P RRNEERS , YEVEHFNaRIEMELEWAUN , BEMESRE
R RIRMIEE AR,

AT

A (Address) TR ERAFIEEENS (BU84) MERIPHINNCR. FART U ZSE TRIML RS SR 2B T MM TURS 25
(web server) £, R HAIDIREBAKFIEAL . BHERRACRHRMFZNIP , BESEACRHMBEVFONS , BHNBAK]
BHZEA R3] S5 R B FEDNSHIAIL R AT R A RS 25

245 (SecurityPolicy)

ZEABERTEBEEFBR (Stream) REYFIN—ARRE , BIFEEERIREPERNOHERIAL, HBOALE, NAMNZDRM
FR). PHESE (Referer/IP B %&4) %,

B

Baidu Cloud Compute B E&8E=RE25

=R RBCCE—MEA RS , AIERENTIMMEITERS . TRWXRES , AITTRRAEDRBEEL ATMEH. R
FHTEAEER | AT ITRAE. AR FREMEISE SNV | [RET MEARTTEREE |, ETRPEETZOLSKE
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.

Baidu Cloud Monitor B &8k 14

BT EERE. FiE BoR. HE. ICRIRE. SOt —AURRAR  AREERaAFREEE. TR, RENEER
%.

Baidu IntelliEdge 5§64k
BENETESR , B8 T BREh SRz T RN SIS TInEIEE Y,
Baidu Load Balance B B thEi4a

REIEBLBRNZ A ZME R M TREN KNG BIEIRS | BLBREB N AFREFWRE | Balnd &R RS FA
ZanMER , RISKFY R, BLBIERERIEMIZEB sk , REHIHIR RS R mlg = | 32 IR SR Atk

Baidu Object Storage F E X% 74

BEXNSEFMEBOSIRMIEE. B2, B, oY RUEMESHMNLFMEIRS  STHFSTBURES IR L IR LR |
DrBIRIBGE—FIA , RARERME | RETHESRE.

BCCREH

LRI —2EBCCRBIFTAE MR ETRIMNNES . BCCRBEMTPUERINATLERERE N TLH., BARLARFHT
BAMMEEEREEEE. BEXRLAE X ACERHAILS HIEN,

BCCHit%

BB EBCCRABNEITIMRRRMR , AR RMEARGMERRNR I REERE. ErT A E 55 812 BCCIBIM E #BCCKHBIK)
Ao, BEEERRMHT SMHRLRGAEEAIEBCCKHIIERE, Tl UETE—NZIKBCCARERETBINEE
XEB  GHRBAREAECER.

BCCHRAR

HRIRE LI ENIBIRESH— NI BEIN , ZE NN BIEESIEENNER (EITHANNER) N5, REXER
FREELHFREMIRE | BREREN ASIERE AR AT ARE R IR | FEIRR R B EAN B R RS, RIR
A —MERRANERMT HHS—MEURIRIBE |, Y REIRIEAMELN AN, A AT ORISR | T AR RRIREHT
MRS TLE,

BCC3RAl

BCCSRAIE — M EEMAITHEINE | BECPU, NEEREMKTEAN , RaMFFEMAETNHARRIRRIERIK. BCCK
BIR IR SHRARLOHIBLE | STFFIPSEE , oG AMRIREINRE | WEANCDSHAE . SCSHRIBZFMF A AHBIEBCCIKBIFA ]
M.

BCM-Agent
BCM-Agent2BCMAR SR A ITIERER P , AT RUEF TRIFREZIHCHBCC (BEERECRESH) .
BINLOG

BINLOGE ¥R ERITEIRIEHEMSQLAE , £ NEEMIME T o] AR N EERIR S EIRAN | EEIBIR S B URIE
BINLOG#H1T Xt AR & .

Border Gateway Protocol 351 5/ <Y
FBIE1TT TCP LR —F B ARSI MY,
BOS FS

BOS FS EBOSIRMHW— 1% TA , AIRUTIEBOSIRSHERIIAMIMARGT , SSHLEMT ML RSENTIRE. BRR

188



Baidu B EERER Y PNEE S
BT A P ERARG G SEREVRAER POSIX #HVhI8) BOS LIS , #i(E A —HAE.

BOS AUPRIZH|

BOSIRAtA FERRIE., VIS HISIRACLIX R RIS IR S AURIEH AR | AR FRHEZLTENBIERF. HTA
FEEZ U FRAK/SKAESS RN A AR URLEH TAE A SRSV P EHRIE ; ACLIRIBZEAIRAM FEH/E | R EIERBucket
VIRAURISE. | FHARIEAR N AARIEEXERMEIAN ; X RIS IFREA AR LUR B E XA ERERHURLA T TR EN
FshR.

BRN (Baidu Resource Name)

EAEFRETRENE—FNR , Bl IR 2 AR ERANE E SR RIR , LhanAPIAR. DuerOSHAEAFAFIAMRHEIR
A,
BSC BERNITHE

BERAITH (BSC) REMKIER, SEM. SEMMERIRNEERRIALIERES |, ST23k B Apache SparkEhl E#HATREM
% ; BT HEEAHBIgSQL , B SQUAMSLE VS5 ZaURIE | MRS ; IRAEE. KITHEITHER.

BTS BERMERSE

BERERSEBTS (Baidu Table Service) RMIEER EBPNN AR EMTable_ERINosq B EMHRS | IREEELM
1h. FLEMU BRI FISETR),

Bucket

Bucket®] LUEfR 4 £ 28], Buckethl YT B ASF N —3RIEH , MObjectl Y TR & L., AR aE
1004 Bucket , {88/ Bucket fFIRAIObjectEEFN K/ NZIRE, BucketfZFRIE— M RegionNABME—M , BAREM.

BEBIEL Pingo

BEHIEL Pingol B EEAts HRMMERNIEMRALKIELE RS , EAESMTERRESENSHAEIR AR SRR
b, BT SparkiT &S| 2 | 124tSQLAMFFIDataFrame APl , SIFRIE R AL 2R SEEM TR | XF4MELREST
SenicefEEHITHEA.

BEZIERETA JARVIS

JarvisB—FX AT LEBIRIZ A TRIEIR | T B EFFIRIKPaddiePaddie R EFSIMESE | 3T FFHAMMT AIES M
Tensorflow, FEITFAZEEHEKFMMBING , REH AR AT IR | FEIAAERNTREIRIZA .

wE
REZ IR AR, RER. REERINEHBRIAE.

i

D@

R

RERMEE—FAN , BT REETRER R AHRR M TAT FERKE.
RERIKE

RERREZERERETHBRE , A ER". R8N RERE =ZFRE.

o UIRERIEPREMIMWENMUARL , NBRIREKMN , BT ERRE ;

o YIRERMPRERREMNAL , HEREFMH , BT RENKE ;

o UIRETREE HTRHRAN TR AE AT H T RSB B N TTAE M EURRS |, BT 4R AR K.
RENE

REEREA A IRERE N E —RERITRN ARASNE. BRSO RIEIREBME M R XIRE G FEE | ot
AXFBIY A", “BCCH R EME,

o
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BRI MRIRENE |, BIEHMEAER  ENASIIRE R GRS THIRT AR R,
A

ATHA MR FERESIRSR A SE & HNREFMHRIR.

EFNR

EXFIFARBERSTERENTR , FNRBIRSEHESETREFEAL , FTRXIAARTL.
AR

ERRBITERRHEN BT, TULATBERGURASIONEEMAE. 5 P € BIMiER S 25 L RADSSCHIAE#E S 7]
A, 4B SRR R ERIER |, ATIARERE SR PE BXAINIES R, X BXRAIP AT RSHF A 3175
LY BRI,

DETR

TITEPOZSMUER R , RIEARARSRSEMERALREE , BREEERRT  AUREN, AtFEMLT (W
R, IS, EHIRGRS ) | MR (B8, CDN) .

R (tag)

—IRER—Mkey-valueXt , ITIRHFASMIESR , 21" &X&ES=95D8-7913", "B 5=ABC123", "H] WS
=1234567890"%.,

FEBOAUE(Play)

T IR KRR TR SR XS | LSSTHFER MGt KRG, FFRIBHOALR , AR EREINESE , S
E N RtokenZA AT ASH THE K.

C
CC (Challenge Collapsan) ¥y

HTTP Flood , Z2#tXfWebfi%7E OS| M- CEMMNRRNEE , WEERNRAIERE R ARMIUERITA , ZEAE, Tk
A, RHBZERBE MRS RIRFERTTER RS

cLl
Command Line Interface f5&{TRME , A FAEGSITRABEGSIRRTRAGS , PITHERIRE.
Cloud Disk Service =i IR%

T RS COSRIIFMISEREMFMALE , AnMFHRERIANREFERE  AHERMRRNFHESS. Ao
HERTREKE , ECOSHIERERR MM A, &k, IOPSUR FHERER R, COSTHEM RS LA A (i m]
M TRAMES , BT RS RNEGER |, SFREY R, ELEHNEE.

CNAMEIgs}

BIRAI&IER. XFECRAFEEZNE2FMFEIR—&TEN. BB TENREWWWAMALRRSHKItEN. 60, —4&
&4 F host.mydomain.com” (AIEFE) . ERHEAWWWIHIMAILRS: , AT ETAAARRS. TUAZTENRER
R4 (CNAME) : WWWHIMAIL, XFI 514 L FRHEE “www.mydomain.com” 1L “mail.mydomain.com”, SKfr_EE{1E6E

[a]“host.mydomain.com”,
CNAME}g £

A ETERCONBEANMEEALE , REAX IS4 S EC— 1 "CNAMEISA " |, Fnikis & 1184 IR 5 1R (R4 ST CNAMERT
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BEIEAX/CNAMERZ ., BLBAYE , BAMBTN TEREXER BEEER | WREMEREREC I B L E-ERCONK

TR.

CockroachDB

HTAP ¥3E & CockroachDB (HTAP Database for CockroachDB) 2 A & ERen T 2EKRHH NewSQL FFRHUEE
CockroachDB FTEM—FREIB XFFE L ES4E (OLTP) FNEXANLAATALIE (OLAP) BIFpb & ARt &S B A= EdE =,

Column
REHS , SITETIRBEENETBMS , 840 BN NIERRITH—BAEIRER.
Content Delivery Network R4} & 4%

KRN BNRELEFANTR  BERFEENAHER | 125 A e Mk -5 Mbia] At , f#RMN&HTE
N RPIRER, MRAHRAERE,

Cookie

BEMARAEHIEA Cookies , TEFELERMIAT HHAIM A G4, HiTsessioniRERM AR PAMA G EREER (EHEImM
") .

CPA
Cost Per Action , BIXITEIRA , —MIESEMAA

CcPC

Cost Per Click , #x =3

CPM

Cost Per Mile , Fx fB/R%t

CPT

Cost Per Time , E{i BB 2%

CTR

Click Through Rate , fdiZ

CU (Compute Unit)

BRTEFROTE RIRNEA SN | 1CU A 1ZCPUNAGHNTE. HEBIARERCU SN E B ERNK,
CVCAFi i

TRESEMTHERAN, TRAMRTR. T RAETR.

CVCASK{k

RPERTESMXBEEIIRE K4 , TTRURRAR A HERMEMIFERM.

CVCAEH

BEFRRAFNER.

CVCAshiE

BRERMARE DD , ARZHAE. MRE , URERE= A RS SERTF R B TR B 5RRE.

CVR
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Click Value Rate , "5 sai#e kR , CVR=(35 X%/ S0 * 100%

kB& (Policy)

FmERFRIRM—NES | WA T AP RIRRRERIR | S0 R0 XECT —MRIEETR (ACL) . TSR MR FEX
BXABSCROSRNR | SR eIl Id SR SRy A = B AIIRIAR AR .

RMEIFEIL (ACL)

FIETRHR T F AR RTPLARE AAUR | RILER—RS . RIRFIRENES.
fil& 25 (Trigger)

A PiBE bk 25 E LIEHRE4NERTR.

1M X% (storage gateway)

MK B RS H—F , RUET G HRIRE. FRMXBSTRAFMED , HEURERAMREFER LM
MR (MRTFAHEBOS) T, MM X ERZREFHAMMNEERIER.

D
DCCZ 44

RLANN—ALBROIFTAENRLVIAANMES. ERXGIFTUEERIARSERELELRLA, ARSHARVFH
BN RISEBEY. BEYXRLAE X ACARNAILS HIFIN,

DCCif&

FBR LT BXAISTHRMENR , BERMERSMNE RN BREERE. AT UERG AT BXAIMER T BRH)
MARSE ., AEERARET ZHAHGGRURFEQREESFINER, BrErUETE-—NZNERBREIRREES
EXFS  ZEBGRABRAFECHEED.

DCCHRIR

HRREAFEENBIEESH—ITREN , ZENEEEMIEER FIEENNRER (EITHANNER) KR, St
BRI RS ERR | R AMAE RIRR. 4R FEERAMBEIIRTREN , @BNERRIETUEA LR
FErp , BB WK CDSHBOSH L VATt = ik Bt T 77 .

DDoS

NHRIELLEMFODoSHEHIEEIN T B F/MEHBRZXA , ¥ EMTENHKSERIEAREFE , H—PHZ N BARAZIDDoSH
o, NMARESIRSIEERFRENES . B , XEEER— MK B ODoSERRFRRE—MTEN L , E—NE
EREERRFESAEAERFEN , AERFOEW TR Intemet ERFLSITEN L. RIERFUEFESN ALK
&, FREF/REHBR , TIEREFEILMNRUERE LTI RIERE FRIETT.

DMP
Data Management Platform , ¥R &EIRF4&
DNS

Domain Name System , IH& Z%% , R4 _E 4 igi4 AIPHbE A B A 5 — DA NBUHRE | sefg 8 A A B (TRl B EE
W, MARRICIEREBE S EEEEIPER S, BTN R SERXEN L X AP IT R M MR & 84T (SRENR MR
) .

DOGO3:A
KEIWBESMUT RIR , A— 1B TENREIFHE——PKEID , F—WESN—RBIID , RKBISFRNGE.

DOGOI H
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—ANKSTIUMESANME |, B—MMERNERERE—X , YAFAEME FaasAR FAE— N E NERIEE,
DomainKeys Identified Mail 3842 224 R A MBEAR

DKIMZ —FHEEF B I IEAr . FRE XM TAZES (IETF) FRRTMAK , S4B ARE KPR ™ 0 B 2 —BOFE TRk
YE. —RRSRUL , KSR T HREFIAR B DKIM- Signature & B 72 %R, , THEMCA MBI DNSE VR R AR TR
ik,

DSP
Demand Side Platform , #5KAF A

DuMap

LB MRS DuMapE T A RIS BV ESIRUR SEHNEMAEN , ARFREEES. BRI . REMENMERS.
IR

ARIEXBIAPEBEREERIDEE R, BIHHEH N AERFISAIRKE) , STNEEENE. B/ RDSEGINAELE
—MMRIERB) , SlERARIESKBIRTRSEAEIFESRB] , EXFIRMES , AN ARSI BRI,

RIEBIE K~

EXBINELEK FTUEERERBIFEL , RHNRFRELER  CRFRUE—MREBIEAK,. REKEILEAKS
malE. BRFERE  FEFRASEEXE , QIERLKS.

sk

BCCR— N ZXIHABEBMMS , %k (Region) TEMRZBCCRHIFMAENMIENE., AEERERBAIFRZ KSR , HATMR
RERE PRHEASTINARER A IS RS R0 |, ESEX50EFR. dRmBCCRAINMIER ITEEK , &
FIg2 [BIfIBCCSRBINMAEIE. FARKBWIERIRKARAR— , ISR MAEHE A Z5.

EENE

EXBUIFBERETER |, RESKORIERIREEEER.
E&8 (metric)

BURTEARNZER] , AR EE . KAk, BINE%.
pria ]

ISR —RZ AR FRER R A EHENR AR,
S%55%4% (Peer connection)

XPERERE AR PR AT VPCR AL BRSSP SRELEAR B UM 2 R E EE | SRS/, RAF/
1BV P2 [RIFETE S R PR REPA R 2 LB

E

endpoint

loT Hub HIARS-S61 , RER—ATEMIoT Hub ARSS.

F

File Transfer Protocol SCH{E#iHIY

—FSCAHERTNY , BTMATNXENNAE | ERENETULZH.
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FusionDB

AEEEERFusionDBE—MELNMRAEURE | IRETHR, R, Sias. SREMAARITHE (MPP) SUEBER
%. BEERERFusionDBET FFiRGreenplum DatabaseMlH FF & , fefft T TTHEM IR, REBIHETNRE , RIS URAASKINE
By R. AEEREAFusionDBRE RIFHFRAM: , AT UEHME APostgreSQUIAXAER TR , SHSEMIRHTAMLIE | 7EEH
FE. B, URMER , ILEEEETWELAME,

Bk bk

BAISTF R FIELSSIEHI A R Bk HEReferer/IPRRE & A TNRE. X EReferertRf S | 21X 8 FHURLIRILTIR B %K
stk ; B Referera & 80 , RAKFE £ B NURLIREE IR EH#EROtIL. REIPERL AR, ZRIERA S FRIPAFTIRE
RO ; WEIPA AR, AAWE L8 EIPR PRt

AR A%

MultiPartUpload 3234 — AN KILAYIBIA— RS K/ MRV NSRS | X 28/ NIURIR S 51 BRI S0 , 280 LET/RBE
IRk X L/ NI IR & F AR — 1 Object,

4348 (group)
AJRIRAFE (tag) ¥R RIITHA,
AR5k

TEIESTIMR ARSI, BLBSRBUBRIASRHAIMIPAEA R S-3ttt | ] BUEIE FF R /A BT [RIHRAT 2 WP XA PR
BTN,

=)
o
Re3
=

—FHRRREFRIRIRERAS) , BRERSEIRREN TBENARIZ AT QR E L FARRTLAE | ERKEERKY
RS E RSB N AR FIRESK.

TN ETKH

B E RS ERHR MRS . TRURMET ZFUENTE (TCP, UDP, HTTP, HTTPS) MIEMMEMRS .

)

SLIE

Iy

B RN REET E T, AT M TR EMAERS NS ER BtE. ROSEEMIESsSE QY. ¥RER
IMEBEINEE , KERDSSBIE ] ARME R L.

AP

—FAMEATR , BT ENSRIRELRR_LRIP | A MK B2 R EARIR. AMIPIER R R MHE—
.

H
Hadoop

Hadoop;2 FHApache £ &R IR — M A HARGEMIM , EERAFERTRAMNREETHBRT |, MM A
R TEREEMFME.

Hadoop Streaming

EHadoopiR t—MwIE LR |, & A P& B BT S E A S B MapperfIReducer,

Hbase
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B—IFIRK. SGoogle Big tableXMKIEXR AR HAMIEE. EATRAEMHbase FEHLE W, BHBIE , FHRFFEER.

Hive

EETFHadoop—HMIFREUECE. BT ER RERBREENMTENIES (FMjava) EIwEMapReduceE ZRINFEF. 18
T fEHivelE L5 R , \EEFhttp://hive.apache.org/,

Hive SQL

EHive (T HadoopZHBUECENMARL) REMSQLEAAR , KN IFFMEIEHadoop A AR LT HEUE | 3%
SEMARBUHRIRGTA—KEURER | RETTRNSQLEMINEE, HIMTRIESQLE M AMapReducefEF3#1T , EABHH
SQUEREMATEAITHKNE. Hive SQLEFITABGEHadoopit A TR TEW., HHHILE.

HTTP referer

HTTP Referer@headerf)—#35} , LiXISE2SEwebfR 5 25 ZIXERMIS & , —MR&TH _EReferer , EVRARS 2332 NP TUHI5E
HIE R, WS FFUATUIRE—EERTAHE.

Hypertext Transfer Protocol 3 A&ty

HRSCAERPMXHTTPE —FEAALE T 0SSN 4E W AR 5528 2 (A EARIB S ALIY | I3 (R4S IO 1 38 T3 A P SCAS RIS R A% X 1
W, BISOTEFHHETEMN.

&% (Function)

SRR A FRER , BEAMR |, PUTH ESIREN — R,

Jain RS 25

ATHRBARRIT R IR — A B EERER RS, AR RIS RIEBLBIRAIE AL NI & 2 R iR 55 2Rt TAL IR,
HEAFE (Environment Variables)
RARTERMUTE S AR E RS TR I — L2 4.

%1

BRI ABIER RIS, , AHRENFIEERTE , BEBR/ RGN | RS BURERE,
Zfrdach®

AFPRFEIT , NEFRERAEHEE SR RREEE SN,

LW

e P S RSHTH— R E | AE AR BB B TR,

SVERIF

—HMEERAIA P SRS HX AL FRESHMNG) , FERENSTEEG AN , RBHEREN , 88%E— R A ERTIRNE
KABCEIR—a MRS L.

IAM

Identity and Access Management AR SAREIR, IAME—EEMAF T HH |, FREEW. RENITERIRTRF
FRENBEFR., BRI THRAEERTH—HNSMHALE, BRNSHEEESTEIESHIT.

1AM PR (permission)

BURR AV (allow) BKFELZE (deny) —MNAFAXEARIRHITEMIRIE.

195


http://hive.apache.org/

Baidu B EERER Y NER

Instance

BTSF=fRMIEA#( , —MnstanceEML S LMY FT—MSIAEIEE. PRI % Mnstance, InstancefERegionNEME—
i, FFEfEInstance  BIE R

Internet Service Provider F E. AR 5542 AL 7S

ISPRETKAFZRERMHEEKMFEANLSE . FEWS. MBREVSNBEEEH. EIMFEMHUS , ISPERISEFHRFAMS
. RFC 665045 FHBFAEMSHME XE « AIRMA A RAMERIE, ik, FHRSHATI AR,

J

S

B—AMEMIK, BESEMEEHKKITESAT. AP, SHE— MRS E. SHNMESRIFAE , RASWE
. S AR,

HIEm

BEMEIERERE. HRSETFEIRMBINIELYERE | tLanCPUE A%, M S AERE , BCMAXMHBH TR , \TRATHERE
MERHRR , Al AT RCEIR B,

WS (Metric)

YR (Metric) XFMERT , B% RUERASE —AHEKPKESRIAMEENRAE | AR5, RETFEFHMRE. WITREEN
BB E—RIEIREIRR . BCERX MFIIARM T — RIS , NBCC, RDSH , HHMENMIRIER 3R
L IEIAR R AR EIBCMT . A PRI RAE E X — RS , FFRABCMIKIAPIZbem-tool T B B TR R A 7 £ IBCM
T, RERR—ERmES AR RIX LR R BRI R.

Pl

BrSATRAAESREAZRRRES  BiERRREFNBERMALRA,, BTREESEITPRNAEITNGR | JHRRE
RANRE R KA el RS 2 pin . BITeER 4T RinfR$ a0 R B ThRE.

RERE

KERIRREHROISTRINARS , XAFEENBER RS LA S TRE | L/EinRMRSE <6 LR | 1k
BHESKER , HEMEENEE , EEXSRBRREIES.

%A (Authorization)

INEFERZRAN A BHME , EEXFMRMEXRABMXN. NERREFRAFNES , MEREFITR -2 EHBRIENR
PR, Et, EARRENEZ FRFINT, IAM{ERRIS AR TRAURMFINT , B FRRIRFIRBACT A EEM. EEXNTH
FARERES . RFMERELENNIZRT | FELERNETI GRIEE | BAENRIBAHRE) BQIAM | IAMARIERIEACE Sk
BHTHNERURIE , RAIREAFEBHRIRMLER.

X
EYIRERNEEERISTEN |, A — LS8 Y ERIURNTERE A,
5 (Role)

IAMAFRR—FXESH , BHENSHELE , EES SEMHENARNBREF——XN. 1AM roleR—FHEING 4 , BXEK
—HARIR , IREHERNSHEIE , DARBEIENSKES 6 LA 8EER.

W

Y

RAEETRENBCCEEARA— TR, MAEANY BReERE AN REIGMAE LT RMEHTT, IMEATEENTTR
AP RCAMARLERCE &R AFIER/ N RECE R,
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K&k (aggregator)
AR — B A BIE R RS, S 1006 ANE, FME, RAE. RIMESE.
K
FefESH
RIEEMRDSKHIBIE — M MRKBIBIERELE (FHRE. SHRES) H—BHHRHE,
BT

KRIEA KR SMREMEMMK TIR , SUE—RF/2AFrNBEKIsSANEE, 8EEE.

R

EIRECRSHFRMEEE R ENERNTEAS REMNEIAR. AATDRERRRRQETHRRE , ATTSILBEEE
ERFERFEAME RIS .

VARE

BAEY RIPESIRRY AREMEFNT R , ¥ FEREHAAEFTER. FRATHEARE ¥ ARENEIETR
NARLEER , YWEEHYT RREN , EEFENTRARZERE, IMREAXNEINY FECE.

L

LSSHEAR

BARRBTRESMERER (Stream) MEKIREIRESHES. BURRNUATUEE SRR A, DR, MRz
RERASY , BaTEFRB AN ER SRS, KENFILEREE.

BE&EG
ERIREEN SR ETRES.
i 22424E0E (Security Token)

R2LhEZAFIERIRINES , BISEESs., BIrRET RS H—RBIEIRRRAKSK I Security Token , 7E{& FIlEHY
SHBATERMNR | FERIERIGITAKSKEES |, FF7Eheader &% Security Token , BUATIAMIATERIZERAE A A —1
GRS HHMES.

I HE R

—FHET SSD RAIDSEREISHE M MR KRR F#RE , AESFLSSRIEERES. EITRAIDSTARIESSCHMHERX AT
Fi. EAFETIRNBIREERR. B8R THEREFERRASIOPSHERNNAIZR , XAITCOSTuE , FEIE
B R o S P SR XM TSR B

AREIAIE (Token)

IAMBHTIAMER —F 02 TokenAVE |, AR R A Openstackf =Ml —FAIE. FAIRHT BM@Eily GaMas B —
AToken Id , HIdXS R P EARTEEIAME | B 2 E|Token 12 JEEESRE 7R INToken Id (4 header BIE] LUAIEE
It , Token AFEHME. TokenAXEXNHNRSERR—FA , NENITIEE.

RATE R
ERATERW ST , —MEER T — MR ETRENEURL IR 52848,
HER

HEREIERMS L EHERBRANIR,
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ZEEH

BHREGIXIHRA L, BREEIENBIEES S HIHMRIFEMYSQLEEB MRS AT |, ZHFAAR A ESQL , ShERUE
MESHEINXAE., ZEEHXHRERARIBIEFHTEZERE , RSN | MAHREUE E R R TR
=.

M

Mail Delivery Agent HR{E-FE (IR

MDA FEZEINEER B MTABR S EHK RS RRA M E Z AN A T BN | SREBLBMTAREHXE T4
MTA, ZREHHREZEIAY , ERTIEERS T HBEMTAME RN R ERIEA B PRBERS |, BT U TR TR
(filtering) %5,

Mail Exchange HB{4-i%H

MXICRIER — MRS 25 . AR EMXCR PR RIgETEM B O KBRS |, AR BITRIZFMBNEERE. Bl
0, Hinternet LHER RRR—FE A user@domainity , A FIBMERSEET DNSEFRIZIHA KMXAITR , RMXICRTF
£, BATEN R IR R X BIMGT R TR E B AR S 25 L.

Mail Transfer Agent fB{H{EX (IR
MTATRTHEEB R — N RS- 2L R 5 — 1 IR & s sl F 0 (I,
Mail User Agent fif{4-F AR

MUAREEFHMER Finfe. EHRUMBMEENEFEME: , FHREA PSS RERMHEE. % RAMIMUAS Foxmail Outlook
e

MapReduce

EHadoopkb BRI —FhRFAEEY | BE BT AMBLEIEE (>17) KIHMTEHE. WiREAREEURRLIEAK S A Map(ER
59)"#1“Reduce(H£4) P, MapeR¥iE Sox ARAEBIREITIRIE , HARL—SlaveE" R B T Imasters 11 qtkE5E
. #AJ5IBIdReduce MBS EN T RIFRALR , ANMFRIRLITHELEER,

MapReduce Jar

T Hadoop I THIRAL IR —FEMLII N Z2EEL . HadooprRJAVAREFHTRE , RIESIARERAT | BElITBMR arks it
TRk,

Master

MasterE BMRER T —Fif €. TRRATEENMABIENAREFTRNIT , B—PERHTRBE A5 Emasterfs
&,

MCT BA%1 (Pipeline)
IBIIRAS , AT AT RIEM EIRERL(ES . YA PAE—MESE , BRI ESTEE BT BHIBAT .
MCT 154R (Preset)

1RAE ZEUR A T — MU R IR EME R EN TR E XNES. AR RERE — MR AT — A MR
FERO(EST , DMEX LS AR RAUR B B AR R IR,

MCT {£%5 (Job)

5B FERT RERNPITRAT , FMEFE— N FRIENF IR IR R B AR EIRIR. Rt , E5MH0
KERE——XNK , W HMRAFPHRER— N RIS =F B SRR | LA AAVIRE TAERLARFLY /MP4/HLS
# BARFBETRAR=MESF.

198



Baidu B EERER A ENEES
MCT 4ag &
MR+ BER— ek 2 WUEE , FHRIER FHEE A/ N RIEE R, IRE PRTE. SANURIEFK.
MCT ZHlsmtst

EUMEREMCT (Multimedia Cloud Transcoder) |, 556 BEEEERTE , AFAEFAWA FREBIESMIMGEE. FHL,
CDNANE. ZinZeiEMeE (Web/Android/i0S) . DRM (Digital Rights Management) ¥ FhRAVEIRERS .

Memcache

B ENEHEENHREFZRS. HEATXANT : Free & open source, high-performance, distributed memory object

caching system.
ModbusiEiRBIY

ModbustMGE K AT HFiahlss LN —FMIEBMIES . BTN , EHIREE 2, 2H2EmMg (FIIAR) AT
WEZEATUES. @BidModbus , REAAF=HIEZEHIR & T UER T LML | SHTEF T,

ModbusBMX &
"3 A\ IR BBModbus X 3537 HEL | TCP, RTU, ASCIl, B BB L TCPFIRTURIFRE
o TCP&ER : ModbuszEuhFN ik 2 [BIE T TCPIMNIE(E.

o RTUEZX : ModbusE3hFN ik (B3 1T & M3&EHE , 2NRS232, RS485, ¥IRBEMMIER —#HK , IRELTHARD ,
MRS .

o ASCIIHER : ModbusEubF s (B8 8 (E#H , 2IRS232, RS485, ¥iE A1 B H¥IE 24§ — St BuURHITASCIRES , &
NoyteREIBRR2NFH |, fNbyte OXAFSRRDAR4F 2N FIRFEATEH . (EMESRMMRTURAR | 1740 B AT ATE (et L iEis
AR, "

MongoDB

B EERERMongoDB g , 100%3R AL F MongoDBYNY , A= LHIEREL. XK. MESEFRATSWUE. S8, RE4k
= LSRR AR S

MQTT

MQTTRE T —#HHIiHEH AT /ITF (Publish/Subscribe) HEAHKPMY , RFHIBMIEHE , 14 ELMANOASISHTE , BEFFE
M2M XKL 418,

MIME ZIhEInternet BB 38

MIMEZ —F% & MFRAMEY FEWRX. BV R T EAMER AR InternetfifF RS , ZERBESELEHAYRNAERT , KM
T SRRSO AKE B A (ZdtH)) BURMThEE. ARSI BIME £ FABERMIMIMES RV EYRINYERS , MLEXSE
A AR R A RER S

PLS A
VOD FEEIRNISAXT R AR,
BHEERFKMS

TEEHEMRS (Key Management Service , B#R : KMS) 2B EERERR BN —XBHAEERS , LBTUETZIURSEHE.
e, TERNES EEETHIMEE. AP MUNERMNEAESSIENREIHSIF Mtk , REELTET IS EEN
INfEEINREs R,

£ 758 (Scope)
ZF7E) (Scope) RIEWITHAIAI WIEE. REScopelSisHFILTLIRE , NTTASA4 PR, BESARRNNAEFN
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TR FIfIScopert . FEAE{AI{E AR MR TS | #BA/IBENNScopeITERE .

1ARID

BltemplatelD , 7EiAFAAPISSDKE{T4ARIE T AT , templateDEDFHIERSH. it , AAERIBERATEERE
i, HRERERNAERIDIX AN S,

N

NATP 3¢

NAT (Network Address Translation) M3 kB MLRIZHETE)InternetfRS , XIFL & T RE[EZ/A\AMIPEIEIA] Internet,
NATR KB AGBEREIPSRBI R EFH o8 , A= ARE 23S RIMIPEI 2 R 1P 2 3¢ —ak £ 33 £ it 45 35 R 45

0]
Object

1EBOSH |, A HRIENEASIE AT EObject. B Objectil&Key, MetafiData, FHF , KeyZObjectiZF ; Metag %t
ZObject#iiA , B—ZFName-ValueXt£A A, ; DataZ ObjectiIEKIE.

Object Relational Mapping X5 < ZRBL 5t
B AR R SR EZ RIS KR |, FREFPRXN R B HERERES.
operation

XftopicHIRIEANR ., BRIETMQTTHNY , 10T Hub 354152 R AAPUBLISHAI TFISUBSCRIBEFFHAXR .

P

paddlepaddie

BEREFEIELE , TFNENK. BREELE, HERGELHEL. Paddle(Parallel Distributed Deep Learning , (T4
HRNREES]), BESHN , RiE , a8ttt , ¥ RUHSES  ELEN.

permission
Fg— M policyiRE—LHMRpermission , HAFEF Hitopic , FISHZ T B HIRIEARoperation,
Pig

R FEHadoop REMEITII—FFIFRA MR EL. B3N SOL KIES Pig Latin #R4F , AR MR, ILEMERHIE. 5 SQL
BRAELAN , Pig Latin H3THF—IRE map/reduce ER¥I R R A FRE LAY FREIESEL. INAEREB A IR & ZmAraaratt
RBHRIR , AR BE . HHPig IIFIBI Java PYRE KA FE XERBERR Y R4 . EBMRH 3 FFpig 0.115R
.

policy
J & principali% B X I f5kRE policy , —AprincipalXf&z— policy.
Polling

Polling2 —FRCPURSRIR AN R & MF W AKX , XA F2THIH A" (Programmed 1/0) . R{RZTEHCPUER A HAIR , #KFF
AR FAREREFEHRS  BNATRS , RFEREHAT AL , HERHEAMRLA.

Portal
REMN AR
principal

200



Baidu B E&RE= Y b NEE
principal 2 —MigALE , FKRIRE(thing)iS 4. B/ MthingaTAGBE —Mprincipal , B->principalif& — policyAR.

Q

QPS
Query Per Second , &/ EiEKEK

K LZINIE (Signature)

IAMIATER) BoM—Fp AR LA | XA AR AAKSKIREATAPIZE R KA. BRIIFLE A A EASKMAPIRRAEE
ER—NMELR , WERFEFEHAKER. AEERRWEERZ FHNAHTES RIRR  RENARMBERA L
AR , ARFIERBERER. TLIERE —FFRmER AN, RARANEEERSIAERRERELINEAR.

2EEH
TR — I8 R TR BRI &4
LU

PIRARBAHMCA AR AR T FENAGER , MEAFEES. X7, Al 9k 550RMES MEERTIURAAT
T HEERLEREITREN A KR, RREMERE.

R

Redis

B —FETBSDYNNY , XIFSRMNBHESIREN , FREFSHFHAL. HEAEXWT :
Redis is an open source, BSD licensed, advanced key-value cache and store.

Refererg 48

Refereria & BRI NFIZR , 2T HTTP header referer B IBAE#E % , BRIEM L FEME7EBOS_ EMEIE B th A B 5E.
AP UBIdBOSIERI AR B RefererTRAME 28, WEARHAE , R BReferer B R L BN A A 0] LLji[RBucketh 77
fEREEE , AERRBRNIERAWIELE. (BRA P HIReferer AT |, BRUATTRIR) , A3 E %8R,

Region

Regionf{RE— M NitE , REEEREZTHNEERMS. BEERERTRRERT RIOBNKSRELFBEHRZI , L£X
BARSHBRXIZERER. SIFNRSMIBEERARN, REMEZHEFTEED BREITTH. EAPIF S| BEENL
ZafE FAHID,

Relational Database Service XA RIBUEFERS

ROSEEWH., StERe. STRNZHURERS. AFaTERWEBREZNMECE . IRESUEESRB]. RDSKEARA AR MHA]
FRBIREHNRE. TENTLEE, TENRE. RN REMES. MY TRABEYIER  ROSAFEAN. B%
W, BE¥. Bk, MESARSEHR , EEEEETITROLSE.

Representational State Transfer AR MK S-S

RESTZRoy Fieldingl# £ 20004 fth AT T8 SCh42 i SR — RS 22 NiE . BRIFE=FEREAIWeb RS STIAERF , BH
RESTHEH 58 K SOAPHIXML-RPCAREL EEMENE , Mk £ iiweb R % FF1AK AIRESTRAEEIHHNKEL. #I40 , Amazon.comiz
HHEIRRESTRAS MIWeb RS FHATEIRELK ; HEIRHAMWeb RS ERESTRIEH, FEFEMZ , RESTERITRASTIAZHR
#E. RESTEHETFEAHTTP, URI, FIXMLAKHTMUX LA R RATH MR .

ROI
Return On Investment , IH&[ERZE

Row
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FTAERAT , BTICRAAMANEBIRGER 8T8 ERERETBK
Rowkey
ThE, BREPH—MERS , ERETTUE—ARRREHE—1T.
RTB
Real-Time Bidding , SKR3E4t
nEH

R EIES TIERE TINEH.

S
SDK

Software Development Kits #{4FF A TE A, R AL EASDK—RENR —Le45 A B BRe =4 A2 IM A T s & k4
B, RSB, REHELR. BHTEE. BERS. HESENNARENTATANES.

Sender Policy Framework %% 75 S R% {E22

SPRE —FHAIPHIIBAEF FERE R ASAKRA |, BIFESRRRORAMERRAR. RS E ERERARSPAC
R, RWERMEARIPHIL R BB SIESPRCRER , RE , SUAAR—HIEMKEME | BUSIAAR —H0ERBMT
1R[E],

Simple Cache Service Al B4E1Z RS
1R #2E 77 IR %-SCS (Simple Cache Service) 2 attat. STAKRNHRNEEEZRE.
Simple Email Service fai bR S

SESHA FIRMER TR MBI BRI RS . EXNEMEANB NIRRT IRIRERN, ZHEHMEEER. ZFREFINE,
ZFIERAIEAERAY, ZFOEREEOnRAARE, SFPEMEARITHISRRE . BMERIERINMR 3,

Simple Mail Transfer Protocol &7 8B4 {&4a 1IN

SMTPZ B FHMENE FHEHEIRS HEME—NREF FEHE) F— P MSHERBRERYNN , BTTCP/IPHRYIR, B
ATENAERRRTHEENTHRE T B0, ERMTAEERW LARE FAMFMNERYNY , JLFHAR M FHB
HHEDE FRE T SMTPIIZE Fim Al iR 55 2572 FF XMWY, - Simple Message Service FISHE RS

BHEEASERAMEEL b FEEN. REUVENDHEETTRS  BHAATREHEENEN TR , MARRAFRER
B8,

Spark

B MNITREBIR AT R TEAESS , LAHDFS (Hadoop Distributed File System) AERIATIERE. Sparkigft T LT
B, AFRFREFNERRNFT ISR , FERAFIURAUNFR , ZFFRLER. B, TRENHREF , AT
Hadoop MapReduce , SME/EAVAIE EEHRR TH10065 L L. MiTSpark AU THT SR BFRIRIIE R | MR AT St

SSH

SSHERAFE , TATRERREMHAME RS RER2MRINY , SIFA AR LB sshE Amaster s RS H TR
fE , FBITEE sshRIBVTIA) & RS Vs T,

SSP
Supply Side Platform , 44 A&

STS (security token service)
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A E S aNEER PRI UIREEN —F =R, BESTS , ATRUARRAAMA — 8 E XA AIa R ey
[RJSEIE,

fR4EH
—AFBRMERIE T B S BCCFR A MRARL | XTSI FRIE S B A2 s T 1AM,
TREEARCE

EARERTE L HRANEREN , BFERERKR, MK, TMERT RECTES. MEARERALRMIEET AN
TR, F B RC BN ER A X A CAFAEMAIERMART RIAERIE, 1MREAX N 1 MARARE.

reidid

PN B FIZRF IR ELSS R PR S A RIS TR , ARG, S, B8, BRXF.
FHE)E (timestamp)

BRI AR ATIR) .

AR5

“1 /4 metric +1Mield + nPtag(n>=1)"F X T —PEHEIFF31, 20 metricchwind , field Ajspeed , tag A *BY-S=ABC123", “HH] 4R
F=1234567890" %I = &b B TR —/ R F31,

RBIEH

SYRDSSRBIBHTHIEH , BIFERE T S L= E— BRI _E£BOS,
FagH

RDS3HF A P F RS E SR T & 45 .

¥EM (data point)

“1/metric + 1Mfield(A3%) + 1M timestamp + nfMtag(n>=1)ME—E N T —MidER. 4B AfImetric. field, timestamp. n
Mag&PHHREES , FE AfvalueaBE &= %S Aflvalue,

¥IEFE (database)

—MRATUBEE N EE , — M BIRETAEAZ N EE N BIER.
BUR B g

AT HAURFEIR IR B ESMEREFERIR.

BUREETH

REWSHEN , BUREDFEREWS NI HEIBE TR, MAAIDCIBEI R L, ZEN—NTHBEF—

-

PR BB

BHRERAIRE TEA TS TROBIRENR | PRESGIF AT UAE 2 A P Al R E.
b6 |

BIRES| 2 RRATEM. MEFMEFEBIERAORS . FIRSIEES| EaEHARBSIRHPERAEES , AMBERSREE
IR X EBIRN N AFEFREK. RDSHAETZFFMYSQL, SQL Server, Postgresql¥iifFE.

RS
TE(E FRYURERT , FRIERDSKAIFAIRKS . BIREKSH/INEFE, BT, TRLAR , F8IFK FESBFEE &
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K161FH,

BiERIL

P BIRIR MBIRIKINELY |, BIRRPER T A KRBT AEFHR.
BUH (value)

EEXTVAEIE , 2156°C, 1000r/s% (SKFRFAFEAL) . MREZAMfield , FMieldEHHAN Kvalue, RRIKfieldSIFA
BHREIEHEEIE N, STFR—/field , iRBENT EMNIEZE Mvalue 5 , HRIRfield R 45 NE SRS,

P

AWIPR LA —LREMNAN, WMRBREMS EERE—K , AN LR REEEXFAHIPRIREIX KR E K,

T

Table

A&, Einstance P AEMBURSANL. —Minstancef] ABE Z3KEKME , BKKRIKAEITII. RGN FTEInstanceNHE—
REInstance N 7] B2 [E] & .

Tez

B —MEBITEYARNZ _EXFFDAGHEV T HEAESR., RIKES% @ http://tez.apache.org/
thing

FINIOT Hub &% , A PRTAFEEendpointh 48 — 12k £/ thing,

topic

F— P policyEPEESSE—NEHME (topic) , TEFHTERBIOT Hub fRE-Z 8 , EELNRNEIEIFRIITHEA{SEAE—
MEBLIR , ZEBN A TMQITE P, topicKlN SRR u] U — MBACT#" , Flan“temperature/# #iEILECRISRE
temperaturef{ fT G topic ; I “#"FRILEC AT A topic.,

Transmission Control Protocol {&4ii i #Y

EHIEFIMTCPR —MERIERE (EESA) M. %M. ETIPREIEEHZEINY , BIETFRRFC 793187
(specified) ., TCPTEIPIRICHITMYSE6.

TSDB

Time Series Database , IffF¥iEE , RTRENEFS] GRESREIRFENL) RiSEME.
o (R

MR A TALE (B AR M TY AREES  URY BANT R IE.
RITHcF
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