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http://bce-cdn.bj.bcebos.com/p3m/common-service/uploads/kafka_2.13-2.7.2_04341f9.tgz
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2. EERHED , REERARERSSLYNUITE AMvha it AiG0 .

ie demo ® @z ]
P snuE =
E:i) wgD: N b " el T spaR: demo [4 ehEna P
HRAEE -
mPER g XA
RER
IEER
HeES
GEVES -] a0 "
pted
EBET SHEE
ESER HHEE: WARE
IR E
R AR
N e EER BPAR HARD
PLAINTEXT NONE ° ° VPCHHI ° 9092 o
SASL_PLAINTEXT SASLISCRAM ° ° VPCHIAI ° 9093 ®
sasL_sst SASLISCRAM ° ) PUE] ° 9095 e

3. TEOED : A FEOED 2,

4. fliEkafka.propertiesCEICH , o] LEHE FFIEH3CHFF Hiclient_ssl.properties , RAMEIIAT :

security.protocol=SSL
#5535 TR MSSUEB AR 12
ssl.truststore.location=client.truststore.jks
##HHHH SSUERMEE |, B Abms@kafka
ssl.truststore.password=bms@kafka
#5535 T RMSSLIER U2
ssl.keystore.location=client.keystore.jks
ssl.keystore.password={password}
###### EEANT
ssl.endpoint.identification.algorithm=

5. B\ KafkaZeiRBfEEFHIbInE R T | {# FKafkafii A [a &8,

o THTopicFlFk , FE(F F--command-confight BETKTEE 5545 BliE A katka.properties# , HERBETENHHKR ¢

kafka-topics.sh --bootstrap-server <SSLiE A sithitit> --list --command-config /* * * /kafka.properties

o AFEERXHEE  MAGLFESEI>"MINR | EMARNEFBIR TRZETRRHEE

kafka-console-producer.sh --bootstrap-server <SSLiE A mitiit> --topic <Topic£&#r> --producer.config
/*** /kafka.properties

>~Clrootaiz2zelljq3ac8xre35oynrz binl# sh kafka-console-producer.sh --bootstrap-server 3 - —topic test --producer. config /home/kafka/katka_2.13-2.7.2/katka. properties
>xxx

>s
>test

o JHTEEHEIAR

kafka-console-consumer.sh --bootstrap-server <SSLIE A\ sttt > --topic <Topic£&FR> --group <jHZ&HID> --from-
beginning --consumer.config /*** /kafka.properties

1jq3ac8xre35oymrZ binl# sh kafka-console-consi r - - beginning --consumer. config /home/kafka/kafka_2.13-2

BAETER
SRElE
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Baidu B B BaER Y
 BEEMER

BiEaR

LEeETEE B UEERYIRTERCAUENEIER.

HEEFEW

o MREBFCENER A FRESRIREXEN RE+ MHTER , BUHBIREEARTE

BRIEDSHR

1.

BR HEMRS for KafkalZfhila BNERIFIRTE , ATABRZILATECAMENERSIR , RRFIRMIMRRE a1
[EEFFHEB .

MREHBERS , CAILUEY RRAH . SHID, & SHTRERR.
RIETAKMER , BUAEA SRFHE E , BB ERIEHMAXER.

SEROFETE AL VEREE, (RER. MR, VIRE. MERS. FRERNURTAHENS. FRTN
ERBREE T TERRB AT, BRKRER, BRMIEAA. EETA, BRConoler(sE, BE T AALRE
.

BEAPIEEEHE

FRLUET SRS ERREEHHEER.

FRIPUEE ARSI BERTEEERNIIREER.

@ BREEHEAR

BE=

IKERKafkaE BEAGIE N ittt | BT %& FiniEi#Katkate #E,

EEEm

o WRIFEARIMEINEEZERERIEANRER.

BAEIR

1.

2.

3.

R HENRS for KafkalZhla BNERFIRTE , ENEREBRNERFED.
£ ST TR VIRACE F , B BAR NEEIRE.

B BER R, RS MR N ER L.

BOAPEREAAGR

BAUEY SEEHEA\Q ERERIEAREER.

@ ZABIAECE

B

RAT RS R AITESASL/SCRAMESBHAIE | [EEFEE AT BT IRIE L S HRFRIT/ASASL/SCRAM,  SRE QIR SR AHRSIT
JESASL/SCRAMBHAILE , (BRI F FRFBERMFHHAIL.

BB SAF

SR T BRFH KE.

EEFEW
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3/%25E6%259F%25A5%25E8%25AF%25A2%25E9%259B%2586%25E7%25BE%25A4%25E5%2588%2597%25E8%25A1%25A8
https://console.bce.baidu.com/kafka/
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FERECES AT RERRE.

BRIEDSHR
1. B IHEMRS for Kafkai2hla BENGRFFIRTE , FEFRMKMER.

2. INREH URNLBTFESASL/SCRAMEAMAIE , A S A MR FEERERR EEEB BT IR E R EHHR R T
T,

3. BE7E SRHE WA ad AE &, SAEREER@,

4. EFERAEFIHIRE —RRRBREENTNEAX LRI, WATORERET—S , FAATNTARE
HERE,

> ERTA

B

AT ERENFHTA.

AR St

o ERMILT RSP REARERTA.
EEFR

o ERTRRKHTRLIONHNE., FEHHE) , Kafka BT A TATMIETREURE | BEERTHRZAT , ERTTEPITHMER
B1E.

o ERTRAERE M SERT REZNHHEE.
BAEHIR
1. B3R JHEMRS for Kafkaizhla SARRFIRTMA , FHEEFRARER.

2. KRS b, BB RS TERT RAMEOAR BSR4, RUATERNBEIRAM W ER REAERHF
BRI RERE.

3. EREFRERNTR , Al ER R4, BHNNARTR , MATRERE #E.

4 TRERR  KRRESATAERP , HELE EFEE LEM—K EETAR LUNES , TNESEE TS HERE
EURERMHE.

@ MREER

BAE=

YEABRREAENERN |, ATROERES SRR TRIRIRE.

BB

o MMREMMMNTEANE BT SHABLT BFE+F WRENABEB A THIFR AR,
o MREMMMNTEANE AT SHABLT SHBBRK HA BB THIRRE.
HEEFEW

o SEMERE  KEMBREASEN , FHATXKRE | SEIRME.

BIEDSR

1. B3R HERS for KafkalZhl & SFEAERFFIRTM.


https://console.bce.baidu.com/kafka/
https://console.bce.baidu.com/kafka/
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E4%25BB%25BB%25E5%258A%25A1%25E7%25AE%25A1%25E7%2590%2586/%25E6%259F%25A5%25E7%259C%258B%25E4%25BB%25BB%25E5%258A%25A1%25E8%25AF%25A6%25E6%2583%2585
https://console.bce.baidu.com/kafka/
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2. EEFRMIROER AN AS Bk,

3. B kR 5, ABLBH—HME | IREREBIROEATR , REMABBRZER | Wad #E 4.

4. BEHME fF, BHRLRIEE , 2 RERIER , A RIERMAXEEHENTI , HAERENRIER, 8, 1R
FREFRTRSRERIE , MALBRBRHRERIE , T2 EHBRER.

5. B ME , RUHTERMRIRE.
@ BEController{5 &
BIEHR
AT & FKafkafE Bt ControllerTy A FH L.
EREm
o HRTRZRIFERT50%4Controllerty S K55,
BRIELR
1. BRIHEMRS for Kafkaizhla HENERFIRTE , FERAKRKER.
2. £ SRREHE T, B RFHE | TTRVEEI M AT Controller s )ANID,
3. #f Controller 77 AIDJFEIN BH R4 , FTABEFEE R Controllert RINA U HIER.
@ EHEE
BIESR
BTHEEERHTTRY B, TRAKETE, WY BELERE.
AR &M
o EREWIAL TREHRET.
EEEm
o BIREHTERMAENAIAE —| NE,
BRIEDR
1. BRIHBEIRSE for KafkalZHl AP NERSIRTME.
2. ATMER SR REEFANN TR R , SEEEHHEREA LA AT TR REH AL ER@,

3. HAERAERNAG , TSR EEMARERNLE , BRTsHFHMAEHM T AUR :
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FER  AENE EEEn
R B AR B B AR
ERIE m; . " T (AEHEEUEAMEESR)
A BRI ST E N E R 2
BB
" TR A R R =
B
TURE smea s s AR &
B
Rk ThE (ERAThEHIE , BB SNR A R E AR
ME e e kg o ER B LR A2 RARRS
et EEEE—K)
eyl MERRERNRAMA %
NPT TS R AR 2
AR R R AR %
» SR B R AT Sy sk AT Rt
MREkE z
1TEE

EIAPAEARRE GATUEI 4 T A SRR B O B TR B AR,

@ B IK IR

RS

YEMITFR T HEKAANE | RRAIRIBAT ISR S BE R T A A%,

Egpili73

o QBRERINETTEMN , FFEREIKA IR fEhA# A SRk 7T LS B kR .

o UERET AT MBEERFAERENBERN , EHSAREMRENSEIHREaNEERE  AMRLRMT :
1. W SETT R PHEERR TR ENHR A ERETENRABUEE.

2. HERYHTT R #EE £ Mopic partition3KfiRds AELA.

3. #&Mtopic partitiondy FAELAENITE Btopic partitionFEZEMRAIEIEE I SITHIE , YiTtopic partitiondy tbii% , FEMIFRAER
EHHZ .

@ EHEE
BIEHR
AT ESE S ERRS.
AR &4
o FILERFRS , SRRV T BEH KT
o STNERENT , R T EFRERKRTE KT
EREm
o EREILHASBRBAXETIR , FEEFFILRARIRER | BRIFENFFESS RKIBA-EMXNER.
o SRHMFILE , B TTHRERER | HERIRIE,

BIEDR
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SR

1. BRIHEMS for KafkafZhl SR AR IRIME.

2. ATRUEE S RPRP AN S RAREE TP A AN SRR E T IRSRE | EATOR G BERER
E.

3. EREILE  KRRESTAEER  HFELEEFERLES—FEIEERRFLINES , JUBEEREFHERE
EFLEERBRFNESER.

JasheRt
1. BRIHEMRS for Kafkafzhl G NERFFIRAME.
2. ATRUEE RS IRT AN Bahm AR EERHET A AN B R AR S B RS IRE.

3. EHEE  EFRRESTARST | HELEEFBERLES—FEHEHRFLUNES , JUBETEREFHEERE
ERSERBRFNEFER.

BEAPISEER
BEOTRUBIE EEhEe R, FILEE T SR TR BEIRE.
TAEH

@ BIETH

BE=
AT EERFAEEDR (Topic) .
AR
o SRALT REF KE.
BRIEDSHR
1. B IHEMRS for Kafkaizhla HNERFIRTE , RiTHRIRIFNER.
2. £ TAEW bl RIS B, WATHEER, X BIEBEFER.
3. 7ERZEHAT , AT EBRE —LESRALEM.
IBETAPIBIE T
FRTRUE b T kA M.
@ BRTIHE
BIERR
RATEEEANEREEUREEREE.
BRI
1. B3R JHEMS for Kafkaixhla HARRIIRTE , RIEFEBRIENOEHR.
2. £ FAEHY B Rlxt R E B A PR BB RE.
3. & EBHE WA UEREANER. X% SXEFY, BASSFEAER  BINERYMERMRENEER.

BEAPIES RS
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FRTRUET &30S kBB ERIHE.

@ MfRIE
BIE7R
YENEARFRATERN , TR R,
AR SRM
o KRAT BREF KE
EEEm
o FHMRETIEKE | HEEIRIE
BAEDR
1. B IHEMRS for KafkaiZhla MANERFIRTE , REFRBFNEFIARIHERM.
2. FEMASMEREE PEFERFOED , BEANK MR, SBHINME , YMIATORG | AE WE RETRE.
BT APHBIER
AERTLUET MR kMR MR,

@ BREAH X

BIESR

ATIRIBEWSE B R ERR X,

AR &

o SERWLLT BEFH KE.

EEFM

o TS BLRRLEM , RaERL.

o EFENSYEIENN_LRA500.

BIESR

1. B IHERS for Kafkalzhla HNERIIRTE , BERERENEFHANEIHHE.

2. WA SMEREE P RENNERLHFIATEHERE , FESEERH KB ATBR , BAX K XTI
INEBSXEBE I,

BT APHE B E B X
AERTROBIS A0S i SRIEBIREE RN XE.
@ BRTHEE
B
ATFEaeRTAE  RIEFLSEHRY RN EHTRE,
AR &M

o SRLT RFF KE.
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BRIEHR

1. B IHEMRS for Kafkal2hla BNGRFIRTE , BEFRIRFNERENEIFE.

2. EMHSMEREE PHENNERLHFEATIHERE , AHSREELNNMERE | 23 HSRACE NI
M, EHAEXECERA TRIERE  WATR AR T #E R4,

BIAPHS R EBACE
FERTRUEE A0S L SRE R E T EAMNECE.
@ FAEHHEX
BIEHR
ATFREENSKERNRIIERNOT AT . SHENERARMFIHEEAEHFHAR.
o BFEMAR  AFRTEEENXARMBIFT RRIE] , THEXEEN AR KM R
o FHREAR : AFTUENENRES KNS BIAMET R
AR &M
o ERMILT BEH KT,
EREm
1. FAEHX&E BEHOMNERIR , BNELSREBMIERIIT.
2. MRTBRBURT Z , ESXHINTAITTREALRK.
3. THEHXE , THENTIIREERELN , RERE Finhh 25K K M.
BEERAR
BATABTEHX
1. BR HERS for Kafkalzhll & BEAEREFIRTE , REHEIRIENER.
2. 7£ TAEE WEF , REFEHTHAKBRENEALR , FATTEENEHEEMXER.
3. BHEHRNXRA , EREERARIFEEEENRTR , RIEFRATRAR, SHBITRN, RERI. HATHIE.
4. HTEHHMXG , EEFEEPLER—FTRABNEIFICE , TUEEIFHPITHEUR S XA EREEE .

5. MRBEHXMTEE T HITHE , FEFERL T TRATBISEDUHES. UEAENXTET , ETUHTERS/
BRI,

ZNEBHEENX

1. B IHENRS for KafkalZhla SNERIFIRNE , BEFTERBFNEFAHR , TARIOHE.

2. FEMASMEREE WHET , BHEEFHXRA , TUERZNTREEFIXWESR , FEHXNERTRESH.
3. BiESR , HESEIELLER—FELFARREFICR , TUEEREHHITRE.

FHEREAR

1. BRIHERS for Kafkalzhla NGRFIRTE. REFRIRENERAHR , EAKIHERE.

2. FEMHSMEREE WHT , BEFEHTHKRENTALR , FATRHENMIPEEIKER.

3. BHEFHNXRA , EETFIREARHLEFFTEEFHENAX , FIhARSIHXRIAEERTITAAE | RIER
RREGSRPUTHRN XA, RERFALZPATHSE.
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BAEIR

1. B HEMRS for KafkalzhlEa BNERFIRTE , BEFRIRENERFIAEIFHERAE,
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olPolicy THE RS (KAFKA)BUR SRR

KAFKAOperateA Z4HRMEEZIREEHEE IFHEFMEEBERS(KAFKAEEER . SlERRES, THEHKX, 4
ccessPolicy RS (KAFKA)RFR MisgvrEEsF R, BkRESRA. CEMER,. SPIRE

KAFKAReadOnly RiSEZIREEBERS IFEZMEEEERSKAFKAEEERT R, BEEEE. EFTHT)
AccessPolicy  (KAFKA)RR x. BREFHHE. BETHHNKX. BHRBEFAYIRS

BRESURRE B E R AT FIRIEEC TSR R TEILE AT NAURRM |, XHERRNRIREN. TFhRKafkai2 T Cluster,
Topic, ConsumerGroup, UserdFf¥8iRL%EE Xk , BBRTEEFEAT -

ABRBFR AUPRTEE

XFEZREEHEMRFKAFKAFET R, VRS, ZETR. ERTR. fEER. =4
NX. BHECES

KAFKATopicWritePolicy IHEZREEEERS(KAFKAVEE T8 , AIFERA XK. SREaiRE

KAFKAConsumerGroupWrite . . .
XL ZIREBIBE RS (KAFKA) A R4 K offset

KAFKAClusterWritePolicy

Policy

KAFKAUserWritePolicy YHEEMEEEE RS (KAFKAZE A

BE SURBSAE R AT 27+ SRS A AR 2R FNYwAE SR U

{8 FR SRR A AR 2SS AL EAUR

KEENR , BETHREERIRIERNGZR, FRARMERS TR , TRUSHIZIEAS AR RMRIR , tean
Clusterff] 5 B EANR

BRIESIR

LFRPANE AFAEES) B A MSMAEN R EE , QiR , SRR A R R A k=502

RO RS

‘ )

IRMRS. MBIARKB TG, EMRE

BIRELIE
TR EAIBIRAIRE LR, AR

Ia BIRIEE AR
RSRBIEES, EARE

< RERALER
N RIEMERR SRR D EIREEE, AR

2 AFIAE RIS RHY , SR RIBIR IR , “EERFREAN BEHEMRS KAFKA”, ‘BB A R k=S, 7R
TRBCE RIRBAR , RAT5E ;
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https://console.bce.baidu.com/iam/#/iam/overview

Baidu B B ERE=X#Y

TRDIARBR

| REE

- EIRHS RS for Kafka v

mEEENE | RS

3. R BRI B E SR 3R AT AR ZIRINE AR5

158 Pl 8 SR SCAHRC B AR

ACLSRRRBCESC , ATRUERABCEAURRIEARKisonF & , TRERGRIKEERFBENLKE , RAHLWRE BA—
ACLff)jsongs ; {§ FRACLIRERACES 1 , AP AIIAIFS RIEHIE XAURSKRE | Kafkalg it 7 — A RACLECE FHR1E1R , A
AT RRIEARACE B O RIKRES |, RiBACLAR SR ATEEAR] S8 SO SR B A,

BIESHR

LFRPENE ARG, YNSRI EE , Qb ARRNE , S0 Hme A\ R A = B,
2AFAE R AT, HRE IR R , SRS REABEHEMSE KAFKA” , “BLB AR iR S, 5]
R ARAR IS kafka_acl” , IRMRFRECBACLFEIHE , REHE ;

TRDIRAR

| BREE

" RAERS B for Katka v
RIBERE A

3. R ETR B R LRI 3R AT LR RIRINIE LSRR

@ AR

R PEE>T RSN TR PR R E S SRR, 0 P AR SAR A R SURIE A TIRAN.

LRAERR

BIEP:
SERE (320) SRR (1)
2ERE v ARARBERIRBELHTER AMERR
T s
AAEER ERFHEEEAONR

m]

[] FCOrderAccessPolicy BE. X, AUETRNE

m]

[ GlobalOperatePolicy REVEHINGR (DFEAEN...

"] GlobalReadPolicy RFRRIME (DIFEAER..
FHEIB RS, Bk B AIRRE AR 0 I I 0 RAE

& FHRPER

3
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https://cloud.baidu.com/doc/IAM/s/8jwvyc3ai
https://console.bce.baidu.com/iam/#/iam/overview

Baidu B B BaER Y

ERSTREXFRPERASE , TR EA TR, FRATUESAMAFERERERERSHERESE | IRIE
BRI SRR XS E K P RIRHATIRIENE R

E \JEEBEC ZRagk =R

AP LD SRl
s FRPEE
BrREE - -
http:/f 3.login.bce.baidu.com [
o + eI TR
HEIEBA
BPa = AR HE v FRTEE
HER
nn FigH | 2E - L b=
REEEE
REEE

ShaliES A

HAGFARESE « 2 /iR,
SHAICERHE
@ BEREHIEFE
BIE5%
PRTEHECER , TNESHEETEREEXMRANSEHE. BERARREKER U TRRAXTELFRIE,
BRIEDR
1. B IHEMRS for KafkaiZhla |, M SMBERFECEHAIIRTE , TAERIUAECEIRNEHICES R,
2. BEFEEENRE  #AEREEFEUE T UERRETHBRAIIREE.

3. BHRRERENRAS , EMELBEMMRATHRSHER. MRARAEEFEIHER , NEEBEXKERTEEEERE
FRZRAREIHER. KRG STFRRE R FRMER A TiHE.

4. BERASANPRRAI IR , XTI AMEAT SN ES A,
BEAPIERERACEHE
EaTPUBT ERERIIEVHE . SRERICERASIFR, TEEFICERANFE SEORENERIIEMXER.

@ BLEZ N A

o

L5
BIERERRS , ATRAERROABCESRE A BEAEMEREE , HPSREINSBERM TR,

o FFHREASNHTEANBEEN , WREEHIEXEN , MRIPRFINEESHREE THERANSH , WA Rt
MEGERE , MRUSEHTERNSI , WA LMA ERINE BRI,

o SWINREBNE , MERERIENMIREZS . FEEHMREFRBMALE , B BB E R KRIAER

BRIEHP.
BEHHE 5D
BWAEHR i BAE
= &
to.create.topics.enabl F SR
auto.create.topics.ena T R ise B
e X
s
log.retention.hours THERBIK (/i) ilu*ﬁ 168 =
T
. IS
log.retention.bytes BANXBHERBA/N (byte) -1 =

e


https://cloud.baidu.com/doc/IAM/index.html
https://console.bce.baidu.com/kafka/
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3/%25E6%259F%25A5%25E8%25AF%25A2%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E8%25AF%25A6%25E6%2583%2585
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3/%25E6%259F%25A5%25E8%25AF%25A2%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%2589%2588%25E6%259C%25AC%25E5%2588%2597%25E8%25A1%25A8
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3/%25E6%259F%25A5%25E8%25AF%25A2%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%2589%2588%25E6%259C%25AC%25E8%25AF%25A6%25E6%2583%2585

Baidu B EEHER Y

=W
SR
offsets.retention.minutes jH##4R offset iIDFRBIHK (94t) = 10080 &
T\
auto.leader.rebalance.en o Fr I
EEFEAK leader B4 true 2
able =
SR
num.partitions topic BHAN X% 3 7z
=,
_ [EOY LS
default.replication.factor topic ERIABIAEL = 2 =
X
SR
delete.topic.enable 2B B topic X true 2
X
TSI
log.cleanup.policy HEAIRER delete 2
=
FEAE 104858
message.max.bytes HAHEMEAE (byte) =
=, 8
B SAE 104857
replica.fetch.max.bytes  BIZAREL0TIHEMER AR/ (byte) s 6 =
X
log.message.timestamp.t _ N NS CreateT
THE S AR B EY ) b
ype = ime
YA B acksiRE Nal(ZE- DI , JBENABINENZRLENREIE  shSH o
min.insync.replicas L 1 =
WA A BE B AN =
zookeeper.session.timeo ) B
Zookeeper sessiontBETEF[E] (ms) 18000 &
ut.ms =
zookeeper.connection. i N ) [y
% P F5Zookeepe B LEHNIR KA (ms) 18000 &
meout.ms o
unclean.leader.election.e . _ . e IRV
EBAEFAEISRAREIRVEAR BT BREE ALeader false &
nable =
log.cleaner.delete.retenti L 864000
BB Fcompactty , 485 BEBRAREBERK (ms) =
on.ms = 00
transaction.max.timeout. . \ v
EE AR AR A 900000 &
ms =
. . . . SR
queued.max.requests  FUEFEAVFRIHBAER K/ , BT fGAME LMK LTS < 500 &
ps
offsets.commit.timeout.m offsetiE;RIZAZAIETIE] , HEoffset T AMBIAREMRENRZIZRS , BhEXE HHTIE 5000 7
s ZAEERES (ms) =
log.retention.check.interv . F SR
HEEESERAE BETSHERAGHIAZE (ms) 300000 &
al.ms =
log.segment.delete.delay o . . IRV
BEXHERCHRE  EFFRZATSWEENRER (ms) & 60000 A&
.ms b=
@ BIEEHEE
BIEGR

YRR kafka R P RSB TABE , TG —IEHECE , EOREHNTTERABCERAKIRERENS.

EEEW



Baidu B EERER Y
o FAKFAGIEIONERHECE , 8MEETREEMLI00MNMRA.,

o UEKMBECELT A+ KENRATHMIER.
BRIEDSHR
1. B IHEMRS for Kefkafzhla , BTN SMERLEANSIRTE , JURRLRIEELCIRNERLESR.

2. By QIRECE B4, WARERHRMECERR , ZRERKABSHNE. SN ADESHMESE , KESHIES
BREMIENATRUE , ATBE A LA BIEERE RN LS.

3. WATSHER , SEMERAIITOE. AEMNBREERERLE  FRAERETERE M ERE.

4. BERAERBEARTHBEAMEY , MRFEXSSHATAE |, TUEEHIE R EPERA IR RO HRARA. Sd
WRA F4BNRR E—NMRARSEEEIHHITHER , TS E—MEATTEERNS B TAE  ABTRERE
ME A RFTIACE R A

5. BMRAMSIRFERRTR , BERETRAXM T UE B RAFASIER  BRINSTITEERET.
BEAPRIEERACE
EATUBI eI ERALE . N ERILERA SHRORMBMREERILE.
@ BERERECE
AR &1

EMFRERFBCERT , WAHLATREMIABR LS IRE , BRBREASHINELFRERIZIT. FiIn , —LEARAMHEXH
BB , nRESNERER , MRHA XA ETRESEUEEATSHREARE.

BIELIR
1. B3R JHEMS for Kafkaihla St AERSIRTTME.
2. M SAIEREHRE  HABESIR.

3. EHREMGRECERES B TRREA  ZAEHIURAEWATTR FREHE , ERICEMRA. T8 : BRERET
ERE | EERIRIRE.

AT
@ HAEITR

RATEERHTHMESRER , T ARG QB RAEH S, EREXNUARERES = MEEINT QP RE
FAtEDL.

@ AL
1. BRIHEMS for KafkafZhl GRANERYIRTA. SEAKKEHATENAR  EARTE,
2. EEMSHGEE FHEAH , TUBRRIERLRITAT R LRBEERREXEER.
3. BHETRANK SR TUEELT RS,
4. AAATRUEEERATop, AKX/, FERG =R AXREER LA R TopickE & AIEI.
APIZ2%
AR

APREFERHTTPHNY , BRegionEAARRERISSA , B84 NS EE . BIE#&AISON , Fifrequest/response body
NAHF A UTF-84%A3,


https://console.bce.baidu.com/kafka/
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3/%25E5%2588%259B%25E5%25BB%25BA%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3/%25E6%2596%25B0%25E5%25A2%259E%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%2589%2588%25E6%259C%25AC
https://console.bce.baidu.com/kafka/
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E6%259C%258D%25E5%258A%25A1%25E5%259F%259F%25E5%2590%258D

Baidu B E&RE= Y
@ KAIAIE

fEFAIBEARS for Kafka APIA PRERSREINE | IFHES KA INER AT AR EIHE A B MG AP RREINE T4
INEFRFHTIAE, B BT REINERAAERELFRIL T #RIRRD

AR LS HTTPRZSHRD P
The User has not pass
QualifyNotPass 403 KSR BRI XA INIE
qualify.
@ APRAMERLH

FTEAPIRIZR & INE— 12 FHAccess Key S5 KR& &4, Access KeyFHAccess Key IDF1Secret Access Key2HRY , #1475
B, SFEMHTTPER , R TEAMERNERER—MAEFFSR, RISANEFF R RfEAuthorizationSIBE ., FREIHIRIE
ERBEERIBAEEFRNERME. IANEFFRAEIAbee-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{sighedHeaders}/{signature},
o versionZIF &%k,

o timestamp;24E A% 4 BT UTCHT[a],

e expirationPeriodinSecondszk /RN& 2 HHEARR .

o signedHeadersB& 2 BiAF IS REINKNES IR, KBE2ZBEANS (;) HF& , ZNhost;x-bee-date, FFRIRIBFHFHESI,
(ZRAPIZ 4 (N {& FihostAx-bce-dateF{~header)

o signatureZ 256 & M+ \BHHIRR , H64NNEFTRAM.

YHEERSREERAERE | RoEERERRSKIMREREINENSIAERANEFH S | FF5RAEKRTAEERIALETH
BUHTELY . WRINEFHEMER , REEOANAFABHEERRIERIR | FHITHEXIERE | MRNEFHFERR , R0 20
SIRIEFFIR BIFRAD,

ERCGAENBIRIFARNBE S WAEBUAIE,
@ BIFMX

JHEMRS for Kafka APISTFFHTTPMIHTIPSEAHAM A, ATRIMIRMR M , ZUCETHTTPSIAA.
@ AHIFER K

PIER R

Authorization Bl Access KeySiERE& % . RKIESHELAUALE

Content-Type application/json; charset=utf-8

x-bce-date  FIREHINFFE |, FEAPHLTE., BKiESEHYSHEHE

HTTPHMX IR ESIBAEX B, AFITREENEEMS for Kafka APIR IR , EWNFERIIE. POST, PUT, DELETE
B REIE R AErequest bodyH,

@ ANk
Content-Type application/json; charset=utf-8
x-bce-request-id 82 RS for KafkafGidE Rk , IFBE R BRI gk
Hrh | x-bce-request-id £ FHUUID version4E7HE RS for KafkafR$B- 4R,

@ ESREGHGAA
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http://console.bce.baidu.com/qualify/#/qualify/result
https://cloud.baidu.com/doc/Reference/s/Njwvz1wot
https://cloud.baidu.com/doc/Reference/s/Njwvz1wot
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E8%25B0%2583%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E6%2597%25A5%25E6%259C%259F%25E4%25B8%258E%25E6%2597%25B6%25E9%2597%25B4%25E8%25A7%2584%25E8%258C%2583

Baidu B E&EER Y
BRI AR I AISON |, Frfrequest/response bodyN AR FAUTF-84wAY,

ERSEBFEINT 45
SR HH
URI B FBTHERRRESK |, 40 : POST /v{version}/cluster/{clusterld}
QueryZ¥k  URLEPHEEHHIESRSE , 20 : POST /v{version}/cluster/{clusterld}?marker={marker}
HEADER B HTTPKIE{E )\, 20:x-bce-date
RequestBody JBidJSONASTNAALAME SKEIRIA
@ MRy £5H0EA
MR {E S APFFER
BEIRAE VtEA
HTTP STATUS CODE #%[1200,400,403,404%
ResponseBody JSONKE AR LR AN R Fd A

@ APIRAES

2% XB 2PuE #HR B
version String URLE¥ APRAS , YFiEH 2, 2
@ BRI FEHAE

S REBNEASHHTRENE , A ER. BO—R2XMAES 128 NEHENITING , MSKNAT16(EN®E |
IR R R — I F TRB R\, FFUFF R ERI RS, RS ERNT ¢

e byte[] bCiphertext= AES(BA3Z,SK)
e String strHex = HexStr(bCiphertext)
@ BEISHEAE

AHSHRANEREZMAR. NE—EN , RIERACHBRIEFHNATEY , NHE R AR R — 2K A UTCH
8], BAEISO 8601 , I TR -

1. ®ABHEI—EFZAYYYY-MM-DDAX , #J212014-06-013k/x20144E6 A 1H
2. FRAEE—EFXBhh:mmiss AR , FHFEREM—N KEFHZHR/RUTCEE], $12023:00:10Z3RRUTCET[E])23 530431085,

3. SR BHMEREHRRE , ERETRMATFHT, $1212014-06-01723:00:10Z3/RUTCH[E]2014476 5 1H 230
53108,

AR 55134

THEBRS for KafkafkI R334 :


https://www.w3.org/TR/NOTE-datetime

Baidu B EEHER Y

Region
b
T
M
EVX
TRE
i

Endpoint Protocol

kafka-api.bj.baidubce.com HTTP and HTTPS
kafka-api.gz.baidubce.com HTTP and HTTPS
kafka-api.su.baidubce.com HTTP and HTTPS
kafka-api.fwh.baidubce.com HTTP and HTTPS
kafka-api.bd.baidubce.com HTTP and HTTPS

kafka-api.fsh.baidubce.com HTTP and HTTPS

Ut : IHEHRS for Kafka APISZHFHTTPAIHTTPSIIAAM AL, AT RIBIEMNR SN | BUGETHTTPSTM.

FERIR[E]

A FIARAPIEIEERET | £1R[E14 A AN NEREIEERER |, FTEMAMAM , FEELHNLE, ERAESRI R
Response BodylR ElVEMSERIEE , BRI THE ¢

W4

code

KA B

String  FRAREMAKFEIRIT

message String  BIRZENRERVEL RS

requestld String  AiESKIrequestld

T~

{

"requestld" : "ae2225f7-1c2e-427a-alad-5413b762957d",
"code" : "NoSuchKey",
"message" : "The resource you requested does not exist"

AT

AccessD

enied

Inapprop
riateJSO

N

InternalE

rror

InvalidAc
cessKeyl

d

InvalidHT
TPAuthH

aadar

T B EERERAPI A EIRAD,

FRIEE

Access denied.

The JSON you provided was well-formed and valid, but

not appropriate for this operation.

We encountered an internal error Please try again.

The Access Key ID you provided doesnot exist in our

records.

The Access Key ID you provided does notexist in our

records.

HTTPHK
N
403For
bidden

i::7

TFeABR R % B K B IR

400  FEKRPHISONIEIER , BIF L ERFERK,
Bad  ZNERDEMNLEWR , SERMALAE, HTHE
Reques ME[S , ST HATERAIKMY Bi%2H , Rz
t ZIREX IR,

500
Internal FTAARRE XHHA R . AU AR A
Soryey REIRNS (BAEERKFRS BEXH) RV
Error °
403For
Access Key IDRNTFIE,
bidden
400

BadReq Authorizationskigii& 4R,

1act
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Baidu B EEHER Y

vuuu

InvalidHT

TPReque There was an error in the body of your HTTP request.

st

InvalidU
RI

Malform

edJSON

InvalidvVe

rsion

OptinRe

quired

Precondi
tionFaile

d

Request

Expired

Idempot
entPara
meterMi

smatch

Signatur
eDoesN

otMatch

Could not parse the specified URI.

The JSON you provided was not well-formed.

The API version specified was invalid.

A subscription for the service is required.

The specified If-Match header doesn’tmatch the ETag

header.

Request has expired. Timestamp date is <Data>.

The request uses the same client token asa previous,

but non-identical request.

The request signature we calculated does not match

the signature you provided. Check yourSecret Access

Key and signing method. Consultthe service

documentation for details.

@ JHEIRS for KafkafE iRy

uvoL

400
Bad
Reques

t

400
Bad
Reques

t

400
BadReq

uest

404
NotFou
nd

403For
bidden

412Pre
conditio

nFailed

400
BadReq

uest

403For
bidden

400
Bad
Reques

t

FEFDAPHEO MRS 25 HIHEMS for Kafkar =4 iRIFHIRAD,

SREERM

@ BIERERY

GO RT 2R,

o StxiIERERALBTHRAS.

ERES

POST /v{version}/clusters HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

EESE

HTTP body/& = 48i%. FIANAFFSTEERENcoding
%,

URFERARIER. Bl2n—LEAR S5 2 i a7 AN DL
fic%. XHFIDROUACAY (A , R RE AR5
=EY |, A0NoSuchKey.,

JSONARGIX.

URIKIRA SR &IE.

IRBF BN AIRS .

V£ Etag,

V&SRB, Edgix-bce-date, BERPRE
Date , ¥ Datett A datetime,

clientTokenXf N (APIS AR —1E,

AuthorizationJ<IF [ 2 4 F1 IR SR I8 UE A~ —
.
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Baidu B B BaER Y
BRAFEISH®SN | ToH A4S K.

BEREH

e €2 7 S BERWM SHNE ik

version String = URLS%1 APIhRZASS

name String T Request BodyZ& ¥t &£ RFLZ R

mode String = Request BodyZ# ZPEHE , HP, HA

type String 2 Request BodyZ:#k ZBEZH! , PROVISIONED, SERVERLESS

provisioned Provisioned & Request BodyZ:#k provisioned BRI SH , S W,Provisioned

tags List<Tag> & Request BodyZ#1 #r&%5IFR

IR 2] K35
BRate3agst | TTH AT IR,
RES%HK

SWEHR X R

clusterld String £2fID

AR

FEVRRG R HTTPIRERY ik
ERROR_PARAMS ERBHEE 400 BERSWENR
CLUSTER_NOT FOUND £ &% 400 EHES
IMAGE_NOT_FOUND KIREIGRR 451 FIREIFB
RESOURCE_FAILED RiFAE) LR 451 FRIXF|_ LR
STOCK_FAILED EHEARR 451 EERE
RESOURCE_NOT_FOUND #RE T4 451 FIRE TR
INTERNAL_ERROR FR%-MEBEER 500 ARS PuEBEER

HRRHI

POSt http://kafka-api.bj.baidubce.com/v2 /clusters
Authorization:
bce-auth-vl /ALTAKaiKeDFBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe
1
Host: kafka-api.bj.baidubce.com

"name": "demo"
"mode": "HP"
"type": "PROVISIONED"
"provisioned":
"kafkaVersion": "2.7.2"
"nodeType": "kafka.g4.c2m8"
"configMeta":
"configld": null
"revisionld": null
"context":
"log.retention.hours":"24"

"nitmharNfRrakarNlindaoc":
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#provisioned
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#provisioned
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#tag

Baidu B B EHER IR
"storageMeta": {

"storageType": "ENHANCED_SSD_PL1",

"storageSize": 100,

"numberOfDisk": 1

1
"storagePolicyEnabled": true,
"storagePolicy": {

"type": "AUTO_DELETE",

"autoDelete": {
"diskUsedThresholdPercent": 75,
"logMinRetentionMs": 3600000,
"logMinRetentionBytes": 2147483648

b
"deploySetEnabled": false,
"billing": {
"payment": "Prepaid"”,
"timeLength":1,
"timeUnit":"month",
"autoRenewEnabled": true,
"autoRenewTimeLength": 1,
"autoRenewTimeUnit": "month",
"couponlds":[
"XXXXX"
I3
"isAutoPay": true,
b
"vpcld": "vpc-tf3xqatke54b",
"subnetlds": [
"sbn-12kruawmu30u"
Ik
"publiclpEnabled": false,
"publiclpBandwidth": O,
"intranetlpEnabled": false,
"aclEnabled": true,
"authentications": [

{
"mode": "NONE"
}
]
18
"tags": [
{
"tagKey": "KAFKA-Cluster",
"tagValue": ""
}
]
}
Rl |
R EIRE
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HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8

Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"

@ BIREER

GHEORTRRSER

o GXIRMERBLBETHRAS.

ERES

DELETE /v{version}/clusters/{clusterld} HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

LB S

BRAaFERImsh | TEARFIA S,

RS

W

WK 2B BEBEIMR

il

version  String

clusterld String &

1R @] 335,

URLS#L APIRRASS

URLS¥R #iREISEEEID

BRI | FTHARRIA S,

REIS¥

WK 2R R

clusterld String £#ID
RN

ARG

ERROR_PARAMS
CLUSTER_NOT_FOUND

CLUSTER_HAD_DELETED

CLUSTER_NOT_BELONGED

R HTTPIRERY ik

ERBWHIR 400
ERAEE 451
SReEMEk 451
KA RER 451

CLUSTER_CAN_NOT_DELETED £E#AAJfik 451

INTERNAL_ERROR

KRB

RS PaERERR 500

SHAEE
SREHIR
ESHEIA S
ES N p S
AR S5 NERSE I=
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DELETE http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233
Authorization:
bce-auth-vl /ALTAKaiKe DfBD880eMWBE5S0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe
1
Host: kafka-api.bj.baidubce.com

pAEEN]

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"

@ EMERTIFR
ZHEARTEARFEARF FTEERATRERSIRER.

EREH

GET /v{version}/clusters HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

R
BRaFERimsh | FTTHARIH SO,

sk

%

w

o
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SWaw KR

version String

marker String

maxKeys int

clusterNa

String
me
state String

mode String

kafkaVers
String
ion

payment  String

tagKey String

tagValue String

1R @] 335,

EED S8
A E
o URLZ
= om

BRI | FTHARRIA S,

REIS%¥

WA KR
marker String

maxKeys int

isTruncated boolean

nextMarker String

R

R

ERROR_PARAMS &SRS ¥EE 400

INTERNAL_ERROR fR%-PERsER 500

KRB

ii:p

ii:0°

APIRAS S

HERBSRNERRRIGMNE , FRRENERHD

BRASHNRAME , RABEANHILL000 , FREEHFL000

SRR A TEAILAC

RATEEEAMERRE , BEEKRES AClusterState, MNRAMMENKSE , Wi
REARAREKER.

SREEHRN , IEREAHA (GRA) |, HP (StEaE)

SRHOIRAS , YRTHUE @ 2.7.2

148 A, AIERIES : Prepaid (Ti{$%%) A0 Postpaid (/514%%)

EREERE SR RIRARE RN KAFKA-Cluster

EREE

MCEWRRIATE , SHREORMEARmarkerSERIT—K
BRASHRARE , , RAMEARIRIL1000 , HREEH1000

trueRNEEEBEHIE | false R NELERRE—

T—RrEE £ ¥Imarker{d , YisTruncated Afalself , iZ{EAnull
clusters List<Cluster> &ER{5E%3K , B Cluster HENES

AR HTTPIRERS iR

ERSUER

BR 35 RERGE R
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GET http://kafka-api.bj.baidubce.com /v2 /clusters
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

/

1R [ERHBI

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"marker": null,
"isTruncated": false,
"nextMarker": null,
"maxKeys": 1000,
"clusters": [
{
"clusterld": "33a168bb70c0459787416077114ab233",
"clusterSid": "kafka-o8uu8JKS",
"name": "demo",
"region": "bj"
"type": "PROVISIONED",
"mode":"HP",
"state": "ACTIVE",
"kafkaVersion": "2.7.2",
"logicalZones": [
"cn-fwh-a"
IF
"payment": "Postpaid",
"aclEnabled": true,
"publiclpEnabled": false,
"intranetlpEnabled": false,
"authenticationModes": [
"NONE",
"SASL_SCRAM"
I3
"tags": [
{
"tagKey": "KAFKA-Cluster",
"tagValue": ""

I3
"createTime": "2023-05-10T03:06:01Z2",
"expireTime": -1

@ BEWEFFE
GEAORTENEEEFTHRER.

ERES

i
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GET /v{version}/clusters/{clusterld} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

B S
BRate3gst , TTH ARSI,

B

%

1

AR X BRIA SBMNE W

version String & URLS%L APIIRAS
clusterld String 2 URLSE FEMRNEREID
I AEPSE

BRate3agst , TTH AT IR,
RES%HK

e 5 EA il E1:7%
cluster ClusterDetail IREIHEFHEMER

ARG

ARG ERER HTTPIRESHS
ERROR_PARAMS ESRSWENR 400 ERSEER
CLUSTER_NOT_FOUND EHAEE 451 EHIFLE
CLUSTER_HAD_DELETED £ Miks 451 SR E MR
CLUSTER_NOT_BELONGED FiBEZ&ER 451 KRB RER
INTERNAL_ERROR RS-NERSER 500 PR EE R
B RRB

GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233

Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc

1
Host: kafka-api.bj.baidubce.com

i

/

R [ERAI

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"cluster":
"clusterld": "33a168bb70c0459787416077114ab233"
"clusterSid": "kafka-o8uu8JKS"

"name": "demo"
"region":"bj"


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterdetail
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"type": "PROVISIONED",
"mode": "HP",
"state": "ACTIVE",
"provisioned": {
"kafkaVersion": "2.7.2",
"billing": {
"payment": "Prepaid",
"timeLength": 1,
"timeUnit": "month",
"expireTime":"2023-05-15T03:06:01Z",
"renewEnabled": true,
"renewTimelLength": 1,
"renewTimeUnit": "month"
b
"vpe": {
"vpcld":"vpc-tf3xgatke54b",
"name":"BUIARLE ML ",
"cidr":"172.18.0.0/16"
B
"subnets": [
{
"subnetld": "sbn-12kruawmu30u",
"name": "REIE XL F MW",
"subnetType": "BCC",
"zone": "cn-fwh-a",
"vpcld": "vpc-tf3xqatke54b",
"cidr": "172.18.0.0/20"

I»
"logicalZones": [
"cn-fwh-a"
I2
"securityGroup": {
"securityGroupld": "g-bqw18bis4cm4",
"name": "KAFKAZBIAZZ LR ",
"vpcld": "vpc-tf3xqatke54b"
1
"publiclpEnabled": false,
"publiclpBandwidth": O,
"intranetlpEnabled": false,
"authentications": [

{
"mode": "NONE"
b
{
"mode": "SASL_SCRAM"
}

I
"aclEnabled": true,
"numberOfBrokerNodes": 3,
"numberOfBrokerNodesPerZone": 3,
"nodeType": "kafka.g4.c2m8",
"storageMeta": {
"storageType": "ENHANCED_SSD_PL1",
"storageSize": 100,
"numberOfDisk": 1
b
"configMeta": {
"configld": null,
"revisionld": null,
"context": {
"log.retention.hours":"24"
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"deploySetEnabled": false
"tags":
"tagKey": "KAFKA-Cluster"

"tagValue": ""

"createTime": "2023-05-10T03:06:01Z"

@ BWEFHEAR
ZEARTEARHNEARER.

ERES

GET /v{version}/clusters /{clusterld}/access-endpoints HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Ak
BRAFERImsh | FTEARFIASIE.
RS

SWAHR X BERIA SHRMNE W

version  String & URLS¥ APIIRAS
clusterld String & URLSE FEMERNEREID
yAEPS

BRI | THARRIA S,
REIS¥

WA 1Y 1::7

accessEndpoints List<AccessEndpoint> SRR S{EE

RS

RS S HTTPR AR ik
ERROR_PARAMS ERS SR 400 ERSMHER
CLUSTER_NOT_FOUND  &¥R7F#E 451 ERAEE
CLUSTER_HAD_DELETED £#EMkR 451 ERCMER
CLUSTER_NOT_BELONGED k{4 %&Rt 451 KIMBEAER
CLUSTER_NOT_AVAILABLE #BARA[f 451 ERATTH
INTERNAL_ERROR RF-NEREER 500 RS- PaERER R

KRB
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GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /access-endpoints
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBE5S0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe
1
Host: kafka-api.bj.baidubce.com

pAEEN]

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"accessEndpoints":[
{
"securityProtocol":"SASL_PLAINTEXT",
"endpoints":"172.18.0.15:9093,172.18.0.13:9093,172.18.0.10:9093",
"network": "VPC"

"securityProtocol":"PLAINTEXT",
"endpoints":"172.18.0.15:9092,172.18.0.13:9092,172.18.0.10:9092"
"network": "VPC"

—

@ BWEHTTRIIE
GERAORTESEEERNTA T RIEE.

ERLEH

GET /v{version}/clusters /{clusterld}/nodes HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

BRate3agst | TTH ARSI,

ke
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W4 =EY ¥

it} E1:9%
7’ gl =1
URLZ
version String £ APIIRAS S
o
clusterl URLZ
String & FFENERFID
n
Query
marker String & £ HEREFIROBTARRLIBNE , FEREATRID
maxKey Query
int 5 - FRNESHRANE , ZAREARRIT1000 , HE{EHF1000
s %

Query RATHEEBMMTRRFKRE , AEAEKES INodeServiceState, IRAENLS

state SUNE B m W, NEREMFERSHTA.

1R [E] S
BRate3agst , TTH AT IR,
RES%K

WA KR 0%

marker String FRCEAREIANE | SERIEOREARmarkerSBERIF—K
maxKeys  int BRASHRANKE , , RAMERRIZL000 , HEFEA1000
isTruncated boolean trueR/NEEREHIE |, false R RNELERA—R

nextMarker String T—RATFEEERKmarker(f , YisTruncated Ajfalsel |, iZ{EAnull

nodes List<Node> ¥ &{=E%1% , B3 Node ARMES

FEREY

FEREY HEARR HTTPIRZESHS ik
ERROR_PARAMS ERESMENR 400 RS IEER
CLUSTER_NOT_FOUND EMAGFEE 451 EHATFE
CLUSTER_HAD_DELETED £ Miks 451 e M
CLUSTER_NOT_BELONGED G Z&ER 451 KRB RER
CLUSTER_NOT_AVAILABLE &£MAT[A 451 ERATH
INTERNAL_ERROR R%-NE4EIR 500 BRSNEE R
- &N

GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/nodes
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

R [EIRH
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"marker": null,

"isTruncated": false,

"nextMarker": null,

"maxKeys": 1000,

"nodes": [

{

"brokerld": 1,
"host": "instance-5z0qrOqv-1",
"nodeld": "i-PKXSlpnl",
"state": "ALIVE",
"publiclp": null,
"internallp": "172.18.0.13"

"brokerld": 2,

"host": "instance-5z0qrOqv-2",
"nodeld": "i-YOV6vafS",
"state": "ALIVE",

"publiclp": null,

"internallp": "172.18.0.10"

"brokerld": 3,

"host": "instance-5z0qrOqv-3",
"nodeld": "i-dGiPVKhf",
"state": "ALIVE",

"publiclp": null,

"internallp": "172.18.0.15"

@ REhERE
ZEAORT Rsh&kR.

RS

PUT /v{version}/clusters/{clusterld}/start HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

BRI

BRAFERImah , FTHEARFIASIE.

B

SWEK KB RO SENE #d

version  String & URLS¥ APIERAS

clusterld String & URLZ%K £&B£ID
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) AEPS
FRAFISHS , ToHAER IR,
BREIZH
SWAH KB R
clusterld String &&ID

jobld String  AEEEID

FEIREY

FEIREY AR HTTPIRESHS fid
ERROR_PARAMS BERSHER 400 BRSHER
CLUSTER_NOT_FOUND EHAEFE 451 EMNAEFE
CLUSTER_NOT_SUSPENDED £ EfIE=HIKA 451 EREENRES
INTERNAL_ERROR REAIHHE R 500 PRS- NERAE R
BRI

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /start
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1

Host: kafka-api.bj.baidubce.com

IR [E)7RH

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"”

@ EMERSHK
ZEORTEOEMTEIEANERSTREER.
EREER

GET /v{version}/clusters /{clusterld}/configurations HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

R
BRAFERISh | FTHARRIA .

kS

i
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SHEHR KB BRI SBNE R

version String £ URLE%L  APIRAES
clusterld String & QueryZ¥ &EEID
yAEPS

BrRaFIss , TR ARSI,
REIS%

SWAHR KR 1::p

context  List<ClusterConfigOption> ST {F ARSI E

RS

RS AR HTTPIRER i
ERROR_PARAMS BRSHSER 400 BRSHER
CLUSTER_NOT_FOUND &£#MATF/E 451 EHAELE
INTERNAL_ERROR RS-NEREER 500 BR S NERAE R
B3R

GET http://kafka-api.bj.baidubce.com /v2 /clusters /6bc4 7 75ffhOb4523833e54d802d53598 /configurations

Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

1R @] 745
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8

Server: BWS
{
"context": [
{

"name": "auto.create.topics.enable",
"description": "B & A EshAIEE topic”,
"updateMode": "STATIC",
"scope": [
true,
false
I:
"defaultValue": false,
"currentValue": false,
"type": "BOOLEAN",
"unit": null,
"category": "T ",
"overrideMode": "REQUIRED"

b

{
"name": "log.retention.hours",
"description”: "JHEREBNK (/) ",
"updateMode": "STATIC",
"scope": [

L,
2147483646

I;
"defaultValue": 168,
"currentValue": 133,
"type": "INT",
"unit": "hour",
"category": "JHE",
"overrideMode": "REQUIRED"

}

]
}
o fEIE &R
ZHEORTEL &R,
BREE:

PUT /v{version}/clusters/{clusterld}/stop HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

BRAaFERImsh , THEAFIASIE.

LB
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SWEHR X8 RN SENE Rk
version  String &

clusterld String 2
P AEP S
BRAFESIESN , TTHEAMURFA KR,
REISH

WA X R

clusterld String &#ID

jobld String  AFE(EFID

URLS¥ APIRRAS

URLZ% &F¥ID

RS

RS LS HTTPR AR ik
ERROR_PARAMS EREWENR 400 ERESWENR
CLUSTER_NOT_FOUND £&HR7E7E 451 ERAEE
CLUSTER_NOT_ACTIVE &£HIREITIRE 451 SREARETRE
INTERNAL_ERROR REMERER 500 RS- PaERER R

KRB

PUT http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/stop

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

Hi

1R @74

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT

Content-Type: application/json;charset=UTF-8

Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"”

E5EHEEO
@ BEMES

ZHEART BT HES.

o BRIXIFNIESZEIRF : REASSIGN_PARTITION (EMFEK) .

EREH

o
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PUT /v{version}/clusters /{clusterld}/jobs/{jobld}/start HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Rk

BRagegst | TTH M I,

RS

W

AR 2 BEBEIMR

version  String &
clusterld String &

jobld String &

IR {335

URLEHL APIERAS
URLS¥K fFEENMEFIISEID
URLS¥K f5/EshfESsID

BRate3sst , TR ARSI,

REIS%

SWAWR 2R R

jobld String  JEEIATNA{ESID

FRIRHG
FRIREG
ERROR_PARAMS
CLUSTER_NOT_FOUND

CLUSTER_HAD_DELETED

CLUSTER_NOT_BELONGED

A
ERSMEHR 400
SRAEFE 451
LR MER 451
ABFAER 451

CLUSTER_NOT_PRE_UPDATING £ IEFT TS 451

JOB_NOT_FOUND
JOB_STATE_NOT_NEW

INTERNAL_ERROR

HRRHI

PUT

HAZIMAES 451
JEFPITES 451
R% B R 500

HTTPIRZERD ik

ERSUER
SRAEE
LM
KB AER
EREGTERE
RAREIMERAES
FEFFRITES

FR 45 PR R

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/jobs/c4636f6efb5a056b48a2abe

t
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abc

1

Host: kafka-api.bj.baidubce.com

1

| i

1R [E] 74
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"jobld": "c4636f6efb5a056b48a2abe97e6c3ee2"

@ BUHES
SO ATHRUBSHPRES.

o HITXRMNESLTIRE : REASSIGN_PARTITION (%) |

o BRTRABYUTEAREFREABE LPITHE , FEAEFEBTERITAREBBUNES.

ERES

PUT /v{version}/clusters /{clusterld}/jobs/{jobld}/cancel HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

RSN
BRAFESRIEAN | TR SR,

RS

W

SWAHR X BEREIR SHMNE Wk

version  String & URLS¥ APIIRAS
clusterld String & URLS# FEUBESHEREID
jobld  String 2 URLSM SEUHAIESID
B ESIE

BRadeSsst , TR ARSI,
RES¥K

SHEHR FRB R
jobld String  BUBRTNAI{ESID

AT
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R R HTTPIRZSHG ik
ERROR_PARAMS HRSUER 400 BRSBER
CLUSTER_NOT_FOUND LR 451 ERRBE
CLUSTER_HAD_DELETED ERCMER 451 EREMER
CLUSTER_NOT BELONGED  #iEX&ER 451 FERER
CLUSTER_NOT_PRE_UPDATING &R AFFAERAE 451 ERESTERE
JOB_NOT_FOUND RAREIMERIES 451 RAREIMERAES
JOB_STATE_NOT_NEW FEEFRITIESS 451 FEEFRITIES
INTERNAL_ERROR AR %5 PaERER R 500 FR%-PUEBEER
HRRB

PUT

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /jobs/7a866624b5f1954ef84156
I

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe
1

Host: kafka-api.bj.baidubce.com

IR @741

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"jobld": "7a866624b5f1954ef841569b4e3de5d1"

@ BFES
ZHEAATEEERTELEINES.
o HBIXIFMNES TR A  REASSIGN_PARTITION (EMF%) |
o RBEMAEFKEARUNNING (JITH) MIER FAREBESES.

ERES

PUT /v{version}/clusters/{clusterld}/jobs/{jobld}/suspend HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Ak

Brate3gst | TR ARSI,

RS
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SWAHR KR

EELBM SRNE WA

version String £ URLZ%L APIIRAS
clusterld String & URLS# FEESHERID
jobld String £ URLEH FE{SRHESEID

R ESE

BRate3agst | TTH ARSI,
AR %

BWEHR KB R
jobld String  E{ERINIESID

RIS
RS R HTTPIRSHY filhik
ERROR_PARAMS ERSMER 400 ERSEER
CLUSTER_NOT_FOUND EPAREE 451 EMNAEE
CLUSTER_HAD_DELETED % #E M 451 SR EMIR
CLUSTER_NOT_BELONGED kiRBZ%E&ER 451 KA RER
CLUSTER_NOT_UPDATING & BIFTFFARE 451 ERETFPRE
JOB_NOT_FOUND HAZIMERES 451 HAEIM RS
JOB_STATE_NOT_RUNNING FEiE4T{E% 451 IEE1TES
INTERNAL_ERROR R%-NEE R 500 BR S NEAE R
&N

PUT

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/jobs/7a866624b5f1954ef84156

d

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1

Host: kafka-api.bj.baidubce.com

Hi | -
1R @74

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"jobld": "7a866624b5f1954ef841569b4e3de5d1"

@ B

ZIEARTREEHH LT FHES.
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o HITXIMNESLTIR A : REASSIGN_PARTITION (EHF%) |
o ABEFWKEMSUSPENDED (EfE) B ABEREIES .

ERLEH

PUT /v{version}/clusters/{clusterld}/jobs/{jobld}/resume HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

AR
BRate3agst , TTH ARSI,
ke

AR X BRIA SRNE Wk

version  String &
clusterld String &

jobld String &

URLS¥K APIRRAS
URLS¥R {FIREAEFHIKEID
URLZ¥ HREHIESID

AE S
BRAaFERImah | THEARFIA .
REIS%

SWAWR 2B R

jobld String  RE RIIKMESID

FRAG
ARG R HTTPIRESHS i
ERROR_PARAMS ERSEGER 400 ERSWER
CLUSTER_NOT_FOUND ERREE 451 EPRTELE
CLUSTER_HAD_DELETED &Mk 451 SEREMR
CLUSTER_NOT BELONGED kiff &R 451 KA RER
CLUSTER_NOT_UPDATING & HIEAFHIRE 451 ERFETFRRE
JOB_NOT_FOUND HAEIMRES 451 HARIMXAES
JOB_STATE_NOT_SUSPEND IFE{={1% 451 FEEES
INTERNAL_ERROR RS PNERFEIR 500 RS- NERER
B3R~

PUT

http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/jobs/7a866624b5f1954ef84156

e
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

1

| 2
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AE N

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8

Server: BWS

"jobld": "7a866624b5f1954ef841569b4e3de5d1"

@ BRMESSIER

ZIEARTERARTRESS IR,

ERES

GET /v{version}/clusters /{clusterld}/jobs HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

LB S

BRI | THEAFIA S,

RS

W

£ EX NS CR

version  String &
clusterld String &
marker  String &
maxKeys int iy
name String &

AEE S

URLBE  APIIRAS

URLS  1FEWAISEEEID

Query2¥ HERMIIRNEAMLIANE , FEREMIFID
QuenZ¥ BRBSNRAME , RAMENEIT1000 , FREEK1000
QueryB ¥ FEWMRMEFHKIAFR , AARIEESES W IobType

BRaFe3asst , TR ARSI,

REIS%

BHEHR XKR
marker String
maxKeys int
isTruncated boolean

nextMarker String

R

WCEWRRRIANE , SERIEOREARImarkerSERT—K
BRASNRAKE

true R R EEREIIE | false R RELERE—T
T—HHEEERmarker(d , YisTruncatedAfalseft , Z{EANull

jobs List<Job> {F&-3IFKEE |, B5 Job AREMES

GRS
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#jobtype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#job
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#job

Baidu B B BaER Y

FERRS S HTTPIRZASHY fiik
ERROR_PARAMS EHRS ¥R 400 ERSMHER
CLUSTER_NOT_FOUND  &MAR7F/E 451 ERAREE
CLUSTER_HAD_DELETED &#EMiix 451 SERCMER
CLUSTER_NOT_BELONGED R{BAZXER 451 KRB RER
CLUSTER_NOT_AVAILABLE &% AR®]f 451 ERATH
INTERNAL_ERROR fR%NERSE R 500 R %5 POEB4ER
HRRB

GET http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /jobs
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ceb57d296c0f5abe
1
Host: kafka-api.bj.baidubce.com

IR [E)7RH

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"marker": null,
"isTruncated": false,
"nextMarker": null,
"maxKeys": 1000,
"jobs": [
{
"jobld":"xxxxxx",
"name":"INCREASE_BROKER_COUNT",
"status":"RUNNING",
"operations": [
{
"jobld":"xxxxxx",
"name":"INCREASE_BROKER_COUNT",
"status":"RUNNING",
"operationld" :"xxxxxx",
"type":"INCREASE_BROKER_COUNT",
"state":"RUNNING",
"process":90,
"schedule":"EXECUTE",
"started":true,
"createTime":"2022-09-15T11:30:012",
"startTime":"2022-09-15711:30:012",
"endTime":""

@ BEWHEFIFIE



Baidu B EERER Y
ZEARTEARHTEFNFHRER.

R

GET /v{version}/clusters /{clusterld}/jobs/{jobld} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Rk
FRASSCEISN | TR AR S5k

ke

N

AR X BERIA SBMNE Wk

version String & URLS# APIRRAS
clusterld String 2 URLSE FEMRNEREID
jobld String & URLE¥ FFERIRHESID
R ESIE

BRaFESgst | TR ARSI,
REIS%

SHEIR KR 32
job JobDetail IR[EF{ESIEMER

ARG
FRAG FR R HTTPIRSHY filik
ERROR_PARAMS BREHSER 400 BRSHER
CLUSTER_NOT_FOUND EBRGEIE 451 ERREE
CLUSTER_HAD_DELETED &R M 451 3wy lfi7S
CLUSTER_NOT_BELONGED G Z&ER 451 KA ZER
CLUSTER_NOT_AVAILABLE £ EEAA B 451 EHATH
JOB_NOT_FOUND HAZIMERES 451 HAZHERES
INTERNAL_ERROR RFEANEHE R 500 BRSNERAER
BRRBI

GET

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/jobs/c8c83ae37d598dcf5a8fc38

2

Authorization:

bce-auth-v1l /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1

Host: kafka-api.bj.baidubce.com

/ | 2
1R @) 7R



file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#jobdetail

Baidu B B BaER Y

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8
Server: BWS

"job": {
"jobld": "7b1a77a30e88b2407dab9386f87d37aa",
"type": "REASSIGN_PARTITION",
"state": "FINISHED",
"process": 100,
"createTime": "2023-05-10703:06:012",
"startTime": "2023-05-10T03:06:012",
"endTime": "2023-05-10T03:06:012",
"groups": [
{
"groupName": "TOPIC_REASSIGN_PARTITION",
"state": "FINISHED"

I

"sourceContext": "{\"assignments\":[{\"topic\":\"test\", \"partition\":1,\"replicas\":[3,4,1]},
{\"topic\":\"test\",\"partition\":0, \"replicas\":[2,3,4]},{\"topic\":\"test\", \"partition\":3,\"replicas\":[1,3,4]},
{\"topic\":\"test\",\"partition\":2,\"replicas\":[4,1,2]}]}",

"targetContext": "{\"assignments\":[{\"topic\":\"test\", \"partition\":1,\"replicas\":[3,4,1],\"logDirs \":
\"any\",\"any\",\"any\"]},{\"topic\":\"test\",\"partition\":0, \"replicas\":[2,3,4],\"logDirs \":
\"any\",\"any\",\"any\"]},{\"topic\":\"test\", \"partition\":3, \"replicas\":[1,2,3], \"logDirs \":
\"any\",\"any\",\"any\"J},{\"topic\":\"test\",\"partition\":2,\"replicas\":[4,1,2],\"logDirs \":
\"any\",\"any\",\"any\"}}]}"

1

[
[
[
[

@ BEWHRIEFE
ZIEARTERERPESEMRMEFAEE.

R

GET /v{version}/clusters/{clusterld}/jobs/{jobld}/operations /{operationld} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

BRAFERImSh | FTHARR IS
ke

AT K EAR SRNE #R

version String & URLS# APIRRAES

clusterld  String 2 URLSH FFEMMIERFID
jobld String & URLS¥ RFERESID
operationld String & URLSE & MRERIEID

1R [E] K35

BRAFERIgsh , FTTHARRIA .
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BEIS%

SWBH X 1::9

operation OperationDetail IR [BfHIE/EVEAEE

AR
R ERR
ERROR_PARAMS BRSWER
CLUSTER_NOT_FOUND EHAEE
CLUSTER_HAD_DELETED &R Mk
CLUSTER_NOT_BELONGED XiEEZ&ER
CLUSTER_NOT_AVAILABLE &£ A[F
JOB_NOT_FOUND HAEMERES
INTERNAL_ERROR RE-NEER
akRpi

GET

HTTPIRERS ik

400 Sk SRR
451 EHAFE
451 EHOMIR
451 FIEAER
451 EHARTTH

451 RAZIRRIES
500 BR 5 RERGE R

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/jobs/c8c83ae37d598dcf5a8fc38

X
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

1

1R B 745

-+
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8
Server: BWS

"operation": {
"jobld": "c8c83ae37d598dcf5a8fc3865d5ff6e2",
"type": "INCREASE_BROKER_COUNT",
"state":"RUNNING",
"process":90,
"schedule":"EXECUTE",
"started":true,
"createTime":"2022-09-15T11:30:01Z2",
"startTime":"2022-09-15T11:30:012",
"endTime":"",
"groups": [
{
"groupName": "TOPIC_REASSIGN_PARTITION",
"state": "FINISHED"

I:

"sourceContext": "{\"assignments\":[{\"topic\":\"test\", \"partition\":1,\"replicas\":[3,4,1]},
{\"topic\":\"test\",\"partition\":0, \""replicas\":[2,3,4]},{\"topic\":\"test\", \"partition\":3,\"replicas\":[1,3,4]},
{\"topic\":\"test\",\"partition\":2,\"replicas\":[4,1,2]}]}",

"targetContext": "{\"assignments\":[{\"topic\":\"test\", \"partition\":1,\"replicas\":[3,4,1],\"logDirs \":
\"any\",\"any\",\"any\"J},{\"topic\":\"test\",\"partition\":0, \"replicas\":[2,3,4],\"logDirs \":
\"any\",\"any\",\"any\"]},{\"topic\":\"test\", \"partition\":3, \"replicas \":[1,2,3], \"logDirs \":
\"any\",\"any\",\"any\"J},{\"topic\":\"test\", \"partition\":2,\"replicas\":[4,1,2],\"logDirs \":
\"any\",\"any\",\"any\"}]}"

1

[
[
[
[

FaEEEO

@ BIEEH
ZEO BT ESMHPAZETA (topic) .
o EMNTREFTNKE (ACTIVE) .

R
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POST /v{version}/clusters /{clusterld}/topics HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

"topicName": "topicName"
"partitionNum": partitionNum
"replicationFactor": replicationFactor
"otherConfigs":

"message.timestamp.type":"message.timestamp.type"

"cleanup.policy":"cleanup.policy"
"min.insync.replicas":"min.insync.replicas"
"retention.ms":"retention.ms"
"segment.ms":"segment.ms"
"max.message.bytes":"max.message.bytes"

e

BRAFERIgsh , FTHARR IS,

BEREH
=]
. ZBY
BRATR AW ’ BHAE
il
version String 2 URLZ%K
clusterld String = URLE%K
RequestBody
topicName String 2 2
RequestBody
partitionNum int =3
23
replicationFac RequestBody
int =
tor e3¢
Map<String, RequestBody
otherConfigs &=
String> e

AEIE S

BradeSsst , TR ARSI,
REIS%

SWEHF KB R

topicName String B AN topicE FR

AT

0

APIfR A
1Pl topickIEEFEID

Rl topici & TR

FFAEE topick 4y X%k , BUESEEh @ 1-500

frelEtopicRIARL , ATEVER : 2. 3, RIREMAREIRT RN
TRXEMAE

5Bz topichOACE , A IFIBELE TS I, TopicConfig
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topicconfig

Baidu B B EHER IR
ARG SRR
ERROR_PARAMS BEREHEER
CLUSTER_NOT_FOUND ERAGFE
CLUSTER_HAD_DELETED SRS MR
CLUSTER_NOT_BELONGED KRB AERH
CLUSTER_NOT_ACTIVE
TOPIC_ALREADY_EXIST FHEHFE

TOPIC_REPLICATION_FACTOR_LIMIT_EXCEEDED_ERROR TopicRIZ<E F#B iR 5!
Topic FXEAETE
R NEE R

TOPIC_PARTITION_ILLEGAL

INTERNAL_ERROR

kRl

SRHIEETRE

HTTPRRZEE PIRR

400

451

451

451

451

451

451

451

500

BRBYER

ERAEE

RO

KB AER
ERIEETRE
FHEAFIE
TopicEl4<EF#R 13 R
TOPIC_PARTITION_ILLEGAL

BR 35 POBRER IR

POST http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/topics

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

"topicName": "test"

"partitionNum": 4

"replicationFactor": 3

"otherConfigs":
"message.timestamp.type":"CreateTime"
"cleanup.policy":"delete"
"min.insync.replicas":"1"
"retention.ms":"176"
"segment.ms":"604800000"
"max.message.bytes":"1048588"

/

1R [E)7RA

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"topicName": "test"

@ FEEH
ZEORTAREMPIEEEM (topic) MWELEEE.
o ERATREPFIRT (ACTIVE) .

EREH

82



Baidu B B BaER Y

PUT /v{version}/clusters /{clusterld}/topics/{topicName} HTTP/1.1

Host: kafka-api.bj.baidubce.com

Authorization: authorization string

"partitionNum": partitionNum

"otherConfigs":

"message.timestamp.type

"cleanup.policy":"cleanup.policy"

"min.insync.replicas":"min.insync.replicas"

"retention.ms":"retention.ms"
"segment.ms":"segment.ms"
"max.message.bytes":"max.message.bytes"

sk

BRAFERIsh | FTHARRIA .

BREW
=
=
SWEHR LR .
]
version  String =
clusterld  String =
topicName String P
partitionN
int =
um

otherConfi Map<String,

N

gs String>
IR [B] K5
BRAFIIHS, , TTHABA IR,
RIS

SWAEH KB R

(33

SWE

URLS#K
URLS%K
URLS#K
RequestBody
gl

RequestBody

2%

topicName String AT E TN topic & #R

R

message.timestamp.type"

i)

APIRRAS
FEEWERED
5 Ftopici 2 R

topicf BARE B XE , ASTFPHEADXEL , RIFEB X, £
RHX¥H500

FA BtopicIACEM , BAZFHECEZS W TopicConfig
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HTTPIKZS
R R R

L
ERROR_PARAMS ERSHEER 400 ERBHEER
CLUSTER_NOT_FOUND ERATFE 451 ERATFE
CLUSTER_HAD_DELETED MR 451 EREMER
CLUSTER_NOT_BELONGED AR ERE 451 KRR
CLUSTER_NOT_ACTIVE ERIEETRE 451 SEREEITRE
TOPIC_NOT_EXIST FHARFE 451 FHRFE
TOPIC_PARTITION_ILLEGAL Topic HXEARETX 451 TOPIC_PARTITION_ILLEGAL
TOPIC_REDUCE_PARTITION_IS_NOT_ALLOW R AR Topic 43 TOPIC_REDUCE_PARTITION_IS_NOT_ALLOW
ED X ot ED
INTERNAL_ERROR MRS PuERsER 500 MRS EREER

o

PUT http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /topics /test
Authorization:

bce-auth-vl/ec7f277752364a61af9f3bcb10eb803e/2023-05-08T09:39:117 /3600 /host;x-bce-console-rpc-id;x-bce-date /k

b

Host: kafka-api.bd.baidubce.com

x-bce-console-rpc-id: ¢cf57b4b1-a86f-4423-86fb-736c22068d84
x-bce-date: 2023-05-08T09:39:117Z

"partitionNum": 4

"otherConfigs":
"message.timestamp.type":"CreateTime"
"cleanup.policy":"delete"
"min.insync.replicas":"1"
"retention.ms":"604800000"
"segment.ms":"604800000"
"max.message.bytes":"1048588"

/ |

1R [ERA

HTTP/1.1 200 OK
X-Bce-Request-1d: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"topicName": "test"

@ Mhifgk3=
OB THRERFRNES (topic) .
o EMANTREZHIRE (ACTIVE) .

EREH
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DELETE /v{version}/clusters/{clusterld}/topics/{topicName} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

LY
BRASSS | TR,
BREM

SREHF KB BEWR SENE

version String £ URLE# APIKRAS

clusterld  String £ URLS %L 15 topice&EEEID
topicName String £ URLS# 13 Mif&topicl & R
BB

BRAFERIsh , FTHARRIA .
RES%HK

WA X @R
topicName String & AEZhAtopic & #R

FERRG

FERRD FRiR HTTPIRZERD ik
ERROR_PARAMS EREHER 400 BHRESHEER
CLUSTER_NOT_FOUND  &%RATEHE 451 ERATE
CLUSTER_HAD_DELETED &Mk 451 SRR
CLUSTER_NOT_BELONGED (ii&%&Rt 451 KB RER
CLUSTER _NOT_ACTIVE  HHIREITIKE 451 SHIEETRE
TOPIC_NOT_EXIST FTEARFE 451 EBRFE
INTERNAL_ERROR fREHERSER 500 RR%5-PoEREER
KRB

DELETE http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /topics/test
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ceb57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

IR [E)7RH1




Baidu B EEHER Y

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"topicName": "test"

@ BT A&
ZHERARTEMEEENNHTATE (topic) JIE,

ERES

GET /v{version}/clusters /{clusterld}/topics HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

sk
BRAaFERImah | FTHEAFIASIE.
RS

e KB ZEUR SBMNE W

version String & URLS%L  APIRRAS

clusterld String & URLS¥K FEMRNERID
topicName String & Query2¥ FHLHR , A THEMIILAD
yAEPS

BRAaFERimslh | FTTHARIH SO,
RES%K

SWRIR KR £y
topics  List<Topic> FBUSEFIFK , B Topic ABRHIES

FERAD

PG SRR HTTPRERS iR
ERROR_PARAMS KSR 400 BEREWER
CLUSTER_NOT_FOUND  #BAR7FfE 451 ERAEFE
CLUSTER_HAD_DELETED £#EMkE 451 EREMER
CLUSTER_NOT_BELONGED KB %&# 451 FBFRER
CLUSTER_NOT_AVAILABLE #BARAJA 451 SRR
INTERNAL_ERROR MR35 PuEREER 500 RS- PoEBSER

o


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topic
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topic

Baidu B B BaER Y

GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /topics
Authorization:

bce-auth-vl /ALTAKaiKeDFBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢0f5abe
1

Host: kafka-api.bj.baidubce.com

pAEEN]

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"topics":
"topicName": "test2"

"createTime": "2023-05-10T03:06:252"

"topicName": "test1"
"createTime": "2023-05-10T03:06:25Z2"

"topicName": "test"
"createTime": "2023-05-10T03:06:25Z2"

@ EWEIFE
ZEROATEARHTIEEEE (topic) KIFHMAER.

R

GET /v{version}/clusters /{clusterld}/topics/{topicName} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

AR
BRate3agst | TTH A I,
ke

AR KB ERR SBMNE #k

version String & URLZ%K APIIRAS

clusterld  String 2 URLE¥K 15E fjtopicIEEEID
topicName String £ URLS¥ & ftopictl &R
AP

BRI | THAFIASIE.

REIS%
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e Ea il £

topic TopicDetail IR[EIFEDFEEERE

ARG

FEVRRD R HTTPRERS IRt
ERROR_PARAMS BREBENR 400 ERSWENR
CLUSTER_NOT_FOUND & RfF# 451 ERAEFE
CLUSTER_HAD_DELETED #%MEMk: 451 SRR
CLUSTER_NOT_BELONGED kii&%&RE 451 KB AER
CLUSTER_NOT_AVAILABLE #BARAA 451 SRR
TOPIC_NOT_EXIST FHARFE 451 FBRRFLE
INTERNAL_ERROR RF-MEREER 500 RS- PaEREE R
HRRB

GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /topics/test
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe
1
Host: kafka-api.bj.baidubce.com

IR [R5



file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topicdetail
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8
Server: BWS

"topic": {
"topicName": "test",
"partitionNum": 1,
"replicationFactor": 3,
"brokersSkewed": 0.0,
"brokersLeaderSkewed": 0.0,
"brokersSpread": 100.0,
"preferredReplicas": 100.0,
"underReplicated": 0.0,
"otherConfigs": [
{
"key": "cleanup.policy",
"value": "delete",

"unit": null

b

{
"key": "max.message.bytes",
"value": 1048588,
"unit": "bytes"

b

{
"key": "message.timestamp.type",
"value": "CreateTime",
"unit": null

s

{
"key": "min.insync.replicas",
"value": 1,
"unit": null

1

{
"key": "retention.ms",
"value": 48,
"unit": "hour"

b

{
"key": "segment.ms",
"value": 604800000,
"unit": "ms"

}

]
¥
}
o BEEHNXTIFR

ZEABTENEEERNEANFTEAXEER.

ERES

GET /v{version}/clusters /{clusterld}/topics/{topicName}/partitions /statuses HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string



Baidu B EERER Y
R
BRaFeSsst | TR ARSI,

LES 2

N

SREHF KB BREWR SENE MR

version String £ URLE# APIRAES

clusterld String £ URLS¥ (FEEMERID

topicName String 2 URLS% FEWMEDRHK

pageNo int b Query2¥ #LERMIIRME AR IAMVE

pageSize int b3 QueyZ¥ BRASHRANE , RAMERBRIT20 , HREMEAH10
AT S

BRate3agst | TTH AT IR,

e =3¢

SWRR KR R

pageNo int HERDIRNOBANRIANE

pageSize int BRNASHEANE , RAREARIIT20 , BEEHFLO0
total int FHEHBEHNXE

partitions List<TopicPartition> FHMHX{5EFFK , B TopicPartition ZARMKES

FERAG
FRAG R
ERROR_PARAMS BRSHER
CLUSTER_NOT_FOUND SEHAEFE
CLUSTER_HAD_DELETED SR MR
CLUSTER_NOT_BELONGED KB RER
CLUSTER_NOT_AVAILABLE EHATTH
TOPIC_NOT_EXIST FBAFE
TOPIC_LIST_PARTITION_LIMIT_EXCEEDED_ERROR #HX Topic/ X ¥ & 81T R4
INTERNAL_ERROR BR%-PIERAER
ERRH
GET

HTTPIRZSE PR

400

451

451

451

451

451

451

500

ER SR

AT

EREMB

KRR

SRR

FERIAE

KR Topics} K R 42 TR
FRS PIERAR

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/topics /demo-topic-test/partitions

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc

1
Host: kafka-api.bj.baidubce.com

1

1R B 745
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topicpartition
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topicpartition
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8
Server: BWS

"pageNo": O,

"pageSize": 10,

"totalCount": 2,

"partitions": [{
"topicName": "test",
"partitionld": 1,
"leaderld": 1027,
"replicas": [1027,1011,1009],
"inSyncReplicas": [1027,1011,1009],
"minOffset": O,
"maxOffset": 1024,
"messageNum": 1024,
"lastUpdateTime": "2023-05-10T03:06:252"

"topicName": "test",

"partitionld": 2,

"leaderld": 1003,

"replicas": [1003,1008,1039],
"inSyncReplicas": [1003,1008,1039],
"minOffset": O,

"maxOffset": 1024,

"messageNum": 1024,

"lastUpdateTime": "2023-05-10T03:06:252"

@ BEWEBHXVFE
ZHEARTEMEEEFNEENIEE S XEER.

EREGEH

GET /v{version}/clusters /{clusterld}/topics/{topicName}/partitions /{partitionld} /statuses HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

e
BRate3sst | TR ARSI,
LB 2

WA KB BREWR SENE #d

version String 2 URLE# APIRRAS
clusterld String & URLS %R 1SEEAIERED
topicName String £ URLS ¥ FEaNE LR
partitionld String & URLS %R FEEHHXID

1R @] 335,
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BRNESImA | TOE ARSI,

REIZ%K

SWAHR KB 1::9

partition TopicPartition FBHX(ZE , A1&S N, TopicPartition

FEVRAD

FERRD Rt HTTPIRERS PICfifR:
ERROR_PARAMS ERSEER 400 ERSHGE R
CLUSTER_NOT_FOUND EPAFE 451 ERAEFE
CLUSTER_HAD_DELETED SREMER 451 SREMR
CLUSTER_NOT_BELONGED KRB X&ER 451 FRIBERER
CLUSTER_NOT_AVAILABLE &8 ARa[A 451 ERRTTA
TOPIC_NOT_EXIST FHAAREFE 451 FHARFE
TOPIC_PARTITION_NOT_EXIST $XAfF#E 451 FXARTFE
INTERNAL_ERROR FR%-MEREER 500 MRS NEREER

o

GET

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/topics/demo-topic-test/partitions

S
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc

1
Host: kafka-api.bj.baidubce.com

/

1R [ERA

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"topicName": "test"

"partition":
"topicName": "test"
"partitionld": 1
"leaderld": 1027
"replicas": [1027,1011,1009
"inSyncReplicas": [1027,1011,1009
"minOffset": O
"maxOffset": 1024
"messageNum": 1024
"lastUpdateTime": "2023-05-10T03:06:25Z2"

@ EWEDITFGFE

i
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topicpartition
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#topicpartition

Baidu B EERER Y
GHRAORTEORHTIEEHBRAXTEEER (topic) FNAXENTRFEAEE.

ERLEH

GET /v{version}/clusters /{clusterld}/topics/{topicName}/consumer-groups/{groupName}/subscribe-details HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

AR
BRate3agst | TTH ARSI,
ke

WA 2 BEIA SBNE W

version String £ URLS%L APIIRAS

clusterld  String £ URLS¥K FFEAINEREID
topicName String £ URLS¥ FEiftopicl&FR
groupName String 2 URLSH FFEERNIETRE LR

1R [E] K35
BRI, FTHARR I .

R

%

B

SWABIK il i::p

subscribePartitions List<GroupTopicPartition> JEZ#£ASTtopic &N XN TRIEHSE , B GroupTopicPartition 2ARRHKE S

R
R SRR HTTPIRZEHS ik
ERROR_PARAMS ERSWENR 400 ERSHGER
CLUSTER_NOT_FOUND EPARTEE 451 EHAEFE
CLUSTER_HAD_DELETED SHEMF: 451 SO
CLUSTER_NOT_BELONGED (#BHZ&ER 451 KA RER
CLUSTER_NOT_AVAILABLE &£ AT[AH 451 EHARTTH
TOPIC_NOT_EXIST FHAREFHE 451 FHREE
INTERNAL_ERROR REAE4ER 500 RSB R
ERRH

GET

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /topics /test/consumer-groups,/gro

S

Authorization:

bce-auth-vl /ec7f277752364a61af9f3bcb10eb803e,/2023-05-08T09:39:117Z /3600 /host;x-bce-console-rpc-id;x-bce-date /k
b

Host: kafka-api.bd.baidubce.com

x-bce-console-rpc-id: cf57b4b1-a86f-4423-86fb-736c22068d84

x-bce-date: 2023-05-08T09:39:117



file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#grouptopicpartition
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#grouptopicpartition

Baidu B B BaER Y
AE N

HTTP/1.1 200 OK
X-Bce-Request-ld: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"subscribePartitions": [
{

"partitionld": O,
"topicName": "test",
"consumerld": "client-id-test-67c2al19f-45e3-4ffd-bfc3-17a0efc65b65",
"clientld": "client-id",
"host": "192.168.1.1"
"maxOffset": 66,
"committedOffset": 66,
"lag": O,
"lastConsumeTime": "2023-05-10T03:06:25Z2"

"partitionld": 1,

"topicName": "test",

"consumerld": "client-id-test-67c2a19f-45e3-4ffd-bfc3-17a0efc65b65",
"clientld": "client-id",

"host": "192.168.1.1"

"maxOffset": 62,

"committedOffset": 62,

"lag": O,

"lastConsumeTime": "2023-05-10T03:06:252"

"partitionld": 2,

"topicName": "test",

"consumerld": "client-id-test-67c2a19f-45e3-4ffd-bfc3-17a0efc65b65",
"clientld": "client-id",

"host": "192.168.1.1"

"maxOffset": 61,

"committedOffset": 61,

"lag": O,

"lastConsumeTime": "2023-05-10T03:06:25Z"

@ HEUTRERMIHEAS IR
TEO BT ERRRTITEEE ERNIHERASIRES.

R

GET /v{version}/clusters /{clusterld}/topics/{topicName}/consumer-groups HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Ak

BRAFERIgsh , FTHARRIA .
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LB 2

AT KB ERWR SWUNE #k

version String £ URLZ%K APIRAS
clusterld  String £ URLE¥ FEMMIEREID
topicName String £ URLE# 1FE 1K topickFR
AP

BRadegsh | TTH AT I,

RES%K

BWEHR KB R
groups  List THRASIRIER

IR
ARG R HTTPIRSHS ik
ERROR_PARAMS ERSWELR 400 VERS IR
CLUSTER_NOT_FOUND EMAGFEE 451 EHIFE
CLUSTER_HAD_DELETED &#EMkk 451 EREMR
CLUSTER_NOT_BELONGED 4B %&ER: 451 KB RER
CLUSTER_NOT_AVAILABLE &£MAT[A 451 EHATH
TOPIC_NOT_EXIST FHARFE 451 FHAGEIE
INTERNAL_ERROR R%E-NE4EIR 500 R NEE R
B RRH

GET

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/topics/demo-topic-test/consumer
S

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ceb57d296c0f5abc
1

Host: kafka-api.bj.baidubce.com

/ | ]
1R @] 7~

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"groups":
"group-id1-test"
"group-id2-test"
"group-id3-test"
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JHTRAEIR R
@ MiFRIEZRA
SO AT MR E R RIHTRA.
o SEHETRFFHRE (ACTIVE)

ERGEH

DELETE /v{version}/clusters/{clusterld}/consumer-groups/{groupName} HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

sk

BRaFESsst , TR ARSI,

%

RS

\

SWEHF KB BRI SBNE MR

version String £ URLE# APIRRAS

clusterld  String 2 URLS% FHBRIEZRBRMEREID
groupName String & URLSH 15IBRETETRA B R
yAEPSC

BRAaFERIssh | FTTHARRI SO,
AT 2

SRR LR R
groupName String  FERENMIBRIKIE TR & 7R

FERAD

FERAD EnRiR HTTPIRERD ik
ERROR_PARAMS BHREMER 400 ERSEER
CLUSTER_NOT_FOUND ERRGLE 451 SRR
CLUSTER_HAD_DELETED EREMER 451 SR
CLUSTER_NOT_BELONGED KBUER 451 KRB RER
CLUSTER_NOT_ACTIVE ERARETRE 451 ERARETRE
CONSUMER_GROUP_NOT_FOUND JH##ARTEAE 451 THBRARTELE
INTERNAL_ERROR MRFPIEREER 500 RS- PaERER R
HRRB
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DELETE
http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /consumer-groups/group-id-test
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

Hi | 1
1R @74

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"groupName": "group-id-test"

@ BEWjHTRASIR
ZHEAORTENEHPRHTRATIRER.

HRLEH

GET /v{version}/clusters /{clusterld}/consumer-groups HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Ak
BRI | FTEARRFIA .
RS

WA 2 BREUA SEMNE #R

version String & URLS# APIRAES
clusterld  String £ URLE% FEMMERID

groupName String & Query3¥ JHTRARFR , FATHAILED
=P

BRAFESIESN | ToH A I,

RES%

WL KB B3
groups  List<Group> JH##4H%IREE , B Group HRKES

FREG


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#group
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#group
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FERED BAR  HTTPIRAHRS #id
CLUSTER_NOT_FOUND  S#ARfFE 451 ERAFE
CLUSTER_HAD_DELETED £ 451 £ MR
CLUSTER_NOT_BELONGED RififiX&ERt 451 KB RER
CLUSTER_NOT_AVAILABLE £BEARAJH 451 SEHATH
INTERNAL_ERROR RS PuEREE R 500 BR 35 RERGER
HRIRBI

GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/consumer-groups
Authorization:
bce-auth-v1l /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

/ | 2
1R @) 7R

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"groups":
"groupName": "group-id3-test"

"updateTime": "2023-05-10T03:06:252"

"groupName": "group-id2-test"
"updateTime": "2023-05-10T03:06:012"

"groupName": "group-id1-test"
"updateTime": "2023-05-10T03:05:48Z"

@ BEHTANR
ZHEO BT EERNTIEEHTRANCREUR.
o SRHALTRFFHRE (ACTIVE)

ERES
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POST /v{version}/clusters /{clusterld}/consumer-groups/{groupName}/offsets HTTP/1.1
Host: kafka-api.bd.baidubce.com
Authorization: authorization string

"topicName": "topicName",
"partitions": [0, 1],
"resetStrategy": "resetStrategy",
"resetValue": "resetValue"

e
Brate3agst | TR ARSI,

LB 2
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Baidu B & 8= 0AY EZHR

2W 4 28 28
it} 9%
7’ gl =1
URLZ
version String £ APIIRAS S
o
clusterl URLZ
String & " FEEHBRANARNERD
groupN URLZ
String 2 HEENRNIERA LR
ame m
Reques
topicNa
String 2 tBody%: 158 Bl MtopicE R
me
o
Reques
partitio
List 2 tBody%: topicEE i mHKIHXID
ns
44
FEUAARREEE | nEER
o tooffset : \ZRIEFATHIERUREERIEANAKNE , FresetvaluetsE BRI R E
o shiftby : R A THIERVAEERLF RN ARETAE T RBENE , B
ot Reques resetValuetsiE AIARIIRISE. H40 1 YRS 100 , FRZRIEIEANLO , RI4iE 45T
resetStr
. String & tBody2: fUREEA110 ; RIEN-10 , MK L7 R EE R0
ategy
¥
e o todatetime : ¥iHBRMUMEEFFEITE R , BresetvaluetsE B {RMET A KA
e toearliest : ¥IEHR R EEEREM R
e tolatest : WIEB UM EERIRFIA
FEEMANKSHE , BAELE SresetStrategyfBEAE % , TFMresetStrategy S ¥ {E1E
RENERT , resetValuefWBLE A :
e tooffset : resetValue FEERLE A A KN RE
Reques
resetVa o shiftby : resetValueFFEACE AT MR EME
I String & tBody%:
ue
b4 e todatetime : resetValue =B E AL & AEAN AR EEE
e toearliest : resetValue TTERLE
e tolatest : resetValue TERLE
AP

BRadeSssst , TR ARSI,
REIS%

e 5 E T U V.
groupName String  FENEE A RIETRLA LR

-
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Baidu B E&EER Y LEhR

R R HTTPRR 3%
UL
ERROR_PARAMS EREHER 400 ERSEER
CLUSTER_NOT_FOUND ERRELE 451 ERRIEE
CLUSTER_HAD_DELETED SRR 451 EREMER
CLUSTER_NOT_BELONGED FKIERERE 4561 B R ER
CLUSTER_NOT_AVAILABLE KA 451 ERATH
CONSUMER_GROUP_NOT_FOUND JHBRAARTFE 451 SYBRLARTELE
TOPIC_NOT_EXIST FHRGE 451 FEAFIE
TOPIC_PARTITION_NOT_EXIST NERRFE 451 HERRFE
CONSUMER_OPERATE_RESET_STRATEGY_INVA JHZR4HEH % 451 CONSUMER_OPERATE_RESET_STRATEGY_INVA
LID_ERROR E|373 LID_ERROR
INTERNAL_ERROR REMERER 500 RS- PEREE R
SRR
POST

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /consumer-groups,/group-id-test /ol
S

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1

Host: kafka-api.bj.baidubce.com

"topicName": "test"
"partitions": [0, 1
"resetStrategy": "tolatest"

Hi | -
1R @74

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"groupName": "group-id-test"

@ EMHBAITIHN MR
ZIEARTEREHEEHFAITRNEDRSR.

ERES

GET /v{version}/clusters /{clusterld}/consumer-groups/{groupName}/topics HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string
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Baidu B & 8= 0AY EZHR
R,
R SIIEsh |, TR,

LB

%

B

SREHF B ERIWR SBNE MR

version String & URLS# APIRRAS

clusterld  String & URLS# SEW\HERID
groupName String 2 URLS L 5B aMIETRLE 2 7R
yEPSE

BRate3gst | TTH AT I,
RES%K

SWAH 2 R
topics  List  FESEIIFR , AERLHARNES

ARG

RS =Sy HTTPRER FRR
CLUSTER_NOT_FOUND EMREAE 451 ERRIEE
CLUSTER_HAD_DELETED £ Mfs 451 S cmy) 7S
CLUSTER_NOT_BELONGED FRIHBZ&ERE 451 A RER
CLUSTER_NOT_AVAILABLE &£ AT[A 451 AR
INTERNAL_ERROR R%E-NE4EIR 500 RS PEREEAR
B RRHl

GET

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/consumer-groups/demo-group-tes
s

Authorization:

bce-auth-vl /ALTAKaiKeDFBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe
1

Host: kafka-api.bj.baidubce.com

/ | ]
1R [E)7RH

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"topics":
"test2"
"testl"”
"test"”
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Baidu B EEHER Y EZHR
A FEEEO
@ BliEM
ZIEAATESRPURAF,.
o (EAZEANERTEITESASLEMIAILE.
o ERLTRFTIKZE (ACTIVE) .

EREEH)

POST /v{version}/clusters/{clusterld}/users HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

"username": "username"
"password": "password"

R

BRI | THARRIA .

Bk
5 E 25
#m U sMAE W
#w Uil
version String £ URLS# APIIRAS
clusterl
String & URLS#L 1FEIZ R EEID
usema | ¢ = Request FFBIRMAFEHR , FEFENT : BXFEI K, 4~ 160FH , REASEXF
rn
me = BoaysW 8, BT, THLO
passwo ¢ = Request fFAIRIAAEI , FRFEAL : 8~ 32T H , RXFH. BFNFSLARNTF
N,
rd = Bodys¥ 7, HEURI@H#SNAX() , BILEEMBER , VERFILINEHEH I Y
yAEESC

Brade3sst , TR ARSI,
REIS%

SWEHF FKB R
username String I RThRFE P4 R

-
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E8%25B0%2583%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25AF%2586%25E7%25A0%2581%25E5%258A%25A0%25E5%25AF%2586%25E4%25BC%25A0%25E8%25BE%2593%25E8%25A7%2584%25E8%258C%2583

Baidu B E&EER Y LEhR

R R HTTPRZRD
ERROR_PARAMS BHRESBENR 400 ERSMHER
USER_PASSWORD_DECRYPT_ERROR userZ4RAL4 K 400 userBRLLRRD 5 I
CLUSTER_NOT_FOUND ERAFE 451 ERAEFE
CLUSTER_HAD_DELETED SEHEMR 451 £
CLUSTER_NOT_BELONGED KB AER 451 FIMBFRERE
CLUSTER_NOT_ACTIVE SHIEETRE 451 SHIEETRE
USER_NAME_ALREADY_EXISTS userZFRER 451 user@GRES
INTERNAL_ERROR R PEREE R 500 R ERSE R
HRRB

POST http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/users
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1

Host: kafka-api.bj.baidubce.com

"username": "user"
"password":
"PoxxC40CgmSATSX9iNCcD6pZaPLJOIXUJQRICJtOiul9Qa3H+7mQRSQ/mIVIKITNGM/z/13eQuV60Jm1P8XRK+D5rkiJsMZgOVx

/ | ]
IR [ERAI

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"username": "user"

o MR~
SO AT HSRERPRA,.
o {F RGO ENTEI BSASLEMIAILE.
o HRHMETRFTRE (ACTIVE)

HREGH

DELETE /v{version}/clusters/{clusterld}/users/{username} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

R
BRAFERIgsh , FTTHARRIA .
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Baidu B & 8= 0AY EZHR

LES 2

WA KB BEWA SEME #R

version  String £ URLZ%K APIRAS

clusterld String 2 URLE%L &Mis B P& EEID
usermname String 2 URLE%R &I P4 #R
AP

BRadegsh | TTH AT I,
REIZ%¥

SEEHR I @R
username String  MBRARTANE P& R

FERRS

RS S HTTPIRERY ik
ERROR_PARAMS BHREPER 400 ERSWFRR
USER_NAME_INVALID user@MARETA 400 user&HRAEIE
CLUSTER_NOT_FOUND ERATE 451 ERAEFE
CLUSTER_HAD_DELETED &M 451 ERCMER
CLUSTER_NOT_BELONGED iBHEZ%&ER 451 IR RER
CLUSTER_NOT_ACTIVE ERAEETRE 451 SERARETRE
USER_NOT_FOUND_ERROR userfZfE 451 userNEfE
INTERNAL_ERROR RFEMEREER 500 MR35 PIEREE R
KRB

DELETE http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /users/test
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

Hi | 1
1R @74

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"username": "test"

@ BB FERD

GHEAORTEESHTIEE R FNEGER.
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Baidu B EEHER Y

o ERRIEANERTREITBSASLEHAHAIL.

o SRATRFFRKE (ACTIVE) .

ERES

PUT /v{version}/clusters/{clusterld}/users/{username} HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

"password": "password"

AR

BRate3agst | TTH ARSI,

ke

W4

ESiY
R

version String

clusterl
String

userna )
String
me

passwo
String
rd

1R [E] 335,

A

(U

bl

il

il

BWIE R
URLEB¥L APIRAS

URLB¥ FEETMAFIERFID

URLE¥ FFEETRINA P&

Request N
Bogvd: HEEFLHASEER , FEFEAIE : 8~ 32(uFH , BXFE., BFNFSNIAE
0dyZ

" ITEEE , TSURI@#$%N*() , AT RME LR , W ERINEEHHEE X

BRaFERimsl | TTHARIH SO,

REIZ%

SWEH AR

1::9

username String  ARINEBHREK A ALK

FERAD

PG R HTTPRZERD ik
ERROR_PARAMS EREBER 400 EREBER
USER_PASSWORD_DECRYPT_ERROR user@BHL4RAL4 i 400 userZRL4RRD 4 IR
CLUSTER_NOT_FOUND ERATE 451 ERAEE
CLUSTER_HAD_DELETED ERCMER 451 SRR
CLUSTER_NOT_BELONGED KB UER 451 FIMBEUER
CLUSTER_NOT_AVAILABLE ERATH 451 ERATH
USER_NOT_FOUND_ERROR userRNEFE 451 userNfF7E
INTERNAL_ERROR FR%-EREER 500 FR%-PUEREER
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E8%25B0%2583%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25AF%2586%25E7%25A0%2581%25E5%258A%25A0%25E5%25AF%2586%25E4%25BC%25A0%25E8%25BE%2593%25E8%25A7%2584%25E8%258C%2583

Baidu B B BaER Y

HRRHI

PUT http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /users/test
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢0f5abe

1
Host: kafka-api.bj.baidubce.com

"password":
"PoxxC40CgmSATSX9iNCcD6pZaPLJOIXUJQRICJItOiul9Qa3H+7mQRSQ/mIVIKITNGM/z/13eQuVE60Jm1P8XRK+D5rkiJsMZgOVx

B [EI7RH

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"username": "test"

@ B IR
ZHEARTENEHNAFIIRER.
o (EAGEARERTEITESASLEMIAILL.

EREGH

GET /v{version}/clusters/{clusterld}/users HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

BRI
Brade3sst , TR ARSI,
LB 2

SREH KB BAWA SERME R

version String &£ URLS# APIRRAS
clusterld String 2 URLS% FEW\RNERID

 AE S
BRade3gst | TR ARSI,
REIS%

SR KE £
users Lilst<User> FAP3IRISE , BB User HHES
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#user
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#user

Baidu B B BaER Y

RS

RS LS HTTPIRZASHY fiik
ERROR_PARAMS ERSEHR 400 ERSMER
CLUSTER_NOT_FOUND  E&BRfFFE 451 ERAREE
CLUSTER_HAD_DELETED &3EMik: 451 SERCEMER
CLUSTER_NOT_BELONGED &iBEZER 451 KB RER
CLUSTER_NOT_AVAILABLE &3 RA[f 451 ERATH
INTERNAL_ERROR AR5 PuEREER 500 RR%s-puEREER

ERRHI

GET http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233 /users

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc

1
Host: kafka-api.bj.baidubce.com

1

1R B 745

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"users":

"username": "user3"
"createTime": "2023-05-10T03:06:25Z"

"username": "user2"
"createTime": "2023-05-10T03:06:25Z"

"username": "userl"
"createTime": "2023-05-10T03:06:25Z"

BUREIE N
@ BIEAR
ZHEEO R TEE T AZPRER.
o FRAGIEONENTEFEPUREE.
o ERMTREFIRET (ACTIVE) .

EREH

-+
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Baidu B B BaER Y

POST /v{version}/clusters/{clusterld}/acls HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

"username": "username"

"patternType": "patternType"

"resourceType": "resourceType"
"resourceName": "resourceName"

"operations": ["operation", ""

AR

BRate3agst | TTH AT IR,

ke

W

WA el

version String
clusterld String
username String

patternType String
resourceType String
resourceName String

operations List

1R[] 335,

D MD FD KD AD AD

Fim

RequestBodyZ ¥k #FAIESIRMIILAARS , ARREER S N AcIPatternType

RequestBodyZ ¥ 1FAENIRAEIRZEY , BAT]IEZERY S DL AcIResourceType

i1
APIRZAS

FERIEPURAEREID
RequestBodyZ ¥l 1FAIENIRAMA P&

RequestBodyS % 1FAEBIRM B IRE K

RequestBodyZ %K #FRIENIRAERIESTY | A{RR]EZEY S DL AcIOperationType

BRI | FTEARRIA .

REIZ¥

WK XE ER

username String  ARINAIEAUR A B P& FR

GRS
FRIRE
ERROR_PARAMS

USER_NAME_INVALID

CLUSTER_NOT_FOUND

CLUSTER_HAD_DELETED

CLUSTER_NOT_BELONGED

CLUSTER_NOT_AVAILABLE

CLUSTER_ACL_NOT_ENABLED £ KT EHIREIE

INTERNAL_ERROR

KRB

G
ERSMER
user& A RIL
ERAEE
EREMER
ESEERA S
ERATH

R 55 ERSE =

HTTPRRZSHS ik

400

400

451

451

451

451

451

500

ERSUER
user& A GIE
ERAEE
LM

KB AER
SRR
SRARTTERIREE
BB 35 RERGE R
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#aclpatterntype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#aclresourcetype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#acloperationtype

Baidu B B BaER Y

POST http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/acls
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe
1

Host: kafka-api.bj.baidubce.com

"username": "user"

"patternType": "LITERAL"
"resourceType": "GROUP"
"resourceName": "test_group"
"operations": ["CONSUME", "PRODUCE"

B [EI7RHB

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"username": "user"

@ HERARER
SO AT RSP IEENBIRIEE.
o ERUEANERFTEIFEPUREE,
o SEHAETRFFHRE (ACTIVE) .
KL,

DELETE

/viversion}/clusters /{clusterld}/acls?username={username;}&patternType={patternType}&resourceType={resourceType}&reso
HTTP/1.1

Host: kafka-api.bj.baidubce.com

Authorization: authorization string

4] | -
e

BraF3sst , TR ARSI,

LB 2
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Baidu B EEHER Y

£/ E 0 K BB SBNE

QueryZ ¥ FSMIBRABRAILECER , RRRTEHER S W ACIPatternType

QueryZ ¥l FFMIRAPRAIGIRZER , AIARTEZEAIS N AcIResourceType

QueryZ2¥ FFMIBRANRAIRMELSEY | BIRT]ESER S ML AcIOperationType

version String 2 URLS#L APIRAS

clusterld String & URLZ%r S EEA R BN REID
usermname Sting & QueryZ ¥ FEMIRANR KA & 7R
patternType  String £

resourceType String =2

resourceName String 2 QueryZ ¥ FERBRARBRA BT IR A FR
operation String 2

AP S

BRate3agst | TTH ARSI,
RES%K

SEEHR I @R
username String  FRIMMERARAI A F 25K

ARG
ARG R
ERROR_PARAMS ERBHGER
USER_NAME_INVALID userZ ¥R Gk
CLUSTER_NOT_FOUND EMAER
CLUSTER_HAD_DELETED EREME
CLUSTER_NOT_BELONGED  ifA &R
CLUSTER_NOT_AVAILABLE EHATH
CLUSTER_ACL_NOT_ENABLED £ B FF EA R &1H
INTERNAL_ERROR RS-NEE R
Bkl
DELETE

HTTPIRERD ik

400 EHRSWEER

400 userZ AR ETE
451 ERAEE

451 EREMER

451 FMBEUERH

451 ERATH

451 SRATTERIREE
500 BR 35 RERGE R

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/acls?username=user&patternType

E
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

Hi

| il

1R @74
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#aclpatterntype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#aclresourcetype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#acloperationtype

Baidu B EERER Y TER
HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT

Content-Type: application/json;charset=UTF-8
Server: BWS

"username": "user"

@ BRI
ZIEARTEREHNBURSIX.
o ERIEANERTEFEPUREE,

ERES

GET /v{version}/clusters/{clusterld}/acls HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

RN,
BRAFESKIEAN | TR SR,
HREW

£ X KR REBWA SRNE R

version String £ URLES¥K  APIIRAES
clusterld String & URLS¥K FEMRNERID

username String & Quenys ¥ BURAF&H , B TERILAD

patternType ~ String & QueryZ¥ BURMILEAEZ , BTFEWILAS , BT EER S WAcIPatternType
resourceType String & Query2¥ PURMIEIRIEY , HTFEMILAC , RRT]E2AIS HLACIResourceType
resourceName String & Quenys ¥ PURMKIEIRLZHR , B TEIRILAD

IR 3] 5,

BRaAESgst | TTH AT I,
REIZ¥

SRR KR ik
acls List<Acl> RRIEESIFR , B Acl LHRRHIES

FRE
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#aclpatterntype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#aclresourcetype
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#acl
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#acl

Baidu B B ERER IR
FERRS LS HTTPIRZASHY fiik
ERROR_PARAMS BHRESBER 400 ERSMER
CLUSTER_NOT_FOUND ERRGFE 451 ERRGE
CLUSTER_HAD_DELETED SEREhER 451 SEHCMER
CLUSTER_NOT_BELONGED KB %&ER 451 KR RER
CLUSTER_ACL_NOT_ENABLED £3¥kFFERUREIE 451 ERRTFEAR SR
INTERNAL_ERROR AR5 PuEREE R 500 RR%5- PuEREER
HRRB

GET http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/acls

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

1

| i

1R @] 745

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"acls": [
{
"username": "user",
"patternType": "LITERAL",
"resourceType": "TOPIC",
"resourceName": "test_topic",
"operation": "PRODUCE"

"username": "user",
"patternType": "LITERAL",
"resourceType": "TOPIC",

"resourceName": "test_topic",
"operation": "CONSUME"

"username": "user",
"patternType": "LITERAL",
"resourceType": "GROUP",
"resourceName": "test_group",
"operation": "CONSUME"

SHACERN
@ BIE BRI

ZEARTEEEERHECENTHERER.

113



Baidu B B BaER Y

ERLEH

GET /v{version}/configs /{configld} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

AR
BRate3agst , TTH ARSI,
ke

AR XK BRI SBNE Wk

version String & URLS¥L APHRES
configld String 2 QueryZ¥y ECEID
yAEPSE

BRAFERIsh , FTHARRIA .
RES%HK

WA KB i
config  ClusterConfig IR BIIELE NG

RIS

RIS R HTTPIREES R
ERROR_PARAMS VESRSMENR 400 ER B MR
CONFIG_NOT_FOUND EEEARTEE 400 BeBRTELE
INTERNAL_ERROR  fR$-AAER4ER 500 RF- NI =
B RRH

GET http://kafka-api.bj.baidubce.com /v2 /configs /96a2a7469f9e4a5290ffed29c038f91e

Authorization:

bce-auth-vl /ALTAKaiKeDFBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

/

R [ERAI

i

114


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterconfig

Baidu B E&EER Y LEhR

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"config":
"configld": "96a2a7469f9e4a5290ffed29c038f91e"
"name": "test"
"state": "USED"
"description": "testset"
"createTime": "2023-09-22T09:06:02Z2"

@ BEWEHACES R
ZEORTERR A EAXBRNEHECEIIRER.

ERES

GET /v{version}/configs HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

HRNT,

BRAFERImsh | FTHEARRFIA S,

BREW
2¥ 4% 25Y 284
e e
x @ B
URL%
version String 2 APIfR A=
f54
Query
marker String & 4 HERBFIROBTARILIBNE , FERENEEID
maxKey Query
int 5 ¥ BUESHRARE , RAEARRITL1000 , HRAEEHA1000
s %

Query MTIHEETAREMNKT , USEDFRACEIEAEEMMACE , UNUSEDFRIRAfE ARAC

tat Stri E\
siale S S B, MERENLEY , MR REAFERANRE.

configN Query
String & B & FRIEMIULAD
ame 2%
R ESIE

BRaFe3sst , TR ARSI,

REIS%
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BHEH KR Ei:13%

marker String POCERRRIANE , 5EREONEARImarkerS$E RT3
maxKeys  int BRBANRAKE ,  ZRAMERRITL000 , H&EEH1000
isTruncated boolean trueR/NEEREHIE |, false R RNELERFA—R

nextMarker String T—RrEE S #EImarkerfl , MisTruncated Afalsefy , 3Z{E Anull

configs List<ClusterConfig> S&E¥ECE{=/2%513K , B ClusterConfig ARMNES

ARG

R ARR HTTPIRER i
ERROR_PARAMS i&FsRS¥EHRE 400 BRSHER
INTERNAL_ERROR fR%-PNER4ER 500 RS NEREER
BRRBI

GET http://kafka-api.bj.baidubce.com /v2 /configs
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe
1

Host: kafka-api.bj.baidubce.com

/ | 2
1R @745

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"marker": null,
"isTruncated": false,
"nextMarker": null,
"maxKeys": 1000,
"configs": [
{
"configld": "28c3658fecad4d3e811b2b522ad07b8e",
"name": "cluster_config_1",
"state": "USED",
"description": "EREIENE",
"createTime": "2023-07-21T06:54:24Z"

{
"configld": "28c3658fecad4d3e811b2b522ad07b8f",
"name": "cluster_config_2",
"state": "UNUSED",
"description": "ECEFEIF",
"createTime": "2023-07-21T06:54:24Z"

}

]
}
@ BFRERECE
ZHEO AT MRERACE.
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterconfig
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterconfig

Baidu B B BaER Y
YEsREER

DELETE /v{version}/configs /{configld} HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

R

BRASESIAN | TEECATE SR,

EREM

SWEH KR RENMI SHAE W7

URLE¥ APIRAS

Query2% ECEID

HD

version  String

configld String &

1R [E] S

BRate3agst | TTH A IR,

RES%HK

SWEHR X R

configld String BZEID

ARG

ARG HARNA

CONFIG_NAME_INVALID BB &SN 400
CONFIG_NOT_FOUND BEARELE 400
ERROR_PARAMS ESRSPEER 400

CONFIG_DELETE_DISABLED 4aificEIE/E# A , Z21EMikk 400

KRGl

HTTPIRERY ik

R £ F R A
RLA A
WRB LR

YURIACEIEAEREA , 2R Bk

DELETE http://kafka-api.bj.baidubce.com /v2 /configs /33a168bb70c0459787416077114ab233

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

Hi

| il

1R @74

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"configld": "33a168bb70c0459787416077114ab233"

@ FHEERHECERAE
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Baidu 7 S5 A 304 3R
ZEORTEEHIET NG —MRA,
VEskeh
POST /v{version}/configs /{configld}/revisions HTTP /1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

AR

BRate3agst | TTH ARSI,

BREW
B4 R
S T swpm e
7’ n
version String = URLS#K APIRRAS
configld String = Querys#t  ECEID
revision Request
Integer 7z FEHRRAS  FERYUIBCETRKRAS+1
Id Body&¥k
descript Request
) String = SR ERARERER
ion BodyZ %%
ot Map<String, Request FIERERANNE |, R DVESHNBSIFNFTERSE , kS
contex
String> = Boys¥  FIRTUSRN BESNNA
AP S
BRAFEIIH®SN | TTH ARSI K.
BREIS%
SHEHF K R
revisionld Integer FIEAIARASID
FREG
ARG FEARHA HTTPIRSHS i
CONFIG_NOT_FOUND BLEATEE 400 BB NIEE
ERROR_PARAMS BERSHER 400 BREMEER
CONFIG_REVISION_INVALID  BCBRRASE 400 BLBIRARE
CONFIG_REVISION_NUM_LIMIT U4iA2EhRA$21XZE) LR 400 LRTECE A E RE LR
CONFIG_PARAMS_ERROR ESHSE 400 ESHEERE
B RRBI
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file:///drone/src/wj-build-task/Kafka@bce-doc-0/output/Kafka/%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586/%25E9%2585%258D%25E7%25BD%25AE%25E5%258F%2582%25E6%2595%25B0%25E4%25BB%258B%25E7%25BB%258D.md

Baidu B B BaER Y

POST http://kafka-api.bj.baidubce.com /v2 /configs /33a168bb70c0459787416077114ab233 /revision

Authorization:

bce-auth-vl /ALTAKaiKeDFBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

"revisionld": 2

"description": "R {5 E"

"context" :
"auto.create.topics.enable": "true"
"log.retention.hours": "1"

"log.retention.bytes": "-1"

4] |

1R @74

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"revisionld": "2"

@ BEREHICERAEE
ZEARTERENEEREATFHEER.
BEREEH)
GET /v{version}/configs /{configld}/revisions/{revisionld} HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Rk

BRaFe3gsth | TTH ARSI,

BREW

2WEHR K BB SBAE R

version  String £ URLS%1 APIR A5
configld String =& QueryZ¥k B &EID

revisionld Integer 2 Request Body2%t ETRMALERAS
R [ESIE

BRade3gst , TR ARSI,
REIS%

WA 2R 7

revision ClusterConfigRevisionDetail ECERRAKIVE(SE
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterconfigrevisiondetail

Baidu B B BaER Y

ARG

HHEAD HTTPIRERS 4k
ERROR_PARAMS 2 400 BRSHER
CONFIG_NOT_FOUND 400 BUBRIEAE
CONFIG_REVISION_INVALID EREBRRAFE 400 BLERA RS

O

GET http://kafka-api.bj.baidubce.com /v2 /configs /33a168bb70c0459787416077114ab233 /2

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1

Host: kafka-api.bj.baidubce.com

/

1R [@) 7R

2+
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HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT

Content-Type: application /json;charset=UTF-8

Server: BWS
{
"revision": {
"revisionld": 2,

"state": "UNUSED",
"description": "R {5E2",

"createTime": "2023-08-10T07:33:527",

"context": [

{

"name": "auto.create.topics.enable",

"description”: "2 B AVFEBIEIE topic",

"updateMode": "STATIC",
"scope": [

true,

false
Ik
"defaultValue": "false",
"currentValue": "true",
"type": "BOOLEAN",
"unit": null

"name": "log.retention.hours",

"description": "JHER B (/NE) ",

"updateMode": "STATIC",
"scope": [

1,

2147483646
1,
"defaultValue": 168,
"currentValue": "1",

"type": "INT",
"unit": "hour"
}
]
}
}
@ BEWEHICERAS X

ZHEAATEOR A EAXBFRERICEREIIRER.

ERES

GET /v{version}/configs /{configld}/revisions HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

BRAaFERImaoh , FTHARFIASIE.

B
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Baidu B & 8= 0AY EZHR

=
e %€ =hh 28
E3id] £
#*® il =1
URLZ
version String £ APIIRAS S
E4
Query
configld String 2 58 EHACEID

Query MTIHEETWREMNKT , USEDFRACEIEAEEMMIACE , UNUSEDFRIRAfE AIAC
% B, MRAENESY , MR REAFBEREHEE.

state  String &
BB
(7N S M =K it 537 S S o

RESH

WA KR 32

revisions List<ClusterConfigRevision> &ERALE {52513 , B ClusterConfigRevision ZARHIES

ARG

RS AR HTTPR AR FHER

ERROR_PARAMS ERSBESR 400 ESRSWEER
CONFIG_NOT_FOUND BREARfZZEE 400 ECEANGFE
INTERNAL_ERROR  FRE-PIER4HR 500 RS- NERFR
B RRB

GET http://kafka-api.bj.baidubce.com /v2 /configs /b4abacOb7fee46efad1cOb4c80eb21ea/revisions
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abce
1

Host: kafka-api.bj.baidubce.com

AERN]
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterconfigrevision
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterconfigrevision

Baidu B B BaER Y

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8

Server: BWS

"revisions": [

{

-

"revisionld": 3,

"state": "USED",

"description": "fiiA{Z 2",
"createTime": "2023-12-18T11:51:26Z"

"revisionld": 2,

"state": "USED",

"description": "fiiA{5 2",
"createTime": "2023-12-18T711:50:33Z2"

"revisionld": 1,

"state": "USED",

"description": "fiA{SE",
"createTime": "2023-12-18T11:14:54Z2"

@ BIZERACE

ZHEARTAZENECE.

KL

POST /v{version}/configs HTTP /1.1
Host: kafka-api.bj.baidubce.com

Authorization: authorization string

Ak

BRadeIsst | TR ARSI,

BREW
e %€ 2a
Eo3it] , SWE
#*® il
version  String Z URLSK

Request Body

Request Body ECEMAA , REIESHNENATLERSE , DikSHIIRA
20 BCESH

name  Strin 2
g = 28

descripti Request Body
String B

on e
Map<String,

context b=
String> 334

IR B35,

i::p%

APIRAS

ACE R AR

LB ER
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file:///drone/src/wj-build-task/Kafka@bce-doc-0/output/Kafka/%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%259B%2586%25E7%25BE%25A4%25E9%2585%258D%25E7%25BD%25AE%25E7%25AE%25A1%25E7%2590%2586/%25E9%2585%258D%25E7%25BD%25AE%25E5%258F%2582%25E6%2595%25B0%25E4%25BB%258B%25E7%25BB%258D.md

Baidu B B BaER Y
BRANSEISHSN | ToEAAFTR SR,

REIZ%K

SWAEHK X R

configld String EZEID

R

R HARINA HTTPIRSHES iR
CONFIG_NAME_INVALID BLEZ TSN 400 BB 2 FRAFFSHLN
CONFIG_NAME_ALREADY_EXISTS ELEBEE % 400 EEH
CONFIG_PARAMS_ERROR BEESHAEERE 400 IEESHHEAERE
CONFIG_NUM_LIMIT EEMEXE| LR 400 fo B EXE LR
- &N

POST http://kafka-api.bj.baidubce.com /v2 /configs
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

"name": "config_name"

"description": "#iiA{5E"

"context" :
"auto.create.topics.enable": "true"
"log.retention.hours™: "1"
"log.retention.bytes": "-1"

4] |

1R @] 7~

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"configld": "33a168bb70c0459787416077114ab233"

ERAEEA
@ A BAF
YO BT X E S B AR 7 R

ERES

PUT /v{version}/clusters /{clusterld}/update-storage-policy HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string
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Baidu B E&EER Y LEhR
BRI

BRAaFERIgsh , FTTHARRIH SO,

BEREH

SWEIR i BBNIR B¥AL R

version String 2 URLE#K APIRRAS

clusterld String = URLS#K £ RID
storagePolicyEnabled Boolean 2 Request BodyZ2 ¥ £ AT oK A4 IE
storagePolicy StoragePolicy & Request BodyZ ¥ MiFREREHK AN , &N, StoragePolicy
R [ESIE

BRNEESIEA | TCEAMAFA I

RESH

SWEHR X8 R

clusterld String &ZEID

jobld Sting  AE(EEID

RIS

FRD R HTTPIRZSHG ik
ERROR_PARAMS EREHER 400 SRS HENR
CLUSTER_NOT_FOUND EHATFE 451 EHAFE
CLUSTER_NOT_ACTIVE ERFEITRE 451 EREEITRE
UPDATE_CLUSTER_FORBIDDEN &£ RA[HITEHIRME 451 ERHATHITEHIRE
STOCK_FAILED EERE 451 BEHERE
UPDATE_CLUSTER_ORDER_FAILED & ##5F T FEKIK 451 EREH ALK
INTERNAL_ERROR MRS EREER 500 MRS EREER
EsK B

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/update-storage-policy
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

"storagePolicyEnabled": true
"storagePolicy":

"type": "AUTO_DELETE"

"autoDelete":
"diskUsedThresholdPercent": 75
"logMinRetentionMs": 3600000
"logMinRetentionBytes": 2147483648
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#storagepolicy
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#storagepolicy

Baidu B B BaER Y

1R @] 7~

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8

Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9Ob4dc3fOedcd"

@ XEERAE

GEARATEEENECE.

HREEH

PUT /v{version}/clusters /{clusterld}/update-kafka-config HTTP /1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

EESE

BRAFERIgsh , TTHARRIA .

sk

%

w

o

AR KB BB &

BAE 1::9

version  String 2 URLZ%K APIER A5

clusterld String £
configld String &
&

revisionld Integer

1R @] 335

BrRaFeSsst , TR ARSI,

R[EIS%
SWEHR XB #R
clusterld String &#ID

jobld String A E{ESID
ARG

RIS

ERROR_PARAMS

CLUSTER_NOT_FOUND

CLUSTER_NOT_ACTIVE

URLS: %K E£/ID
Request BodyZ ¥ BAREMACEID , NMENZSENE BBAS K
Request Body2%t BArERELETHIRAS , RMENXSENIEFHZASER

UPDATE_CLUSTER_FORBIDDEN & B Ra]HITEHIR/E 451

INTERNAL_ERROR

s HTTPRZSHD

BREBER 400 EREWER

ERAFE 451 BRI

LRSI 451 SRS
ERERTTHITE IR

R 35 PaERER IR 500 FR 35 PaBReR IR
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Baidu B E&EER Y LEhR

HRRHI

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /update-kafka-config
Authorization:
bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z7 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

"configld": "28c3658fecad4d3e811b2b522ad07b8e"
"revisionld": 2

/ | ]
1R [E)7RA

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"

@ BN R E
ZEOAPEMENTRHE.

ERLEH

PUT /v{version}/clusters/{clusterld}/increase-broker-count HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

AR

BRaFESgsh , TTR ARSI,

BREW

BB -3¢ BEWM 2B E E17%

version String = URLS%1 APIhR A5

clusterld String 2 URLZ%L £ HID

numberOfBrokerNodes Integer 2 Request BodyZ¥ BEARERERT A% B (7] BX{E%K)
couponlds List<String> & Request Body2 ¥ ERNREIN , ATIEEMHE ALK E S
yAEPSE

BRI , FTHARRIA .

RES%HK
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SWAEHR X8 #R
clusterld String &#ID

jobld String  AE(EEID

FIREY

FEREY AR
ERROR_PARAMS BERSHER
CLUSTER_NOT_FOUND EHREE
CLUSTER_NOT_ACTIVE EREETRE

UPDATE_CLUSTER_FORBIDDEN

STOCK_FAILED EGAR
UPDATE_CLUSTER_ORDER_FAILED & FH FH LK
INTERNAL_ERROR R NEE =

o

SRR PITEINIRIE 451

HTTPIRZERS 5k

400 BERSWER

451 EHAEE

451 EHEETRE
SRR RITERRAE

451 FEFARR

451 SHEHTHRERK

500 RS PIEREE IR

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /increase-broker-count

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe

1
Host: kafka-api.bj.baidubce.com

"numberOfBrokerNodes": 5

"couponlds":

"XXXXX"

/

1R [E)7RA

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"

"jobld": "16411be300de729baaee9b4dc3fOedcd"

YV BAHERE

GERORTY AERTREERE.

ERES

PUT /v{version}/clusters /{clusterld}/expand-broker-disk-capacity HTTP/1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Ak
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Baidu B & 8= 0AY EZHR
BRANSEISHSN | ToEAAFTR SR,

BREW
e 2 8 S S BEVIM SHBNE R
version String 2 URLZ:%K APIR A5
clusterld  String = URLS#K £ 3ID
storageSize Long 2 Request BodyZ¥t BART AHiEAE
couponlds  List<String> #& Request BodyS#k {#FAREHN , TTREEFE AWML ES
yAEESC
IR Sms |, FToEAbAEIR .
BREIS%
SWEHR X8 R
clusterld String &#ID
jobld Sting  AE(EEID
R
RIS SRR HTTPIRERS ik
ERROR_PARAMS ERBHEER 400 ERSEEER
CLUSTER_NOT_FOUND ERREIE 451 PRI
CLUSTER_NOT_ACTIVE EHIEETRE 451 EHEETRE
UPDATE_CLUSTER_FORBIDDEN  SBEARAIHITEHIRE 451 ERRTHUTERHRE
STOCK_FAILED EGAR 451 EHEAR
UPDATE_CLUSTER_ORDER_FAILED &R FH FH LK 451 ERTH ALK
INTERNAL_ERROR RS NERER 500 RS- PIERER
B RRB

PUT

http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/expand-broker-disk-capacity
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:457 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

"storageSize": 100
"couponEnabled": true
"couponlds":

"XXXXX"

IR [E)7RH1
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HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application /json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233",
"jobld": "16411be300de729baaee9b4dc3fOedcd"

@ SRAMITR
GEORTAERRAMITX.

R

PUT /v{version}/clusters /{clusterld}/eips/switch HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

R
BRI | THARRIA .

kS

i

130



Baidu B EEHER Y

WA 2R

version  String

clusterld String

publiclpB
Integer
andwidth

publiclpE Boolea

nabled n

aclEnabl Boolea

ed n

authenti

List<
cationMo

String >
de

couponld List<

S String >

IR [E] 335

by
m
=]
=
=
=
=
=]
=
N
N
N

E 542
=1
URLZ
4
URLZ
o
Reques

t Body
B

Reques

Reques

t Body

Reques

t Body

BRaFeSsst | TR ARSI,

REIZ%

BHEH KR
clusterld String

jobld String

R

i::p
&R0

ZEEFID

i1

APIRAS

£HID

N TE{E , publiclpEnabled = true BfA3

UNEBIES

UNZIES

FFRAMARINERFTE ARIAEAR |, it 2R AERFIAEAAUEE,
A[IERIEA : Node (TTHHMHAIE) . SASL_SCRAM (ff FISASL/SCRAMAILEIHIT & 4
JAME) . SASL_PLAIN ({#FISASL/PLAINHLEITEHHAME) . SSL ({F FASSLIEH#HIT

XEITAULE)

AIRE , SIRIBAMIFEAINEBNEAREGAE , AMIFEE , 2EALN
SASL_SCRAMIAMEAR ; ARIRART , RaB M4 RHAEAR.

ERRESN , TR ERAMLRESs. FRAMN , ARRERRES:.
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R R
ERROR_PARAMS ERBHEER
CLUSTER_NOT_FOUND AT
CLUSTER_NOT_ACTIVE EREEITRE
UPDATE_CLUSTER_FORBIDDEN SRR HITEIRE
CLUSTER_PUBLIC_IP_DISABLED ERERTF A MA]
CLUSTER_PUBLIC_IP_ENABLED EREF AR

CLUSTER_PUBLIC_IP_BANDWIDTH_ILLEGAL /AR FeS s8R

CLUSTER_AUTHENTICATION_MODE_ILLEGAL ZEEHAEIEREER

UPDATE_CLUSTER_ORDER_FAILED ERTERH MK
INTERNAL_ERROR RS NERAE R
C-E N

HTTPIRZSHG ik

400 ERSWEER

451 SRR

451 SRR
451 SRR PITEFTIRIE
451 35 SIIEUNCIL)
451 EHEIFBAMIIE)
451 NI TSR
451 SRR AR
451 ERERTRRK
500 fR% BRI

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /eips/switch

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc

1
Host: kafka-api.bj.baidubce.com

"publiclpEnabled": true
"publiclpBandwidth": 5
"couponlds":

"XXXXX"

/

1R [ERA

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaece9b4dc3fOedcd"

@ XEMAFREHE
ZEARTEEEHAFAREA,

ERES

PUT /v{version}/clusters/{clusterld}/security-groups HTTP /1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Ak

BRAFERImah | THEARFIA S,
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HREH
SWAIR e 3id) 2
version String =
clusterld String =3
List< String
securityGrouplds 2

SEESE,
BRASIEAN | TR S,
EES M

BUA X A

clusterld String &#ID

jobld Sting  AE(EEID

R
FREG
ERROR_PARAMS
CLUSTER_NOT_FOUND

CLUSTER_NOT_ACTIVE

UPDATE_CLUSTER_FORBIDDEN

SHNE

»

URLS¥%

URLS¥K

Request Body3#{ FAEMELAT|E

i3
APIRRASS:
&RID

UPDATE_CLUSTER_SECURITY_GROUP_NOT_CHANGE Z&HkAR4ELTE 451

INTERNAL_ERROR

KRGl

SRR HTTPIRZSHES ik

EREWER 400 ERSHER

ERAEE 451 ERAEFE

EREEEITRE 451 EHEEITRE

ERERTHITERRME 451 ERATTRITEHIRE
REBRRETE

BR%-PuEREE R 500 MR35 PIERsE R

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/security-groups

Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe

1
Host: kafka-api.bj.baidubce.com

"securityGrouplds": ["Xxxxxx"

/

R [ERHBI

HTTP/1.1 200 OK

x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362

Date: Mon, 08 May 2023 09:39:11 GMT

Content-Type: application/json;charset=UTF-8

Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"
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@ AET RE

GHEORATEERMT RULE.

ERES

PUT /v{version}/clusters /{clusterld}/update-broker-node-type HTTP /1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Rk

BRate3agst | TTH ARSI,

ke

N

EWEH XK
version String
clusterld  String

nodeType String

REWIR
=
x
=
=
=
=

couponlds List< String> &

1R [E] 33

BRAaFERIssh , FTTHARRIA .

RES%K

SWAHK X R

clusterld String £2ID

jobld String

FREG

R

ERROR_PARAMS

CLUSTER_NOT_FOUND

CLUSTER_NOT_ACTIVE

FE{E%ID

UPDATE_CLUSTER_FORBIDDEN

STOCK_FAILED

UPDATE_CLUSTER_ORDER_FAILED &#EH MKW

INTERNAL_ERROR

kRl

%

£/ QA
URLZ %K

URLS¥

Request BodyZ#{ BArT MR

Request Body3#k {#ANRE%EM , TS EF AWML ESH

HARHA
RS WER
ERREE
BB TR

ik
APIKR A5
SEBID

HTTPIRERD Hidk

400

451

451

SRARTTHUTERIRIE 451

FEBARR

FR 35 PERER %

451

451

500

ERSUER
ERAEE
SRHIEETRE
SRARATPITERIRME
EHEARR
SREFRTRRK

BR 35 POBRER IR
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PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233/update-broker-node-type
Authorization:

bce-auth-vl /ALTAKaiKeDFBD880eMWBES0IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296¢c0f5abe
1

Host: kafka-api.bj.baidubce.com

"nodeType": "kafka.g4.c2m8"
"couponlds":

"XXXXX"

AEEN]

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"

GHEORTEERHAMEIE.

ERLEH

PUT /v{version}/clusters /{clusterld}/eip-bandwidths /resize HTTP/1.1
Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Rk

BRAFERISh | FTHARRIA .

BREW
R A
BBAH el ; SYRE ik
7
version String = URLS%1 APIhR A5
clusterld String 2 URLZ%L E D
publiclpBandwid Request BodyZ:
Integer 2 NP R
th o
id List< String = Request Body% {EFRA&%5ET , ATATE R AP &3, I Tely , AFER
couponlds 5
> 44 RE&EH
AEPSE

BRAFERIgsh , FTHARRIA .

RES%HK
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SWAEHR X8 #R
clusterld String &#ID

jobld String  AE(EEID

GRS

ARG S HTTPRZSHD
ERROR_PARAMS BHRSBER 400 ERSWER
CLUSTER_NOT_FOUND ERAGFE 451 ERAEE
CLUSTER_NOT_ACTIVE ERERETRE 451 EREEEITRE
UPDATE_CLUSTER_FORBIDDEN ERARTTHITENRIE 451 ERERTTHIT BRI
CLUSTER_PUBLIC_IP_DISABLED ERARTFFEAMIARE 451 EREARTF A MT[R]
CLUSTER_PUBLIC_IP_BANDWIDTH_UNCHANGED £E/N\M#TaREE 451 ERAMHEIRALE
CLUSTER_PUBLIC_IP_BANDWIDTH_ILLEGAL AR TSBENR 451 N TES IR
UPDATE_CLUSTER_ORDER_FAILED EREFRTRRK 451 ERERTRRK
INTERNAL_ERROR RS PIEREE R 500 R%-PuEREE R
KRB

PUT http://kafka-api.bj.baidubce.com/v2 /clusters /33a168bb70c0459787416077114ab233/eip-bandwidths /resize
Authorization:
bce-auth-v1l /ALTAKaiKeDfBD880eMWBE50IGE/2023-05-08T11:43:45Z /1800 /host;x-bce-date /322f3f98ce57d296c0f5abe
1
Host: kafka-api.bj.baidubce.com

"publiclpBandwidth": 5
"couponlds":

"XXXXX"

AEEN]

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"

@ ZABIAECE
ZHEARTEERHNRRE.

ERES
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PUT /v{version}/clusters /{clusterld}/update-access-config HTTP /1.1

Host: kafka-api.bj.baidubce.com
Authorization: authorization string

Rk

BRI | FTHARRIA .

BREW

SRR g it EABNWR SBAE £

version String = URLS#K APl A5

clusterld String 2 URLE#K £ FID

aclEnabled Boolean = Request BodyZ# 2B EHRIzE]
authentications List<Authentication> 2 Request BodyZ¥ ST ARIAEA , £ Authentication
yEPSE

(G S M =R 1537 ST

BESH

SHEHR XKB R

clusterld String £2ID

jobld String A E{E%ID

RIS

FERIG FRIER HTTPRZSES Ak
ERROR_PARAMS BERBUEER 400 ERSWER
CLUSTER_NOT_FOUND R 451 ERRIETE
CLUSTER_NOT_ACTIVE EREEITRE 451 EREEITRE
UPDATE_CLUSTER_FORBIDDEN EHARTTPITEFRIE 451 ERHRAPITEHIRIE
STOCK_FAILED EBERE 451 ERE
UPDATE_CLUSTER_ORDER_FAILED £ BL5 7T 8 %k 451 ERTIHFALNR
INTERNAL_ERROR RS NEREER 500 MR EREER
KB
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#authentication
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#authentication

Baidu B E&EER Y LEhR

PUT http://kafka-api.bj.baidubce.com /v2 /clusters /33a168bb70c0459787416077114ab233 /update-access-config
Authorization:

bce-auth-vl /ALTAKaiKeDfBD880eMWBES0IGE/2023-05-08T11:43:45Z7 /1800 /host;x-bce-date /322f3f98ce57d296c0f5abc
1
Host: kafka-api.bj.baidubce.com

"aclEnabled": true
"authentications":

"mode": "NONE"

B [EI7RHB

HTTP/1.1 200 OK
x-bce-request-id: 97e6d4ad-6fca-4609-ad4d-9a27c4d1a362
Date: Mon, 08 May 2023 09:39:11 GMT
Content-Type: application/json;charset=UTF-8
Server: BWS

"clusterld": "33a168bb70c0459787416077114ab233"
"jobld": "16411be300de729baaee9b4dc3fOedcd"

=R
@ ModelXF 5 E X
AccessEndpoint
BHER AW iR
KafkaRERIFE N R PNY , RREIMIHXABRRERERSR -

o SASL_PLAINTEXT (VPC) : ZEVPCRIHRI T A8 , B AE FASASLAL P& FIEILHHT S AT , 144
BURARBTINE

SCOUNYPIONe o ing @ PLAINTEXT (VPC) : ZEVPCRIBIRHE T | RUHT SRR EH BRI

col
o SASL_SSL (5M) : ZEAMPRSI T4 , HEAHASASLA A& MEBILHHTS AL , FEEHBIR
BHTINE

® SSL (VPC, 4MM) : (EFASSLIMRAINIE , SHTEMMEIRRINE

endpoints String  Kafkafe BEXTIY 24 BT IRITMN A\ stk
network String  KafkaBE BEXTI AR IR , BIKR]EVPC , WAN

Cluster
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WA
clusterld
clusterSid
name
region
type
mode
state

kafkaVers

ion

logicalZon

es
payment

aclEnable

d

publiclpEn
abled

intranetlp

Enabled

authentic
ationMod

es

tags

createTim
e
expireTim

e

eI

String
String
String
String
String
String

String

String

List<Str

ing>
String

Boolea

n

Boolea

n

Boolea

n

List<Str

ing>

List<Ta
g>

String

String

ClusterDetail

A
clusterld
clusterSid
name
region

type

mode

state
provisioned
tags

createTime

ey
String
String
String
String
String
String

String

i

AR

SERERSEID

HRATR

ES

SRR | B{K({HA]APROVISIONED , SERVERLESS
SRR, RKERANHP, HA

ERRE , AR S N ClusterState

ERIRA , YRINTRF2.7.2

SRR X%

SRR |, AERMER : Prepaid (FR{$%E) # Postpaid (JE113%)

SRR BT BRI

SREDITESNX

SRR DI B MR

EHIMERMAEA , TTERNEA : Node (FTTHFHHAIE) . SASL_SCRAM (f# FISASL/SCRAMAILH
HITHMIAUE) . SASL_PLAIN ({fFISASL/PLAINHLEIBHTHMAME) . SSL ({#FASSLIEPRXAIAIE)

ERETHE SR

AFE A BROBTR) |, A BHISEERLEAME S , 620 : 2023-05-10T03:06:01Z

SRR, BEBRAAFSEN , KERE A1

3%

£EHHID

SRE4EID

ERNER

SR

LERHATY | BK{EAAPROVISIONED , SERVERLESS
SRR, BK(ERTAHP, HA

SRR E , BknT& M ClusterState

Provisioned provisioned typefli&E#¥ T3 , B{KZ M Provisioned

List<Tag> &£HPPEHRREER

String

Bl A PRSI | 255 B SERRLTAARES , #5120 : 2023-05-10T03:06:01Z
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file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#clusterstate
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#provisioned
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#provisioned
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%2595#tag
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/API%25E5%258F%2582%25E8%2580%2583/%25E8%25B0%2583%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E6%2597%25A5%25E6%259C%259F%25E4%25B8%258E%25E6%2597%25B6%25E9%2597%25B4%25E8%25A7%2584%25E8%258C%2583

Baidu B E&EER Y LZhR

Provisioned | 3% #R | 28 | #A& | | - [ | - | | kafkaVersion | String | &£ EAIMRA , YR 3F2.7.2 | | billing |
Billing | billingX$&& , BA{&R]% W Billing | | logicalZones | List<String> | A FBIX%13K | | vpc | Vpc | VPCIEE. , E&R] S WVpc , B
FERE/R | || subnets | List<Subnet> | FM3%IZ& , B4&r]$ W.Subnet , AFEREIR | | securityGroups |
List<SecurityGroup> | Z£B{58. , BIKa]2 W SecurityGroup , R F&EEEIR | | vpcld | String | vpekald , (N TRl £ BHIE
3K | | subnetids | List<String> | FM4E1d315k , (VAT RIRERMIEK | | securityGrouplds | List<String> | "&4HId53% , XA
TFRIEERANEK | | publiclpEnabled | boolean | AR I[EFFX | | publiclpBandwidth | int | AMUARIH T , BREIA1~2008)1%
¥ | | intranetipEnabled | boolean | F=ihIEJ4Ef#FF 5% | | aclEnabled | boolean | AR EIEFFX | | authentications |
List<Authentication> | S B BT FARIAEARFIFR , £ W, Authentication| | numberOfBrokerNodes | int | S8 SE% | |
numberOfBrokerNodesPerZone | int | £ R84 X T m %% | | nodeType | String | 77 m 258! | 4nkafka.g4.c2m8 | | storageMeta |
StorageMeta | 7E66{5/8. , B{An]$: I, StorageMeta | | storagePolicyEnabled | Boolean | 2 & jakikfl 7k 4L FR| | storagePolicy
| StoragePolicy | HEZEBMERM , BKRIZ ], StoragePolicy| | configMeta | ConfigMeta | B XELERMRITTEE , AKAS
N,ConfigMeta | | deploySetEnabled | boolean | B BT EEFEE |

Billing

SWAHK KR R

payment String  {JEIER

timeLength int SRR RN

timeUnit String  FR{FBEAC B
expireTime String T EEEIRAESIE), ATRR

autoRenewEnabled boolean B ENEETRFFK
autoRenewTimeLength int BohsE K

autoRenewTimeUnit  String  EBhERERINK BT

couponlds List FEMERRES , TTRUEEFERAmMLERE S
isAutoPay boolean 2EBBE3NZAT , Bl Atrue
Vpc

WA X R

vpeld String  VPCEJID

vpcUuid  String  VPCEAUUID , (Y FBTF R/~
name String  VPCHI&FR

cidr String  VPCHICIDR{E

Subnet

WA KB R

subnetld  String  FR ID

subnetUuid String £ UUID , (NABTRR
name String  FMBHR

subnetType String FZEHY

zone String  [Xig;

vpcld String  VPCEJID

cidr String  CIDR{A
SecurityGroup
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Baidu & &HERAY TEiR
SWEIR KR A
securityGroupld  String  Z£4HID

securityGroupUuid String  Z2LHMUUID , (VBT RER

name String HEEHALZK

vpcld String  VPCEJID

vpcUuid String  VPCEJUUID , (XRATR/R
StorageMeta

SEBIR E- I 1" 3
storageType String  TFEfigeHY
storageSize  int FER/N

numberOfDisk int HWE

StoragePolicy

SWEHR KR iR

type StoragePolicyType TEfEREEZERY | B{KT[S N, : StoragePolicyType
autoDelete AutoDelete Bz ErE AR S% , B{KTT$ I, ; AutoDelete
AutoDelete

SWEIR R R

diskUsedThresholdPercent Integer HiEAERE , FENXREREHLIRILHIBFXHE LA EEL XN HEHNIHE
logMinRetentionMs Long FHNXHR/IMREBEK , B{l ms
logMinRetentionBytes Long  FANXE/IMREBAR/N, Bfi byte

ConfigMeta | ¥ #R | 258 | #A& | | - | ---ev | - | | configld | String | &£#£HCEID | | revisionld | String | BCERRAID | |
context | Map<String, String> | BUABLE T B J0TE B ASREST |

Authentication | ¥ &#R | 28 | Rk | | [ | - | | mode | String | IAMEART , RIZEMIER : Node (TEHHHIA
UE) . SASL_SCRAM ({# FISASL/SCRAMALEIFITEAIAME) . SASL_PLAIN ({# FESASL/PLAINHLEFITHHIAIE) |
SSL ({#RSSLIERIAAIE) | | context | String | B 2255, FAGERE |

Node

2WEH KR 323

brokerld  Int LRI RMNFS , NTFRBIEET R

host String I A Aghost

nodeld  String T RMID

status  NodeState HFTH AP , BATIEK LTS MNodeState

publiclp ~ String TRIAMMIE , AFEFHFF R AWM A SHEARNE , BNAnul

internallp String I S RIVPCHE

Acl
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Baidu B E&RE= Y
SR e R
username String BraHR

patternType  AclPatternType DUHEZHET

resourceType String TIRZERY

resourceName String TiIRBFR

operation List REZRIZ|R
Tag

SWAHK 2 R

WERE , TASKNETFR, BE. PXUL-_ /FHRFE  KEL
65

tagkey  String

WERE , TRSKNEFR., BT, PXUL-_ /HRFH , KEO-
65

tagValue String

Group

sWEHR KB HER
groupName String  JHZRZAMLFR

updateTime String JHBRARF—IBRNNE , F5 BSHERTERNE , 6120 : 2023-05-10T03:06:01Z
User
SWEHr XB #R

username String FFLZFR

createTime String  BIEEFAFERKEE , 746 HHISEEHLSTAE , 620 : 2023-05-10T03:06:01Z

TopicConfig

BB E- iU .73

message.timestamp.type String JHESFBIEZEE! | LogAppendTime, CreateTime , ZRA{H : CreateTime
cleanup.policy String  JEIESEME , compact, delete , BRIA{E : delete

min.insync.replicas String  RFRIAE , m/NAL, RAAEHMEIARE , THAE: 1

retention.ms String  JEEMARBRK , SuE : 1~1728000000 , FIAME : 172800000
segment.ms String  HESFEE, JEE : 1~1048576000 , EA{E : 604800000

max.message.bytes String BALKIJEHERKE , SGHE : 1~1048576000 , EXA{H : 1048588

GroupTopicPartition
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Baidu B K &BER Y TEFhR
SWAHR KB R
partitionld int THBRE S5 AT T R topicil A& 4y X 1D
topicName String  JHZ&EKBIAT T topic & FR

consumerld String  IEETHERUATHXATEERBEBID , 2R BRI LRI X B IHRETHER

clientld String  IFEJHTR YRTOH X ME FigID
host String  1IEEIHER Y EIN XKE FimIP
maxOffset long LT XA KSR

committedOffset  long UEIERESAIMNIETR LA

lag long  URITHTRESBITELRTHXAEEHINE |, Z{E AmaxOffset-5committedOffsetft Z={E

lastConsumeTime String YEIEBREREHBHNT(E , & HASHEISTAREE , #lZ0 : 2023-05-10T03:06:01Z

Topic

SWAEH X R

topicName String  topicfRI&#R

createTime String gl topicB A [a] , 444 HAISHTEIASTAEE |, AlZ0 : 2023-05-10T03:06:01Z

TopicDetail

BWAHR

topicName
partitionNum
replicationFactor
brokersSkewed
brokersLeaderSkewed
brokersSpread
preferredReplicas
underReplicated

otherConfigs

TopicPartition

SWABIK i

topicName String
partitionld int
leaderld int
replicas List

inSyncReplicas List
minOffset long
maxOffset long
messageNum  long

lastUpdateTime String

ClusterConfig

it Ei::3%3

String topicfRI & #R

int topiclI N X% =

int topicIRIZAS =

double broker {4} & bt
double broker leaderffifI &4 bt
double brokerZE s &

double Preferred Replicas %
double Under-replicated %

List<TopicConfig> topicliS&ELERNA

i34

ES P2

topic 4y XID

Yo Xleader@| A BRI T RID

LRI XBIAFET RIDSER

YRINXERPRIFHET RIDFIFE

LRIDXRER/IMIR

YRS XRAALR

YR AXBEEEEE

YRS XRILEFA G |, & H SR ENTERE , 620 : 2023-05-10T03:06:01Z
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Baidu B B EHER IR TEIR
SHEH KB R
configld String  ECEID
name String  ECEAFK
state String  BCEMPIRE , USEDFRIRIEAEHMERHEMR , UNUSEDFRIX A SRS
description String  ELEMIHREE

createTime String ECERIBIZERTE] , &S HSHEFSTAEEC , HlZ0 : 2023-05-10T03:06:01Z

ClusterConfigRevision

WA XH R

revisionld ~ String  BCERRANID

state String  ECERRAMRE , USEDFRIRIEFERERHER , UNUSEDFRINRBERHER
description String  ECERRAHIAR(EE

createTime String  ECERAMIGIZNA , & BAISH AT | FiZ0 - 2023-05-10T03:06:01Z

ClusterConfigRevisionDetail | ¥ &#R | 258Y | #iik | | | |

- | | revisionld | String | BEEBKRAID | | state | String | FEERRAHPRZ , USEDFRRIEERERHER , UNUSEDFR RIS G ERE
| | description | String | BCERMRAKIA(EE. | | createTime | String | BCERRAMKEZRE , & HAISHEHTEHE , B

30 : 2023-05-10T03:06:01Z | | context | List<TopicConfigOption> | BEEkRAF BIKKSEEE |

ClusterConfigOption | ¥ &#K | 258U | #iik | | | | I
name | String | S¥AFR , SMANBRI SN, : LLEZ A4 | | description | String | ¥ 34 | | updateMode | String |
S EHIRN. STATICRRHESH , EHNTEERER  DINAMICRTRINTSSIH , EMNAFTEESER | | scope |
Object[] | ¥V ATIE , IIRSIMAZETIRINT, LONGESTE , NAXEZNT (1, 168] , R/ MEAL , RAEAL168 ; 4N
HEWKZERIEZENUM, BOOLEAN , NMEhG— N ITRFR RO EHRIE , 24T [delete, compact] | | defaultValue | Object | %
AIEKIAME | | currentValue | Object | ¥ X4HTME | | type | String | S¥2EEY | Bi4N : BOOLEAN, INT, LONG, ENUM | | unit |
String | ¥V , 620 : ms, byte | | category | String | 2¥IY2E , B0 : B, JHIRA | | overrideMode | String | %%
WRAENIE, REQUIREDFRMAS AL WHITACE , OPTIONALERI/RATE |

OperationGroup
e CF 7 S ik
groupName String ISR AENEREFR , BKT]%2EY2 WOperationGroupType

state OperationState {E%FTENHRPITIRE , BIETER TS MOperationState

Job

WL LR £

jobld String 1£%1D

name JobType 1ES IR |, BKAT%ESERIS WobType

status JobStatus ESRES , BREK % 0 JobStatus

operations List<Operation> {E&BEHIRES R |, BRIERNE N Operation

Operation | ¥R | 28 | #iiA | | | |

- | | jobld | String | {£55ID | | name | JobType | {E&-BIZERY , B{RR]%EZEHI S N, JobType | | status | JobStatus | FEHIRE , B
KRR S W JobStatus | | operationld | String | #24EID | | type | OperationType | {EFHIZEEY , BATIETIS

N, OperationType | | state | OperationState | {EFHHRE , BIKA[IEIRE S W 0perationState | | process | int | {E5HITHIEE
BoE , BYESEE 0100 | | schedule | String | R , SFEXTII%E : EXECUTE/SUSPEND, A HIARIITHFFE S| |
started | boolean | £% B EBELBEN | | createTime | String | {E&- AR , &F& BHISEREAMEES , B0 : 2023-05-
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Baidu B EEHER Y EZR
10T03:06:01Z | | startTime | String | {25 FHARSKAE , 4 BHISHEHTEAEE , 620 : 2023-05-10T03:06:01Z | |
endTime | String | {E&LEFRIATE] , & BHHISH AT , 620 : 2023-05-10T03:06:01Z |

OperationDetail
SWAH e 3it) i3
Jobld String 1£%1D
type OperationType EFREDY |, B{RRIEZEE S N 0perationType
operationld String #41EID
state OperationState SRR, BETEIRES MOperationState
process int EEPITHRHEE A HUE , BUETEEIH0ZI100
schedule String VKA | SPEY A% : EXECUTE/SUSPEND, SRR THFHER S
started boolean EEREELEEHM
createTime  String E5-RIRMETE |, 6 I SERITEAME , 620 : 2023-05-10T03:06:01Z
startTime String EFFHARINNE | 55 B SHERTAE , #20 : 2023-05-10T03:06:01Z
endTime String EFLERWNE , FEBHSRERTAE , 520 : 2023-05-10T03:06:01Z
groups List<OperationGroup> {E5-ATBHRINAEESIR
sourceContext String Yk
targetContext String BRERNE
@ ZERYHRITE L
StorageType
il R
ENHANCED_SSD_PL1 3338)SSDR %25
SSD [Ss: 772+
AclPatternType
il 3%

LITERAL #5#AILAC

PREFIXED BI4RULED

AclResourceType

s 71
TOPIC ez
CLUSTER g3
GROUP THBRA

TRANSACTIONAL_ID 45
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* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill

* All rights reserved.
*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions are met:
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* 1. Redistributions of source code must retain the above copyright notice,

*  this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

*  this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/>I<>I<

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

*/

#####4# include <stdio.h>
###### include <signal.h>
#####4# include <string.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_trun =1

/**
* @brief Signal termination of program
*/
static void stop(int sig
run =0
fclose(stdin); /* abort fgets() */

/**
* @brief Message delivery report callback.
*
* This callback is called exactly once per message, indicating if
* the message was succesfully delivered
* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err |= RD_KAFKA_RESP_ERR_NO_ERROR).
*
* The callback is triggered from rd_kafka_poll() and executes on
* the application's thread.
*/
static void dr_msg_cb(rd_kafka_t *rk, const rd_kafka_message_t *rkmessage, void *opaque) {
if (rkmessage->err) {
fprintf(stderr, "%% Message delivery failed: %s\n", rd_kafka_err2str(rkmessage->err));
} else {
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Tprintr(staerr, %% Iviessage aellvered (%za bytes, paruton %" PRIA3Z ")\n", rkmessage->len, rkmessage->partution);

}

/* The rkmessage is destroyed automatically by librdkafka * /
}

int main(int argc, char **argyv) {
rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */

char errstr[512]; /* librdkafka API error reporting buffer */
char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */

const char *topic;  /* Argument: topic to produce to */

// const char *username; /* Argument: sasl username */
// const char *password; /* Argument: sasl password */

/*
* Argument validation

*/

/] KEZHIE

if (arge 1= 3) {
fprintf(stderr, "%% Usage: %s <broker> <topic>\n", argv[0]);
return 1;

[/ BAREE
brokers = argv[1];
/] EBEIR
topic = argv[2];

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full

* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers, errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
return 1;

if (
rd_kafka_conf_set(conf, "security.protocol”, "plaintext", errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK
) {
fprintf(stderr, "%s\n", errstr);
return -1;

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd kafka flush(). */
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rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*
* Create producer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object

x and the application must not reference it again after
& this call.
*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (Irk) {
fprintf(stderr, "%% Failed to create new producer: %s\n", errstr);
return 1;

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,
"%% Type some text and hit enter to produce message \n"
"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

/* Remove newline */
if (bufflen - 1] == "\n") {
bufl--len] = "\O';

/* Empty line: only serve delivery reports */
if (len ==0) {
rd_kafka_poll(rk, O/*non-blocking */);
continue;

/*
* Send/Produce message.
* This is an asynchronous call, on success it will only
* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.
* The previously registered delivery report callback
* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).
*/
retry:
err = rd_kafka_producev(
/* Producer handle */
rk,
/* Topic name */
RD_KAFKA_V_TOPIC(topic),
/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),
/* Per-Message opaque, provided in
* delivery report callback as
* msg_opaque. */
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RD_KAFKA_V_OPAQUE(NULL),
/* End sentinel */
RD_KAFKA_V_END

if (err
/*
* Failed to *enqueue* message for producing.
*/
fprintf(stderr,
"%% Failed to produce to topic %s: %s\n", topic,
rd_kafka_err2str(err

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL
/* If the internal queue is full, wait for
* messages to be delivered and then retry.
* The internal queue represents both
* messages to be sent and messages that have
* peen sent or failed, awaiting their
* delivery report callback to be called.
*
* The internal queue is limited by the
* configuration property
* gueue.buffering.max.messages */
rd_kafka_poll(rk, 1000 /*block for max 1000ms*/
goto retry

else
fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",
len, topic

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll

* at frequent intervals.

* Either put the poll call in your main loop, orin a

* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */

rd_kafka_poll(rk, O /*non-blocking* /

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n"
rd_kafka_flush(rk, 10 * 1000 /* wait for max 10 seconds */

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */
if (rd_kafka_outqg_len(rk) > O
fprintf(stderr, "%% %d message(s) were not delivered\n", rd_kafka_outqg_len(rk

/* Destroy the producer instance */
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rd_kafka_destroy(rk

return O

THTREALRE

Bl KafkaConsumerDemo.c3CfF , BRRERAINT :

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2019, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

*  this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

*  this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/**
* Simple high-level balanced Apache Kafka consumer
* using the Kafka driver from librdkafka
* (https://github.com/edenhill/librdkafka
*/

###### include <stdio.h>
###### include <signal.h>
###### include <string.h>
#####4# include <ctype.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
//#include <librdkafka/rdkafka.h>
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_t run =1

/**

* @brief Signal termination of program
*/
static void stop(int sig
run =0
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/**

* @returns 1 if all bytes are printable, else O.
*/
static int is_printable(const char *buf, size_t size
size_ti

for (i =0; i < size; i++
if (lisprint
return O

return 1

int main(int argc, char **argv

rd_kafka_t *rk /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[512 /* librdkafka API error reporting buffer */

const char *brokers /* Argument: broker list */
const char *groupid /* Argument: Consumer group id */

char **topics /* Argument: list of topics to subscribe to */
int topic_cnt /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
inti
/*
* Argument validation
*/
// REZHIE
if (argec <4
fprintf(stderr, "%% Usage: %s <broker> <group.id> <username> <password> <topicl> <topic2>..\n", argv[O
return 1
// BARERE

brokers = argvil
// THBFR4A id
groupid = argv|2
// EBAFR
topics = &argv[3

topic_cnt = argc - 3

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new

/* Set bootstrap broker(s) as a comma-separated list of
* host or host:port (default port 9092).
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* librdkafka will use the bootstrap brokers to acquire the full

* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers"”, brokers, errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

rd_kafka_conf_set(conf, "security.protocol", "plaintext", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK

fprintf(stderr, "%s\n", errstr
return -1

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */

if (rd_kafka_conf_set(conf, "group.id", groupid, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/* If there is no previously committed offset for a partition
* the auto.offset.reset strategy will be used to decide where
* in the partition to start fetching messages.
* By setting this to earliest the consumer will read all messages
* in the partition if there was no previously committed offset. */
if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest”, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/*
* Create consumer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object
e and the application must not reference it again after

i this call.
*/
rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr
if (I'rk
fprintf(stderr, "%% Failed to create new consumer: %s\n", errstr
return 1

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* put that is more complex and typically not recommended. */
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rd_kafka_poll_set_consumer(rk

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt
for (i = 0; i < topic_cnt; i++
rd_kafka_topic_partition_list_add

subscription,

topicsl|il,

/* the partition is ignored

* by subscribe() */

RD_KAFKA_PARTITION_UA

/* Subscribe to the list of topics */
err = rd_kafka_subscribe(rk, subscription
if (err
fprintf(stderr, "%% Failed to subscribe to %d topics: %s\n", subscription->cnt, rd_kafka_err2str(err
rd_kafka_topic_partition_list_destroy(subscription
rd_kafka_destroy(rk
return 1

fprintf(stderr,
"%% Subscribed to %d topic(s), "
"waiting for rebalance and messages...\n",
subscription->cnt

rd_kafka_topic_partition_list_destroy(subscription

/* Signal handler for clean shutdown */
signal(SIGINT, stop

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run
rd_kafka_message_t *rkm

rkm = rd_kafka_consumer_poll(rk, 100
if (Irkm
continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows
* checking for at frequent intervals.

*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */
if (rkm->err
/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr, "%% Consumer error: %s\n", rd_kafka_message_errstr(rkm
rd_kafka_message_destroy(rkm
continue
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/* Proper message. */

printf("Message on %s [%" PRId32 "] at offset %" PRId64 ":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm->offset

/* Print the message key. */
if (rkm->key && is_printable(rkm->key, rkm->key_len
printf(" Key: %.*s\n", (int)rkm->key_len, (const char * )rkm->key
else if (rkm->key,
printf(" Key: (%d bytes)\n", (int)rkm->key_len

/* Print the message value/payload. */
if (rkm->payload && is_printable(rkm->payload, rkm->len
printf(" Value: %.*s\n", (int)rkm->len, (const char *)rkm->payload
else if (rkm->payload
printf(" Value: (%d bytes)\n", (int)rkm->len

rd_kafka_message_destroy(rkm

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n"
rd_kafka_consumer_close(rk

/* Destroy the consumer */
rd_kafka_destroy(rk

return O
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/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill
* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,
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*  this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright notice,
*  this list of conditions and the following disclaimer in the documentation
* and/or other materials provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.
*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

*/

###### include <stdio.h>
#####4# include <signal.h>
#####4# include <string.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_t run =1

/**
* @brief Signal termination of program
*/
static void stop(int sig
run =0
fclose(stdin); /* abort fgets() */

/**
* @brief Message delivery report callback.
*
* This callback is called exactly once per message, indicating if
* the message was succesfully delivered
* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err |= RD_KAFKA_RESP_ERR_NO_ERROR).
*
* The callback is triggered from rd_kafka_poll() and executes on
* the application's thread.
*/
static void dr_msg_cb(rd_kafka_t *rk, const rd_kafka_message_t *rkmessage, void *opaque) {
if (rkmessage->err) {
fprintf(stderr, "%% Message delivery failed: %s\n", rd_kafka_err2str(rkmessage->err));
}else {
fprintf(stderr, "%% Message delivered (%zd bytes, partition %" PRId32 ")\n", rkmessage->len, rkmessage->partition);

}
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/* The rkmessage is destroyed automatically by librdkafka * /

}

int main(int argc, char **argv) {
rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */

char errstr{512]; /* librdkafka API error reporting buffer * /
char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */

const char *topic;  /* Argument: topic to produce to */
const char *username; /* Argument: sasl username */
const char *password; /* Argument: sasl password */

/*
* Argument validation
*/

// WESHIE

if (arge 1= 5) {
fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password>\n", argv[0]);
return 1;

[/ BAREE

brokers = argv[1];

// EBLZHR

topic = argv[2];

// FPEIRR AR A PR
username = argv[3];

// R PEIRR AR A PR

password = argv[4];

/*
* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of
* host or host:port (default port 9092).
* librdkafka will use the bootstrap brokers to acquire the full
* set of brokers from the cluster. */
if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers, errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
return 1;
}
// INEHHISZIFPLAIN,  SCRAM-SHA-512BNF L6 , tRIESEFF AfE AR AME A 3 Tie8%
if (
rd_kafka_conf_set(conf, "security.protocol”, "sasl_plaintext", errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.mechanism", "SCRAM-SHA-512", errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.username", username, errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.password", password, errstr, sizeof(errstr)) I= RD_KAFKA_CONF_OK
) {
fprintf(stderr, "%s\n", errstr);
return -1;

/* Qat the delivens reanart callhack
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* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */
rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*
* Create producer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object

= and the application must not reference it again after
“ this call.
*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));

if (Irk) {

fprintf(stderr, "%% Failed to create new producer: %s\n", errstr);

return 1;

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,

"%% Type some text and hit enter to produce message \n"

"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

/* Remove newline */
if (bufflen - 1] == "\n") {
buff--len] = "\0";

/* Empty line: only serve delivery reports */
if (len ==0) {
rd_kafka_poll(rk, O/*non-blocking */);
continue;

/*
* Send/Produce message.
* This is an asynchronous call, on success it will only
* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
* by background threads.
* The previously registered delivery report callback
* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).
*/
retry:
err = rd_kafka_producev(
/* Producer handle */
rk,
/* Topic name */
RD_KAFKA_V_TOPIC(topic),
/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
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RD_KAFKA_V_VALUE(buf, len),

/* Per-Message opaque, provided in
* delivery report callback as

* msg_opaque. */
RD_KAFKA_V_OPAQUE(NULL),

/* End sentinel */
RD_KAFKA_V_END

if (err
/*
* Failed to *enqueue* message for producing.
*/
fprintf(stderr,
"%% Failed to produce to topic %s: %s\n", topic,
rd_kafka_err2str(err

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL
/* If the internal queue is full, wait for
* messages to be delivered and then retry.
* The internal queue represents both
* messages to be sent and messages that have
* peen sent or failed, awaiting their
* delivery report callback to be called.
*
* The internal queue is limited by the
* configuration property
* gueue.buffering.max.messages */
rd_kafka_poll(rk, 1000 /*block for max 1000ms*/
goto retry

else
fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",
len, topic

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll

* at frequent intervals.

* Either put the poll call in your main loop, orin a

* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */

rd_kafka_poll(rk, O /*non-blocking*/

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n"
rd_kafka_flush(rk, 10 * 1000 /* wait for max 10 seconds */

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */
if (rd_kafka_outq_len(rk) > O
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fprintf(stderr, "%% %d message(s) were not delivered\n", rd_kafka_outqg_len(rk

/* Destroy the producer instance */
rd_kafka_destroy(rk

return O

THBREABLRE

i KafkaConsumerDemo.c3C , BRRRERBFIANT :

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2019, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

*  this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

*  this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple high-level balanced Apache Kafka consumer
* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

*/

#####4# include <stdio.h>
###### include <signal.h>
###### include <string.h>
###### include <ctype.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
//#include <librdkafka/rdkafka.h>
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_t run =1

/%%
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’

* @brief Signal termination of program
*/
static void stop(int sig
run =0

/**

* @returns 1 if all bytes are printable, else O.
*/
static int is_printable(const char *buf, size_t size
size_ti

for (i = 0; i < size; i++
if (lisprint
return O

return 1

int main(int argc, char **argv

rd_kafka_t *rk /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[512 /* librdkafka API error reporting buffer */

const char *brokers /* Argument: broker list */

const char *groupid /* Argument: Consumer group id */
const char *username /* Argument: sasl username */
const char *password /* Argument: sasl password */

char **topics /* Argument: list of topics to subscribe to */
int topic_cnt /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
inti
/*
* Argument validation
*/
// RESHIE
if (argec <6
fprintf(stderr, "%% Usage: %s <broker> <group.id> <username> <password> <topicl> <topic2>..\n", argv[O
return 1
/] BARGERE

brokers = argv/l

// THZEA id

groupid = argv|2

// BFREEH AN AP ATR
username = argv|3

// BFEEh A A e
password = argv|4

/] EBEFR

topics = &argv[5
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topic_cnt = argc - 5

/*
* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full

* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers"”, brokers, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

// IERHISZFFPLAIN,  SCRAM-SHA-B12BFMILHI , iRIESEBEFTE AFIAME AT T
if
rd_kafka_conf_set(conf, "security.protocol”, "sasl_plaintext", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.mechanism", "SCRAM-SHA-512", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.username", username, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.password", password, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK

fprintf(stderr, "%s\n", errstr
return -1

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */

if (rd_kafka_conf_set(conf, "group.id", groupid, errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

* in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages

* in the partition if there was no previously committed offset. */

if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/>I<
* Create consumer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object
x and the application must not reference it again after

& this call.

*/

rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr
if (I'rk

fprintf(stderr, "%% Failed to create new consumer: %s\n", errstr
return 1
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conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* put that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt
for (i = 0; i < topic_cnt; i++
rd_kafka_topic_partition_list_add
subscription,
topicslil,
/* the partition is ignored
* by subscribe() */
RD_KAFKA_PARTITION_UA

/* Subscribe to the list of topics */
err = rd_kafka_subscribe(rk, subscription
if (err
fprintf(stderr, "%% Failed to subscribe to %d topics: %s\n", subscription->cnt, rd_kafka_err2str(err
rd_kafka_topic_partition_list_destroy(subscription
rd_kafka_destroy(rk
return 1

fprintf(stderr,
"%% Subscribed to %d topic(s), "
"waiting for rebalance and messages...\n",
subscription->cnt

rd_kafka_topic_partition_list_destroy(subscription

/* Signal handler for clean shutdown */
signal(SIGINT, stop

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run
rd_kafka_message_t *rkm

rkm = rd_kafka_consumer_poll(rk, 100
if (Irkm
continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows
* checking for at frequent intervals.

* /

174



Baidu B E&EER Y LEhR

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */
if (rkm->err
/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr, "%% Consumer error: %s\n", rd_kafka_message_errstr(rkm
rd_kafka_message_destroy(rkm
continue

/* Proper message. */

printf("Message on %s [%" PRIA32 "] at offset %" PRId64 ":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm->offset

/* Print the message key. */
if (rkm->key && is_printable(rkm->key, rkm->key_len
printf(" Key: %.*s\n", (int)rkm->key_len, (const char * )rkm->key
else if (rkm->key
printf(" Key: (%d bytes)\n", (int)rkm->key_len

/* Print the message value/payload. */
if (rkm->payload && is_printable(rkm->payload, rkm->len
printf(" Value: %.*s\n", (int)rkm->len, (const char * rkm->payload
else if (rkm->payload
printf(" Value: (%d bytes)\n", (int)rkm->len

rd_kafka_message_destroy(rkm

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n"
rd_kafka_consumer_close(rk

/* Destroy the consumer */
rd_kafka_destroy(rk

return O

BR=  wiFIHETT

YR FhE T ERB MRS,

#it#### BENHTE
gec -Irdkafka ./consumer.c -0 consumer
./consumer <broker> <group.id> <username> <password> <topicl> <topic2>
#HHH BRNVETE
gec -Irdkafka ./producer.c -0 producer
./producer <broker> <topic> <username> <password>

RN BREHLE
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B3 KafkaProducerDemo.c3C{4 , B{RARRLREIANT :

/*
* librdkafka - Apache Kafka C library
*
* Copyright (c) 2017, Magnus Edenhill
* All rights reserved.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions are met:
*
* 1. Redistributions of source code must retain the above copyright notice,
*  this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright notice,
*  this list of conditions and the following disclaimer in the documentation
* and/or other materials provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

*/

#####4# include <stdio.h>
###### include <signal.h>
###### include <string.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_trun =1

/**
* @brief Signal termination of program
*/
static void stop(int sig
run =0
fclose(stdin); /* abort fgets() */

/**
* @brief Message delivery report callback.

*

* This callback is called exactly once per message, indicating if
* the message was succesfullv delivered
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* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err |= RD_KAFKA_RESP_ERR_NO_ERROR).
*
* The callback is triggered from rd_kafka_poll() and executes on
* the application's thread.
*/
static void dr_msg_cb(rd_kafka_t *rk, const rd_kafka_message_t *rkmessage, void *opaque) {
if (rkmessage->err) {
fprintf(stderr, "%% Message delivery failed: %s\n", rd_kafka_err2str(rkmessage->err));
}else {
fprintf(stderr, "%% Message delivered (%zd bytes, partition %" PRId32 ")\n", rkmessage->len, rkmessage->partition);

}

/* The rkmessage is destroyed automatically by librdkafka * /
}

int main(int argc, char **argv) {
rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */

char errstr[{512]; /* librdkafka API error reporting buffer */
char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */

const char *topic;  /* Argument: topic to produce to */
const char *username; /* Argument: sasl username */
const char *password; /* Argument: sasl password */

/*
* Argument validation

*/

//RESHECE

if (arge I=5) {
fprintf(stderr, "%% Usage: %s <broker> <topic> <username> <password>\n", argv[0]);
return 1;

// AREE

brokers = argv[1];

/] EBEHR

topic = argv[2];

// BFEEP AN P RFR
username = argv[3];

// RPEER AR PR

password = argv[4];

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full

* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers, errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
return 1;
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}
// IERHISZHFPLAIN,  SCRAM-SHA-512B0#MILHI , 1RIEEEEFTHE FAIAME ST T
if (
rd_kafka_conf_set(conf, "ssl.ca.location", "ca.pem", errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "security.protocol”, "sasl_ssl", errstr, sizeof(errstr)) I= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.mechanism", "SCRAM-SHA-512", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.username", username, errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.password", password, errstr, sizeof(errstr)) I= RD_KAFKA_CONF_OK
) {
fprintf(stderr, "%s\n", errstr);
return -1;

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */
rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*
* Create producer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object

= and the application must not reference it again after

“ this call.

*/

rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (Irk) {

fprintf(stderr, "%% Failed to create new producer: %s\n", errstr);
return 1;

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,
"%% Type some text and hit enter to produce message \n"
"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

/* Remove newline */
if (bufflen - 1] == "\n") {
buf[--len] = '"\0";

/* Empty line: only serve delivery reports */
if (len == 0) {
rd_kafka_poll(rk, O/*non-blocking */);
continue;

/*

* Send/Produce message.

* This is an asynchronous call, on success it will only

* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled
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* by background threads.
* The previously registered delivery report callback
* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).
*/
retry:
err = rd_kafka_producev
/* Producer handle */
rk,
/* Topic name */
RD_KAFKA_V_TOPIC(topic),
/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),
/* Per-Message opaque, provided in
* delivery report callback as
* msg_opaque. */
RD_KAFKA_V_OPAQUE(NULL),
/* End sentinel */
RD_KAFKA_V_END

if (err
/*
* Failed to *enqueue* message for producing.
*/
fprintf(stderr,
"%% Failed to produce to topic %s: %s\n", topic,
rd_kafka_err2str(err

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL
/* If the internal queue is full, wait for
* messages to be delivered and then retry.
* The internal queue represents both
* messages to be sent and messages that have
* been sent or failed, awaiting their
* delivery report callback to be called.
*
* The internal queue is limited by the
* configuration property
* gueue.buffering.max.messages */
rd_kafka_poll(rk, 1000 /*block for max 1000ms*/
goto retry

else
fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",
len, topic

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll

* at frequent intervals.

* Either put the poll call in your main loop, orin a

* dedicated thread, or call it after every

* rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
* to make sure previously produced messages have their

* delivery report callback served (and any other callbacks

* unn radgictar) Xx /
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you ot e

rd_kafka_poll(rk, O /*non-blocking* /

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n"
rd_kafka_flush(rk, 10 * 1000 /* wait for max 10 seconds */

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */
if (rd_kafka_outq_len(rk) > O
fprintf(stderr, "%% %d message(s) were not delivered\n", rd_kafka_outqg_len(rk

/* Destroy the producer instance */
rd_kafka_destroy(rk

return O

THBREAERA

i KafkaConsumerDemo.c3C 4 , BRRRERBFIANT :

/*
* librdkafka - Apache Kafka C library
%
* Copyright (c) 2019, Magnus Edenhill
* All rights reserved.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions are met:
*
* 1. Redistributions of source code must retain the above copyright notice,
*  this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright notice,
*  this list of conditions and the following disclaimer in the documentation
* and/or other materials provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple high-level balanced Apache Kafka consumer
* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

*/
#####4# include <stdio.h>
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#####4# include <signal.h>
###### include <string.h>
#####4# include <ctype.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
//#include <librdkafka/rdkafka.h>
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_t run =1

/**
* @brief Signal termination of program
*/
static void stop(int sig
run =0
/**
* @returns 1 if all bytes are printable, else O.
*/

static int is_printable(const char *buf, size_t size
size_ti

for (i =0; i < size; i++
if (lisprint
return O

return 1

int main(int argc, char **argv

rd_kafka_t *rk /* Consumer instance handle */
rd_kafka_conf_t *conf, /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[512 /* librdkafka API error reporting buffer * /

const char *brokers /* Argument: broker list */

const char *groupid /* Argument: Consumer group id */
const char *username /* Argument: sasl username */
const char *password /* Argument: sasl password */

char **topics /* Argument: list of topics to subscribe to */
int topic_cnt /* Number of topics to subscribe to */
rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */
inti

/*

* Argument validation

*/

if (argc <6

fprintf(stderr, "%% Usage: %s <broker> <group.id> <username> <password> <topicl> <topic2>..\n", argv[O
return 1
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brokers = argv/1l
groupid = argv|2
username = argv|3
password = argv[4
topics = &argv[5

topic_cnt = argc - 5

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full

* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers"”, brokers, errstr, sizeof(errstr)) '= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

// IERHISTHEFPLAIN,  SCRAM-SHA-51 2B 7L , ARIEEREAT(E AAFIAE AT TIEHE
if
rd_kafka_conf_set(conf, "ssl.ca.location”, "ca.pem", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "security.protocol”, "sasl_ssl|", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.mechanism", "SCRAM-SHA-512", errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.username", username, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "sasl.password", password, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK

fprintf(stderr, "%s\n", errstr
return -1

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */

if (rd_kafka_conf_set(conf, "group.id", groupid, errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

* in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages

* in the partition if there was no previously committed offset. */

if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/*
* Create consumer instance.
%

* NOTE: rd_kafka_new() takes ownership of the conf object

* and the annlicatinn miiet nnt refarance it again after
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& this call.

*/

rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr
if (I'rk

fprintf(stderr, "%% Failed to create new consumer: %s\n", errstr
return 1

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* put that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk

/* Convert the list of topics to a format suitable for librdkafka * /
subscription = rd_kafka_topic_partition_list_new(topic_cnt
for (i = 0; i < topic_cnt; i++
rd_kafka_topic_partition_list_add
subscription,
topicslil,
/* the partition is ignored
* by subscribe() */
RD_KAFKA_PARTITION_UA

/* Subscribe to the list of topics */
err = rd_kafka_subscribe(rk, subscription
if (err
fprintf(stderr, "%% Failed to subscribe to %d topics: %s\n", subscription->cnt, rd_kafka_err2str(err
rd_kafka_topic_partition_list_destroy(subscription
rd_kafka_destroy(rk
return 1

fprintf(stderr,
"%% Subscribed to %d topic(s), "
"waiting for rebalance and messages...\n",
subscription->cnt

rd_kafka_topic_partition_list_destroy(subscription

/* Signal handler for clean shutdown */
signal(SIGINT, stop

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run
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rd_kafka_message_t *rkm

rkm = rd_kafka_consumer_poll(rk, 100
it (I'rkm
continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows
* checking for at frequent intervals.
*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */
if (rkm->err
/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr, "%% Consumer error: %s\n", rd_kafka_message_errstr(rkm
rd_kafka_message_destroy(rkm
continue

/* Proper message. */

printf("Message on %s [%" PRIA32 "] at offset %" PRId64 ":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm->offset

/* Print the message key. */
if (rkm->key && is_printable(rkm->key, rkm->key_len
printf(" Key: %.*s\n", (int)rkm->key_len, (const char * )rkm->key
else if (rkm->key
printf(" Key: (%d bytes)\n", (int)rkm->key_len

/* Print the message value/payload. */
if (rkm->payload && is_printable(rkm->payload, rkm->len
printf(" Value: %.*s\n", (int)rkm->len, (const char * rkm->payload
else if (rkm->payload
printf(" Value: (%d bytes)\n", (int)rkm->len

rd_kafka_message_destroy(rkm

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n"
rd_kafka_consumer_close(rk

/* Destroy the consumer */
rd_kafka_destroy(rk

return O

IR : GFIhE T

UEFhIE T EAB MRS,
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O ENETRE
gee -Irdkafka ./consumer.c -o consumer
./consumer <broker> <group.id> <username> <password> <topicl> <topic2>..

##t#### BENETTE
gec -Irdkafka . /producer.c -0 producer
./producer <broker> <topic> <username> <password>
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B3 KafkaProducerDemo.c3C{4 , BRI RBIANT :

/*

* librdkafka - Apache Kafka C library

*

* Copyright (c) 2017, Magnus Edenhill

* All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions are met:

*

* 1. Redistributions of source code must retain the above copyright notice,

*  this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright notice,

* this list of conditions and the following disclaimer in the documentation

* and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS

* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE

* POSSIBILITY OF SUCH DAMAGE.

*/

Vaka
* Simple Apache Kafka producer

* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

*/

###### include <stdio.h>
###### include <signal.h>
#####4# include <string.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_t run =1

/**

* @brief Signal termination of program
*/
static void stop(int sig
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run = 0;
fclose(stdin); /* abort fgets() */
}

/* *

* @brief Message delivery report callback.

*

* This callback is called exactly once per message, indicating if
* the message was succesfully delivered

* (rkmessage->err == RD_KAFKA_RESP_ERR_NO_ERROR) or permanently
* failed delivery (rkmessage->err |= RD_KAFKA_RESP_ERR_NO_ERROR).

*
* The callback is triggered from rd_kafka_poll() and executes on
* the application's thread.

*/

static void dr_msg_cb(rd_kafka_t *rk, const rd_kafka_message_t *rkmessage, void *opaque) {

if (rkmessage->err) {

fprintf(stderr, "%% Message delivery failed: %s\n", rd_kafka_err2str(rkmessage->err));

}else {

fprintf(stderr, "%% Message delivered (%zd bytes, partition %" PRId32 ")\n", rkmessage->len, rkmessage->partition);

}

/* The rkmessage is destroyed automatically by librdkafka * /
}

int main(int argc, char **argv) {
rd_kafka_t *rk; /* Producer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */

char errstr[{512]; /* librdkafka API error reporting buffer */

char buf[512]; /* Message value temporary buffer */

const char *brokers; /* Argument: broker list */
const char *topic;  /* Argument: topic to produce to */

/*
* Argument validation
*/

//RESHECE
if (arge 1= 3) {

fprintf(stderr, "%% Usage: %s <broker> <topic>\n", argv[0]);

return 1;

[/ BAREE
brokers = argv[1];
/] EBEHR
topic = argv[2];

/*

* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new();

/* Set bootstrap broker(s) as a comma-separated list of
* host or host:port (default port 9092).
* librdkafka will use the bootstrap brokers to acquire the full

% Ant Af lhvaliava feana +Hha Aliiadar X 7
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if (rd_kafka_conf_set(conf, "bootstrap.servers", brokers, errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK) {
fprintf(stderr, "%s\n", errstr);
return 1;

rd_kafka_conf_set(conf, "ssl.ca.location", "ca.pem", errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK

|| rd_kafka_conf_set(conf, "ssl.certificate.location", "client.pem", errstr, sizeof(errstr)) I= RD_KAFKA_CONF_OK

|| rd_kafka_conf_set(conf, "ssl.key.location", "client.key", errstr, sizeof(errstr)) I= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "security.protocol”, "ssl|", errstr, sizeof(errstr)) != RD_KAFKA_CONF_OK
) {
fprintf(stderr, "%s\n", errstr);
return -1;

/* Set the delivery report callback.

* This callback will be called once per message to inform
* the application if delivery succeeded or failed.

* See dr_msg_cb() above.

* The callback is only triggered from rd_kafka_poll() and
* rd_kafka_flush(). */
rd_kafka_conf_set_dr_msg_cb(conf, dr_msg_cb);

/*
* Create producer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object
x and the application must not reference it again after

% this call.
*/
rk = rd_kafka_new(RD_KAFKA_PRODUCER, conf, errstr, sizeof(errstr));
if (Irk) {
fprintf(stderr, "%% Failed to create new producer: %s\n", errstr);
return 1;

/* Signal handler for clean shutdown */
signal(SIGINT, stop);

fprintf(stderr,
"%% Type some text and hit enter to produce message \n"
"%% Or just hit enter to only serve delivery reports\n"
"%% Press Ctrl-C or Ctrl-D to exit\n");

while (run && fgets(buf, sizeof(buf), stdin)) {
size_t len = strlen(buf);
rd_kafka_resp_err_t err;

/* Remove newline */
if (bufflen - 1] == "\n") {
buf[--len] = '\0';

/* Empty line: only serve delivery reports */
if (len==0){
rd_kafka_poll(rk, O/*non-blocking */);
continue;

/*
* Send/Produce message.
* This is an asvnchronous call, on success it will only
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* enqueue the message on the internal producer queue.
* The actual delivery attempts to the broker are handled

* by background threads.

* The previously registered delivery report callback

* (dr_msg_cb) is used to signal back to the application
* when the message has been delivered (or failed).

*/

retry:

err = rd_kafka_producev

/* Producer handle */

rk,

/* Topic name */
RD_KAFKA_V_TOPIC(topic),

/* Make a copy of the payload. */
RD_KAFKA_V_MSGFLAGS(RD_KAFKA_MSG_F_COPY),
/* Message value and length */
RD_KAFKA_V_VALUE(buf, len),

/* Per-Message opaque, provided in
* delivery report callback as

* msg_opaque. */
RD_KAFKA_V_OPAQUE(NULL),

/* End sentinel */
RD_KAFKA_V_END

err

/*

* Failed to *enqueue* message for producing.

*/

fprintf(stderr,
"%% Failed to produce to topic %s: %s\n", topic,
rd_kafka_err2str(err

if (err == RD_KAFKA_RESP_ERR__QUEUE_FULL
/* If the internal queue is full, wait for
* messages to be delivered and then retry.
* The internal queue represents both
* messages to be sent and messages that have
* been sent or failed, awaiting their
* delivery report callback to be called.
*
* The internal queue is limited by the
* configuration property
* queue.buffering.max.messages */
rd_kafka_poll(rk, 1000 /*block for max 1000ms*/
goto retry

else

fprintf(stderr, "%% Enqueued message (%zd bytes) "
"for topic %s\n",
len, topic

/* A producer application should continually serve

* the delivery report queue by calling rd_kafka_poll
* at frequent intervals.

* Either put the poll call in your main loop, orin a

* dedicated thread, or call it after every

*

rd_kafka_produce() call.

* Just make sure that rd_kafka_poll() is still called

* during periods where you are not producing any messages
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* to make sure previously produced messages have their
* delivery report callback served (and any other callbacks
* you register). */

rd_kafka_poll(rk, O /*non-blocking*/

/* Wait for final messages to be delivered or fail.

* rd_kafka_flush() is an abstraction over rd_kafka_poll() which
* waits for all messages to be delivered. */

fprintf(stderr, "%% Flushing final messages..\n"
rd_kafka_flush(rk, 10 * 1000 /* wait for max 10 seconds */

/* If the output queue is still not empty there is an issue
* with producing messages to the clusters. */
if (rd_kafka_outqg_len(rk) > O
fprintf(stderr, "%% %d message(s) were not delivered\n", rd_kafka_outg_len(rk

/* Destroy the producer instance */
rd_kafka_destroy(rk

return O

THBREABLRE

B3 KafkaConsumerDemo.c3 4 , BARRRLRAIZIT :

/*
* librdkafka - Apache Kafka C library
*
* Copyright (c) 2019, Magnus Edenhill
* All rights reserved.
*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions are met:
*
* 1. Redistributions of source code must retain the above copyright notice,
*  this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright notice,
* this list of conditions and the following disclaimer in the documentation
* and/or other materials provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
* AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.

*/

/**

* Simple high-level balanced Apache Kafka consumer
* using the Kafka driver from librdkafka

* (https://github.com/edenhill/librdkafka

% /
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/

#####4# include <stdio.h>
###### include <signal.h>
#####4# include <string.h>
###### include <ctype.h>

/* Typical include path would be <librdkafka/rdkafka.h>, but this program
* is builtin from within the librdkafka source tree and thus differs. */
//#include <librdkafka/rdkafka.h>
#include "librdkafka/rdkafka.h"

static volatile sig_atomic_trun =1

/**

* @brief Signal termination of program
*/
static void stop(int sig
run =0

/**

* @returns 1 if all bytes are printable, else O.
*/
static int is_printable(const char *buf, size_t size
size_ti

for (i = 0; i < size; i++
if (lisprint
return O

return 1

int main(int argec, char **argv

rd_kafka_t *rk /* Consumer instance handle */
rd_kafka_conf_t *conf; /* Temporary configuration object */
rd_kafka_resp_err_t err; /* librdkafka API error code */

char errstr[/512 /* librdkafka API error reporting buffer */

const char *brokers /* Argument: broker list */
const char *groupid /* Argument: Consumer group id */

char **topics /* Argument: list of topics to subscribe to */

int topic_cnt /* Number of topics to subscribe to */

rd_kafka_topic_partition_list_t *subscription; /* Subscribed topics */

inti

/*

* Argument validation

*/

if (argec <4
fprintf(stderr, "%% Usage: %s <broker> <group.id> <topicl> <topic2>..\n", argv[0
return 1
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brokers = argvil
groupid = argv|2
topics = &argv(3

topic_cnt = argc - 3

/*
* Create Kafka client configuration place-holder
*/

conf = rd_kafka_conf_new

/* Set bootstrap broker(s) as a comma-separated list of

* host or host:port (default port 9092).

* librdkafka will use the bootstrap brokers to acquire the full

* set of brokers from the cluster. */

if (rd_kafka_conf_set(conf, "bootstrap.servers"”, brokers, errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

rd_kafka_conf_set(conf, "ssl.ca.location”, "client.truststore.pem", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "ssl.certificate.location”, "client.pem", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
|| rd_kafka_conf_set(conf, "ssl.key.location", "client.key", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK

|| rd_kafka_conf_set(conf, "security.protocol”, "ssl", errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK

fprintf(stderr, "%s\n", errstr
return -1

/* Set the consumer group id.

* All consumers sharing the same group id will join the same

* group, and the subscribed topic' partitions will be assigned

* according to the partition.assignment.strategy

* (consumer config property) to the consumers in the group. */

if (rd_kafka_conf_set(conf, "group.id", groupid, errstr, sizeof(errstr)) = RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/* If there is no previously committed offset for a partition

* the auto.offset.reset strategy will be used to decide where

* in the partition to start fetching messages.

* By setting this to earliest the consumer will read all messages

* in the partition if there was no previously committed offset. */

if (rd_kafka_conf_set(conf, "auto.offset.reset", "earliest", errstr, sizeof(errstr)) |= RD_KAFKA_CONF_OK
fprintf(stderr, "%s\n", errstr
rd_kafka_conf_destroy(conf
return 1

/*
* Create consumer instance.
*

* NOTE: rd_kafka_new() takes ownership of the conf object
x and the application must not reference it again after
& this call.

*/
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rk = rd_kafka_new(RD_KAFKA_CONSUMER, conf, errstr, sizeof(errstr
if (I'rk
fprintf(stderr, "%% Failed to create new consumer: %s\n", errstr
return 1

conf = NULL; /* Configuration object is now owned, and freed,
* by the rd_kafka_t instance. */

/* Redirect all messages from per-partition queues to

* the main queue so that messages can be consumed with one
* call from all assigned partitions.

*

* The alternative is to poll the main queue (for events

* and each partition queue separately, which requires setting

* up a rebalance callback and keeping track of the assignment:
* put that is more complex and typically not recommended. */
rd_kafka_poll_set_consumer(rk

/* Convert the list of topics to a format suitable for librdkafka */
subscription = rd_kafka_topic_partition_list_new(topic_cnt
for (i = 0; i < topic_cnt; i++
rd_kafka_topic_partition_list_add
subscription,
topicslil,
/* the partition is ignored
* by subscribe() */
RD_KAFKA_PARTITION_UA

/* Subscribe to the list of topics */
err = rd_kafka_subscribe(rk, subscription
if (err
fprintf(stderr, "%% Failed to subscribe to %d topics: %s\n", subscription->cnt, rd_kafka_err2str(err
rd_kafka_topic_partition_list_destroy(subscription
rd_kafka_destroy(rk
return 1

fprintf(stderr,
"%% Subscribed to %d topic(s), "
"waiting for rebalance and messages...\n",
subscription->cnt

rd_kafka_topic_partition_list_destroy(subscription

/* Signal handler for clean shutdown */
signal(SIGINT, stop

/* Subscribing to topics will trigger a group rebalance

* which may take some time to finish, but there is no need

* for the application to handle this idle period in a special way
* since a rebalance may happen at any time.

* Start polling for messages. */

while (run
rd_kafka_message_t *rkm
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rkm = ra_karka_consumer_poli(rk, 10U
it (I'rkm
continue; /* Timeout: no message within 100ms,
* try again. This short timeout allows
* checking for at frequent intervals.
*/

/* consumer_poll() will return either a proper message
* or a consumer error (rkm->err is set). */
if (rkm->err
/* Consumer errors are generally to be considered
* informational as the consumer will automatically
* try to recover from all types of errors. */
fprintf(stderr, "%% Consumer error: %s\n", rd_kafka_message_errstr(rkm
rd_kafka_message_destroy(rkm
continue

/* Proper message. */

printf("Message on %s [%" PRIA32 "] at offset %" PRId64 ":\n",
rd_kafka_topic_name(rkm->rkt), rkm->partition,
rkm->offset

/* Print the message key. */
if (rkm->key && is_printable(rkm->key, rkm->key_len
printf(" Key: %.*s\n", (int)rkm->key_len, (const char * )rkm->key
else if (rkm->key
printf(" Key: (%d bytes)\n", (int)rkm->key_len

/* Print the message value/payload. */
if (rkm->payload && is_printable(rkm->payload, rkm->len
printf(" Value: %.*s\n", (int)rkm->len, (const char * rkm->payload
else if (rkm->payload
printf(" Value: (%d bytes)\n", (int)rkm->len

rd_kafka_message_destroy(rkm

/* Close the consumer: commit final offsets and leave the group. */
fprintf(stderr, "%% Closing consumer\n"
rd_kafka_consumer_close(rk

/* Destroy the consumer */
rd_kafka_destroy(rk

return O

HIRN : GEIhE T

UEFFE T ERBMARLIC .
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#HH#H OBNERE
gee -Irdkafka ./consumer.c -o consumer
./consumer <broker> <group.id> <topic1> <topic2>..
HHHH BNV
gec -Irdkafka . /producer.c -0 producer
./producer <broker> <topic>
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1. LREC+HKRIE
yum install librdkafka-devel
1. TIRPHPIKHE

pecl install rdkafka
i FEPHPRIIZA S ohp.inif iR L BRI B &
=rdkafka.so
php -m | grep kafka
rdkafka

1. {Ffphp-rdkafka sdk : https://arnaud.le-blanc.net/php-rdkafka-doc/phpdoc/index.html

$ git clone https://github.com/arnaud-1b/php-rdkafka.git
$ cd php-rdkafka
$ phpize
$ ./configure
$ make all -j 5
$ sudo make install
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<?php

= new RdKafka\Conf
/] AR

->set('metadata.broker.list’, A&

// AP

->set('security.protocol’,'plaintext’

= new RdKafka \Producer

// 5 Etopic

= ->newTopic("topic_name"
for =0 <10; $i++
// RD_KAFKA_PARTITION_UAB ZhifEf# 51X, messagets E1EE R EHIER

->produce(RD_KAFKA_PARTITION_UA, O, "Message $1"
->poll(O

for =10) <10 ++
= ->flush(10000
if (RD_KAFKA_RESP_ERR_NO_ERROR ===
break

if (RD_KAFKA_RESP_ERR_NO_ERROR !==
throw new \RuntimeException('Was unable to flush, messages might be lost!"

?>

THBREBLRE

B3 KafkaConsumerDemo.php3t{d , B{RARRRFIANT :
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<?php

= new RdKafka\Conf
/] AN

->set('security.protocol’,'plaintext’
// THZEH id
->set('group.id’, 'php-group’

= new RdKafka\Consumer

V7&:: 9N
->addBrokers("HE\ "

= new RdKafka \TopicConf
->set('auto.commit.interval.ms’', 100
->set('offset.store.method’, 'broker’
->set('auto.offset.reset’, 'earliest’

//VTRJtopic

= ->newTopic("topic_name",

->consumeStart(0, RD_KAFKA_OFFSET_STORED

while (true
= ->consume(0, 120*10000
switch ->err
case RD_KAFKA_RESP_ERR_NO_ERROR:
var_dump
break

case RD_KAFKA_RESP_ERR__PARTITION_EOF:
echo "No more messages; will wait for more \n"
break
case RD_KAFKA_RESP_ERR__TIMED_OUT:
echo "Timed out\n"
break
default:
throw new \Exception ->errstr(), ->err
break

WR= : iFIHETT

BT EABAMERIC .

#it#### BENHTE
php consumer.php
#HHHH BNV
php producer.php
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yum install liordkafka-devel
1. TIRPHPIKHE

pecl install rdkafka
#HHHHH TEPHPIAISA WS php. ini IR I E AT B8 R
=rdkafka.so
php -m | grep kafka
rdkafka

1. {#fphp-rdkafka sdk : https://arnaud.le-blanc.net/php-rdkafka-doc/phpdoc/index.html

$ git clone https://github.com/arnaud-1b/php-rdkafka.git
$ cd php-rdkafka
$ phpize
$ ./configure
$ make all -j 5
$ sudo make install
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B WS
o FEXLFBTBEIMSH
o JNEHUHISFFPLAIN, SCRAM-SHA-BA2FIFMILA] , ARIEEBEATE AAIAEA TS 6%
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metadata.broker.list FEARIEE

sasl.usermname RrPEEReEArnR S
sasl.password PSRRI A g

topic_name FHBHR
group_id JHFR4Aid
H =B RLRGI

B KafkaProducerDemo.php3Cf , ERARBERBIZAT :

<?php

= new RdKafka \Conf
/] AR

->set('metadata.broker.list', A&’

// FEAPRY

->set('security.protocol’,'sasl_plaintext'

// SASL #
->set('sasl.mechanism','SCRAM-SHA-512'

// SASL FiF4

->set('sasl.username’,'alice’
// SASL BhE
->set('sasl.password’,'alice1234!"

= new RdKafka \Producer

// ¥&3Etopic
= ->newTopic("topic_name"

for =0 <10; Si++
// RD_KAFKA_PARTITION_UAB ZiE# 5 X, messagetEEA B R X HIHE

->produce(RD_KAFKA_PARTITION_UA, 0, "Message $i : php sasl_plaintext"
->poll(0

for =0 <10 ++
= ->flush(10000
if (RD_KAFKA_RESP_ERR_NO_ERROR ===
break

if (RD_KAFKA_RESP_ERR_NO_ERROR ==
throw new \RuntimeException('Was unable to flush, messages might be lost!"

?>

IHBREAESRB

B KafkaConsumerDemo.php3C#F , BARBLRBIZIT -

205



Baidu B B BaER Y

<?php

= new RdKafka\Conf();
/] FENTRX

->set('security.protocol’,'sasl_plaintext');
// SASL Hll
->set('sasl.mechanism','SCRAM-SHA-512");

// SASL Al
->set('sasl.username’,'alice’);

// SASL 5%
->set('sasl.password’,'alice1234!");

// THZEH id
->set('group.id’, 'php-group');

= new RdKafka\Consumer( );

V7&:: 9N
->addBrokers("# A\ ")

= new RdKafka \TopicConf();
->set('auto.commit.interval.ms', 100);
->set('offset.store.method’, 'broker');
->set('auto.offset.reset’, 'earliest’);

//VTFtopic

= ->newTopic("topic_name", );

->consumeStart(0, RD_KAFKA_OFFSET_STORED);

while (true) {
= ->consume(0, 120*10000);
switch ( ->efrr) {
case RD_KAFKA_RESP_ERR_NO_ERROR:
var_dump( );
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:

echo "No more messages; will wait for more\n";

break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:
echo "Timed out\n";
break;

default:
throw new \Exception( ->errstr(),
break;

BR=  wiFIHETT

BT ERBAMERIC .

#it#### BENHTRE
php consumer.php
#HHHE BNV
php producer.php
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1. REC+HKHE
yum install liordkafka-devel
1. TIRPHPIKHE

pecl install rdkafka
###### FEPHPRIFNIAW S php.inith RIS A AT B8 R
=rdkafka.so
php -m | grep kafka
rdkafka

1. {Ffphp-rdkafka sdk : https://arnaud.le-blanc.net/php-rdkafka-doc/phpdoc/index.html

$ git clone https://github.com/arnaud-1b/php-rdkafka.git
$ cd php-rdkafka
$ phpize
$ ./configure
$ make all -j 5
$ sudo make install

RS
1. BREZhRH B IR S for KafkafEBif
FrREEMS for KatkafR$-f5 , fEisHAE ST "ORER,; |, BIOT#H{THX,

H U BESBRS #hask Bl eees-RR v

S BBRSS for Kafka EH5%
© EHTHBBS or KalkeaIEER L4, WEEEERIERHIEARN,
E2IR v
| 33
+ ol

LBIRE S

EBET/ID wE Y st ¥ A Y AR
BFET S

BHRHIE DLolE>

2. AMSRAER A A
EEHlIaNmRAGTEFLR , EARRFER@.

FEEMKAE R RE TEREE, [ #ATREET@E.

wEHE EEEE

HEEER EREH oliza e
APER

REE

HEEN

SRl

HRMIE D EeEs>
SRES

E5ER

ETHEHERNERE "AREM, [ #MTEENAE.
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Baidu B & 8= 0AY EZHR
LR -

BHE—  RREFEAR

BKES%  EAREA.

BT TR

TEBUERI M ¢ A FEIES 2

HIR= : WSS

o FERXIIFBITERNSI

o SAUEAHISZFFPLAIN, SCRAM-SHA-5120FRLE] , 1RYESE B AT FARIATE S Bt T4

WA aX

metadata.broker.list FEARIEE

ssl.ca.location ca.pemiEF 3L FTIERR 1R
sasl.username R PEET A FNA 4
sasl.password A FEIR A A PR ERD

topic_name ESER
group_id JEZRAId

sasl.mechanism SCRAM-SHA-5128#PLAIN

A EALRE

i KafkaProducerDemo.php3C# , BRARRERBIANT :
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<?php

= new RdKafka\Conf();
/] AR

->set('metadata.broker.list', A R);
// FENTRX
->set('security.protocol','sasl_ssl');
// R (ERXESE A REE )

->set('ssl.ca.location',__DIR__."/ssl.cert/ca.pem’);

// SASL Hll
->set('sasl.mechanism','SCRAM-SHA-512");
// SASL Al
->set('sasl.username’,'alice');
// SASL 5%

->set('sasl.password’,"alice1234!");
= new RdKafka \Producer( );

// & Etopic
= ->newTopic("topic_name");

for ($i = 0; $i < 10; $i++) {
// RD_KAFKA_PARTITION_UAB ZIi%EHFHX , messagefs EIREREMTHE
->produce(RD_KAFKA_PARTITION_UA, O, "Message $i : php sasl_ssl");
->poll(0);

for ( =0; <10; ++) {
= ->flush(10000);
if (RD_KAFKA_RESP_ERR_NO_ERROR === ) {
break;

if (RD_KAFKA_RESP_ERR_NO_ERROR == ) {
throw new \RuntimeException('Was unable to flush, messages might be lost!");

THBREABLRE

B3 KafkaConsumerDemo.php3t{d , B{RARRRFILNT :
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<?php

= new RdKafka\Conf();
// FENTRX
->set('security.protocol’,'sasl_ssl');
// SASL Hll
->set('sasl.mechanism’','SCRAM-SHA-512");
// SASL Al

->set('sasl.username’,'alice');
// SASL 5%
->set('sasl.password’,'alice1234!");

[/ EBI AR

->set('ssl.ca.location',_ _DIR__."'/ssl.cert/ca.pem"');

// IHERA id
->set('group.id’, 'php-group");

= new RdKafka\Consumer( );

/] AR
->addBrokers("# A\ ")

= new RdKafka \TopicConf();
->set('auto.commit.interval.ms', 100);
->set('offset.store.method’, 'broker');
->set('auto.offset.reset’, 'earliest’);

//VI Ftopic

= ->newTopic("topic_name", );

->consumeStart(0, RD_KAFKA_OFFSET_STORED);

while (true) {
= ->consume(0, 120*10000);
switch ( ->err) |
case RD_KAFKA_RESP_ERR_NO_ERROR:
var_dump( JE
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:

echo "No more messages; will wait for more\n";

break;

case RD_KAFKA_RESP_ERR__TIMED_OUT:
echo "Timed out\n";
break;

default:
throw new \Exception( ->errstr(),
break;

HERN : GiFIHETT

BT ERBAREDI .

HHHHIH BENETRE
php consumer.php
#HHH BRNETE
php producer.php

BN BERERER

BEHERBRERNSIHERNERFH AR

->err);
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78503

1. REC+HKIUE
yum install librdkafka-devel
1. RIKPHPIR#E

pecl install rdkafka
#HHHH FEPHPIAIIA WS php. ini IR IIL T E AT B8 R
=rdkafka.so
php -m | grep kafka
rdkafka

1. {fphp-rdkafka sdk : https://arnaud.le-blanc.net/php-rdkafka-doc/phpdoc/index.html

$ git clone https://github.com/arnaud-1b/php-rdkafka.git
$ cd php-rdkafka
$ phpize
$ ./configure
$ make all -j 5
$ sudo make install

RS
1. WREZRHE MR Sfor KafkafE B
FHREEMS for KatkafR$-f5 , #EisHAE AT "RRER,; |, BIOT#H{THX,

H U BESBRES #nask Bl eees-RR v

JHBARS5 for Kafka KHIIR
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REHRE
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ERLIR -

HH—  BERHEAR
BKES%  EAREA.

BT TR
TEUESI M ¢ A R EES 2
HR=  WEWERED

o FRXIIFBITEURNSI

£ 5. E aX
metadata.broker.list EARELE

ssl.ca.location ca.pemX TR

ssl.certificate.location client.pem3{4FT1E&1E

ssl.key.location client.keyXHFFTIERE 1R
topic_name EBLR

group_id THBRAId
H=Z A RLRE

f3#KafkaProducerDemo.php3CfF , BUABERBIZNT :

214


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E9%259B%2586%25E7%25BE%25A4%25E7%25AE%25A1%25E7%2590%2586/%25E6%259F%25A5%25E7%259C%258B%25E9%259B%2586%25E7%25BE%25A4%25E6%258E%25A5%25E5%2585%25A5%25E7%2582%25B9
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E5%25BC%2580%25E5%258F%2591%25E6%258C%2587%25E5%258D%2597/%25E8%25AE%25BF%25E9%2597%25AE%25E5%258D%258F%25E8%25AE%25AE%25E4%25BB%258B%25E7%25BB%258D#%25E5%25A6%2582%25E4%25BD%2595%25E4%25B8%258B%25E8%25BD%25BD%25E8%25AF%2581%25E4%25B9%25A6%25EF%25BC%259F
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<?php

= new RdKafka\Conf();

/] AR
->set('metadata.broker.list', A R);

// FENTRX
->set('security.protocol','ssl");

// R (ERXHESE A REE )
->set('ssl.ca.location',__DIR__."'/ssl.cert/ca.pem’);
->set('ssl.certificate.location',__DIR__."/ssl.cert/client.pem");

->set('ssl.key.location ',__DIR__."/ssl.cert/client.key");

= new RdKafka \Producer( );

// & Etopic
= ->newTopic("topic_name");

for ($i = 0; $i < 10; $i++) {
// RD_KAFKA_PARTITION_UAB ZiE#E X , messagefE AR R EHIHE
->produce(RD_KAFKA_PARTITION_UA, O, "Message $i : php ssl");
->poll(0);

for ( =0; <10; ++) {
= ->flush(10000);
if (RD_KAFKA_RESP_ERR_NO_ERROR === ) {
break;

if (RD_KAFKA_RESP_ERR_NO_ERROR == ) {
throw new \RuntimeException('Was unable to flush, messages might be lost!");

THBRE ARG

fiEKafkaConsumerDemo.php3t{t , B{RARRRFIANT :
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<?php

= new RdKafka\Conf();

// FENTRX
->set('security.protocol’,'ssl");

// EBI R
->set('ssl.ca.location',__DIR__."/ssl.cert/ca.pem’);
->set('ssl.certificate.location',__DIR__."/ssl.cert/client.pem");
->set('ssl.key.location ',__DIR__."/ssl.cert/client.key");

// THZEH id
->set('group.id’, 'php-group’);

= new RdKafka\Consumer( );

/] AR
->addBrokers("#2 )\ £&");

= new RdKafka \TopicConf();
->set('auto.commit.interval.ms', 100);
->set('offset.store.method’, 'broker');
->set('auto.offset.reset’, 'earliest’);

//VItopic
= $rk->newTopic("topic_name", );

->consumeStart(0, RD_KAFKA_OFFSET_STORED);

while (true) {
= ->consume(0, 120*10000);
switch ( ->err) {
case RD_KAFKA_RESP_ERR_NO_ERROR:
var_dump( );
break;

case RD_KAFKA_RESP_ERR__PARTITION_EOF:
echo "No more messages; will wait for more\n";
break;
case RD_KAFKA_RESP_ERR__TIMED_OUT:
echo "Timed out\n";
break;
default:
throw new \Exception( ->errstr(), ->err);
break;

BN : giFIHET

BT EABAREDIC .

HHH RENETEE
php consumer.php
#HHH BRNETE
php producer.php

BN BEREREER
BEHERBRERNSIHERNERFH AR
1. BREFHHEE.

2. EEZIRHEMS for KafkalZH B EEM T , REERAT". THEBNR.
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RS

1. ZE1 85 EREA JDK

2. &%£2.58k A ERRAS Maven

SRAER

1. WXEFIRBE RS for KafkateB¥
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<dependencies>
<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>2.7.2</version>
</dependency>
<!I-- https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-assembly-plugin -->
<dependency>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-assembly-plugin</artifactld>
<version>3.5.0</version>
</dependency>
</dependencies>

HIR= WSS

o FRXREFBITEYRNSI

2¥ 4% X
access_point IEAS{ZE
topic FHEHR

message TBERNAKRAE
group_id JHTR4AId

A EALRE

B7#KafkaProducerDemo.javaX {4 , BARRRLRAIZOT :

package arg example.Javaz~fs|. PLAINTEXT;

import org.apache. kafka.clients. producer.KafkaProducer;
import org.apache. kafka.clients. producer.ProducerConfig;
import org. apache. kalka.clients. producer.ProducerRecord;
import arg.apache kafka.clients. producer.RecordMetadata;

import jawva.util.Properties;

public class KafkaProducerDemo {
public static void main(String[] args) {

// HEBTRE TE=13¥%

// 3N R-PLAINTEXT

String access_point = "192.168.32.10:9092,192.168.32.12:9092,192.168.32.11:9092";
// ZE B FR-topic name

String topic = "test";

// TBRAR

String message = "kafka java test";

// BIERLE S

Properties properties = new Properties();

/] REBAR

properties.setProperty(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, access_point);

// KaftkalBEHIFFFIL AR,

properties.put(ProducerConfig. KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

// &SRR A E],

i mlam e /P e L1 RAAN, P ANALZ RO AARNEIA AN L ANANA
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properues.pul(Froaucervorniig. viARA_BLUUN_IVIS_UUNFIG, SU ™ 1LUVV ),
// ’RE%E FinNEBER IR,
properties.put(ProducerConfig. RETRIES_CONFIG, 5);
// BRE% FinNERER B,
properties.put(ProducerConfig. RECONNECT_BACKOFF_MS_CONFIG, 3000);

// ¥iiEkafkaProducersiZ
KafkaProducer<String, String> kafkaProducer = new KafkaProducer<>(properties);

try {
// FFERE topicR 1 1005 7HE
for (inti=0;i<100; i++) {
// 183 ProducerRecord #iE—/NEEXT %
ProducerRecord<String, String> kafkaMessage = new ProducerRecord<>(topic, message + "-" + i);
// i@idkafkaProducer& %8/
kafkaProducer.send(kafkaMessage, (RecordMetadata recordMetadata, Exception e) -> {
// X RMERER , BRIEHE R BRIERT)
if (e ==null) {
System.out.printin("send success:" + recordMetadata.toString|());
}else {
e.printStackTrace();
System.err.printin("send failed");

1;
}

}catch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();

Hinally {

// RERIERFRIR

kafkaProducer.close();

THBREABLRE

fl7#KafkaConsumerDemo.java3 4 , BARRILRBFIANT -

package arg axample.Javaz~{d] PLAINTEXT;

import org.apache kafka clients. consumer.ConsumerConfig;
import arg. apache kafka clients consumear.ConsumerRecord;
import org.apache. kafka.clients consumer.ConsumerRecords;
import org. apache kafka.clients consumer. KafkaConsumer;
import org.apache. kalka.clients. producer.ProducerConfig;

import java.time.Duration;
import jawva.util.Collections;
import java.util.Properties;

public class KafkaConsumerDemo {
public static void main(String[] args) {

// TEBITRE TH=12%

// 3N S-PLAINTEXT

String access_point = "192.168.32.10:9092,192.168.32.12:9092,192.168.32.11:9092";
// B4 FR-topic name

String topic = "test";

// HEEAid

String group_id = "test_group";
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// BIERLEZE

Properties properties = new Properties();

/] REBEAR

properties.setProperty(ProducerConfig. BOOTSTRAP_SERVERS_CONFIG, access_point);

// KafkalBEHFFIL A=

properties.put(ConsumerConfig. KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

properties.put(ConsumerConfig. VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

// tEEIHRAId

properties.put(ConsumerConfig. GROUP_ID_CONFIG, group_id);

// enable.auto.commitaiR Atrue , REHZERN RS =K EHHERFERR.

properties.put(ConsumerConfig. ENABLE_AUTO_COMMIT_CONFIG, "true");

/) BB IHTR A kR earliest, latest, none

properties.put(ConsumerConfig. AUTO_OFFSET_RESET_CONFIG, "earliest");

// EEkafkaB FHE R offsetfIINZR , ZLIA5000ms , iR 5s

properties.put(ConsumerConfig. AUTO_COMMIT_INTERVAL_MS_CONFIG, 1000);

// FBIBTREFE— R polHIR Bl iR KICRER

properties.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 1000);

// WEIHTRE MR pollE AR B][E]f%

properties.put(ConsumerConfig. MAX_POLL_INTERVAL_MS_CONFIG, 1000);

// HEEKafkaConsumerXt4
KafkaConsumer<String, String> kafkaConsumer = new KafkaConsumer<>(properties);

//ATFE B
kafkaConsumer.subscribe(Collections.singleton(topic));

tryf
/ /BT ERFHIEE
while(true){

// #JFEConsumerRecord A TR ZfEIHE
ConsumerRecords<String, String> kafkaMessage = kafkaConsumer.poll(Duration.ofMillis(5000));
for (ConsumerRecord<String, String> consumerRecord : kafkaMessage) {
// ITENBERMAENE
System.out.printf("offset = %d, key = %s, value = %s%n", consumerRecord.offset(), consumerRecord.key(),
consumerRecord.value());
1
}
}catch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();
Hinally {
kafkaConsumer.close();

RN : GEIHE T

IE IS T BRI ARG,

e 4£fEFKafkaConsumerDemo.java

e HJ35KafkaProducerDemo.java

BN BRERLE
BRBEEDRERINSIERRINERF A :

1. EFJavafz FH BE.
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2. ELZRIBERSE for Kafkaish| BB LIS , WEERAET. BEBI.

HEERAS AN, TENMBIAERERE

) EEFRIBEMS for Kafkaftlizh| A TWEAE TR ERNER , REEHETRAN TEEFE,

RS for Kafka EBTIR © HEIts

(] L. 1.

+ elmse wBER C

SRBHRE ©

SEIEIR/ID ®wE 7 8RR 7 ME 7 AKX elResE T WRHTE HRIE
R S
| e S . ° msd L] 272 amED 2023.05-1116:0300 5 == 8
r
TWHEBkFE , EAEMATH (RS,
"y =
EHIHE ERIRE
FEAEE E=10) - EREHR | 4 QUETE:  2023-06-22 12:41:38
THERAETR SRR 272 ETAN: 22/NBHMAS 7 FA7EMDI: 4 - T
APEE HEHL B EET ES) THR THRE
HREE
FBER
HEEE
HEER: BHE H(ER T BEE: -
SRS
SEHAG SHER
ESEE FREE WARE
hiEEEE
r 3 r W g5
) REZEMAEPR CERRERE, A TERNE, TE.
FRE SRR
EHEE EBAE PRGNSR HREANE
HEEEIE
WEFE | EUMS v 20230523 1001:04- 20230523 110104 B c e
FBPEE
R R
HETH .
15
12
ERAT 6
2] 0 ‘ o ‘
05-2310:010 05-23 10:07. 523 10130 05-23 1019:04 05-2310:25 5-23 10:31:0 05-2310:37:¢ 05-23 10:43:04 05-2310:490 5-23 10550 05-23
o o
EFHBRE S OHREBRE
V)
M .
13: 3 10 10:49:04 2
o o o o

e

(4) BEEE "SRR TE , RENARSERERES (SRR, TRER. ERER. JHRARE) | BIHRM
%ﬁﬂ‘]éf‘:%ﬂ‘}’ﬁﬁmﬁe

WIENAKERESE  SihE

REHHE SRR
L] | amkE BALE  EWER ONRAKS
THEAEE
[Eler FEE 2023.05-23 10:01:04 - 2023.05-23 11:0104 £ c ©
mrER
e EEuREE
Hemin .
s .
aswEE .
B — Py —— o T ; = 2 oo peprv— :
m m
EEuERE J wEHERE

@ VPCI4& SASL_PLAINTEXT A=A HZREE
FE[E) VPC W& 1) , f A SASL_PLAINTEXT BRSGEN , A RTTZE £EHE RAEE.

WS
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Baidu B E&EER Y LEhR

1. Z1 85 EREA JDK

2. &%%2.58k A ERRAS Maven

SRAER

1. WXEFIRBE RS for KafkateB¥

FFBHERS for KafkaflR$Ja , EZRFIATNERE "R ER, |, BIAIHTHX.

H O BESBgS #maass Bl seer -2 v

SBBARSS for Kafka SRR

© EEIREBIRSlor KafkalIBER £4. WA EEER SO REA.

2R v
| 33
+ BlRER
REIRE S
ERHEI/D wE Y st ¥ 23 AR
BRIEETT S

BERNIE Dol

2. AMRAERF QI R
EEFANmRERFER , EARFHERME,

HEEMEAEF RS (EEEE, | IATHEERE.

ES ] FHEE

#

[
HEgEE - et st

RPER
NREE
HETW

wim
SRl HRHE DLelE>

HHAT

EEBEETNARST "SRRI | HTERMGIE.
fEFIPER

BHR—  FRMETHEAR

AKES%  EAREA.

SR HMMMavenitE

<dependencies>

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>2.7.2</version>

</dependency>

<!I-- https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-assembly-plugin -->

<dependency>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-assembly-plugin</artifactld>
<version>3.5.0</version>

</dependency>

</dependencies>
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Baidu B & 8= 0AY EZR
HIR= - BIFRIAAS BLE S

B3 jaas ALE I kafka_client_jaas.conf , INEHLHISIFPLAIN, SCRAM-SHA-51200FHH) , ARYE&REFTE MANAE AT
picic

SCRAM-SHA-512 :

KafkaClient

org.apache.kafka.common.security.scram.ScramlLoginModule required
username="{username}"
password="{password}"

PLAIN :

KafkaClient
org.apache. kafka.common.security.plain.PlainLoginModule required
username="{username}"
password="{password}"

username , password A A PSR ERE.

IR : fiFkafka.propertiesACE X4

RAFEN Kafka REFENEERE , BCETT :

e bootstrap.servers ELE AN , BKESEHARES.

e security.protocol [E 71 SASL_PLAINTEXT

e sasl.mechanism [E|3E X SCRAM-SHA-5128¢EPLAIN , ARIBE&E B ATE RATAUE A T

e java.security.auth.login.config it & A kafka_client_jaas.conf f&12

bootstrap.servers=<# \ Stk >
security.protocol=SASL_PLAINTEXT

sasl.mechanism=SCRAM-SHA-512
##t#### sasl.mechanism=PLAIN

java.security.auth.login.config=/etc/kafka/kafka_client_jaas.conf
kafka.properties A] A{EA resources XS IE—i2FTE , RIBIE{THIATE classpath H5$% kafka.properties STIEEIR ;
A]ATEIZT T IBETHE kafka.properties ET#HFE T /EBRFEIK config BT,
ST mEMAE
o FEXAFHBITERHNSH
2¥E B/
path B\ R 15 Ekafka.propertiesfT7ERE 1R (BN EXHFATERLEXTEZ)
topic FHEHR

message JHEREARE
group_id JH%#4Hid

224


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E9%259B%2586%25E7%25BE%25A4%25E7%25AE%25A1%25E7%2590%2586/%25E6%259F%25A5%25E7%259C%258B%25E9%259B%2586%25E7%25BE%25A4%25E6%258E%25A5%25E5%2585%25A5%25E7%2582%25B9

Baidu B E&EER Y LEhR
H = E BRG]

f7# KafkaProducerDemo.java3X {4 , BRI RAIZOT :

package arg example.Javaznfd]. SASL_PLAINTEXT;

import org apache kafka.clients. producer.KafkaProducer;
import org. apache kafka.clients producer.ProducerConfig;
import org.apache kafka.clients. producer.ProducerRecord;
import arg_apache kafka.clients. producer.RecordMetadata;

import java.ia.File;

import java.io.FilelnputStream;
import jawva.io. l0OException;
import jawva.util.Properties;

public class KafkaProducerDemo {
public static void main(String[] args) throws |OException {

// TEBTEE TE=12%

// kafka.properties FT{EH1E (RIS XM ATIERILEXT IR 1)
String path = "kafka.properties”;

// EB L FF-topic name

String topic = "test";

// BERE

String message = "kafka java test";

// RIBACE S , FRIECESUHF kafka.properties N,
Properties properties = new Properties();
File file = new File(path);
try {
if (file.exists()) {
// BNRIET A FFEE KIpathF& 12K E] T kafka.properties3C#F , MIfiNEkafka. propertiesH AL E I
properties.load(new FilelnputStream(file));
}else {
// A0RIZHE Mpath3KE] , WM KafkaProducerDemofT7ERIBR 12 R EHK
properties.load(
KafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties")

}
} catch (IOException e) {
// 1&+kE kafka.properties3C{F , TELLAMAMR R H

throw e;

// & & java.security.auth.login.config , FiTFN#kkafka_client_jaas.conf3 {4
if (null == System.getProperty("java.security.auth.login.config")) {
System.setProperty(
"java.security.auth.login.config",
properties.getProperty("java.security.auth.login.config")

// KaftkalBEHIFFFIHE AR,

properties.put(ProducerConfig. KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

properties.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

// BRI B K],

properties.put(ProducerConfig. MAX_BLOCK_MS_CONFIG, 30 * 1000);

// BEE FinNEBER K.

properties.put(ProducerConfig.RETRIES_CONFIG, 5);
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/) BER PN E R,

properties.put(ProducerConfig. RECONNECT_BACKOFF_MS_CONFIG, 3000);

// ¥ kafkaProducersi$:

KafkaProducer<String, String> kafkaProducer = new KafkaProducer<>(properties);

try {
// EIFEREMItopic KX L00KTHE
for (inti=0;i<100; i++) {
// 183 ProducerRecord #iE—/NEEXT S

ProducerRecord<String, String> kafkaMessage = new ProducerRecord<>(topic, message + "-" + i);

// iBitkafkaProducer& % HE

kafkaProducer.send(kafkaMessage, (RecordMetadata recordMetadata, Exception e) -> {

// RIAMEEITEHEIERE , AR E R B AIE RN

if (e == null) {

System.out.printin("send success:" + recordMetadata.toString|());

}else {
e.printStackTrace();
System.err.printin("send failed");

1;
}

}catch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();

Hinally {

// RERIERFRIR
kafkaProducer.close();

THBE ARG

fl7#KafkaConsumerDemo.java3 4 , BARRILRAEIANT -

package arg example.Javaznfd]. SASL_PLAINTEXT;

import org.apache kafka clients. consumer.ConsumerConfig;
import arg. apache kafka clients consumear.ConsumerRecord;
import org.apache. kafka.clients consumer.ConsumerRecords;
import org. apache kafka.clients consumer. KafkaConsumer;

import jawva.lo.File;

import java.ia.FilelnputStream;
import java.io.l0Exception;
import java time.Duration;
import java.util.Collections;
import java.util.Properties;

public class KafkaConsumerDemo {
public static void main(String[] args) throws |OException {

// BEBTRE TH=A2%

// kafka.properties FT{ER& 12 (IXE CHFTEMLEITIRIS)
String path = "kafka.properties";

// EBLFR-topic name

String topic = "test";

// iH#EAid

String group_id = "test_group";
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// BVEBLES , FFAREBLE X+ kafka.properties KINA .
Properties properties = new Properties();
File file = new File(path);
try {
if (file.exists()) {
// MR A P E Mpathi& 123431 T kafka.properties 3L , Wfii#kkafka. properties= AL BT
properties.load(new FilelnputStream(file));
}else {
// WFRIZA Mpath=$kE , U AKafkaProducerDemo TR 1E R E T
properties.load(
KafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties")

}
} catch (IOException e) {

// i&F5E kafka.properties X , TEHAMERE

throw e;

// & java.security.auth.login.config , FI-FNZkkafka_client_jaas.conf3 {4
if (null == System.getProperty("java.security.auth.login.config")) {
System.setProperty(
"java.security.auth.login.config",
properties.getProperty("java.security.auth.login.config")

// KafkalHEHIFFFI

properties.put(ConsumerConfig. KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

properties.put(ConsumerConfig. VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

// FERETHTRAAid

properties.put(ConsumerConfig. GROUP_ID_CONFIG, group_id);

// enable.auto.commitziSAtrue , MEZREN RS EHEREIRR.

properties.put(ConsumerConfig. ENABLE_AUTO_COMMIT_CONFIG, "true");

/) BB BT SRR earliest, latest, none

properties.put(ConsumerConfig. AUTO_OFFSET_RESET_CONFIG, "earliest");

// ’EkafkaB Bfif@ R offsetiIMZE , TIA5000ms , M2 5s

properties.put(ConsumerConfig. AUTO_COMMIT_INTERVAL_MS_CONFIG, 1000);

// B EIBTRFEFE— R pollH IR [B] i KICRER

properties.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 1000);

// WEITHTRE IR pollft) iz KB [E) A%

properties.put(ConsumerConfig. MAX_POLL_INTERVAL_MS_CONFIG, 1000);

// ¥iEZKafkaConsumerXj4:
KafkaConsumer<String, String> kafkaConsumer = new KafkaConsumer<>(properties);

//ATHRER
kafkaConsumer.subscribe(Collections.singleton(topic));

try{
//FEIEREBFHITEE
while(true){

// i ConsumerRecord BT Helit 7 i HE
ConsumerRecords<String, String> kafkaMessage = kafkaConsumer.poll(Duration.ofMillis(5000));
for (ConsumerRecord<String, String> consumerRecord : kafkaMessage) {
// ITEMBERMAENE
System.out.printf("offset = %d, key = %s, value = %s%n", consumerRecord.offset(), consumerRecord.key(),
consumerRecord.value());
ki
}

jcatch (Exception e){

Quetam niit nrintln/a gathMaoccagal):
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LU UL P U 1 e LV eSS UB s
e.printStackTrace();
Hinally {

kafkaConsumer.close();

BN : FIHET

IFFHs T BRI,

e /A IKafkaConsumerDemo.java

e B AFIKafkaProducerDemo.java

Rt BRERGE
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Baidu B E&EER Y LEhR
HIR—  RIEREAR

BKESE  EAREE,

BB HiNMavenfit®

dependencies
dependency
groupld>org.apache.kafka</groupld
artifactld>kafka-clients < /artifactld
version>2.7.2</version
dependency
<!I-- https://mvnrepository.com/artifact/org.apache.maven.plugins/maven-assembly-plugin -->
dependency
groupld>org.apache.maven.plugins</groupld
artifactld>maven-assembly-plugin</artifactld
version>3.5.0</version
dependency
dependencies

SBIR= : fIEEIAAS BRE SC#

BIEE jaas BLE M kafka_client_jaas.conf , IANUEALHISIIFPLAIN, SCRAM-SHA-BL2BRFRLEI , ARIEE B ATEE AAIAE A R T
iz

SCRAM-SHA-512 :

KafkaClient
org.apache kafka.common.security.scram.ScramLoginModule required
username="{username}"
password="{password}"

PLAIN :

KafkaClient
org.apache. kafka.common.security.plain.PlainLoginModule required
username="{username}"
password="{password}"

username , password A3 R IR EHIE.

BRI - AR

TERIER ¢ A0 EGES ?

S$IBF - flEEkafka.propertiesAE B X4

RAUEN Kafka REFEVEERES , BCEWMNT ¢

e bootstrap.servers ECE AN St , BURES £\ SEE,
e security.protocol EE A SASL_SSL

e ssl.truststore.location BZE A client.truststore.jks SCHFEE1E

e ssl.truststore.password [&E5E A bms@kafka

zs

e ssl.endpoint.identification.algorithm EE A%
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Baidu B E&EER Y LEhR
e sasl.mechanism [E|3E A SCRAM-SHA-51288EPLAIN , 1RIEE BEEFT{E FRAE AT T%EZ

e java.security.auth.login.config L& ) kafka_client_jaas.conf X {4&1%

bootstrap.servers=<4# \ st~
security.protocol=SASL_SSL

ssl.truststore.location=/etc/kafka/ssl/client.truststore.jks
ssl.truststore.password=bms@kafka
ssl.endpoint.identification.algorithm=
ssl.enabled.protocols = TLSv1.2,TLSv1.1,TLSvl
ssl.protocol = TLSv1.2

sasl.mechanism=SCRAM-SHA-512
###### sasl.mechanism=PLAIN

java.security.auth.login.config=/etc/kafka/kafka_client_jaas.conf

kafka.properties A]BLYEA resources TSI —i2$T4H , REBIZITIRIATE classpath 5+ kafka.properties XHERIR ;
] ATEIE1THEBESH kafka.properties BT #HF2 TEB REZKK config X T,

BB S WA AD
o FEXIIFBITERNSI

2% BY

path B {5 Ekafka.propertiesFTEK TR (BINEXHFATERLEXSER)
topic  FEBEHR

message JHEMAKRNE

group_id jH#&4Hid

A E ARG

i KafkaProducerDemo.java3£f , BRARLRBEIZNT :

package arg example.Javaznfd].SASL_SSL;

import arg apache kafka clients. praducer. KafkaProducer;
import arg apache kafka clients. producer. ProducerConfig;
import org.apache kafka. clients. praduser.ProducerRecord;
import arg.apache. kafka.clients. producer.RecordMetadata;

import java.io.File;

import java.io.FilelnputStream;
import java.ia.I0Exception;
import java.util.Properties;

public class KafkaProducerDemo {
public static void main(String[] args) throws |OException {

// HEBTRE TE=13¥%

// kafka.propertiesFT#ER& 12 (RIS XHFATIERLERTR1R)
String path = "kafka.properties";

// E R4 FR-topic name

String topic = "test_sasl_ssl";

// TBERNEA

String message = "kafka java test";
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// BIACEZS , FHREVECE SUHF kafka.properties FINA .
Properties properties = new Properties();
File file = new File(path);
try {
if (file.exists()) {
// ANERIE T F S E fIpathi& 1233 T kafka. properties3C4F , RJfiNZkkafka.properties= UIECE IR
properties.load(new FilelnputStream(file));
}else {
// A0SRIZHE MpathF3KE , W M KafkaProducerDemofT7ERI B2 KB
properties.load(
KafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties")

}

} catch (IOException e) {
// 1&FkE\kafka.properties3C {4 , FEALAMRFE
throw e;

// & java.security.auth.login.config , FF/N#kafka_client_jaas.conf3 {4
if (null == System.getProperty("java.security.auth.login.config")) {
System.setProperty(
"java.security.auth.login.config",
properties.getProperty("java.security.auth.login.config")

// KafkalBEHIFFIIHL AR,

properties.put(ProducerConfig. KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

properties.put(ProducerConfig. VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

// BRI BT[]

properties.put(ProducerConfig. MAX_BLOCK_MS_CONFIG, 30 * 1000);

// RER FinNERE IR EL.

properties.put(ProducerConfig. RETRIES_CONFIG, 5);

// BEE FinNEBE R B,

properties.put(ProducerConfig. RECONNECT_BACKOFF_MS_CONFIG, 3000);

// i kafkaProducerXf£:
KafkaProducer<String, String> kafkaProducer = new KafkaProducer<>(properties);

try {
// B FEEMItopic KX 1005THE
for (inti=0;i<100; i++) {
// J@1t ProducerRecord #&E—ANHEN &
ProducerRecord<String, String> kafkaMessage = new ProducerRecord<>(topic, message + "-" + i);
// BitkafkaProducer &% iHE
kafkaProducer.send(kafkaMessage, (RecordMetadata recordMetadata, Exception e) -> {

// BIXEEIEHEIERE , ARIEEE R B RIE R

if (e ==null) {
System.out.printin("send success:" + recordMetadata.toString|());
}else {

e.printStackTrace();
System.err.printin("send failed");

1;
}
jcatch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();
Hinally {
/! RERIEFFRIR
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kafkaProducer.close();

THTREALRE

i KafkaConsumerDemo.java3 {4 , BARARLRBIZNT :

package org example.Javasnf5].SASL_SSL;

import org.apache kafka.clients. consumer. ConsumerConfig;
import arg.apache. kafka.clients. consumer.ConsumerRecord;
import arg. apache kafka.clients consumer.ConsumerRecords;
import org apache kafka.clients consumer. KafkaConsumer;

import java.ia.File;

import jawa.la.FilelnputStream;
import java.ia.l0Exception;
import java. tirmwe.Duration;
import java.util.Collections;
import java.util.Properties;

public class KafkaConsumerDemo {
public static void main(String[] args) throws |0Exception {

// BEBTRE TA=12%K
// kafka.propertiesFT#ER& 12 (WS U FTFERIZERT BE1Z)
String path = "kafka.properties";

// B4 FR-topic name
String topic = "test_sasl_ssl";
// 1HERAId

String group_id = "test_group";

// BIBACEZS |, FHRENECE SUHF kafka.properties FINA .
Properties properties = new Properties();
File file = new File(path);
try {
if (file.exists()) {
// BRIEE B FIEE Mpathif 12752 T kafka.properties3 {4 , Rifiizkkafka.propertiess (AL E T
properties.load(new FilelnputStream(file));
}else {
// BRI Mpathsh#kZl] , U pA\KafkaProducerDemofTfEHIER 12 EETX
properties.load(
KafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties")

}
} catch (IOException e) {

// 1%3kE kafka.properties X , FELCANAME RS
throw e;

// &8 java.security.auth.login.config , FIFiN#kkafka_client_jaas.conf3) {4
if (null == System.getProperty("java.security.auth.login.config")) {
System.setProperty(
"java.security.auth.login.config",
properties.getProperty("java.security.auth.login.config")

// KafkalHEMIFFFI4L A=
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properties.put(ConsumerConfig. KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

properties.put(ConsumerConfig. VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

// tEEIHTRAId

properties.put(ConsumerConfig. GROUP_ID_CONFIG, group_id);

// enable.auto.commitziRAtrue , REZERN B ERH EHHERF AR,

properties.put(ConsumerConfig. ENABLE_AUTO_COMMIT_CONFIG, "true");

/) BB IHTR A kR earliest, latest, none

properties.put(ConsumerConfig. AUTO_OFFSET_RESET_CONFIG, "earliest");

// BB kafkaE i3 offsetfISNER , BRIA5000ms , M giE5s

properties.put(ConsumerConfig. AUTO_COMMIT_INTERVAL_MS_CONFIG, 1000);

// FBEIBTREFE— R pollHIR Bl iR KICRER

properties.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 1000);

// BB IEERET X poll R K HT 8] [E]fE

properties.put(ConsumerConfig. MAX_POLL_INTERVAL_MS_CONFIG, 1000);

// EEKafkaConsumerXt4
KafkaConsumer<String, String> kafkaConsumer = new KafkaConsumer<>(properties);

//ATFE B
kafkaConsumer.subscribe(Collections.singleton(topic));

tryf
//FEIERERTFRIEE
while(true){

// ¥FEConsumerRecord BT HelitZ i HE
ConsumerRecords<String, String> kafkaMessage = kafkaConsumer.poll(Duration.ofMillis(5000));
for (ConsumerRecord<String, String> consumerRecord : kafkaMessage) {
// ITENBERMAERNE
System.out.printf("offset = %d, key = %s, value = %s%n", consumerRecord.offset(), consumerRecord.key(),
consumerRecord.value());
1
}
jcatch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();
Hinally {
kafkaConsumer.close();

HRE : FIHET

RIS T BRI ARG,

e /a3 KafkaConsumerDemo.java

e HJ3KafkaProducerDemo.java

BRI\  BERERLRE

BRBEEDRERINSIERRINERF A :

1. BFEREFHTAE,

2. FEEZEEMRS for Kafkatzhl G EEERNTE , REERA. JHEBI
HEEREMAN , TENBNMEEREHLE,

(1) EEZRBEMRS for KafkafiZHI G MEIREIFRIEROEN , REEREHREN "SIHFE TA.
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1. BREZRRHE RS- for Kafkafe Rt
FRBEHERS for KatkafR$ /G , EIRHARE AT TQFEER, | BIeffTHX,

H U BESBgS spask Bl seeh-Rw v

B BARSS for Kafka RHIIR
© EBHHEMRS or KafkaBER L4, MAEAERELMNHRR.
L3R
| -
+ et
HERE S
SERET/ID RS Y DEERNE Lz BB
BT S

BRNIE Dol

2. AR M
EEf AR GTEFAHR , TARIHERME.

AN R TEEEE, [ FATREERME.

E= ] FHEE

L

o
AR EHEH elizRia E

RPER
RER
HETW

Wi
SRR BRHE DLelE>

HHAT

EEHEETART "SRRI | HTERMEE.
fERIER

BH—  FIMETHEAR

HAKES%  EAREA.

HIR” - HMMMavenicE

<dependencies>
<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>2.7.2</version>
</dependency>
<I-- https://mvnrepository.com/artifact/org.apache.maven.plugins /maven-assembly-plugin -->
<dependency>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-assembly-plugin</artifactld>
<version>3.5.0</version>
</dependency>
</dependencies>

HIR= - ERIEBXH
TEIFBXHE A FEUES 2
512D : fliEkafka.propertiesHCE C4F
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RUEFEN Katka RFE-FERVEERER , BB , ] A RUER A Mclient_ssl.properties 3L :

e bootstrap.servers BLE ASSLYMX SRR sttt , RIKESEEANRE A,

e security.protocol ElxE A SSL

e ssl.truststore.location BZE A client.truststore.jks XFE&T2

e ssl.truststore.password [&5E A bms@kafka

e ssl.keystore.location B & A client.keystore.jks %12

e ssl.keystore.password B Akeystorefii[a) B8 , AT LM client_ssl.propertiessH5REX

e ssl.endpoint.identification.algorithm BEE Rz

bootstrap.servers=<$# \ stk

security.protocol=SSL
ssl.truststore.location=client.truststore.jks
ssl.truststore.password=bms@kafka
ssl.keystore.location=client.keystore.jks
ssl.keystore.password=password
ssl.endpoint.identification.algorithm=

kafka.properties A]A{EA) resources A SRBE—EITA , RIZE{THATE classpath 53k kafka.properties &R ; 1,
] PAFEIE TBBER kafka.properties B T#52 TEE SRR config BRT.

HHRA : WEWAARD
o FEXIIFBITERNSI

2WE Aax

path  FEAM{5Ekafka.properties TTERIE (BINS AT H1Z)
topic  FHEHK

message JHEMAKNA

group_id JHZE4Hid

A EABRE

Al KafkaProducerDemo.java3ftF , BALRLRAINT :

package arg example. Javasn{s].SSL

import arg.apache. kafka.clients. praducer. KafkaProducer
import org.apache. kafka.clients. praducer.ProducerConfig
import org.apache. kafka.clients. producer.ProducerRecord
import arg_ apache kalka clients. producer. RecordMetadata

import java.io.File

import java.ia.FilelnputStream
import java.ia.|OException
import java.util.Properties

public class KafkaProducerDemo
public static void main(String[] args) throws |IOException

// BEBTRE TA=13%K
// kafka.propertiesfTTER&1E (BING SUAFATEMRILENTIR1Z)
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String path = "kafka.properties";

// EBLFR-topic name

String topic = "test_ssl";

// TBERE

String message = "kafka java test";

// BIEEELEZS , FHRERACE 3L kafka.properties FINA .
Properties properties = new Properties();
File file = new File(path);
try {
if (file.exists()) {
// BNRIET A FIERE Mpath it 427X E T kafka.properties3X 14 , W fii#kkafka.properties AIEC BT
properties.load(new FilelnputStream(file));
}else {
// WNRIZHE Mpathsh#kZl] , U pA\KafkaProducerDemofTFEIER 12 EETK
properties.load(
KafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties")

}

} catch (IOException e) {
// 1&FkE\kafka.properties3C{F , FEALAMRFE
throw e;

// KafkaiBEHIFFIIHL AR,

properties.put(ProducerConfig. KEY_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

properties.put(ProducerConfig. VALUE_SERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringSerializer");

// EREBA A A,

properties.put(ProducerConfig. MAX_BLOCK_MS_CONFIG, 30 * 1000);

// RER FInNERE IR EL.

properties.put(ProducerConfig. RETRIES_CONFIG, 5);

// RER FmNERE ARG,

properties.put(ProducerConfig. RECONNECT_BACKOFF_MS_CONFIG, 3000);

// ¥ kafkaProducerXf£
KafkaProducer<String, String> kafkaProducer = new KafkaProducer<>(properties);

try {
// B FEEMItopic KX 1005THE
for (inti=0;i<100; i++) {
// 181t ProducerRecord #E—MNEEN %
ProducerRecord<String, String> kafkaMessage = new ProducerRecord<>(topic, message + "-" + i);
// Bt kafkaProducer &% iHE
kafkaProducer.send(kafkaMessage, (RecordMetadata recordMetadata, Exception e) -> {
// ZEERERERE , BARIEHE R BAIXEN
if (e ==null) {
System.out.printin("send success:" + recordMetadata.toString|());
}else {
e.printStackTrace();
System.err.printin("send failed");

1;
}

}jcatch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();

Hinally {

// RERIERIFIRIR

kafkaProducer.close();
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}

THREALRE

i KafkaConsumerDemo.java3 {4 , BARRLRBIZNT :

package org example.Javazn{sl.SSL;

import org. apacha kafka clients consumar. ConsumerConfig;
import org apache kafka clients consumer.ConsumerRecord;
import org. apache. kafka.cllents consumer.ConsumerRecords;
import org.apache. kafka.clients consumer. KafkaConsumer;

import java.ia.File;

import jawva.la.FilelnputStream;
import java.io.|OException;
import java tinwe.Duration;
import java.util.Collections;
import jawa.util.Properties;

public class KafkaConsumerDemo {
public static void main(String[] args) throws |0Exception {

// BEBTRE TA=12%K
// kafka.propertiesFTfER& 12 (WS U FTIERIZLERT BE 1R )
String path = "kafka.properties";

// FEB L HR-topic name
String topic = "test_ssl";
// iEFEAId

String group_id = "test_group";

// BIBACEZS , FRERACE U4 kafka.properties IR,
Properties properties = new Properties();
File file = new File(path);
try {
if (file.exists()) {
// ANERIE T S E HIpathi& 1233 T kafka. properties3C4F , RJfiNZkkafka.properties= AL E IR
properties.load(new FilelnputStream(file));
}else {
// A0RIZHE MpathF3KE , W M KafkaProducerDemofTTERIER 12 KB
properties.load(
KafkaProducerDemo.class.getClassLoader().getResourceAsStream("kafka.properties")

}
} catch (IOException e) {

// &3kE kafka.properties S , TELAMALIESR S
throw e;

// KafkalHR R FFIE A

properties.put(ConsumerConfig. KEY_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

properties.put(ConsumerConfig. VALUE_DESERIALIZER_CLASS_CONFIG,
"org.apache.kafka.common.serialization.StringDeserializer");

// FERETHTRAid

properties.put(ConsumerConfig. GROUP_ID_CONFIG, group_id);

// enable.auto.commitZ R Atrue , NHFRE N HHEK EHERERK.

properties.put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, "true");

// BEEIHRNL A% earliest, latest, none

properties.put(ConsumerConfig. AUTO_OFFSET_RESET_CONFIG, "earliest");

// & BEkafkaB SR offsetIAZE , ZHAS000ms , Mk E5s
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properties.put(ConsumerConfig. AUTO_COMMIT_INTERVAL_MS_CONFIG, 1000);
// BB IETREIE— R polH IR Bl {1 KIERE

properties.put(ConsumerConfig. MAX_POLL_RECORDS_CONFIG, 1000);

// REITHTRE IR pollf i AR [E] A%

properties.put(ConsumerConfig. MAX_POLL_INTERVAL_MS_CONFIG, 1000);

// H3EKafkaConsumerXj £
KafkaConsumer<String, String> kafkaConsumer = new KafkaConsumer<>(properties);

//ATFE B
kafkaConsumer.subscribe(Collections.singleton(topic));

try{
[/ HTHE
while(true){

// #EEConsumerRecord B TN ZEIHE
ConsumerRecords<String, String> kafkaMessage = kafkaConsumer.poll(Duration.ofMillis(5000));
for (ConsumerRecord <String, String> consumerRecord : kafkaMessage) {
// FTEMBERAERE
System.out.printf("offset = %d, key = %s, value = %s%n", consumerRecord.offset(), consumerRecord.key(),
consumerRecord.value());
1
}
jcatch (Exception e){
System.out.printin(e.getMessage());
e.printStackTrace();
Hinally {
kafkaConsumer.close();

BN - EIHE T

IS T BRI ARG,

e %A IKafkaConsumerDemo.java

e A7 KafkaProducerDemo.java

HRE  BREHER

BERHERAREINSI BRI EFFHAR

1. BEFEREFHEAE,

2. EEFMHEIRS for KafkalZhl A BEER T , REVERAET . HEEMN.
HEEAEMARX , TENBNTEEER TR,
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go get github.com /confluentinc/confluent-kafka-go
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bootstrap_servers EAS{=E

topic_name FHLFR
group_id JHFRAId
SRS

A KafkaProducerDemo.goXX # , BRAREERAEIZNT :
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package main

import (
"t
"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

var kafkaconf = &kafka.ConfigMap/{

/] AR
"bootstrap.servers": "FEA /",
/] FENTRX
"security.protocol": "plaintext"

}

p, err := kafka.NewProducer(kafkaconf)
if err 1= nil {
panic(err)

}
defer p.Close()

// Delivery report handler for produced messages
go func() {
for e := range p.Events() {
switch ev := e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {
fmt.Printf("Delivered message to %v\n", ev.TopicPartition)

}

10

// SEE BRI E A R

topic := "topic_name"

for _, word := range [|string{"Golang", "for", "kafka", "client", "test"} {

p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},

Value: [Ibyte(word),
}, nil)
}

// Wait for message deliveries before shutting down
p.Flush(15 * 1000)
}

THBREBLRE

A KafkaConsumerDemo.go3fF , BUARILRBIZIT :
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package main
import (
"t
"github.com/confluentinc/confluent-kafka-go/kafka"
)

func main() {

var kafkaconf = &kafka.ConfigMap{

/] AR

"bootstrap.servers": "B\ &,
/] BTN
"security.protocol": "plaintext",
// THZEH id

"group.id": "test_group",
"auto.offset.reset": "earliest",

}

¢, err := kafka.NewConsumer(kafkaconf)
if err |=nil {

panic(err)

}

//EERBEMNEBN AR

c.SubscribeTopics([]string{"topic_name"}, nil)

for {
msg, err := c.ReadMessage(-1)
if err == nil {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}else {
// The client will automatically try to recover from all errors.
fmt.Printf("Consumer error: %v (%v)\n", err, msg)
}
}

c.Close()

}
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package main

import
"t

"github.com/confluentinc/confluent-kafka-go/kafka"

func main

var kafkaconf = &kafka.ConfigMap
/] AR

"bootstrap.servers": "HEAS",

/] FEAURX

"security.protocol": "sasl_plaintext",
// SASL Hl

"sasl.mechanism": "SCRAM-SHA-512",
// SASL i/

"sasl.username": "alice",

// SASL Fi FERG

"sasl.password": "alice1234!",

p, err := kafka.NewProducer(kafkaconf
if err 1= nil
panic(err

defer p.Close

// Delivery report handler for produced messages
go func

for e := range p.Events
switch ev := e.(type
case *kafka.Message:
if ev.TopicPartition.Error != nil

fmt.Printf("Delivery failed: %v\n", ev.TopicPartition
else

fmt.Printf("Delivered message to %v\n", ev.TopicPartition

// EE RN ERLTR
topic := "topic_name"

for _, word := range []string{"Golang", "for", "kafka", "client", "test"
p.Produce(&kafka.Message

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: byte(word),
, nil

// Wait for message deliveries before shutting down
p.Flush(15 * 1000

IHBREAESRA
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package main

import (
"t
"github.com/confluentinc/confluent-kafka-go/kafka"

)

func main() {

var kafkaconf = &kafka.ConfigMap/{
/] ENR

"bootstrap.servers": "HEEA &",

/] FEANTRX

"security.protocol": "sasl_plaintext",
// SASL Hl

"sasl.mechanism": "SCRAM-SHA-512",
// SASL R4

"sasl.username": "alice",

// SASL f FEhD

"sasl.password": "alice1234!",

// THZR id

"group.id": "test_group",
"auto.offset.reset": "earliest”,

¢, err ;= kafka.NewConsumer(kafkaconf)

if err 1= nil {
panic(err)
}

/BB IR E B2 TR
c.SubscribeTopics(||string{"topic_name"}, nil)
for {

msg, err := c.ReadMessage(-1)
if err == nil {

fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))

}else {
// The client will automatically try to recover from all errors.
fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}
}

c.Close()
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package main
import (

"t
"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

var kafkaconf = &kafka.ConfigMap{

/] AR

"bootstrap.servers": "B ",
/] FEAURX
"security.protocol": "sasl_ssl",
// ERHHE
"ssl.ca.location": "ca.pem",
// SASL Hl
"sasl.mechanism": "SCRAM-SHA-512",
// SASL fl 4
"sasl.username": "alice",

// SASL f FEEHG

"sasl.password": "alice1234!",

p, err := kafka.NewProducer(kafkaconf)
if err I=nil {
panic(err)

}
defer p.Close()

// Delivery report handler for produced messages
go func() {
for e :=range p.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {
fmt.Printf("Delivered message to %v\n", ev.TopicPartition)
1

10

// EERIENEH LR

topic := "topic_name"

for _, word := range [|string{"Golang", "for", "kafka", "client", "test"} {
p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: [Joyte(word),

}, nil)

}

// Wait for message deliveries before shutting down
p.Flush(15 * 1000)
}

THEHRENERG
f3#KafkaConsumerDemo.go3Cf , BUARRLRAIZIT :
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package main
import (
"t
"github.com/confluentinc/confluent-kafka-go/kafka"
)

func main() {

var kafkaconf = &kafka.ConfigMap/{

/] ENR
"bootstrap.servers": "HEEAR",
/] FEANTRX
"security.protocol": "sasl_ssl",
// EBI R
"ssl.ca.location": "ca.pem",
// SASL
"sasl.mechanism": "SCRAM-SHA-512",
// SASL R4
"sasl.username": "alice",

// SASL f FEhD

"sasl.password": "alice1234!",
// 1B id

"group.id": "test_group",
"auto.offset.reset": "earliest",

¢, err ;= kafka.NewConsumer(kafkaconf)

if err 1= nil {
panic(err)
}

c.SubscribeTopics(||string{"topic_name"}, nil)

for {
msg, err := c.ReadMessage(-1)
if err == nil {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}else {
// The client will automatically try to recover from all errors.
fmt.Printf("Consumer error: %v (%v)\n", err, msg)
}
}

c.Close()
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W4 ax
bootstrap_servers BARER
topic_name FHEHR
ssl.ca.location ca.pem3HFETERRTE
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package main

import (
"t
"github.com/confluentinc/confluent-kafka-go/kafka"

)
func main() {

var kafkaconf = &kafka.ConfigMap{

/] AR

"bootstrap.servers": "B ",

/] FEAURX

"security.protocol": "ssl",

// EBICHFRE

"ssl.ca.location": "ca.pem",
"ssl.certificate.location": "client.pem",

"ssl.key.location": "client.key",

p, err := kafka.NewProducer(kafkaconf)
if err = nil {
panic(err)

}
defer p.Close()

// Delivery report handler for produced messages
go func() {
for e :=range p.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
fmt.Printf("Delivery failed: %v\n", ev.TopicPartition)
} else {
fmt.Printf("Delivered message to %v\n", ev.TopicPartition)

}

10

// EERIENEH LR

topic := "topic_name"

for _, word := range [|string{"Golang", "for", "kafka", "client", "test"} {
p.Produce(&kafka.Message{

TopicPartition: kafka.TopicPartition{Topic: &topic, Partition: kafka.PartitionAny},
Value: [Joyte(word),

}, nil)

}

// Wait for message deliveries before shutting down
p.Flush(15 * 1000)
}
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package main

import (
"t
"github.com/confluentinc/confluent-kafka-go/kafka"

)

func main() {

var kafkaconf = &kafka.ConfigMap/{
/] ENR

"bootstrap.servers": "HEEAR",
// FENTRY

"security.protocol": "ssl",

// EBI R

"ssl.ca.location": "ca.pem",
"ssl.certificate.location": "client.pem",
"ssl.key.location": "client.key",

// %A id

"group.id": "test_group",

"auto.offset.reset": "earliest”,

¢, err ;= kafka.NewConsumer(kafkaconf)

if err 1= nil {
panic(err)
}

c.SubscribeTopics(||string{"topic_name"}, nil)

for {
msg, err := c.ReadMessage(-1)
if err == nil {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}else {
// The client will automatically try to recover from all errors.
fmt.Printf("Consumer error: %v (%v)\n", err, msg)

}
}

c.Close()

HIRM : GRFINEIT
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go producer.go

SIBT  EEEHN
EEHERBEEBINTIEERNBERFH AN !

1. BRRFREES.

258



Baidu B B BaER Y
2. ELZRIBERSE for Kafkaish| BB LIS , WEERAET. BEBI.

HEERAS AN, TENMBIAERERE

) EEFRIBEMS for Kafkaftlizh| A TWEAE TR ERNER , REEHETRAN TEEFE,

RS for Kafka EBTIR © HEIts
] L4 1.
w5
=
IR
WEIE/ID wE Y AR ¥ ME Y BIAE flieeEtE o WRHTE HRIE
BERIT S
| e S = ° msd L] 272 amED 2023.05-1116:0300 5 == 8
r
REPkEfE , EAELMAFR TSRS,
ERHHE EREE
FEAEE E=10) = n EBRIR | 4 QUETE:  2023-06-22 12:41:38
THRAEE SRR 272 ETAN: 22/NBHMAS 7 FA7EMDI: 4 - T
PR BEHN:  BEER BES ES | AR ARRE
HREE
HBES
HEES
HEBR: EHE ke o BEE: -
SRS
KHA® ERRE
E5EE SUEE: BAEER
AR E
r r [I%3 "‘1
) REAMARERHK TEEEE,  HA TREER, T@E.
Es ] ER
EHEE ERLE OPAKE  EERER OHRELR
HEEEE
MO RUNE v 20230525 1001:04- 20230523 110104 [ c @
mPEE
bt R &
) ;
srsn -
ERAT
ESEE
5-23 10010 05-23 10:07:04 06-23 10130 05-23 10:19:04 05-23 10250 05-23 10310 05-23 1037:0 05-23 10:43:04 05-23 10:49:0 05-2310:55:0 05-23 11:01:0
o o
EFEHERE S OHREBRE 7

(4

TEE "ERHNE TE , RENTESENLEZER (SRR, TRiE, THEE. HRanE)

%ﬁﬂ‘]éf‘:ﬁﬂ‘}’ﬁﬁﬁzﬂe

WIENAKERESE  SihE

SRR

ERER

THERAEE

ilie

ARREE

HREN

SRR

&HAT

FHEE

SRR

| SEEE TANE  EERE OHRakE

RERL  EUME v 2023-05-2310:01:04 - 2023-05:23 110104 [ C

EFHBRE .

23100 5-23 10:07:04 2 3.0 05-23 10:19:0: 05-23 10:2 23 10:31:0: 23 10:37:04 23 10:43:04 5-23 10:49 23 10:55:04

EFEHERE L7 OHEMERE 7

Python74

@ VPCRIZE PLAINTEXT AT A F= 07 28

& 0 4

oo
88

» BIATERAD

259


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E7%259B%2591%25E6%258E%25A7%25E6%258A%25A5%25E8%25AD%25A6/%25E9%259B%2586%25E7%25BE%25A4%25E7%259B%2591%25E6%258E%25A7

Baidu B E&EER Y LEhR
7E[R) VPC WL&TAE] , A PLAINTEXT HGEN , AR £3HFHE TEEE.

78y i3
1. &% Python
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W4 aX
bootstrap.servers FEARIEE
topic_name ES B2
message THEMEARA
group.id E#R4HId
A EABLRE

A3 KafkaProducerDemo.py3Cf , BARMBLRBIZIT :

from confluent_kafka import Producer

producer = Producer({
# AR
'bootstrap.servers':'x.x.x.x:9095,x.x.x.x:9095,x.x.X.x:9095",
# FEABRX
'security.protocol':'PLAINTEXT',

def callback_msg(err, msg):
if err is not None:
print('send failed:{}' .format(err))
else:
print('send success:{}'.format(msg.topic(),msg.partition()))

for _in range(100):
# SE— S ¥topic_nameHEBIEMEBRLHR , BN SHmessageEHEAEHHERNR
producer.produce('topic_name’', "message".encode('utf-8'), callback = callback_msg)

producer.poll(0)

producer.flush()

THBREABLRE

A KafkaConsumerDemo.py3Cf , BRMBLRBIZIT :
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from confluent_kafka import Consumer

consumer = Consumer({

# AR
'bootstrap.servers':'x.x.x.x:9095,x.x.x.x:9095,x.x.X.x:9095",
# FEABRX

'security.protocol':'PLAINTEXT',

# JHTR4HId

'group.id':'test_group',
'auto.offset.reset":'latest’,
'fetch.message.max.bytes':'1024*512",

VT RSB R
consumer.subscribe(|'topic_name'])

while True:
msg = consumer.poll(1.0)
if msg is None:
continue
if msg.error():
print("Consumer error: {}".format(msg.error()))
continue

print('Received message: {}'.format(msg.value().decode('utf-8')))

consumer.close()

BR= : wFIETT
BT ERBANMREL .
#HH#HH OBERE
python KafkaConsumerDemo.py

s SENETE
python KafkaProducerDemo.py

HRM - BEERGE

BHBERAREBNIIHERNERFA :
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bootstrap.servers FEAS{SE

topic_name LR
message MERSTENNERN NS
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A KafkaProducerDemo.py3C# , BARMBL/RBIZIT -
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from confluent_kafka import Producer

producer = Producer({

# AR

'bootstrap.servers':'FEA R,

# FEAWNX

'security.protocol':'SASL_SSL',
'ssl.endpoint.identification.algorithm': 'none’,

# AP
'ssl.ca.location':'ca.pem’,

# SASL 1.5
'sasl.mechanism':'SCRAM-SHA-512",
# SASL Fi 4

'sasl.username’:'username’,
# SASL FH F2Rhg
'sasl.password':'password’

def callback_msg(err, msg):
if err is not None:
print('send failed:{}' .format(err))
else:
print('send success:{}'.format(msg.topic(),msg.partition()))

for _in range(100):
# E— S ¥topic_nametAE RN T ALZHR , -2 messageERZEREHIBENE
producer.produce('topic_name’', "message".encode('utf-8'), callback = callback_msg)

producer.poll(0)

producer.flush()

THBREBLRE

A KafkaConsumerDemo.py3Cf , BIRMBLRBIZIT :
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from confluent_kafka import Consumer

consumer = Consumer({

# AR

'bootstrap.servers':'"HEA S,

# FEAWRX

'security.protocol':'SASL_SSL',
'ssl.endpoint.identification.algorithm':'none’,

# UEP AR
'ssl.ca.location':'ca.pem’,

# SASL 1%
'sasl.mechanism':'SCRAM-SHA-512',
# SASL Fi 4

'sasl.username’:'username’,

# SASL F FashD
'sasl.password':'password’,

# JHPe4Hid

'group.id':'test_group',
'auto.offset.reset":'latest’,
'fetch.message.max.bytes':'1024*512",

#HHEH VT AR TR
consumer.subscribe(['topic_name'])

while True:
msg = consumer.poll(1.0)

if msg is None:
continue

if msg.error():
print("Consumer error: {}".format(msg.error()))
continue

print('Received message: {}'.format(msg.value().decode('utf-8")))

consumer.close()

HIRN - wFFHET
BT ERBANMREE .
##HH#H OBNERE
python KafkaConsumerDemo.py

HHHE BERNVETE
python KafkaProducerDemo.py

BN BREREER

BEHERBRERNSIHERNERFH AR

1. BRREFHHEE.

2. EEZIRIHEMS for KafkalZH EBBEMNIE , REERAT. THERBNR.
HEFERBE AN, TENM B ERER TS,

(1) EEFBERS for KafkafizH A TWHTRE IR RERNER , REEHEHIAN "EEFE, TA.
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W% aX

bootstrap.servers FEAREE
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A3 KafkaProducerDemo.py3CfF , BARMRBLRBIZIT :

from confluent_kafka import Producer

producer = Producer({
# AR
'bootstrap.servers':'"HEA R,
# FEABRX
'security.protocol':"SASL_PLAINTEXT",
# 'ssl.endpoint.identification.algorithm': 'none’,
# 'ssl.ca.location':'client.truststore.pem’,
# SASL 1.5
'sasl.mechanism':'SCRAM-SHA-512",
# SASL Fi P4
'sasl.username':'username’,
# SASL FH FaghY
'sasl.password':'password’

def callback_msg(err, msg):
if err is not None:
print('send failed:{}' .format(err))
else:
print('send success:{}'.format(msg.topic(),msg.partition()))

for _in range(100):
# E— NS ¥topic_nametAE RIEMN T ALZFR , B2 messageERZEREHIBERNE
producer.produce('topic_name’', "message".encode('utf-8'), callback = callback_msg)

producer.poll(0)

producer.flush()

THBE ARG

Az KafkaConsumerDemo.py3Cf , BIRMBLRBIZIT :
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from confluent_kafka import Consumer

consumer = Consumer({

# AR

'bootstrap.servers':'"#EA S,

# FEABRX
'security.protocol':'SASL_PLAINTEXT',

# 'ssl.endpoint.identification.algorithm':'none’,
# UEP IR

# 'ssl.ca.location':'client.truststore.pem’,
# SASL 115
'sasl.mechanism':'SCRAM-SHA-512",

# SASL Fi 4
'sasl.username’:'username’,

# SASL F FashD
'sasl.password":'password’,

# JHP4Hid

'group.id':'test_group',
'auto.offset.reset":'latest’,
'fetch.message.max.bytes':'1024*512",

#HHHH VT AR TR
consumer.subscribe(['topic_name'])

while True:
msg = consumer.poll(1.0)

if msg is None:
continue

if msg.error():
print("Consumer error: {}".format(msg.error()))
continue

print('Received message: {}'.format(msg.value().decode('utf-8")))

consumer.close()

BR= - wmFIhET
BT ERBANMREE .
#HH#H OBNERE
python KafkaConsumerDemo.py

I BENVETE
python KafkaProducerDemo.py

BN - BRERLE

BEHERBRERNSIHERNERFH AR

1. BRREFHHEE.

2. EEZRIBEMS for KafkalZH G BBEMMIE , REERAT. THEBIR.
HEFERBE AN, TENM B ERER TS,

(1) EEFBERS for KafkafizH A TWHTRE IR RERNER , REEHEHIAN "EEFE, TA.

270



Baidu B E&EER Y LEhR

BB for Kafka WK © mErscrs
L] b4 1.
EERR ~
F
= . I
ERIE ©
KEEH/D ®wE 7 HEAR ¥ ME T AME fieeg T WBHTE HRIE
REEIT S
| SEL . ® msd Efm 272 AMED 2023-05-11 16:03:00 : =8 W

(2) WHEPkEfE , EAEMDFTR TRIFE, TA.

EHHA snmE =
EHEE =} = = B EBER L] GUiLETIE:  2023-06-22 12:41:38
HEAEE SRk 272 ETAIIE: 22/NEMASH7E FRZEHRE: 4R - T
REEE BEHL SRS BEE X TR AARB
AREE

fFEER
HREN

e 11 ] AR T BT
sapsg
AT SHERE
fE5ER SREE: HARE

i E

(3) REAMAAZFE TREHEE, | S TEFRE, WM.

EEHHY SRR
E2 s ERAE  PASE EERE OEBENR
HEAEE
BEE BUME v 2023-05:2510:01:04 - 2023:0523 11:01:04 [ clle
mrEE
REEE e -

13:04 05-23 10:19:04 05-23 10:25:04 05-23 10:31:0 05-23 10:37:04 05-23 10:43:04 il 23 1101
L]
EFHBRE JOHRERRE 2

6 0 4

L]
oo
88

N

(4) BEEF "SRR TE , RENARSERNERES (RHEE. TRER. THER. JHRARE) | BIaHRM
SR BRE

EREENAKERESE £ 07

EBHE SRR
=mEE eME EEEEONREKE
THEBAEE

WS VNS . 2023.05.23 100104~ 20230523 110104 c
BPER
RS R 2
o : W

B100 . 23101008 0523 10250 oo Sai0anh | GeB WAl 0eRanA0A | el Gesaiitid
m m
EEHERE J mmHERE 2

@ SSLIMNAEF=HIHTRIHE
7E Kafka SEBETAE VPC 4 Pl ARIEREEIE) , 6/ SSL UMK , A RTTLERBRHENEE A,
2y 2
1. &% Python
2. K pip

3. BTN T 654 T Hconfluent-kafkafk #.

271


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E7%259B%2591%25E6%258E%25A7%25E6%258A%25A5%25E8%25AD%25A6/%25E9%259B%2586%25E7%25BE%25A4%25E7%259B%2591%25E6%258E%25A7
https://www.python.org/downloads/
https://pip-cn.readthedocs.io/en/latest/installing.html

Baidu B EERER Y EZHR
pip install confluent-kafka
EHES
1. MREZ A RS for Kafkafe B
FBEEMS for KatkaflR% /5, TEIEHIERNE AT %R, | BIRHTHX,

H (EESES mhasiy @l emed - v

HBERSS for Kafka SRR
© ESHEBRS or KafkaIBER L4, WG ETER DEROFER KRR,

EER

| E3:3
+ Bl
SERHTE
SEBE/ID RE Y B ¥V iz PIAR
BRI S
ERiE DLEelE>
N 7 8

2. AMRINERF AT

EEH A NmRGEFLHR , EARFHER@.

EEMAETRE (EEEE, [ EAETREERME.

SEROEE ol

kil ajle
EMEH

e
HEARE, s e

BrER
REE
HREY

s
SRl HRHIE DLelEs>

ERAT

HFAEETARE "REE | HTERARAE.
fERDER :

BH—  RREFHEAR

BAKESE  EAREE,

B TR

TEUESI M ¢ A R EES ?

HIE= : WSS

o FEXIIFBITERNSI
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Baidu B ERER Y
e %€ aX
bootstrap.servers BARGEER
topic_name EBLR
message THENAKRE
ssl.ca.location ca.pem3L {12

ssl.certificate.location client.pem3C 4§12

ssl.key.location client.keySC %12
group.id JBPR4AId
H=BARLRGI

A3 KafkaProducerDemo.py3Cf , BAMBLRBIZIT :

from confluent_kafka import Producer

producer = Producer({
# AR
'bootstrap.servers':"xxx.xx.xx.xx:9099',
# BEATRX
'security.protocol':'SSL',
'ssl.endpoint.identification.algorithm': 'none’,
# AER A2
'ssl.ca.location':'ca.pem’,
'ssl.certificate.location':'client.pem’,
'ssl.key.location':'client.key’

def callback_msg(err, msg):
if err is not None:
print('send failed:{}' .format(err))
else:
print('send success:{}'.format(msg.topic(),msg.partition()))

for _in range(100):
# S5— S ¥topic_name A AIEHNERLH , BN S W message EREREHIHERR
producer.produce('topic_name’', "message".encode('utf-8'), callback = callback_msg)

producer.poll(0)

producer .flush()

THBEEABLRE

A KafkaConsumerDemo.py3Cf , BRMRLRBIZIT -
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from confluent_kafka import Consumer

consumer = Consumer({

# AR
'bootstrap.servers':"'xxx.xx.xx.xx:9099',
# FEABRX

'security.protocol':'SSL',
'ssl.endpoint.identification.algorithm':'none’,
# UEP IR
'ssl.ca.location':'ca.pem’,
'ssl.certificate.location':'client.pem’,
'ssl.key.location':'client.key"',

# JHP4Hid

'group.id':'test_group',
'auto.offset.reset":'latest’,
'fetch.message.max.bytes':'1024*512",

#HHHHH VTR B TR
consumer.subscribe(['topic_name'])

while True:
msg = consumer.poll(1.0)

if msg is None:
continue

if msg.error():
print("Consumer error: {}".format(msg.error()))
continue

print('Received message: {}'.format(msg.value().decode('utf-8')))

consumer.close()

HIRN - wFFHET
BT ERBANMRESS .
#HHHH BENETRE
python KafkaConsumerDemo.py

HHHH BENVETE
python KafkaProducerDemo.py

BN BREHEER

BEHERBRERNSIHERNERFH AR

1. BEREFHLHEE.

2. EEZIRHEMS for KafkalZH BB EM LT , REGERAT. THEBNR.
HEERABE AN, TENM B SRR TS,

(1) EEFRBERS for KafkafiZH A TWHTKE IR RERNER , REEHEHIEN "EEFE, A,
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5 for Kafka ERBIR © mansas
© THEHERSlor Kaf ke MEER L. MAEAERREROMHRERRN.
EERR
=
[ e s @ o
RS €
HEEH/ID ws v s ¥ ME T FIAE elResa ¢ REHRE HRIF
RIERIT S
| BEL o . ® mss Efm 272 RED 2023-05-11 16:03:00 : =8 W
r
REPkEfE , AWM TEREEE, TE.
: =
SEHYE SHEE
EAEE %8I0 - EBER 1 4} BUEREE:  2023-05-22 12:41:38
THEREEIE SRR 272 ETHTE: 220ME145 50178 FAEHDEC: 4 - M
ArER HESL: BHEES BEE ®0 AER: AMES
AREE
FBES
HREN
HEAR: EHE PETEY T ERGID
SRR
AT SRS
fE5EE SUEE: BAER
TR E
r 3 r 1A 473
) REZEMIAEPR TEEGE,  #HA TERGE, TE.
EEHE f St
EEEE EHLE  TRME EERE HRONR
HEAEIE
O BN v 20230525 1001:04- 20230523 110104 [ c
AFEE
EFEHREE e
1
| /\__/\“‘——\/\\\ /\\\
) 31013 05-23 10190 05-23 10:25:04 05-23 10:310. 05-23 10:37:¢ 05-23 10:43:04 3 110
m
EFHERE 2
00. 20 <
@
2: ) LSy
23100104 05-2310:1304 0523102504  05-2310:3704  05-2310:49:04 0523 11010 013:04 05-23 10:37:0 )5-23 1049:04  05-23 1100 _
o o o o oo

(4) BUEER "ERNE TE , RENTRASENERER (RHEE, TRER, TRER. JHRERE) | BIEHRY
SR TMIETE L.

WIENAKERESE  SifnE

BT SR
SREE TRKE  EEkE HRaKs

EWEE |

HREEE —
L EU o 2023 0:01:04 - 2023-05-23 11:01:04 £ c ®

FPEE

RS EERRE ‘
HREE

wnviie :
ExAT o

EHEE

ERAESRIE,
S A A S RS
@ 1. Wb FHE
WEHBEREESRERR , REREREFNE | DEFEGHIEIORIER.
@ 2. EATE T AR IR

AR UHAT RECE RS- T AUEmME LA
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Baidu B E&EER Y LEhR

TREE | (7 nemETe

H;EHN: [ e ‘

maEK: O
TATAK: (® THXA
SRS T A AR
Bk EETERS | 0
MIBBIR CPU () Az (GB) WMHE (Gbps) EERADER O
® kafka.g4.c2m8 2 8 15 400
kafka.g4.c4m16 4 16 15 800
kafka.g4.c8m32 8 32 3 1200
kafka.g4.c16m64 16 64 6 2400
kafka.g4.c24m96 24 96 8 2800
kafka.g4.c32m128 32 128 " 3000
BRTREK 3
STREAS
AL 1RIBAISSD v
S BB PEEE BEE
1 v 100 GB 100 GB

ZFE73006B

R BT FREEE NERE". "BEANX". "AK" =ZMER , THARGAHXMISRE THENERLE

MEMEIR X

LS50

O FENEHMENTHNLZBER, FEtEEHtTRR

SEMLEEE BeMteERE

HRASREBRREMMNILS WEEBHKIARRF ST

Rl ESitH kafka.g4.c2m8 AR kafka.g4.c4m16
BT RE 3 BT R 3
RIS A 1200 BISTHS BEE 2400
BEER: O BHAED IR HERE: O TR
wEAN: © 1400 wExRN: O 1400
¥3891/1"™H ¥5871/110 B

i

1. REBIEE : ST Kafka &8¥ , KIREH ENRE AWSIRE ZHFIXY , [FITHFETE 20% #9 buffer WXT[EE0MV 515
K, EHEH (TRER. TRz TESXTBEGR) HFE , BUXEEEFIREIEE = (FELF7RE TR
A¥r) * 120%

2. MEAR : RIBESUSBRIT R
1. EHAER | &% Kafka TTABEE—AAAXT , BT AR EHTEFERIER.
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2. U RER : &% Katka TRIBAFNBAXT , IIXSERH TSI AX KELE,

3. AKX RRYIERFAIRENIE  REEFEIESWHFURERBERRWATAX, FANATUSE (AKX,
BATRSIRHE T _LIRA 2400MBps RE FHHERE , MRVEFFTEESRE , FRITLAHTENR.
NI SR
EXEBN B B KafkaE BT BEIEZ IR IHEMS for Kafkafk BRI,
@ TERIE
o GHE—AANEER JHEMRS for Kafka,
o ALZR JHBMSE for KafkaBlEEHM,
@ ERHER
1. MREZ A RS for Kafkafe B
FHEHEMS for Kafkaflf % /5 , FEIRHIATNE AT "RIRER, |, RIAIHTR.

H U BESBRES #wask Bl eees-Rw v

KBRS for Kafka EnHE
© ETHEBBRS or KafkaIBER L4, WA EEER SERUAERBHREA.

TER

| 2t
+ o
ERHTE S
SEREF/ID RS Y fErR ¥ Lz AKX
HRAERIT S

BRHE Doz

2. ARRMERF A T8
RGN RGEMER , EARFHER@.

EEMAET QT (EEEE, [ EATREERME.

= ] i

MR
HRAEE EWER BIEAE HRE
APEE
REE
meEE
.
i BRHE Dol
suET

EEEER

HEFEEETARE "EEE,  #HTERRAE.

FHEHEMS for Kafkafli % Ja , FEIRHIATA RS "BIEER, | BRI TR,
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H U BESBgES swnask Bl seeh-oRw v

5B ABSS for Kafka 32271 S
© ETUTHBMS or KatkalIEER L4, MEEAERBLBITKREA.
E3IR
| 3
+ ol
SRERE S
SERET/ID wE Y L7 ER [z AIRK
BT S
BERHE LIRS
.
@ IHHE

AR ks, FdiHk
SR AEFHERNWF TR EZAR HEMS for Kafkate Bt , XHERKafkae A LB HIHELET,

R AKafka R HTBELTIER TG , BRIBERIBELFTIBEILZR HEMS for Kafkate it , FFHIATHTRIAR.

A

1. Bl E A Kafka $REF

2 R EF FRIERR

ik
HE/HE Kafka 55 £ Kafka it

3. BREEEN R BYREEE 4. FrHEERITHA

B |:{>

ER

AARMABEBRBAIHAE  RELSERS , IBHEREVSWEEEG , BMNIRTHERASHFALLFRR , ERTXH
BIMFEERNGR, ERAARTHRRESFHRBEWFERHETE , FAE—INRAZENEE , BAYIERT R AN
FmBRE

pREEZ 2

1. EZRJBEMRS for Kafkafl , EERT AL topic FRIR , AEIREN TREES, .

2. PHRAFEE ML
o o BAFER FIRiKafkalEHMAHEBCAEZ IR THEIRS for Kafke SR TR R, MARERES % 55
SHEAR
o BRATWSE , EEEFERHNBERAXEIEZR JHEMS for KafkafefF.
1. MERZIHRATE RKafkaff I HTRHE , BF[RKafka P BUREP S S WIHTRTEE .
2. YHiB%RE
o o WIHTEE FinftKafkalE BB RN EFIR IHEMRS for Kafkafk R ATIRMEEA Rttt AREEBESE 1 €5

SHEAR

o ERHEWS , BIFHBRENTFER BEMRS for Kafkafe R FIHTEIHE.
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1. MERHTREEDREIEE NEZhR JHERS for Kafkafe AP REREIE.

2. THLER,
AR EAER , EEET

TEIHTRELS BRZMERE Fin , S50 RKafkafR ML ZIR JHERS for Kafkak BHIBTIHE , RBRAESUEVEIERE
fR THEARSS for Kafkafe Bt | XHFRERMIRATE B EED B R ATIHEE.

A

1. B EZRT Kafka 8

3. PHAEF FIETRR

ik
HE/HE Kafka 55 £ Kafka it

4. HFRBEHATA SR 2 FHEETHR

|BE#E

ERAR

TRERHELFEEREY. AARTIHERUSSE—RNRINRNEE RKafkafER ML R JHE MRS for KafkafR¥. BT
TIREFWEZHT , BEEHRWFZTHEEZR HEMS for Kafkate it L, RILARAFIERRNGETAER R, (BEETRE
FRTTHARER | EIEHER R KatkaE B S EZMR JHE RS for Kafkae Bt , 2 FEENTHE Z BRLEF=IRFTTARIE , FEEE
BUFFRIELER, 5@ AT RE b A TSR , J0XH SN A UL % .

pREEZiZ
1. EFR BB for Kafkaff , EERTRLT topic FRIR , AEIRIERL TREES, .

2. EHHHIBTRE P , BREKafkaE B ABBCA LT FR THEMS for Kafkadk TR AV il THTREFIR HE
fi% for KafkafeBEFIIEUR. (RBTHRE PInHALIETT , IHRWFRNIHZE RKafkak ST FR IHEMS for Kafka
SHPHERE. )

3. PHRAFSEE NI

o o BUWATTR ML, KafkalE BN TR IHEMRS for Kafkafk B TR A R, MARERES® 55
SHEAR

o ERAEER U, WA IBEILFR JHEMS for Kafkate F.
o EFWEIHIE , MEEHREZR THEMRS for KafkafREETL SR ABIES.
1. H5RKafkaERFP R T | KA RBIHTLE T Fif.
2. TIHLER.
@ f# fiMirrorMakerit %
B
MirrorMakerAjKafka B RIS TR , ATAFI AR AR B Tkatkat B 2 [BAOBHRETS ; B RIAHHIER.
EURNBESEKakfaB ML : MirrorMaker
pixz )t
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JEIZ Consumer M\ |BHIKafkaE BEFTEZR SR |, SRRIE T Producerf§2iE4E F=1£ B drkafkaE 3 , SkSINFUIERLS &1,

WS
HE—BSETFR IHEMS for Kafkatk B ML BRI MSS , Bla0 : =ARSESBCC,
BT TEEETEREIBIA T TR, FPEH EEFIBCCHETRIE.

BCCHIATAN FACERIE

#H#a# 1. WIEIDK 1.8
yum install java
##### 2. TR IR Ekafka_2.12-2.7.2.1gz3 {4
tar -zxvf kafka_2.12-2.7.2.tgz

pNREZTL

1. Pk \kafka_2.12-2.7.2/configig12F , TkZElconnect-mirror-maker.properties 3£ , FHHI T TECE :
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Baidu B E&RE=AY LZhR

####3# Licensed to the Apache Software Foundation (ASF) under A or more
##### contributor license agreements. See the NOTICE file distributed with
##### this work for additional information regarding copyright ownership.
##### The ASF licenses this file to You under the Apache License, Version 2.0
##### (the "License"); you may not use this file except in compliance with
##### the License. You may obtain a copy of the License at
it
##### http://www.apache.org/licenses/LICENSE-2.0
i
##### Unless required by applicable law or agreed to in writing, software
##### distributed under the License is distributed on an "AS IS" BASIS,

##### WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
##### See the License for the specific language governing permissions and

##### limitations under the License.

##### see org.apache.kafka.clients.consumer.ConsumerConfig for more details

##### Sample MirrorMaker 2.0 top-level configuration file
##### Run with ./bin/connect-mirror-maker.sh connect-mirror-maker.properties

#HHH IR ENE AR

clusters = A, B

#a# BB HTI BEE R AL

#HHH BIANABCE AR Kakfate BRI , BRIFRCE AR ZAR THS RS for KafkalR AN Rttt
A.bootstrap.servers = A_host1:port, A_host2:port, A_host3:port

B.bootstrap.servers = B_hostl:port, B_host2:port, B_host3:port

st TERBIBRISWAR (REFES. HERE)
A->B.enabled = true

#H##t IEEHERSHRTH , ALEE L
A->B.topics = .*

#HHH TEMTRLER TN EREERE
B->A.enabled = true
B->A.topics = .*

#H## RERIAE

replication.factor=1

**|nternal Topic Settings ########H##HH#H#H#HEHHHHHHBHH#HHH X

##### The replication factor for mm2 internal topics "heartbeats", "B.checkpoints.internal" and
##### "mm?2-offset-syncs.B.internal"

#HH TRNREENEMRDTIRE L, PR EORE X T1HME | 6l : 3
checkpoints.topic.replication.factor=1

heartbeats.topic.replication.factor=1

offset-syncs.topic.replication.factor=1

##### The replication factor for connect internal topics "mm2-configs.B.internal", "mm2-offsets.B.internal" and
##### "mm2-status.B.internal"

#HHH THERNRBEENERPRTIRE A L , £ NETRERE R T1ME | 60 : 3
offset.storage.replication.factor=1

status.storage.replication.factor=1

config.storage.replication.factor=1

#Ht B LB1TECE

####4# replication.policy.separator = _
##### sync.topic.acls.enabled = false
##### emit.heartbeats.interval.seconds = 5

1. ¥ \kafka_2.12-2.7.2/binf&12F , [E5MirrorMakerfii&AT & , TN T dn4 :
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./bin/connect-mirror-maker.sh config/connect-mirror-maker.properties

1. FFIEER.

THHERESR

o HERGRAETIIHTEIHEE.

o HEEZIR IHERS for Kafkaf &R NIz P BEHURRI BB L.
WIEBEELSHMNT :

(1) EEZRBEMRS for KafkafiZH A MEIREIFRIERNEN | REEFAHRENEIHHER@,

B5 for Kafka ERIIR © Ml

© EHEHEMSOr KaaMEER 45, WSRO RAR.
3
¥

+ SRR RHER a C
FBHTE ©
SEBIRIFID ®s ¥ s ¥ ME Y AME olieete O BT HRIE

RFRIL©

| R . ® msH R 272 ARED 2023-05-11 16:03:00 2 Tu #

(2) WEPEESE , PN FREEFHE @,

SR SHRE
FHER %20 . KA “ QURAIIE):  2023-05-2212:41:38
HREEE EREE: 272 EITE: 22/MT145 78 FREESBEC:  fem - 1M
PR BESX: BEEER BEE: %A AMK:  AMKS
ARREE

fTERfER
HEEN

HEB: ER SKHIEE T B -
SRR
SEHAG SHEE
A5ER HEEE HARE

ihiEEE

(3) REZAMMAFEREE , SNER T RE.

B EihE
EEEE HEkE PAKE EERE ABORR
HREEE
MEE EUNE o 2023. =] c ®
mPEE
EFHREE 7
1
4 01304 05-23 10:19:04 05-23 10:31:04 05-23 10:37:04 05-23 10:43:04 05-23 10:49:04 5-2310:55:04 05-231
m m
EFHBRE S OHBHBRE 7

£ O Q

C]
oo
&8

(4) BEYSERGRERETE , RENARASENEREE (RHEE, TRER, TRER. HRERE) | BIaRMER
A F=MH BB L.

SRGENAKERESE  SithE
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Baidu B B BaER Y

ERIHE
EHER
THEAEIE
RPEE
ANREE
MR
ES e
SEET

ESEE

SRR

| SERE

TRkE  EEkE

TEEARE

B Fiall S

EFHSER

05-23 10:01:04
m

EFEBRE

Filebeat}® \ Kafka® ZhR

@ Filebeat

LT OHEERRE

05-23 10:19:04 05-23 10:25:04 05-23 10:31:04 05-23 10:37:04 05-23 10:43:04 05-23 10:49:04 05-23 10:55:04 05-2;

Filebeat2 AT RAET AESIERIRBREETE, Filebeat SMSIEEM AEHTME , WERESEM , IFRE(1EA
Fl|Elasticsearch}, Logstashi#f{TZ3| .

Filebeattf) THEARANT @ EF)Filebeatl] , EREH—PHZ MM , XLMABIEAREMIEEEOVETER. T

Filebeat ATHEINENBE ,

TAHERFEEMT -

‘ /var/log/*.log \

Harvester

Harvester

‘ /var/log/apache2/* \

Harvester

Filebeat

—-———"—

Spooler

o @ e o

@ R &M

o TEFLIEFilebeat (5 M.Download Filebeat)

o TEFFRIKL. 8L LIRA JDK

o ERIEIBERS for kafkafe Bt

@ Filebeati#E )\

Filebeat#hs RS, B MERERZIENBELIRBFNE |, IH 3 B EHIRRIXE]
libbeat , libbeat¥§SREEFEMF , FHHREM IR RIET AFilebeatBLE A .

Elasticsearch

Logstash

Kafka

Redis
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SE—  KEFEAR

ARESZEEEEAR

SSL/SASLAX TRHIERS % « 20 FEES 2,
IR QIR TR

BxEsEsETN, sFTFHE

SIB= : Filebeat&%iHE

HEERLE

B\ Filebeat %3 ER , BIEACE MIFH filebeat.yml , S¥CEIE ]S % ilebeatE M,

filebeat.inputs:
- input_type: log

#HHE AR IR SCHRRR AR
paths:
- /var/log/*.log
#H##HHH Kafka output
output.kafka:
# = REH

enabled: true

# The list of Kafka broker addresses from which to fetch the cluster metadata.
# The cluster metadata contain the actual Kafka brokers events are published
# to

# IREVER RETTHURM Kafka (RIEHIIES IR (BEAR)

hosts: ["x.x.x.x:9095","x.x.Xx.x:9095","x.x.x.x:9095" |

# AT AR Kafka &, AT RAE A4 field MERTFE S, BEMAENRETE , EER %iltypel .

topic: test

# X & sasIMYFE
sasl.mechanism: "SCRAM-SHA-512"

#RE SSLYMYFEL
#SSL/SASL_SSLARE FEUEPICH : kafka-key.zip
#ssl.certificate_authorities:[/*** /client_ssl.properties]
partition.random:
# If enabled, events will only be published to partitions with reachable leaders. Default is false.
# reachable_only R & Atrue , NFEHFRAUAHE|A] AR HX
# WARE random, round_robin, hash = —7#H
# B ACH false
reachable_only: false

# Authentication details. Password is required if username is set.
# SHIIENAET ., RRET RS NFEERD,
#IRBRERIFE

username: "'

password: "'

# Sets the output compression codec. Must be one of none, snappy and gzip. The default is gzip.
# R B YRR 25

# W/l none, snappy Ml gzip FH—4

# ZNAE gzip

compression: none
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Baidu B B EHER IR
# Set tne compression level. Lurrently only gzip provides a compression ievel petween U and Y. 1ne derault vaiue Is
chosen by the compression algorithm.
# WE KBRS
# BAIRA gzip 124 0 3] 9 Z [AIKE4EZR )
# BOAMEEEREIRERE

compression_level: 4

# The maximum permitted size of JSON-encoded messages. Bigger messages will be dropped. The default value is
1000000 (bytes). This value should be equal to r less than the broker's message.max.bytes.

# jsondRELTH B MR A AT AN, ERRIBERHMIER. BIAER 1000000 ( F77) . XMENMZKFET r, /N broker )
message.max.bytes

max_message_bytes: 1000000

# The ACK reliability level required from broker. O=no response, 1=wait for local commit, -1=wait for all replicas to
commit. The default is 1. Note: If set to O, no ACKs are returned by Kafka. Messages might be lost silently on error.

# I ESKINACK AT SR A

# O=TUIBRY , 1=S5f5 AR AT | - 1= TR RIAIRAL

# FAERL

# IERANRRE N0, Kafka R &IR [E{EfTack, HEERS , IBEAREAHTTAE BE K.

required_acks: 1

# The configurable ClientID used for logging, debugging, and auditing purposes. The default is "beats".

# AIELEMIClientD , BT HEICE. WikAEIT, BUAE beats”,

client_id: beats

Filebeat &i%iHE

1Efilebeat IR PITIN TS

./filebeat -e -c filebeat.yml

$I2DY - FilebeatiZEiGE

B

filebeat.inputs:
- type: kafka
hosts:
- ip¥mH
- ipEmO
- ipEmH

# SHIIERAET . RRET RIS NFEERE,
#IRBREFRIFEE

username: ""

password: ""

#Topici) & FR.

topics: ["filebeat_test"]

#GroupH) & FR.

group_id: "filebeat_group"

HEPFTENE

#SSL/SASL_SSLATE FEHIEHIH : kafka-key.zip
#ssl.certificate_authorities:[/*** /client_ssl.properties]

ssl.verification_mode: none

output.console:
pretty: true

Filebeat/HE#/HE

fEfilebeat TR B MITIN T B4
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./filebeat -c ./input.yml

HRN  BREHLE

BEHERBRERNTIHERNERFH AR

1. ERFHRERarBZTRE.

2. EEZIRHEMS for KafkalZH BB ER T , REVERAT. BB,
HEERBE AN, TENBAERER TS,

(1) EEZRBEMRS for KafkafiZH A MEIREIFRIERNEN | REEFAHRENEIHHER@,

5 for Kafka S © mnpcts
© EHIBHEMS or KatkeMEEL L. WG OERBAORIEARA.
i
b
+ G KHER a C
RBHRE
;BETID #s ¥ Hast ¥ mE T MR s o P e

IREE ©

| R ; ® msd G 272 amED 2023-05-11 16:03:00 . =5 8

(2) WEpkEfE , SAEMDFRERHERE.

SR SHEE
EHER H#8ID . HBEN 4 GUERETIE:  2023-05-22 12:41:38
HREEE ERIER: 272 IEITE: 22/MT145 178 FREEIBEC:  fem - 1M
mrEE BESX: BEEER BEE: % A AMKS
ARREIE

fTEEER
HREN

CEZESIN-TE ] SKEIEE T R -
SR
EHET SREfRE
EEEE HRRE HARE

ihiEEE

(3) REZAMMAFEREE , SNER T RE.

sttt SR
THEE smlkz  PRME EEAR  ONEEkE
MR
WSO 2023.05-23 10:01:04 - 2023.0523 11:01:04 [ C @
]
R EpREE

(4) BYSERGRERTE , RENTRASENEREE (RHEE, TRER, TRER. HRERE) | BIRRMER

A F=ME BB L.

SRGENAKERESE  SifnE
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Baidu B B BaER Y

EREN s
EMER |§m§;;~ TAME  EERR OERAKE
HREEE
FRME  OEUNT v 20230523 10:01:04 - 20230523 1101:04 £
RPEE
R AR
]

E= e N
wEs o W
EsEE .
0503100702 0523 10,070 05-2310 052310104 05-23 10:2504 520103104 0520108704 0528 0523104900 0523 105550 06-23 11010

EFHERE L OEBEERRE

Flinki \ KafkaTZ iR

@ BNESR

1. WREZhRHEE MRS for Katkaf B

THBEHEMS for KafkafR S5 /e , T ATNERTRERER | RIATH TR ,

H O BEEEgs mHagky Bl enen-m% v

HSARSS for Kafka ERTIR
© EEHEMRS or KatkaMBER L4, MAETERIDERDMEBHREN
ESIR v

| S

ERHTE S

ERETRID ws Y DEZERNE
RIFEIT S
Y =7, Y-8

2. ABRMERAEER

EEF AN RGEMER , EARFERM.

FEEMEARE T Qe FEEE , FATREERME.

= ] i

Py
HEAEE EBEH s

mrEE

RER

HEEW

e

SRz ERHE Dol
SRAT

FRER

EEFHEHETARGARTS  HTERNAE | HESEOIET .

& BALSR

HHE—  BIERHEAR
BiKiES%  ERGIHEAA.

R RiMMavenfitE

<?xml version="1.0" encoding="UTF-8"?>
<project xmlns="http://maven.apache.org/POM/4.0.0"
xsi="http://www.w3.0rg/2001 /XMLSchema-instance"

schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

R SEARZ R,

wE Y PIAK

HhHE SLEelE>

e

287


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E5%25BF%25AB%25E9%2580%259F%25E5%2585%25A5%25E9%2597%25A8/%25E6%25AD%25A5%25E9%25AA%25A4%25E4%25B8%2580%25EF%25BC%259A%25E5%2588%259B%25E5%25BB%25BAKafka%25E9%259B%2586%25E7%25BE%25A4%25E5%25AE%259E%25E4%25BE%258B
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E4%25B8%25BB%25E9%25A2%2598%25E7%25AE%25A1%25E7%2590%2586/%25E5%2588%259B%25E5%25BB%25BA%25E4%25B8%25BB%25E9%25A2%2598
file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E9%259B%2586%25E7%25BE%25A4%25E7%25AE%25A1%25E7%2590%2586/%25E6%259F%25A5%25E7%259C%258B%25E9%259B%2586%25E7%25BE%25A4%25E6%258E%25A5%25E5%2585%25A5%25E7%2582%25B9

Baidu B E&EER Y LEhR

<groupld>org.example</groupld>
<artifactld>flink_sdk</artifactld>
<version>1.0-SNAPSHOT< /version>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
</properties>

<dependencies>

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>0.10.2.2</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.25</version>
<scope>compile</scope>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-java</artifactld>
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-streaming-java_2.11</artifactld>
<version>1.6.1</version>

</dependency>

<dependency>
<groupld>org.apache.flink</groupld>
<artifactld>flink-connector-kafka_2.11 < /artifactld>
<version>1.7.0</version>

</dependency>

</dependencies>

<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-shade-plugin</artifactld>
<version>3.2.4</version>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
<configuration>
<transformers>
<transformer
implementation="org.apache.maven.plugins.shade.resource.ManifestResourceTransformer">
<mainClass>org.example.KafkaConsumerDemo</mainClass>
</transformer>
<transformer implementation="org.apache.maven.plugins.shade.resource.AppendingTransformer">
<resource>reference.conf</resource>
</transformer>
</transformers>
</configuration>
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execution
executions
plugin
plugins
build

project

HIR= : WSS

o FRXIFBITERNSI

e 5. €] aX
access_point A\ m{58
topic 2B

value THERAKRE

group_id JHTRZAId

A E RS

f7EKafkaProducerDemo.javaX {4 , BARARRLRAIZIT :
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package org examjplea;

import org apache kafka.clients. producer.KafkaProducer;
import org.apache. kalka clients. producer.ProducerConfig;
import arg apache kafka clients. producer.ProducerRecord;
import arg_apache kafka.clients. producer.RecordMetadata;
import org apache kafka common serlalization. StringSerializer;

import java.util.Properties;

public class KafkaProducerDemo {
public static void main(String args[]) throws Exception {

//BEARRE

String access_point = "X.X.X.x:9092,X.X.X.x:9092,x.x.x.x:9092";

/BB FEREIHERNTH LR

String topic = "topic_name";

/EEREREIER

String value = "test flink message";

// RERCE S

Properties props = new Properties();;

// TEFEkafka RS imATERE

props.setProperty(ProducerConfig. BOOTSTRAP_SERVERS_CONFIG, access_point);

// KafkalHEBHIFIL A,

props.put(ProducerConfig. KEY_SERIALIZER_CLASS_CONFIG, StringSerializer.class.getName());
props.put(ProducerConfig. VALUE_SERIALIZER_CLASS_CONFIG, StringSerializer.class.getName());
// BRI B AT ).

props.put(ProducerConfig. MAX_BLOCK_MS_CONFIG, 30 * 1000);

// REE FinNEBER K.

props.put(ProducerConfig.RETRIES_CONFIG, 5);

// REE FinNERE R E)E.

props.put(ProducerConfig. RECONNECT_BACKOFF_MS_CONFIG, 3000);

// ¥33& Producer X%

KafkaProducer<String, String> kafkaProducer = new KafkaProducer<String, String>(props);

try {
// MR &% 100 &R
for (inti=0;i<100; i++) {
ProducerRecord<String, String> kafkaMessage = new ProducerRecord<>(topic, value + ": " + i);
kafkaProducer.send(kafkaMessage, (RecordMetadata recordMetadata, Exception e) -> {
if (e ==null) {
System.out.printin("send success:" + recordMetadata.toString|());
}else {
e.printStackTrace();
System.err.printin("send fail");

hij
}
} catch (Exception e) {
System.out.printin("Something error has happened");
e.printStackTrace();
} finally {
kafkaProducer.close();

THERE B

i KafkaConsumerDemo.java3l {4 , EARRLREIANTT
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package org examiplea;
import org apache flink api.commaon. sarialization.SimpleStringSchema;
import org.apache flink streaming api.datastream.DataStream;

import org. apache flink streaming . api.environmeant. StreamExecutionEnvironment;
import arg._apachea flink streaming connectors kKatka.FlinkKafkaConsumer;

import jawva.util.Properties;
public class KafkaConsumerDemo {
public static void main(String args[]) throws Exception {
//BEANRRE
String access_point = "X.X.X.x:9092,X.X.X.x:9092,x.x.x.x:9092";

String group_id = "flink_group";

StreamExecutionEnvironment env = StreamExecutionEnvironment.getExecutionEnvironment();

// BIERLE S

Properties properties = new Properties();

/] REBAR
properties.setProperty("bootstrap.servers"”, access_point);
// ’EIHTRAId

properties.setProperty("group.id", group_id);
// FlinkKafkaConsumerf{ % — S ¥ 8122 fitopic & #R
DataStream<String> stream = env
.addSource(new FlinkKafkaConsumer<>("topic_name", new SimpleStringSchema(), properties));
// TTEN4i
stream.print();
env.execute();

HIRM : GnEIHET

Eidmaven TR¥ LRARIGITAE , LEEEENMRER  FPITUATHS -

java -jar flink_sdk-1.0-SNAPSHOT.jar

HRA  EEEREE

BERHERBRERINBIERINERHAR

1. ERFFHEFjarBETHE.

2. ELZIRHERS for KafkalZH| A B FER LT , RIVERAT . JHEHENR.
HHEEREMAR , TANBIAERERLE.

(1) EEFRBERS for KafkafizHl A TWHTRE IR RERNER , REENEHRIENEIHERE.

HEHESS for Kafka ERHIIR O #ansts
] 21 n.
34 v
ES
SEBHRE
EHEHID ws Y wmsE ¥ e CLE aa o nEEE e
RERT S
| R . ° mss L] 272 amED 2023-05-1116:0300 - =% B

(2) WHPfE , #AEMDFRERRHERE.
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KR EHIRE )
FREE £8ID = ERER “ QUETIE:  2023-06-22 12:41:38
THEREEIE SRR 272 ETITE 220145 178 FAEHDEC: 47 - M
ArER HESL: BHEES BEE %0 AER: ARES
BEE
FBER
EREN
HEAR: EHE T T SRS -
SRt
EHAT SHEE
ESEE SHEE BARER
ihEEE
N '
) REZMIAEPREFTE  FNERTETE
EHEE ERLE  PRME EERE HRONR
MR
WS BUME v 20230523 100104 20230523 110104 £ c e
mPEE
R e <
HEES .
P o
KBAT 06
FHER o
‘m
B
o
@
©
010
o 88

(4) BYERERERETE , RENARASENGEREE (SHEE, TRER, TRER. HRERE) | BIaRMER
E*]Ef‘%ﬂi‘ﬁ%%ﬁtc

SRGENAKERESE  SinE

P R
EREE | S e TRk EHEE EREAKE
HRAERE

ML EUMY v 20230523 10:01:04 - 20230523 110104 £ G @
ArER

EPHBEE .

EFHEBRE S OEREERE .

Logstashi# \ KafkaEZhR
@ BiR S
o SAEIAEMS for kafkateB¥
o TEiHR$Logstash, B{AIRIE , ¥ES NDownload Logstash,
o TERIFRIIDK 8, AMIRIE, HDownload JDK 8,
@ LogstashiZ )\
HHE—  KEUEAR
BRESZEEEFEIEAR
IR B ARREE

ARESEZ4ET N, EREFIVEE
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HIR= - TR

SSL/SASLAAX TEIERS% « 4 FEOES 2.
Logstash Ki%HE

HEERLE

fiijaas.confBLE

BWAATAAE.

KafkaClient
org.apache.kafka.common.security.plain.PlainLoginModule required

# APEEP AR R4

username="xXxx"
# BRI A N E
password="XXX"

4% output.conf FLE

WMALTHRA.

input
stdin

output
kafka

bootstrap_servers => "$#: )\ ="
topic_id => "topic&#R"
# [EE A SSL
security_protocol => "SSL"
# jaas.conf ST {HHE
jaas_path => "/home/kafka/logstash-7.10.2/jaas.conf"
# BL& A client.truststore jks T4 &1E
ssl.truststore.location => "/home/kafka/logstash-7.10.2/client.truststore.jks"
# [EE R bms@kafka
ssl.truststore.password => "bms@kafka"
# BLB& A kafka_client_jaas.conf ST{4& 12
ssl.keystore.location => " /home/kafka/logstash-7.10.2/client.keystore.jks"
# R & Aclient_ssl.properties3 {4 ssl.keystore password
ssl.keystore.password => "gKiHmaov8GNR"
# SSUR A RIHAETE, 6.xRAEMRALogstashZEM XS, EH

ssl_endpoint_identification_algorithm => ""

Logstash&Ri%EEE

EREBF Fbinf T  T&H4

./logstash -f output.conf

Logstash jHZZIHE
ARACEXH

pliEjaas.conflL& X4

293


file:///%25E4%25B8%2593%25E4%25BA%25AB%25E7%2589%2588/%25E5%25BC%2580%25E5%258F%2591%25E6%258C%2587%25E5%258D%2597/%25E8%25AE%25BF%25E9%2597%25AE%25E5%258D%258F%25E8%25AE%25AE%25E4%25BB%258B%25E7%25BB%258D#%25E5%25A6%2582%25E4%25BD%2595%25E4%25B8%258B%25E8%25BD%25BD%25E8%25AF%2581%25E4%25B9%25A6%25EF%25BC%259F

Baidu B B BaER Y
WMALTHEA.

KafkaClient
org.apache.kafka.common.security.plain.PlainLoginModule required
username="xxXx"

password="XXX"

A input.conf BEBEXH BALTAHE.

input
kafka
bootstrap_servers => "# )\ &"
# topic K
topics => ["logstash_test"
# [EE R SSL
security_protocol => "SSL"
# jaas.conf SCFHEIE
jaas_path => "/home/kafka/logstash-7.10.2/jaas.conf"
# BCE A client truststore jks SCHE&12

ssl.truststore.location => "/home/kafka/logstash-7.10.2/client.truststore.jks"
# [EE A bms@kafka

ssl.truststore.password => "bms@kafka"

# BoB A kafka_client_jaas.conf U412

ssl.keystore.location => " /home/kafka/logstash-7.10.2/client.keystore.jks"

# & B Aclient_ssl.properties 3 {4+ ssl.keystore.password
ssl.keystore.password => "qKiHmaov8GNR"

group_id => "logstash_group"

consumer_threads => 3

auto_offset_reset => "earliest”

output
stdout
codec => rubydebug

LogstashjH3%/HE.

/logstash -f input.conf

EREREE

BEHERBRERNSIHERNERFH AR

1. ERFHHEFjarBETHE.

2. EEZRIBEMS for KafkalZH G BBEH LT , REGERAT. THERBNR.
HEERBE AN, TENMBIAMERER TS,

(1) EEFBERS for KafkafizHl A TMHTRE IR RERNER , REENEHIENEIHERE.

\|

ot
=
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o F—ME, BXERNAMLENT
o Webl FIRPEBERRF R L, AN ABMFEN A FRETIRRS .

o SQLEIEE AWeby AR SRR A ANBURE A,

o HMB : BT WHNRERR , MEY BFMT :
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o RERERFEHadoopELAME , N EIIEFRA F1TA.
o MIRILEEWIRCE , ANMARBETERIRE.
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HEGE
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WY ARFBID TR , MERKT REAMRRE ; BERREERE , BN FRENMEEREMHED , £ FR
SRR IHIERE L | KafkaiKiB SR IR ELHER.

@ Apache Kafkaf&jf\
Apache KafkaZ2 D HRNREBIETE , BEZKEFHE

o iZ{itPub/Sub A IIEEIHELLIE,
KafkafZ fftiIPub/Subfl 2 AL FHTHEITHR , THENAE (Pub) AFIEEHEER , MEFSITRE (Sub) 32
B ITREREITRN— NS KEWEE. KhESITRERBRAE AT REEBIERAMh LIRS, fiam
ERTRCAMRS 25 BESE DKM R AEAREER (Topic) , ZEHUIREAFEARIIENEH , FnuEeE. KXo
MEELTRRESFEEH , THRREMS SREVKEMRE .

AL HEF0
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BEEEAFE L ‘
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| oE2 =
EiaH Kafka TR

B, Kafka¥§EBRISAPZLANAEX (Partition) , FRIBAXMRNERHEFEN AKX, EHXMUEESIE , NFFENHE
BTN AR ARARNSXF |, o] S GaB3EHKET &,

o UEBAH#ENAREHEERIER.
ZMTREBET AN —ANHE SN XFRETEREE , DSISSHIRMIEEEN. RS T REBIRK T 2M |, KafkahE
AHEKFE—/NLeader , Leaderfa R A HIEEIR/E , FollowerR Sleader@EHlEE. HEBSANXE , LeaderhET 0
FollowerE HIEHRMZ &4 , 2SR Follower’k3y , Kafkas )\ FIMFollowerdt B Leaderf AL IEE ; aNRLeaderskyk ,
HhFollowerik 1 EitLeaderdksE RS-

o RIEBIRIRMNAT .

FNEMBERERKatka D XPRIEEZFHRINFH |, 1TREAE T UKBUX AR T RS, MF SRS MNSERLEIE
NS , EKafkam EMRRPEERIEZ —.

@ AEBEMRSLRE

BEHERSZETApache KafkaINHX, ST R, SEE. EHXMZAANTEHENIIRS. BEBEMSHKT
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KafkafeBEARTY , FIATEEMS AR M , BRI ERERTEHE RS 2 EBRE R ANIEN BN A , MIEFEISER
B4, (URRERESHEIESIRN TR, MY TEENEERS  BEHEERFAUTRA

o WIBIFSHX (Partition) SKHIEBKFEY R,

DEDHEZI TR ENRFISEE.

B iH#RELE (Consumer Group) JRSZFFEAANHTREUASIZFEPub/SUbEXIBEIHE | RELNHTRESRINFIHE
HE.

HFETNRESSRE  MABERISHE.
RS
o —HHEE : FEMEREEHENRS  BIERFLNT , RERBHARE. BB, RE. WRAIAErE,

o (REROME : TREMEARAIN , ABFTFEMSIHEAERNRIRGE. BT SHXMKafkakE , THEAFRME , BR
FHROERARBE.

o HUEZRZ  HETOMUIFSSUMBMEUREH , IRESUREF MM SR AR TNTRERY , RIER FEUENR L.
o TIEMA : JFHSATARFMERIT , PSRN ARFHIE. MRS HEsaREHEN XK.
WEHR
o REMIL REJNVAEFNEEMAANK, K&, BRSUIREIE .
o JLENMN AEBIUE T E RIS,
o XiHEE FMapReducet ftffISpark Streaming SRR FREIE AT,
REN]
BAEMAR
@ Bl
1. At EFEEERERTE , AARMEES ISR,
2. BRMINGE | EF TRRSE > HE MRS for Katka” , M =M EHAEAFIRR,

3. REGIEEDR , REEZALHRMHXE :

o EMAFBEFHRE demo” , ARG LBIE—NFEM : <accountlD>__demo,

o NXWMBRETAEHTULIERIHEIEE (throughput) , EARIEL & FHRIERE.

298


https://console.bce.baidu.com/kafka/
file:///%25E6%25B3%25A8%25E5%2586%258C%25E8%25B4%25A6%25E5%258F%25B7#%25E6%25B3%25A8%25E5%2586%258C%25E7%2599%25BE%25E5%25BA%25A6%25E8%25B4%25A6%25E5%258F%25B7
file:///%25E7%2599%25BB%25E5%25BD%2595

Baidu B E&EER Y HEhR
HEEE *
FEEISE: 2dé m =
* EEER EEAEERH
PR 1
i S - KAFKA_01

4. REWHEEETAEBEMFER , THEER.

5. R BHIER UEE /B TR MIERATR.

EEFIR

v s O mass

WEATEERETEE Q| o
B " AR P& ) "
2d618dff507a40e7a22b4529397c5fca__demo ® % KAFKA_01 1 2021-09-18 14:31:04 FEsx M

6. MEBAIRS B/RFAGES". “EIBIET"H A RER"SHXE MR,
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AT VA 559 15-E B0 R 2 SEPEIES 2 A 52
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B HE
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EE , YA EHERSOEURFMNTRIEGNAH24/NY |, SR , FARHSEK , SR TAKATA].

@ BlEIHRA

299



Baidu B B BaER Y

THZR B KafkalR AT R L A BEMAIHERENS]. BidconsolefZMIHRAZ A TENT LRI , SBIUEER
XA ERIEREATRE.

1. EHEREEERTTE  AEREESEEMER.
2. BREIE , SR TRERS-AEEERS , R THRAEE RHASIRT.
3. (FE) WX, ERIESPR RV IERE.

4. REBIRIHTRA" , MNTHTRAERTR,

7 1 BidconsoleBIE B TRESTE L FRATE SN _EAccount IDRTSE , FA P IS M TTRIIHTRA B R,

5. JHBANERSIRSIERLE. o RE ERIED UEE/SiE 2R AEDBIUR.

6. EFARF BRFFAUES". “HIEUEF M AR SO RAMAIR. A ERIERAN , S3HERMIERHTE
B, WIER B AIHBRARE AR,

X ¢ ST KB console 4 HHTHANHITAURIES] , (BRATREFAERIRR 2R | 322G WA @ consolefli 3

PHTHERD.

| bbede3f8c42e4113b697 W IboMass .11 X

ERVMSHIES LI R I H B EMIR REEEII B E R
EBFEIS EHEM {ERUR

97f366441e3bAGb 0¥ YW  Zh wd % _omsier

5bb3312cef44f0d8dS...5 dis =
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WihA :

o BXERFUED  ZEPATRISSLER , FEATIAER FinffAccountld, —BX&ZMF , EEAEEERTA
ERER,

o EEMBEBNMS  FERTARBFEFBEBX, , BT /FEFHBDIR T I R HRES.
o BRADIHHNEBAEEIM , RREBREDIRAER.

o JNAALEHES | R R RE AT,

WEREE

EPFIRFUAEBFBEBRAREE B8, FI15. XKE, B4, QN ; AR EMAERERIES |, S8 MEREH" Bk
WIS ; FERETEEE /BB EENUR | EF ERHERAEER/RIEZEHXTH AR,

TEHTIE

+ BIRIES BB SRR alle
o oy o e

@ EHERS

B EHER B E SRR HANESARNER T EIHERS | LA] MKafka B M T HKafka —HHBFH B S ECEMKEEEEHK
BAEBEMRS.

BT A HIAEER RS

1. TERARDEG], EEFEFE ST TRRS>-EEEERS IR R , RiUmA LA RIDEG" , TERERM , TH/E
fif k.

2. AEBERFRAMAIEESEMaventii B .

3. BITHBIREE, cdZEARFLE R sample-with-kafka-key” T , JhfTds4 run.bat <accountiD>_demo , ITTREERNIZEL T 5B E
THE RS REE,

LSk, FATR HKafka R 55 HIPythonMGolang B FfiE & AL , B _EEZEGitHubTr fPythonFEBIM Golangt¥41 , #ERTIET
GitHubFEfE IR E AR B O WFEFF.

BHALEEREERS
1. MKafka® M T ZkKafka—3tHI4 : http://kafka.apache.org/downloads.html , BBIE.&X3F T 0.10kK 7.

2. j@itJavaijjlalKafka R £ B B FlJava® Fukitipomi&# : kafka-client/0.10 ; ZkAi1H#E# A A {# FJDK 7 BXJDK 8 hRAx
BB A )ava 1.7.0-b147,

3. BtEclient.properties, EZEAESECFANEE TS >8 EBEERS IR R TEATALR FAZRSNSHHRE
B : kafka-key.zip , B zipBiEEE kaftka _HFEBEEBRT |, client.properties , client.keystore.jks , client.truststore.jks
EEERKERT. fBEFFTFclient.properties , R R UTFSRILMISIA , B/RINTHEA ¢

security.protocol=SSL
ssl.truststore.location=client.truststore.jks
ssl.truststore.password=<your certificate password>
ssl.keystore.location=client.keystore.jks
ssl.keystore.password=<your certificate password>
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4. FRR SRR RHASEEEERSIER | EEEESSLUINT , (RSB ER A KIFSES. @RIt RXKENE
EEEREA M, BEEREINT (2EFREM{Rclient.properties , client.keystore.jks , client.truststore.jks&BfEkafka— 3t
BRIRERT)

1. BEETRE. FTFGSTIAFMAN TGS

sh bin/kafka-console-consumer.sh --topic <accountlD>__demo --bootstrap-server kafka.bj.baidubce.com:9091
--consumer.config client.properties --from-beginning --new-consumer

o GXfwindows , B4 ¢

bin\windows \kafka-console-consumer.bat --topic <accountID>__demo --bootstrap-server
kafka.bj.baidubce.com:9091 --consumer.config client.properties --from-beginning --new-consumer

2. RABEE. 1T — MG STTAFMAL TGS

sh bin/kafka-console-producer.sh --producer.config client.properties --topic <accountlD>__demo --sync --broker-
list kafka.bj.baidubce.com:9091
‘ 2]
o &Xtwindows , RATHASUT ¢

bin\windows \kafka-console-producer.bat --producer.config client.properties --topic <accountID>__demo --
broker-list kafka.bj.baidubce.com:9091

3. HERREME , HREGSTTREEECAEMEUENESE.

WA -

o bR A4 Fim S 52 © kafka.bj.baidubce.com:9091;

o T XIEXT N s 4 Fin S & : kafka.gz.baidubce.com:9092;

o MXIE XA fhisk 42 F1is [0S &2 : kafka.su.baidubce.com:9091;

o XIE IR i Fis [0S &2 : kafka.fsh.baidubce.com:9091;

o FHBXIFXT N AE 4 FisS 2 : kafka.hk02.hk.baidubce.com:9092;

o {REXIF IR fhIm 4 FiE [0S &2 : kafka.bd.baidubce.com:9071,

% F P alss
@ N

ZRAFIRES , TRATHHAFAEERK AT RRIIEBIR , ERTEUANARAE , AT AR IEA RBTE
RFEREARRRIR | LEREVFEZ R FMERERIRN , #5EERZ B FURES).

ERTTINERGR

o PREMWEF : HRTHNZANRTRRER ;

o {RIXATvendorEk SAASIKITF AR : XRIER PRt TRIFAAUREE ;
o FFUNFREZVNMEYY  RINE RREIMEE |, HTRIREHE.
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@ s 1 ¥14513 SxfhTE8: 0

HERASER  ¥2227.37

2. EEMSMERT AAEE, £ FRAEESIRT , REFREAF.
3. ERHNFEA/EET |, TAAT R AL A | RE TR AEENR XA UERZINIRIEN TR,
@ APRKMEACE
PPRFEIRAFIFNAERY « ZGAUR R M B E AR | 55ISHBMSHIF= R AR R A SBIRALRIZH] .
o ALK : AEERESASAEERIRMIE AR SE | XK AT EHAF R RN, AARRERMAEEER.

o HENKE  HAFBCAE , BAMNBEERTIRNAURSE | AT AN SKAIECERUR |, B0 RIERIHE KX AR R

REFUAPREE,
RORUR &
RERIREZEHEAFERERNAIRES |, FAAIHAFRE, KafkaZARM T SFAGALRRRE | HILE RGEAR KIS
¥ Wk
Mg AR 7 BEUR

KAFKAReadPolicy AR topicEHEMERUR ; IEPERIEAUR ;
KAFKAWritePolicy EENR topicEHRIEAR ; topicEFHRIEDIR ; IEREREAUR ; IEPFEFHRIEDIR ;
KAFKAFullControlPolicy SE£35HIAPR kafkar=fh£ SR ;

B X SUANBR 5%
B XAUR KM A A P IRIEE S NFRRIEACE B MRIREN ; REAXBE2F A | RIS 1 iR it
fiE PSR A AR A AC B AR

RRAMD , BETHEEFRITANRNISS . kafkatfRIZHIK R IRBIEtopicHNERFIF | & RSN EMRAFE XHK , 7]
PAZEFIZIEA BRI R BIR ; than : ATRLRE R A A FERIPLIES | 1A IRE R Ao USSR BRI L topic.

BRG] BCB R PR T SERES.
BRIELTR

BIERAUR RN  Z M FIlRlES) > RIETE > AR
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BHRRE
ScsOperateAccessPolicy S WIESCSHMNR i
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ITMWritePalicy ESERITMIIR -4}
BTSFullControlPolicy F2RWEEBTSAINM uh
BTSOperatePolicy IEHBTSHUIAR =5E

fax_test_dSzXHykZ ]
fax_test WruMHTOR - b % ]
£

fax_test_YwPVzUNG

<234,m>E

HERME AR , SRS EEN [BEIEEMRS KAFKA] ;

R, EF RIEAEMEE]

| EXEE

* RESRR: download_certificate_test

EAA - ARVFRP THIEEMNILES

| SURERS

* ARSSEHY: BEEBARSS KAFKA v

* RERERA T SRERERNZS RSV aes

RABAIRECES XS topicIf & , IUAFRACE kafka B MANIR., EIRACEkafkelEBHMAIR. 58 [THIES] BUR -> &
FREPATEROHEE -> SRR RRAANES ; Rd [STA] RS , TRRRECE ;
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E
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ALURIGEE AR BE R | RAERMRETA—D

ACLjson&R, {EFACLARIRECESCIF , AR UARE RIEME AR | BERERAAIEMACLFHRME X, Kafkafefft T
—MNARMACLECEFHBIER , AT USRERLEBC KL, than : BoE i — Sl topiclIAUR KRS ; SREEACLAY

PR e VBT R] 2B SO SRR A,

HREB| : BB AU topicFIANRRME | FHRAA R /.
BIELSR

BIEEAUR NS  Z M FilR)EH] > R ETE > AR
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RS

WERN e
ShEREIEA
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BMRUseOnlyAccessPolicy REMBMREVIRER, WHFIMEL

ERRE

ScsOperateAccessPalicy 1#% WIESCSAMUR

ITMFullControlPalicy FEEHHBITMITER

ITMWritePolicy ESERITMIIR
BTSFullControlPolicy F2RHEEBTSAIR
BTSOperatePolicy EHBTSIMAIR

fax_test_dSzXHykZ
fax_test WruMHTOR

fax_test_YwPVzUNG
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| EXER

* REEEFR: create_topic_test
AR 8l #Ztopict¥ R

| WREE

* PRESEERY: BEHEEBRS KAFKA v
* SRESER AT RESAERE: G Evehs
RERAENR : kafka_acl v & B

BLEACLFHFE | A&l topicANR , 4iZtopicAURfE ACreateTopic & ARR ; HEMRAMER] £ T AR IEE AN

PRARE
* & 23 - 1 {
REEPIE- 2 "id": "policy_89e9c98e5b9a42bfb2629ac497dabd40",

3 "accessControlList": [
4 {
5 "service": "bce:kafka",
() "region": "*",
7 "resource": [
8 R
9 1,
10 !
11 "permission": [
12 "kreateTopic"
13 ]
14 1
15 ]
16 1}
SEAL B

R [T &, FTAE [BRESGRIE] SIRTERRIFEIRME ;
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download_certificate_test AFAPTREEMES

list_topic

read_cert_list

abe

kafka_resource.strategy

kafka_create_certificate_strategy
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katka i 6

kafka BB IEHHEE

kafkaflitopicHEE

$E#Y fzx_test01

[ sREs=#R

L

BIEEAYE]

Ra4RIET B)

download_certificate_test

AP THIBEMIES
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2018-10-25 11:39:29
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read_cert_list
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2018-10-25 11:34:05
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O o 0o 0O

abc

kafka_resource_strategy

kafka_create_certificate_s
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kafka 5 R

kafkaBlZ2IE+ 5%

kafkafliZtopicHEg
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EEIRLIT)
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FRPEEME

IAMBE P EF45SIE « hitp:/labc314b2bb2e4c4103f07d5a17de 9bd2. login beetest baidu.com )

+ sAEEAF

RFE

HAERIRIESE « 2 F PR,

@ KafkatX fRAZEY

kafkaAXPRARZEL I ZE A A AT DUZHIMPLEARAEIAUR |, DARARHIARBRIALEL .

ListTopic © Z&JtopicdlE @

TopicReadOperiSiE(E (?I-"I DescTopic © =&Etopici#E @

\
~{ AdminTopic [=
/ \

/

\
Y
%,

| DescTopicCertificate © ZFtopicWArifHflE ©

CreateTopic © fiiEtopic ®

{ AlterTopic ©  {£#topic @&

If
| TopicWriteOperSiZ(E C"l" DeleteTopic ©  flf#topic @

e l
——— AdminCertificate |=
[

CertificateRead OperiSSigE (“}'

l| AddTopicPartition ©  HfdtopicaX @
|

".._ UpdateTopicCertificate  ©  {£#topiclEE#EH @

ListCertificate © EFIHEAE @
| DescCertificate © ZEIIHIEE ©

| DownloadCertificate © TFHifH ©

| DescCertificateTopic ©  ZFIFHMRtopicklzE -

m
filt
(2

CreateCertificate ©  glFEEE

[ AtterCertificate © ERGES @

I
\ CertificateWriteQperSigiE ("} DeleteCertificate © LS @&

|

| RebuildCertificate ©  EFEMIES ©

| UpdateCertificateTopic  ©  {ZRTiEH#TtopictlR

FULL_CONTROL © s=2#S%iR
{ BEHREMUR I

o kafkaf{fRIEELS R 2R IRAIAPRBEIE : topicAPRFMEFAUR ; XftopicAPRAIEIR , RN-FFA Xt topic L AMBLER MR

fR; R, SHERAIRAERE |, BIFAAHEBRARLARERIR ;

o MEEFUR , BABIRBEASASE , HFHF7 rOORERANAURE X , SFAREEE — N FHEREkE—nR , B

THEE XAPR KM X AR. BURME LT ;

\|
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https://cloud.baidu.com/doc/IAM/index.html

UpdateCertificateTop 3

EBOER AT AIEHKtopicAXR | XEFAFPFRTET (EFEHE] WE+HIHEHRRASR
HEIRAE

Baidu B EEHER Y HEZRR
BURIREE B& R
FULL_CONTROL 1 FRTHA "RKS, MEHAUR ;
AdminTopic 1 £t XStopiclIEMIB AR | A& AT X topicIRERILRRLEEAR | Eban @ Altopic ;
AdminCertificate 1 STREBAIEIRERIR , B FTESNEDRERAREATR ;
TopicReadOper 2 topicIEIMIRIERUR , BEtopichIR, HEEEMIRGE ;
TopicWriteOper 2 topiclIEFIRIEAIR , B&topiclIBIE. B, BERER?E ;
CertificateReadOper 2 IEBHEERERIR , AFIEBIIR,. THIEBFEWIRE ;
CertificateWriteOper 2 IEBREFREDIR , BEEBRE. B3, MR, EFEMFRE;
ListTopic 3 B topicHIRAR , XY EHFIRTE ;
DescTopic 3 BEtopicEERIR , X E#FIRS mdtopicRFREFHF AN ;
DescTopicCertificate 3 B FBtopicRAMNIERSRIUR , M FAIIRTEF [EFIED] BIE
CreateTopic 3 BEopiciRAHNEDSIRAR , SN FHMFIRTES [SIERTB] #B4E ;
AlterTopic 3 EBtopicTLIEEAUR | 1£B AIAIEHIAPIRB X RIRE ;
DeleteTopic 3 MifxtopicAXR , SR EBMFVRTEF [SIREM] #84F ;
AddTopicPartition 3 FtopicHRINAXMANR , SV EBIIRRET (Y BHEX] #8E;
fepdate“’pi"oe”ima 3 BUOPCEREA , MEEIRTET (SREH] TESHESAURRRIR
ListCertificate 3 BRUEBIIRMR , MIAEBFIRTE ;
DescCertificate 3 BERIEHHERIR |, 7B ATRHESI & P IRB X RARE ;
DownloadCertificate 3 TEIEBAR , S RMAEPF)FRRE T AHEEA T e ;
DescCertificateTopic 3 BERIERNNtopics3k , MMAEPBFIRTETH [EEFEH] RAEFTIFORM ;
CreateCertificate 3 BEZIERAUR , MEAEPIIRTETH [BBED] #B4E;
AlterCertificate 3 BBUEPAR |, SINAEFHFIR TS RS BUEB R HRIRIE ;
DeleteCertificate 3 BIFREBASR , SRAEPSIRTEFH [BERESD] 845 ;
RebuildCertificate 3 EHARMGERRIR , SEAEPFIRTEFH (EFER] R45E

N TRRFS-BEHEERS>ER , RERERNEALK , EFHERET AL HEIIRE.
FHEE

AUEFR LtopicBEENIIRE (RuFTH/M) |, REEARNBEEN (B /P)
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i o4k — =
Baidu B E&EER Y HEZIR
S
BEEERS o
i REES: O0TASER @0 IRSER 0 TEER 2 BEEE
- VB v 9
SHERAEE
BiEE e HEE
@ A0 it BA
P/ N
12-05 15:27 12-05 15:41 12-05 15:55 12-05 16:09 12-05 16:23 12-05 15:27 12-05 15:41 12-05 15:55 12-05 16:09 12-05 16:23
TR KIS
n

EE ARG LA THERA A ERHTE L RitopiciHTRA , BIIRTIZBHMBERNIHTAE , TET WA THRAIDIH TR
BE. HRZBHETRR T AWERAKETEE , AXERIIR  FHRRT ENAXRHERER.

P
test2 A k| IN:E v e
Q ETRAIDEER
HEBERT 7~
i n HK HERE  test2 BEHAR
EEE
se
wigE 2019-12-
0 20000 20000 0 05
16:32:51
2019-12-
1 20000 20000 0 05
16:32:51 <4
I T r T T
12-0515:27  12-0515:41  12-0515:55  12-0516:09  12-05 16:23 2019-12-
2 20000 20000 0 05
16:32:51

REREALARIREEE | TTEERLIEBCMANVEIRIRE ., BAIREESZ L=

] test_consumer
T
ESiei
RS REEE: GOTASER ©0TASRE ©0 TEIERE R

N v 9

AR BTZRAPVIRNEGIE  BREAFFRFEREXRERNNE , FAFHA B TFBCMANR

@ ZIAfER

o X HEXRBEFFUERN , —MHXRHIMB/MEIRMAN2VMB/MHEE, ErRIEEEZRIEEBIRRT TN
XHE , FHR NN XA, BTIEIARE L/ NFREE,

o TR : KafkalRIMAIVTRETT , L2SKBEYEMITE , DMBATICRWE , FREBIRMSKrEAEWEE. 620 , 5KBiK
BREB—MORWEE , 49KBIEERBH/ MO , IMBJEEIRIRAOMETR T, EEIREMT TR

ATEEHERSHNELZER , BE MM 11553,
@ T8

BEHERSREXABMAEAN  RIBENKIMERERMNTE | ERFAERNAXIMERKIBESE, REKITHRY
HEFSI - rigFIE I,
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https://cloud.baidu.com/doc/BCM/s/Njwvylxwk#%25E6%25B7%25BB%25E5%258A%25A0%25E6%258A%25A5%25E8%25AD%25A6%25E7%25AD%2596%25E7%2595%25A5
file:///%25E5%2585%25B1%25E4%25BA%25AB%25E7%2589%2588/%25E4%25BA%25A7%25E5%2593%2581%25E6%258F%258F%25E8%25BF%25B0/%25E4%25BB%258B%25E7%25BB%258D
file:///%25E5%2585%25B1%25E4%25BA%25AB%25E7%2589%2588/%25E5%25BF%25AB%25E9%2580%259F%25E5%2585%25A5%25E9%2597%25A8/%25E6%2593%258D%25E4%25BD%259C%25E6%25B5%2581%25E7%25A8%258B
https://cloud.baidu.com/product-price/kafka.html

H
ot
=

Baidu B EEHER Y

TR © topicRli IR , BVEHEARERAS , SEIORBAT AR, ooichIRJF , KITHEEH , WHBEHBR
AT,

RUSRATTRRERK S TE AR, AR AT A 3 S RA T % F 505t

MBI BB R,

@ HBHRAR
BRA=AN XN E B K+ BN EHKIEEE
@ 11 3ERHBI
B ik e S m - Ig , —/NEB2{ZAEER, MZKEER , SKFRTEX/NNIKBRIEEENEEBERSE.
1) IHSMENRE : 200000000 / 60 / 60 x 1 / 1024 = 55 (& _LE %) , RIGHE NRELA55MB/s.
2) WHSZEURE : 300000000 /60 /60 x 1 /1024 = 82 (& LE¥) , BIEME NRELA82MB/s.

3) RIE— IR ALIMB/MEIRM AN 2MB/ Mo H B £ H T B XME : max(55/1 , 82/2} =55 , AIIFESXEER
554,

4) WHHEERTHRER X+ EERETSZ% , RRABMAEZRITTHE 0.007 x 20000000/1000000 + 0.006 x
300000000/1000000 = 3.27¢

5) RARedLXsgons) , N—/ NS ATREEEMA 0.06 x 55 + 3.2 = 6.5 , B/ NI {EFR{UM6.57T.
@ REAAR BITREA R Fe4bIE
@ REAAN BAERE :

o RIBEERIISKMNKASIRAMTENIK PR (BTARES) EREBIUIRRKIRNER , ERRUMT , REREL

R0,

o BIBEHRILIKXNIKAS TR EHRK AR (STHRES) EBEUITERKIRNER , ERAEULT , REARE
FRITHE,
@ KB4

o BRI QKR ELKIK R SR LAk Kafkalk B MM (1L E 11 R BREKPRAEBRUZTL0RE
URMIKEZER) | BREUZS , BPAREE , RENRESKIERTE.

o XBFEUIMER , RAERREXBEREM. BIRANERELX , MEMSTER , IRARTEMBRRIR. AT
IBARIARS | BINETEE FKafkalt BRIEK PRRE R B 1T,

APISZHY
fEf

Kafka APIRFRIMRESTRUR , 32411 Kafka topichI A SEIBIREST IS, MERT opicBHTEEHRE , MAT{EAFFFRKarka
= P,

MRERYARE SR =RI0AP! , TTROREAPI TSR , REEBARAPIRTTE.
18 At AR

APIE I ERHTTPHNY , BRegionXBARKISEE , RUIRE NS4, BB AISON , fifrequest/response body
NAIXFAUTF-84RH,

@ KRIAIE
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http://kafka.apache.org/
https://cloud.baidu.com/doc/APIGUIDE/index.html
https://cloud.baidu.com/doc/Kafka/s/tjwvyghjh

Baidu B EEHER Y

fiE FiKafka APIA PRRRAIALE , IRAIBE KAINER AT ARIE S EIT A E MiaH AR RRE2INE FRKAIAEFT R TIA
IE, IRAEBEREINEN A FIERESBE—TRIZRD

H
ot
=

RS R HTTPIRZSHRD iR
The User has not pass
QualifyNotPass 403 KSR BRI XA INIE

qualify.
@ APRAIERLHI

FTAAPIRNZTEIANE—1E X FAAccess KeySigs k&L M5, Access KeyFHAccess Key IDF1Secret Access KeyZE A, , 374
£, XTFTEMHTTPER , A TEAAERNEEER—MAEFRSR, BANEFRFRREAuthorizationSIHE . RS ImIRIE
EREFREIBNEFFRNEMNE. IAEFFRAE A bee-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{signedHeaders}/{signature}
e versionZIFE#K,

o timestamp 24 A% 4 B FIUTCHTE],

e expirationPeriodinSecondsR/RNE & IR,

o signedHeadersR& L HIAFRISREINARIIR,. KREZEANS () 208, Whost;x-bee-date, FIFRIRBRFHFHESZI.
(ZRAPI%Z 4 {0 {& FAhostHx-bce-dateF{~header)

o signature R 2564144 BRI , 64N NET AR,

LAEERSRUEIRPRERE  ROCRERMARKSKMEHRRIAENSIERINEFSS | FSRAAERPBEMAEFH
BUHTHLY . WRINEFHEMR , REOAAAFRBEERRIERIR | FHITHEXIERE | MRANEFHFERR , R0 20
ZIRIEFFIR BIFRAD,

ERGANEN SRR DG S LSO AELH,
@ JBIEHMX
Kafka APIZFFHTTPFIHTTPSEIFAA AR, A TIRFAIENT M , BRI HTTPSIAM.
@ B REEMIHAA
BRI HAR I AJISON |, Frfrequest/response bodyN AR FAUTF-84xAY,
BRSETEI T 47
SR WtEA
URI B AT 58RI MESS{K, a0:POST /v{version}/instance/{instanceld}
QueryB¥r  URLFPIEHHIER S
HEADER BT HTTPKIE{E N\, 20:x-bce-date
RequestBody JBidJSONASTNAALAME SKEIRIA
@ Ry £5#35Ee
N R {E S APFFER
BEIRA EH
HTTP STATUS CODE #%[1200,400,403,404%

ResponseBody JSONA& TR LR AN Wy $ A

@ APIRRZAS
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http://console.bce.baidu.com/qualify/#/qualify/result
file:///%25E9%2589%25B4%25E6%259D%2583%25E8%25AE%25A4%25E8%25AF%2581%25E6%259C%25BA%25E5%2588%25B6/%25E7%25AE%2580%25E4%25BB%258B

Baidu B EEHER Y

H
ot
=

B KB ZPuE #BR AWM
version String URLS¥ APIRAS , UFEN L, 2
@ FEM

YRR EANIRER TERKENZIRSFNEER , APl EREKR , XA P& clientTokenS ¥l se 4152
HEETHAEZ KRR |, RMRIEE RSN,

&M E FclientToken , clientTokenZ2 — MK ERBIT64MINASCIFER S |, BE MfEquery stringE |
A http://bee.bj.baidubce.com/vl/instance?clientToken=be31b98c-5e41-4838-9830-9be700de5a20,

R A FERR—1clientTokenfEVIALIERED , NRSHSREMEREKRGR. RAFEEEENRHTERNNR |, 7]
RUBI I AEEIfIclientTokenfd , SREAIR R BIE—ANRIR ; tnRA PR T — A BELE AidMclientToken , {BEAIEKSEL
(BfEqueryStringHlrequestBody) AREIEZEurl PathAN[F] , N£I& [B]IdempotentParameterMismatchftlgEiR{KAaL,

clientTokenfIA ¥ 24/ N, PABRS St Ja— B ik clientTokenarE, k2 , INRR Fig A A ERE—1
clientToken , Hf-4ZclientTokenKHIB % .

@ R INEEHALTE

AR EBREZEOSHETENE , ZIEAES . BE—EXHAES 128(uNHBHEIAHITINE , FASKIAIL6uENE4SS |
B EERN ZHHF RSB/, HFUFFRAER LRSI, AL RAT

e byte[] bCiphertext= AES(BR3Z,SK)
e String strHex = HexStr(bCiphertext)
@ BHISNEALE

RHEISEREZRESHHAR. AgE—EN  BRIERAEBRTEERNATEYN , LEE R I ER R T — =R BUTCH
8] , BEIEISO 8601 , FHMIA TR :

1. FRBEHI—2ZAYYYY-MM-DDAZ, , #Ia12014-06-01% k201446 518
2. FRAEE—EFEA:mmiss AR , FEREM—NKEFHZHR/RUTCEE], $120123:00:10Z3k/RUTCET[E]23 50431085,

3. Ntk BHAFIE R G RRET , AP RMASFEHT , $1212014-06-01T723:00:10Z5k/RUTCEYA]20144:6 § 1H 230
108D,

@ MTBHF B

BE—AZRHEFITUEEEMUnicodeF T, ERBEFXMRFEHSTRADE. EHS| NHSEFFEHES. — LT
FHERAESANSHILEFLLZURI (Uniform Resource Identifier) E{REBF4F (Unreserved Characters) .

RFC 3986 LEURIHFREFHEEATFH : F8 (AZ,az) . ¥F (09) | BEFS () . &5 () . FH& () . KR
% (~) .

BEBE— N FH PR F BN AN
o KSR IR ARUTF- 8RR F TR
o REFTAUREIFREFHFEHERE,

o XTHAFT—IKRFC 3986 MEME 54w (Percent-Encoding) , BI—AN%EMEIREF AN FRNXE AN HHF
&, FH-EXAREEA,

T~

B4R« this is an example for I, XN RFITEFS
& : this%20is%20an%20example%20for%20%E6%B5%SBHES%AF%9I5 ,

313



Baidu B EERER Y HZhR
@ HERAAIRE
HeRRAgX ax
<> e
[] AT IR
{1 WA
| EN SN
ZFF{KCourier New FE#HH
R84
Kafka APIEAR S35 42 o4 -
Region Endpoint Protocol

It http://kafka-api.bj.baidubce.com/vl HTTP and HTTPS
T http://kafka-api.gz.baidubce.com/v1l HTTP and HTTPS
7 http://kafka-api.su.baidubce.com/vl HTTP and HTTPS
g http://kafka-api.fsh.baidubce.com/v1l HTTP and HTTPS

http://kafka-api.bd.baidubce.com/vl HTTP and HTTPS

TEFRAMFTEKafka APIFTEHEIAIL IS (HTTPHMY AR AR A B X Bt )

Kig (Header) RAMM il
Authorization R A& Access KeySiER& 4
Content-Type o1&  application/json; charset=utf-8

x-bce-date ik FRBEHINFE  FEBCE APIHLE
AFHIFE LG Kafka APITHIL , BIAFIIER.
@ AHIBLE K
TERAFTBKafka APIKAHEIAR KIS (HTTPHRN AR IR SIS A X B3 )
I3 (Header) it

R &FISONRZ |, application/json; charset=utf-
Content-Type

x-bee-request-id Kafka/gimdak , AR ERIHR K+
Hoh | “request id”{# FBUUID versiondfKafka iR -4 .
FERIRE

@ FRIR[EIHE

YA FARAPIEIIERES |, 2IR[E4A AN RAREIERER | ETEMRE , FHREEYRAE, B RAEESRN BT
Response BodylR ElVEMSERIEE , BRI THE ¢
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http://kafka-api.bj.baidubce.com/v1
http://kafka-api.gz.baidubce.com/v1
http://kafka-api.su.baidubce.com/v1
http://kafka-api.fsh.baidubce.com/v1
http://kafka-api.bd.baidubce.com/v1

Baidu B EEHER Y

@

e CNE S U

code String  FRANAMKFEIRIE
message String FIRZERAEARA
requestld String  ZAMiEKMIrequestld

=AM TR (JREREERORERIMSIL)

{
"requestld": "47e0efla-9bf2-11e1-9279-0100e8cf109a",
"code":"NoSuchKey",
"message":"The resource you requested does not exist"

.

Ho |, “code” MRS , ATAAEVERIEBCEA K RIDMKatka T HHRIL (SRR E2W

NFEEERED
TRINE T B ETEAPIK/A LR,

RE BRHE

AccessD
Access denied.
enied

Inapprop
The JSON you provided was well-formed and valid, but
riateJSO

N

not appropriate forthis operation.

InternalE
We encountered an internal error Please try again.
rror

InvalidAc

The Access Key ID you provided doesnot exist in our
cessKeyl
g records.

InvalidHT
The Access Key ID you provided does notexist in our
TPAuthH

records.
eader

InvalidHT
TPReque There was an error in the body of your HTTP request.

st

InvalidU
RI

Could not parse the specified URI.

Malform

edJSON

The JSON you provided was not well-formed.

InvalidvVe

HTTPIK
=
403For
bidden

400
Bad
Reques

t

500
Internal
Server

Error

403For
bidden

400
BadReq

uest

400
Bad
Reques

t

400
Bad

Reques

400
BadReq

uest

404

B

i::p

TFeABR (a3 By R B IR

ERPHISONEINIER , (VE N EAFEER,
WERDENDTER , SELBARLEE, HTHA
HEE , STHRATERRINMY B2 , Ny
ZOREXAMER,

FARE X MHE R, EERHX MM IR
HERE (BIEERRARS BENK) R
.

Access Key IDRNTETE.

Authorization3kKiZi&g 55 %

HTTP body/&= 48R, FIANIAFFSHEERENcoding
%,

URFEAAIERf. B20—LeAR 55 ke X S<hir) AN DL
ficE. XTFIDARILACAORIE | BV E AN EARRIEE
1&=EY |, A0NoSuchKey.,

JSONEARGIE.

\|
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=
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Baidu B EEHER Y

rsion

OptinRe

quired

Precondi
tionFaile

d

Request

Expired

Idempot
entPara
meterMi

smatch

Signatur
eDoesN

otMatch

The API version specified was invalid.

A subscription for the service is required.

The specified If-Match header doesn’tmatch the ETag

header.

Request has expired. Timestamp date is <Data>.

The request uses the same client token asa previous,

but non-identical request.

The request signature we calculated does not match
the signature you provided. Check yourSecret Access
Key and signing method. Consultthe service

documentation for details.

MU

@ TopictE %30

A Topic

i::p

A AT 81— Kafka topic,

BN

o IESRERH

POST /v{version}/topic?clientToken={clientToken} HTTP/1.1

{

"topicName": "topicName",
"partitionCount": partitionCount,

o iR
BRAFEIIESh , THES I,

o EREW

[=]
TEE\l \ . .
BYEHR ESid L smE R
T
version String 2 URLS# APIRRAS
FEMToken , B—MKERBIE64GIKIASCIF & ,
clientToken String = Query3 ¥k oy
N
topicCreateParame TopicCreateParame o RequestBody Bl 29
B iEtopicE
ters ters S8
IR[E]

NotFou URIRASAEIE.

nd

403For
bidden

IRBFES N AIRS .

412Pre
conditio VM Etag,

nFailed
400 N
BadR BB, E¥dix-bee-date, FHEKFRE
adReq
Date , ¥ Datett i datetime,
uest
403For
clientTokenXt & AAPIZ A —H,
bidden
400
Bad Authorization3k3z = [T (%5 42 F1 R S im3eE AR —
Reques Z.
t

\|
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https://cloud.baidu.com/doc/Kafka/s/ijwvygfra#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
https://cloud.baidu.com/doc/Kafka/s/Ajwvygh7g#topiccreateparameters

Baidu B E&EER Y
o IR[E)ki
BREESIs , TR BRI,

o IR[E

W

54
SWAEH KB R

W

topicName String  topic&#R

FRIG
HTTPIE
FERAY
iz
TopicAlreadyExist 409
TopicLimitExceeded 402
TopicPartitionLimitExceed
402
ed
InvalidTopicName 400

InvalidTopicPartitionCount 400

BNl

o iEKRHI

SRR

topic& BATFE
topicBEBIT RS , ;L RBEIE 204

B Mtopic X BEFHRIIRS , T topiclrZ RBESIE L0 X

topicR AGE , ABEBAXN/NERITH , BF , TRIL_ , 8T, TREERW TR
®_
NXHHTREARTO

POST /v1/topic?clientToken=16011728-8000-4ef4-9299-020db1424806 HTTP/1.1
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:252/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate
{
"topicName" : "demo",
"partitionCount" : 1

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{"topicName":"demo"}

Bifftopicyzk

i::p
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Baidu B EERER Y
I AT topichIEAEE.

Jot
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BN
o KL

GET /v{version}/topic?marker={marker}&maxKeys={maxKeys} HTTP/1.1

o ERKIE
BRaFESImA , TTHEASR .
o HKSHW
SWEHR X EENT SBMNE #R
version  String 7 URLS# APIhRAS
marker  String A Quenyz¥ HEBRDIIRNEANIIAMNE , E— MHEHARERWNTRE
maxKeys  int B Quenz¥ STBSHNERANE  SAWEBEERRITL000 , HEEH1000
&[g]
o R[]k
BRaESIs , TR BRI KIE.
o R[ES¥K
e 2 E S E1:7%

marker String  ARMCEMRERIANE

>

isTruncated boolean true RRBAECHEEIE | falseRRELERE—R
nextMarker  String I TF—HATEEL & Mmarker{d , ™isTruncated Aifalself , iZIFA HIL

topics  List<Topic> topic{S/&. , B Topic ARMES
FERIG

SRR HTTPRERS PR
InvalidMarker 400 markerR"GENZ , BKEN/NFtopicZRAKE

N

o ERRH

GET /v1/topic?marker=demo&maxKeys=10 HTTP/1.1
authorization: bce-auth-vl/e9af9439-0c14-4b98-abae-bal4f11b25ec/2017-02-15T08:08:08Z/3600/host;x-bce-
console-rpc-id;x-bce-date/69143dbee3abf6b6143c8266139645a19¢192de6d25082fed3611ad2fe28b456/
x-bce-console-rpc-id: d4d32d1f-f2cd-41a8-bfb7-fdd65cdc6ed9
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-15T08:08:08Z
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
connection: Keep-Alive
accept-encoding: gzip,deflate

o IR[E7RHBI
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https://cloud.baidu.com/doc/Kafka/s/Ajwvygh7g#topic
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Wed, 15 Feb 2017 08:08:09 GMT
Content-Type: application/json;charset=UTF-8

{
"marker": "demo",
"nextMarker": "test",
"topics": [{
"topicName": "demo",
"partitionCount": 3,
"replicationFactor": 3,
"createTime": "2017-02-15T08:08:092"
1,
"isTruncated": false
}
Hifftopici¥ly
E:32
AR A MopicHIFATEE.
Bk

o IESKERH

GET /v{version}/topic/{topicName} HTTP/1.1

o BRI
MR SIEA |, TTHESHR S,
o HRSHK
2HEHR R EANT SPE R
version  String = URLS%¥ APIRAES

topicName  String = URLS:# topic
&[E
o R[ELIE

BRoadtIs , TTHERR .

]
EIH

CIE2
HarR K ER

topic  Topic IR[EftopiciEls

%

R
R HTTPRZSES h3CfiRR

TopicNotFound 404 topicNFTE

BNl

o IEKIRHBI
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GET /v1/topic/demo HTTP/1.1
authorization: bce-auth-vl/e9af9439-0c14-4b98-abae-bal4f11b25ec/2017-02-15T08:19:547/3600/host;x-bce-
console-rpc-id;x-bce-date/6301919cc9ade759c88bfc4 7a7eee26b8347179f1c2fcd2808acfad4ab6d8b800
x-bce-console-rpc-id: 89ca2463-4d0d-453d-9b7c-4e4cf52214e7
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-15T708:19:54Z
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
connection: Keep-Alive
accept-encoding: gzip,deflate

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Wed, 15 Feb 2017 08:19:55 GMT
Content-Type: application/json;charset=UTF-8

"topic": {
"name": "demo",
"partitionCount": 3,
"replicationFactor": 3,
"createdAt": "2017-02-15T08:19:552"
}

iftopic

i3

Wik —NETE Htopic,
BN

o IEREEH

DELETE /v{version}/topic/{topicName} HTTP/1.1
o ER
MR Sms , TTHEASR K.
o HKSHW
SWPEHF N EENE SWE #R
version  String 2 URLZ%L APIRAS
topicName  String 2 URLZ%t &% topic4
&[E
o IR[EKI
BRadtSs , TTHEHRR IS

o R[EZ¥
TCAFIRIR 12 ¥

R
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R HTTPIRZSE 3R

TopicNotFound 404 topicNF1E

N
o iEKRHI

DELETE /v1/topic/demo HTTP/1.1
authorization: bce-auth-vl/e9af9439-0c14-4b98-abae-bal4fl1b25ec/2017-02-15T08:34:26Z/3600/host;x-bce-
console-rpc-id;x-bce-date /fbfec8e0ab86dfdbd2bce5d353f7cddObec78303a86f1cald939a85dae2284d6
x-bce-console-rpc-id: 5bdd1701-cbb6-48cc-9819-a457a0475539
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-15T08:34:267Z
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
connection: Keep-Alive
accept-encoding: gzip,deflate

o IR[EIRHBI

HTTP/1.1 200 OK
Cache-Control: no-cache

@ BIREIEM XN
PRINEAR
i::p
A AT A P33 E A kafka topicRAX
BN

o IEKERH

POST /v{version}/authorization/add HTTP/1
{
"topic": "topic",
"accountld": "accountld",
"certificateSN": "certificateSN",
"certificateld": "certificateld",
"topicOperation": "ReadWrite"

o iERKIE
BRAaFERimsh , TTHERH .

o HRSH
WA et} RENE sHE ik

version String = URLS%K APIR A5
TopicAuthorizationParameters TopicAuthorizationParameters = RequestBodyS ¥ RINIEAN S
&[E
o IRMEKI
BRARIIE , THESRH K.
o IR[EIZ¥
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TORFIA IR [ 2%
R
R HTTPIRZESE IR

InvalidRequestException 400 BREP RS HhT

N
o iEKRRHI

POST /v1/authorization/add
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733¢cc06a0d3994a7985062a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"topic": "demo",

"accountld": "accountld",
"certificateSN": "certificateSN",
"certificateld": "certificateld",
"topicOperation": "ReadWrite"

o IR[E|7RB
HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

BRI
ii:7
AEO AT AT NE M topic , BUBXTEAN B AHIRR
LES
o IESREEH
POST /v{version}/authorization/cancel HTTP/1.1
{
"topic": "topic",

"accountld": "accountld",
"certificateSN": "certificateSN",

o iEKKE
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Bradtkimsth , THERHIE.

o ITKRSH

RequestBody%: topic&#k , REEREA/NEEXF

2N \ ‘
BHEHK M BRGE MR
m
version  String 2 URLE¥L  APIERAS
topic String = .
o SRR _
RequestBody:
accountld  String 2 Fld
£
certificate RequestBodyZ: _
String 2 WEBFIS
SN E44
R[]
o IR[EME
BRaFE  THERR R,
o REIZHK
T IR [B] 2%
FERRY
SRR HTTPRERS PR
InvalidRequestException 400 topicS AT

N
o iEKRHI

POST /v1/authorization/cancel

]

B, TRIZ L T, TREER

authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733¢cc06a0d3994a7985062a284874bd

x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580

host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"topic": "demo",
"accountld": "accountld",
"certificateSN": "certificateSN",

o IR[EIRHBI

ot
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

BAERREES IR
i::p%
AR TREAERERSFPREURR K topicsa&
L
o IESREEH

POST /v{version}/authorization/list HTTP/1.1

{
"topicLike": "topicLike",
"accountld": "accountld",
"certificateSN": "certificateSN",
"begin":
"limit":
}

o BN
BRAFEISESh , THES K.

o EREW

2WEH XKW EANT BB R
version String 2 URLZ%K APIRAS
topicLike  String 2 RequestBodyZ:¥k topicZ#R , RIFEMHE &
accountld  String 2 RequestBodyZ¥ A Fld
certificateSN  String £ RequestBodyZ¥ IEBF3IS
limit Integer &  RequestBodyZ#¥ EIFICRE

begin Integer &  RequestBodyZ¥ EifjiSiaZs|
&[E
o IRMEKIE
BRI , TTHEASH .

o R[ES#K

SHBTR it} R

begin int BIARS

size int BRI
List<TopicAuthorizationParameters

topicAuthList EgTopicAuthorizationZH SES
>

FRRRY
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o EHKRRHI

o &

POST /v1/authorization/list

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54€3a8868d89,/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd

x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

"topic": "demo",
"accountld": "accountld",
"certificateSN": "certificateSN",

"begin": O,
"limit": 10
}
[E7R451

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"begin":1,
"size":5,
"topicAuthList":[]

groupXuEF5#EAX

i::p

A0 AT group T uE A

BN

o IESKERH

POST /v{version}/authorization/consumergroup/add

"consumerGroupName": "consumerGroupName",
"accountld": "accountld",
"certificateld": "certificateld"

o iEKKIE

HTTP/1.1

\|

ot
=
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BRASEISHSN , TTHEFH K.

Jot
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o 1HKBH
BWEIR i) BENE SBAE E:9%3
version String = URLS# APIRAS

GroupAuthorizationParameters GroupAuthorizationParameters 2 RequestBodyS# groupiSASE
&[G
o IR[E ki

MRasis , TR K.

o BEIZH
TCAFIRIR 128
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Nl

o iEKIRHI

POST /v1/authorization/consumergroup/add
authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"topic": "demo",
"accountld": "accountld",
"certificateSN": "certificateSN",

o B[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

HHgroupSTuE iz
£
A0 AT groupSTuEH#EAX

K
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POST /v{version}/authorization/consumergroup/remove  HTTP/1.1

"consumerGroupName": "consumerGroupName",
"accountld": "accountld",
"certificateld": "certificateld"

o kIR
BRaFEISEA , TTHERSHR .
o BEKEH
BB E: i 2ABYE SBNE R

version String = URLE¥K APIIRAS

%

GroupAuthorizationParameters GroupAuthorizationParameters = RequestBodyZ# BLjHgroup S AS ¥
&[E
o IRMEKI

BRAFRIE , THERH K.

o BEIZH
TORFIAIR [ 2%

FREG
7
Nl

o EHKRRHI

POST /v1/authorization/consumergroup/add
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"topic": "demo",
"accountld": "accountld",
"certificateSN": "certificateSN",

o IR[EIRHBI
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

EiflgroupXHEHRA

i::p

A AT RBconsumer groupB A IRANHIEF
LB

o IEKLEH

POST /v{version}/authorization/consumergroup/list?accountld={accountld}&certType={certType}&group=

{consumerGroupName} HTTP/1.1

o R

BRAFEIIESN , THERH K.
o FRBW

SWER IR EBRELT sHRNE R
URLEE APINRAS
Queryz ¥ R FId

version  String =
&

certType  String B QueryS¥ IFHLERY
&

accountld String

group String QueryZ ¥k consumer group4Z R

R
o IR[EKE
Bt , THEeRHSA.

o BEIZH
TCAFIRIR 124

AT
7
BN

o iEKRRHI

328



Baidu B E&EER Y

Jot
=

POST /v1/authorization/consumergroup/list?accountld=accountl&certType=privilege&group=consumerGroupNamel
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o IR[EIIRHBI

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"authorizedCertificates":[
"certificateld": "certificateDemo",
"description": "descriptionDemo",
"consumerGroupOperation": "Use"

@ IEREHEARXEA
EWREPIIR
i::p
FTEARTEMERSIR
Bk
o IERERH

GET /v{version}/certificate/list?marker={marker}&maxKeys={maxKeys}

HTTP/1.1
o BRI BRAESITS | THESHIE.

o HRSY
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ZRNE Wik

version  String 2 URLS¥L APIIRAS

%
marker  String 7 Q”;;y’ BRRBFIR , ERISIRNEMRIARTE | B — R R
Quend  BMBAERN STASNBAKE , BAMEBEERALL000 , BAEMEH
maxKeys Integer &
# 1000
&
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o BEIZH

EWEHR X R
marker  String AFMCEWRNRIGME
isTruncated boolean trueR/NEHEEBEIE |, falseR/NELERE—R
nextMarker String FKENF—RATHRE(Z#ENImarkerfl , HisTruncated Afalsely , ZimA

certificates  List certificates{S/&8 , F certificatefARIES
RN

I

FN])

o HKRRHI

GET /v1/authorization/certificate/list?marker=marker&maxKeys=10
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985062a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{
"marker": "demo",
"nextMarker": "test",
"isTruncated": false,
"certificates":[],
}
#<H certificate{58
794
A0 AT i certificate{5 8
Bk

o IEKEEM
POST /v{version}/certificate/detail /{certificateld}
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o BRI B Es  TTHERA .
o HREH]
2WEHR X EENTE SBGE
certificateld ~ String 2 URLZ# E$Id
&R[E
o IR[EKIH,
Bratis , THERHRKER.
o REZ¥
BHEH KB 3%
certificate certificate certificates{z&
R
P
Bl

o EKIRHBI

POST /v1/authorization/certificate /detail /certificateld1
authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89,/2017-02-16T02:17:257/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985062a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o R[EIRA
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"certificate":{
"uuid": ,
"accountld": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,
"certificate": ,
"privateKey": ,
"region": ,
"description": ,
"isPrivilege":}

EHAERFHRES

7

FHEA BT ERE RIS
K

o IESKERH

POST /v{version}/certificate/recreate HTTP/1.1

{
"certificateSN":"certificateSN"

o ESRIE B AIFS , THERTAKE.
o HRSM
BHEHR KR EELT SENE R
certificateSN  String 7 RequestBody iEHId
&
o IR[EKIH,
Bt , THERSHRKR.
o REZ¥
SHAEH KB ik

o

\

certificate certificate certificates{s/E

R

T

BNl

o iEKRHI
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POST /v1/authorization/certificate /recreate
authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"certificate":{
"uuid": ,
"accountld": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,
"certificate": ,
"privateKey": ,
"region": ,
"description": ,
"isPrivilege":}

BT B

7

AEORTEWERSIR

wk

o IESKEEH

POST /v{version}/certificate/create/ordinary HTTP/1.1

"description":"",
"authinfos":[]

o ERIIE IRAFESS , THERHHRLL.

o EREW
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description String = RequestBodyZ: %% IEH ik

authinfos List<authinfo> authinfos{s/& , FauthinfoA HES

R

o R[N
BRAaEIs , THERH R,

SWAH KR ii:p

certificate certificate certificates{E8
AR

T

N

o ERRH

POST /v1/certificate/create/ordinary
authorization: bce-auth-v1,/32d21dc5-b643-4769-864b-54€3a8868d89,/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"description":"",
"authinfos":[

{
"topic": "demo",
"topicCluster": "KAFKA_O1",
"topicOperation":"Read"

o IR[E7RHBI
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"status":0,

"msg":"success",

"data":{
"uuid": ,
"accountld": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,
"certificate": ,
"privateKey": ,
"region": ,
"description": ,
"isPrivilege":}

BIEREBGET

i)

AR T ARSPOES
K

o WSREEM

POST /v{version}/certificate/create/privilege HTTP/1.1

"description":"description",
"topicOperation":"Read"

o EKAIE BRAEITS , THESHKE.
o HRSH
SHAFTR IR RENT BBE R
description  String A RequestBodyZ ¥ IEFiiA
topicOperation  String 4 RequestBodyZ¥K X , MRAFEE , MIRARUR
&[E
o R[EIIE
BRaIaE , TTHERHR N,
o R[ES¥H

SWAH KR i::p

certificate certificate certificates{sE

\|
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POST /v1/certificate/create/privilege
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

{
"description":"description",
"topicOperation":"Read"
}
o R[EI7RpB

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"status":0,

"msg":"success",

"data":{
"uuid": ,
"accountld": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,
"certificate": ,
"privateKey": ,
"region": ,
"description": ,
"isPrivilege":}

WRFAESS

i3
FEARTHERES
L

o KL
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POST /v{version}/certificate/delete HTTP/1.1
{

"uuid":"uuidDemo"

o IERKIE B IEsh , THERTHR R,
o IEKRSM

AR X BALTE SBNE #R

uuid  String £ RequestBody IEFHF3IS
&[E
o R[EIIE

BRadts , THEHRR IS,

Nl

o EHKRRHI

POST /v1/certificate/delete
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"uuid": "uuidDemo"

o R[EIRA
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8
{

"status":0,
"msg":"success",
"data":true
}

BYOEREE

£33

AEORTERIER&E

K

o EREEH

POST /v{version}/certificate/update HTTP/1.1
{

"uuid": "uuidDemo"
"description": "descriptionDemo"

o HRKLH
B St Ssah | TSR K,

o IERSM
sWEHT KB ERLT sRuE  #R

uuid String £ RequestBody WFHF3IS

description  String 2 RequestBody iFFi##ik
IR[E]
o IR[EKIH,
Bt , THERSHKR.
o R[ES¥

SWAH KR ii:p

certificate certificate certificates{s8
AR
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o iEKRHI
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POST /v1/certificate/update
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"uuid": "uuidDemo"
"description": "descriptionDemo"

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{
"status":0,
"msg":"success",
"data":{
"uuid": ,
"accountld": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,
"certificate": ,
"privateKey": ,
"region": ,
"description": ,
"isPrivilege":}
}
THIUED
i
FEAORT FRED
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o EsRLEH

POST /v{version}/certificate/download HTTP/1.1

{
"certificateSN": ""

o KK
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certificateSN ~ String = RequestBody iEHId
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o IR[EKIH,
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o R[EZ¥
IR [EREF 34
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o iEKRHI

POST /v1/certificate/download
authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:257/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

"certificateSN": "certificateDemo"

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/octet-stream

TEksampleFEFISC {4

i)

F4EH AT T samplet¥5iI ¢

K

o EKLEM

POST /v{version}/certificate/download/sample HTTP/1.1
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o BEIZH
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o iEKRRHI

POST /v1/authorization/certificate/download/sample
authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89,/2017-02-16T02:17:257/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985062a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/octet-stream

@ EREEEN

PREUH e R RABRS IR
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POST /v{version}/cluster/permission

HTTP/1.1
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o EREM
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o BEIZH
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clusterPermissions  List  clusterPermissions{5/&. , FclusterPermissionZH RIS S
SRR

T

N

o EHKRRHI

POST /v1/cluster/permission
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o R[EIRA

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"clusterPermissions":[{
"accountld": "accountld",
"cluster": "KAFKA_02",
"isVisible":false},

]

@ Consumer Group &R <4#0
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i::p

342



Baidu B E&EER Y

Jot
=

240 AT I ConsumerGroup
Bk
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POST /v{version}/consumergroups/new/create HTTP/1.1
{

"consumerGroupName":"consumerGroupName"

o iR
BRaFERimsh , THERH .

o EREW

WA KR fER
consumerGroupName String consumerGroup£& R
AL
o IRMEKI

BRAFIE , THESH K.
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consumerGroupName String consumerGroup£& R
FERRS
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N

o iEKIRHI

POST /v1/consumergroups/new/create
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985062a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

{
"consumerGroupName":"consumerGroupDemo"
}
o R[EI7RpB
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{
"consumerGroupName":"consumerGroupDemo"
}
ConsumerGroup¥|3&
E1:32

A0 AT ERE ConsumerGroupd |3

K

o IEREH

POST /v{version}/consumergroups/new/list?begin={begin}&limit={limit} HTTP/1.1

o iERE
BRaFERimsh , TTHERH I,

o EREW
SWEK KT

begin url  KERICRIHEZRS
limit url  ERZRIERE

R
o IR[EKE
Btk , THEeRHDA.

o R[S

e, EX eI 1"
begin Integer BEICRIFIEZESI
limit Integer EHZRMICREN

consumerGroups  List  consumerGroups{S/& , BEHconsumerGroupZH &L S
SRR

T

N

o iEKRRHI
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POST /v1/consumergroups/new/list?begin=0&limit=1
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985b62a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

o IR[E7RH

HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"consumerGroups":
{
"size":
"begin":
"consumerGroups":[]
}
]

#KEX Topicigroupld¥ &
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o IEKLEH

POST /v{version}/consumergroups/list HTTP/1.1

{
"begin":1,
"limit":10,
"topicName":"toicDemo"
}
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SWeHR KR ik
begin  requestBody B ZRICRIFIAES|
limit  requestBody B ZEMIICTEER

topicName requestBody topic£#R
&’[E
o JR[ELIE

BRoaIs , TTHERR .

o IR[E|S¥K

SWEIR eI 1
begin Integer BEICRKIFIAZSI
limit Integer ERRHNTTEL

consumerGroups  List consumerGroups{S/& , FHconsumerGroupZH FIES
SRR

T

NG|

o EHKRRHI

POST /v1/consumergroups/list
authorization: bce-auth-vl/32d21dc5-b643-4769-864b-54€3a8868d89/2017-02-16T02:17:25Z/3600/host;x-bce-
console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a7985062a284874bd
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39¢580
host: kafka-api.bj.baidubce.com
x-bce-date: 2017-02-16T02:17:25Z
content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53
connection: Keep-Alive
accept-encoding: gzip,deflate

{
"begin":1,
"limit":10,
"topicName":"toicDemo"
}
o RERH
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HTTP/1.1 200 OK
Transfer-Encoding: chunked
Cache-Control: no-cache
Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"begin": 0,
"size": 10,

"grouplds": ["groupl","group2"]

=\
TERITE X
TopicCreateParameters

BB KR iR
topicName  String  topic&#R , REEEE A NERITFH , 8T, TRIE&_ , BT, TeEFERANTRIE _

partitionCount int topicH X¥ , &A14 , &E 104

Topic

SRR 31t} R

topicName String topicZ R

partitionCount  Int SXE , topicBEMENXEE | NS N KafkaE M /Topics and Logs
replicationFactor Int A% , BN XNERIREE |, XS N KatkaB ® /Replication
createTime DateTime topicfzE i |a]

TopicAuthorizationParameters

WA ESIE -7
topic String topic&#K , REEBEX/NERILFR , F , TH&_ , 81T, FReERRTRIZL_

accountld String A FId

\|

certificateSN  String
certificateld  String

topicOperation  String

EBFIS
WEBFIIS ([FcertificateSN)

PR1S B, Read, Write, ReadWrite

GroupAuthorizationParameters

BWAEH it
accountld String
certificateld String

consumerGroupName  String

clusterPermission

ik
R Fld
VEBFFIS ([EcertificateSN)

consumerGroupZg #x
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SRR KB #R
accountld String A FId
cluster  String £Hld , £HINR , BUEAHKAFKA_01ZKAFKA_10

isVisible boolean #RiRaccountldS T LRI ESHIUR ; true ABRUR , false ATANR ;
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AL & 2¢(R) et
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HXRKafka K FY REBFHNBT , RARHERREARRALNKX , A THEERMZR, ARL , THENEHS
SXABAKIELE,
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