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AccessD
Access denied.
enied

Inapprop
riateJSO
N

The JSON you provided was well-formed and valid, but

not appropriate forthis operation.

Internalk ] ]
We encountered an internal error Please try again.
rror

InvalidAc

The Access Key ID you provided doesnot exist in our
cessKeyl

records.

~

KEH B

403For . o
, TR X Y A BRI
bidden

400
Bad

ERFHISONMERIER , (E1EF L ERFEEK,
RDENBTEI , RELKARLEE, HTHRE
MEE , TR TRARKRY B2, R
t IR ELX MR

Reques

500
FIARE N HEAFR. ERHHXI N bR

Internal

RERET (BIEIERMMRS B E X)) REXfE

Server

o

Error

403For
bidden

Access Key IDANTETE.

APIZ%
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Baidu B EEHER Y

u

InvalidHT

The Access Key ID you provided does notexist in our
TPAuthH

records.
eader

InvalidHT
TPReque There was an error in the body of your HTTP request.

st

Invalidu
RI

Could not parse the specified URI.

Malform
The JSON you provided was not well-formed.
edJSON

InvalidvVe
The API version specified was invalid.
rsion

OptinRe
A subscription for the service is required.
quired

Precondi

The specified If-Match header doesn’tmatch the ETag
tionFaile
g header.

Request
Request has expired. Timestamp date is <Data>.
Expired

Idempot
entPara The request uses the same client token asa previous,
meterMi but non-identical request.

smatch

The request signature we calculated does not match
Signatur

the signature you provided. Check yourSecret Access
eDoesN

Key and signing method. Consultthe service
otMatch

documentation for details.

@ DSV &-FEIRRD

400
BadReq

uest

400
Bad
Reques

t

400
Bad
Reques

t

400
BadReq

uest

404
NotFou
nd

403For
bidden

412Pre
conditio

nFailed
400

BadReq

uest

403For
bidden

400
Bad

Reques

APIZ%

Authorization3kigii& AL R,

HTTP bodyt& = 4Ei%. FIaNAFFSTEEREncoding
%,

URIFERAIER. BI2n—LAR S5 e X <R ANIL
fic%., XTFIDARILACAGRE | IV XE X N BRRIGE
&=ES | A0NoSuchKey.,

JSONIERAETL.

URIKIIRAS A &IE.

ISATFESS N AR .

1 NLEtag,

VERABET, EMUfx-bce-date, BERKHRE
Date , F¥&Datef% aldatetime,

clientTokenXf I/ fRIAPIS AN —EE,

Authorization 333 [ B % % 1 IR - imBeniE AR —
.

14



Baidu B EEHER Y APIZ%

GRS LS HTTPIRERS 35X
OperateldsAuthDenied  No operate ids auth permission 403 FIFEIDS AR AR
IdsReadDenied No ids read permission 403 ToIDSIEAR
IdsAdminDenied No ids admin permission 403 JoIDSEIRAR
ReadEipListDenied No read eip list permission 403 TeipEABIR
IdsReadEipListDenied No read ids eip list permission 403 JeIDSE FeipA R
OperateEipListDenied  No operate eip list permission 403 TeeipR/ERR
No operate ids eip list
ldsOperateEipListDenied o 403 TeIDSHREeipA R
permission
EipNotFound eip not found 404 eipARtLE|
IdsAuthRegionNotFound auth region not found 404 IDSTEAX g AR TRE

ANEATE RO
@ BEWHEHRCEICFREN
i35
e AJPLFEE startTime, endTime, attackResult, pageNo, pageSizeET BT IRICRAICKIEN
o EVHFEIPRFI : endTime - startTime <= 31K
EREEH
POST /v{version}/securityAudit/getAttackSource&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

B S

BRI | TEARRIA SIS

BEREH

2HEHF X EENS SBMNE ik

version String & URLS#K APIIRAS |, YaETE{E2

startTime  String £ RequestBodyZ# FFiat[a] , UTCHRAERTIRIFR X

endTime String 2 RequestBody& ¥k £55ATE] , UTCARAERTEAE =

attackResult int 2 RequestBodyS# EEHMIEHLER , ORREM , 1RREFN |, 2RR23D
pageNo int 2 RequestBodyZ ¥ EHKTS

pageSize  int B RequestBodyZ¥ BT A/

clientToken String =& QueryZ ¥k FEZMToken , M clientToken

IR [EPR RS

REPR[E200 , SKBOR [ R 5%
) AE S

BRI, | FEARAFIA SIS
REIS%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2580%259A%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E7%25A0%2581

Baidu B EEHE =AY
SWEH KR R
status int LT SN
description String LERIAR
totalpage int ST
data list<AttackSourceSummaryModel> IRBTHIRICASIR
KRBl

POST /v2/securityAudit/getAttackSource&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfllae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"startTime": "2017-12-01708:00:02Z",
"endTime": "2017-12-02T08:00:02Z",
"attackResult": 1,

"pageSize": 10,

"pageNo": 1,

Mg R 51

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%25951#attacksourcesummarymodel

Baidu B E&EER Y

HTTP/1.1 200 OK

x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09

Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked

Content-Type: application/json;charset=UTF-8

Server: BWS

"status": O,

"description": "ok",

"totalpage": 5,

"data": [

{
"attackSource": "1.2.3.4",
"attackSourceType": "",
"eipList": [
{

"instanceType": "BCC",

"name": "eip-name",
"eip": "180.76.1.1",
"region": "bj",

]

"domainList": ["www.a.com", "www.b.com", ...],
"attackTypeList": ["SQLIEN", "SUBC AR, .. ],

"attackCount": 100,

"startTime": "2017-12-01709:00:02Z",
"endTime": "2017-12-01715:00:02Z",

"attackResult": 1

@ EMPHEHRFICLEIEREA

i::p

e AJPAFEEstartTime, endTime, attackResult, pageNo, pageSizeE It &=L aicxi# 0

o EFIFAIFRE : endTime - startTime <= 31K

HREEH

POST /v{version}/securityAudit/getAttackTarget&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

R
BRAFERIgSh | THARR I SIS
ke

APIZ%
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Baidu B EEHER Y APIZ%

2WEH XK EBRNT SBNE ik

version String £ URLZS#K APIRASS |, YEiEE2

startTime String & RequestBodyZ:#k FFa4ET[a] , UTCHRAERT[RIA& =

endTime String 2 RequestBody&:#k £L53RATE] , UTCARAERTIRIA& =,

attackResult int 2 RequestBodyZ % EEMIMELER , ORREM , 1FRRE , 2R 26
pageNo int 2 RequestBodyZ ¥ EKTR S

pageSize  int 72 RequestBodyZ%1 BT AR/

clientToken String £ QueryZ#k M Token |, ¥EN clientToken

R [EPRAR
AINIR[E]I200 , MR [B] W 4510
AP

BRateSmst | TTH MRS

BRI

e 5 € S R

status int HRKERD
description String ERIR
totalpage int ST

data list<AttackTargetSummaryModel> 3RBrIEICE %3k
KRB

POST /v2/securityAudit/getAttackTarget&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"startTime": "2017-12-01T708:00:02Z",
"endTime": "2017-12-02T708:00:02Z",
"attackResult": 1,

"pageSize": 10,

"pageNo": 1,

g Rz R
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2580%259A%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E7%25A0%2581
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%25951#attacktargetsummarymodel

Baidu B E&EER Y

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8

Server: BWS
{
"status": O,
"description": "ok",
"totalpage": 5,
"data": [
{
"eipInfo":
{
"instanceType": "BCC",
"name": "eip-name",
"eip": "180.76.1.1",
"region”: "bj",
}
"attackSourcelList": [
{
"attackSource": "1.1.1.1",
"attackSourceType": ""
h
{
"attackSource":"1.1.1.2",
"attackSourceType": "CDN"
h

I,

"domainList": ["www.a.com", "www.b.com", ...],
"attackTypeList": ["SQLIEN", "BUB LA, ...],
"attackCount": 100,

"startTime": "2017-12-01709:00:02Z",
"endTime": "2017-12-01T715:00:02Z",
"attackResult": 1

@ BRENBERBEHICFEN
i
o \IRFEEstartTime, endTime, attackResult, pageNo, pageSize B & X B WK HIDFIEO
e T[kFEE attackSource, eipList, domain, attackTypeKey, request&if] &4
o EfEFEFRE!] : endTime - startTime <= 31Xk

HRLEH

POST /v{version}/securityAudit/getCustomAttack&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

APIZ%
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Baidu B EERER A
LY
BRASSESH | TR

LB

&

B

£ 5/ EX 0 KB REDTE SBNE

version String & URLS#1 APIRASS |, HETEE?2
startTime String & RequestBodyZ#x FFa40318] , UTCARAERTEIA& =K
endTime String & RequestBodyZ: % £E53RAF[8] , UTCARAERTRIA&
attackResult int 2 RequestBodyZ:¥k EE MR ELER , ORREM , 1LRRBTN , 2RREED
pageNo int B RequestBody2%1 BTN S

pageSize int 2 RequestBody2#%i BT A/N

attackSource String & RequestBodyZ# iR

eipList list i RequestBodyZ ¥t # I theipd!3k

domain String & RequestBodyZ ¥ # M4

attackTypeKey String & RequestBodyZ ¥t 2 hlkey

request String & RequestBody& ¥ &K 7%

clientToken  String & QueryZ#k &M Token , ¥ clientToken
R B ZSHY

BINEE200 , KWOR B R R

BB

(A S N =R 1537 S 5L

RESHK

sWEr KB 9%

status int LERRTHY

description String LER AR

totalpage int BT

data list<AttackRecordModel> R HIRICEFIR

kRl

iy

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2580%259A%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E7%25A0%2581
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%25951#attackrecordmodel

Baidu B & 8= 0AY APIZ%

POST /v2/securityAudit/getCustomAttack&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"startTime": "2017-12-01T708:00:02Z",
"endTime": "2017-12-02T708:00:022",
"attackResult": 1,

"pageSize": 10,

"pageNo": 1,

"attackSource": "1.1.1.1",

"eipList": ["180.76.1.1", "182.61.1.1",...]
"domain": "www.a.com",

"attackTypeKey": "30003",

"request": "GET",

N Ry 7~ 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,
"description": "ok",
"totalpage": 5,
"data": [
{
"attackSource":"1.2.3.4",

"attackSourceType": "",
"eipInfo":
{
"instanceType": "BCC",
"name": "eip-name”,
"eip": "180.76.1.1",
"region": "bj",
s
"domain": "www.a.com",
"attackType": "SQLJEN",
"attackCount": 100,
"attackTime": "2017-12-01T09:00:02Z",
"request": "GET",
"attackResult": 1,
"headers": {
"content-length": "1504",
"accept-language": "zh-cn",
"connection": "Keep-Alive",
"accept": "*/*",
"user-agent": "Mozilla/4.0 (compatible; MSIE 9.0; Windows NT 6.1)",
"host": "tingwen.me",
"referer": "http://tingwen.me/1.php",
"content-type": "application/x-www-form-urlencoded"

2

"bodv": "sazr=@eval(get magic auotes gpc()?strinslashes($ POSTIichr(122)".

21



Baidu B E&EER Y

LS i i e e i Akt A

"resheaders": {
"x-powered-by": "PHP/5.6.15",
"transfer-encoding": "chunked",

"set-cookie": "HBJnSD_think_language=zh-cn; expires=Sat, 21-Oct-2017 13:03:27",

"expires": "Thu, 19 Nov 1981 08:52:00 GMT",
"vary": "Accept-Encoding",

"server": "nginx-upupw/1.8.0",

"connection": "keep-alive",

"pragma": "no-cache",

"cache-control": "no-store, no-cache, must-revalidate, post-check=0, pre-check=0",

"date": "Sat, 21 Oct 2017 12:03:27 GMT",
"content-type": "text/html; charset=UTF-8"
B

"resbody": "4e8\r\n<!DOCTYPE html PUBLIC-//W3C//DTD XHTML 1.0 Transitional//EN",

@ R THAEE RN

i)
o Aifeipdlk , WMEXASIR , WEERAIEIIF

EREGH

GET /v{version}/securityAudit/getDropdownList&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

BRI
BRIt | TR MR SN
RS

%

£

SREHF B EROT SBNE #R

version String & URLS#L APIRRAS , YRIE{E2
clientToken String 2 QueryE¥ % METoken , ¥ M clientToken
BREPRAR

RENIR[E]200 , SKIIR [E 5
) AE S
BRadeSssst | TR ARSI

REIS%

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2580%259A%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E7%25A0%2581

Baidu B & 8= 0AY APIZ%

WA/ HKR £

status int HERRERD

description String LERIAR

data DropdownModel THIFI|ZFREAR
kRl

GET /v2/securityAudit/getDropdownList&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MR 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

{

"status": O,

"description": "ok",

"data": {

"eipList": [
{

"instanceType": "BCC",
"name": "eip-name",
"eip": "180.76.1.1",
"region": "bj",

l;
"attackResult": {

0: "HEHKW",
1 "B,
2: " /"
s
"attackType": {
10004: "SUBSLHFIE",
30003: "SQLIEN",

}
"request": {
"POST": "POST",

"GET": "GET",
"HEAD": "HEAD",

St EREEN
@ EWRIERE A
sk
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%25951#dropdownmodel

Baidu B E &B8ERHY APIZ%
o BEBLMEITRM
EREEH
GET /v{version}/securityAudit/getRecentAttackNum&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

AR
BRate3mst | TR MR SIS
ke

WA 2 BRELT SEMNE #R

version String £ URLS¥L APHRAES , YuiEE2
clientToken String =& QueryZ¥ ®EMToken , ¥ M clientToken
R [EPRAR

AENIR[E]200 , MR [B] W A5 1R
yAEPSE

BRAFERIgsh | THARR I I

BREIS%

e 2 E8 3] E111)%

status int LERRERL
description String LERA

data RecentAttackinfoModel FIFHH{E B4R
Bkl

GET /v2/securityAudit/getRecentAttackNum&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z7/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MR 7451

24


file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2580%259A%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E7%25A0%2581
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2599%2584%25E5%25BD%25951#recentattackinfomodel

Baidu B E&EER Y

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,
"description": "ok",
"data": {
"recentDayAttackinfo": {
"attackSuccess": 2,
"attackAll": 100

}

"lastDayAttackinfo": {
"attackSuccess": 2,
"attackAll": 100

@ EHEE N AR AL R EN
7%
o JE5EstartTime, endTime ZA T K&K
o ZEAFEFRE] : endTime - startTime <= 31X

ERLEH

POST /v{version}/securityAudit/getAttackStat&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

"startTime": "2018-04-01T08:00:00Z",
"endTime": "2018-04-02T708:00:00Z",

e

BRadeSssst | TR MR SIN

RS

SREHF KB EBYDT SENE  #R

version String & URLS#1 APIRRZAS: |, YpiEE2
clientToken String =& Quenys¥t  BE%MToken , ¥MclientToken
startTime  String & RequestBody FFiaRt[E] , UTCHRAERT[EJAR =X
endTime  String & RequestBody £&5I[E] , UTCHRAERTEIFE

IR [EPR RS
REPRE200 , KBOR [ R 5%

AE S

APIZ%
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file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2580%259A%25E7%2594%25A8%25E8%25AF%25B4%25E6%2598%258E#%25E5%25B9%2582%25E7%25AD%2589%25E6%2580%25A7
file:///API%25E5%258F%2582%25E8%2580%2583/%25E9%2594%2599%25E8%25AF%25AF%25E7%25A0%2581

Baidu B EERER Y
BRateSimsth | TTH AT IR

BEIS%H

WL/ HKR £33

status int LERRHG
description String LERIAR
data AttackinfoModel Hr /R ¥tk
BRRBI

POST /v2/securityAudit/getAttackStat&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"startTime": "2018-04-01T708:00:00Z",
"endTime": "2018-04-02708:00:00Z",

Mg Rz 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,

"description": "ok",

"data": {
"attackSuccess": 2,
"attackAll": 100

@ EMBEHFMFESEO
i::p
o FEERIMRM , EWMREFMHES

HREEH

POST /v{version}/securityAudit/getAttackTrend&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

"cycleDay": 7

sk

BRI | THARR I I

APIZ%
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Baidu B E&EER Y

EES 2

SREHF KB ERET SBNE R

version String & URLS%1 APIIRASS |, YETEE?2
clientToken String & Querys¥t  B%MToken , M clientToken

RequestBody &ITAIRER , WETLH : [1,31]

bl

cycleDay int
IR BPRZSHS
FRINIR[EI200 , kMUK [E] WA IR
IR B K35

BRatESmsh | TR MR IS

BRI

e € S iR

status int LEFRAH
description String LERIEA

data list<[DayAttackinfoModel]>(#DayAttackinfoModel) XM REF|F
BKRBI

POST /v2/securityAudit/getAttackTrend&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-

date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"cycleDay": 7

MRz 7451

APIZ%
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HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,
"description": "ok",
"data": [
{
"attackDate": "2018-04-01",
"attackSuccess": 2,
"attackAll": 100

"attackDate": "2018-04-02",
"attackSuccess": 5,
"attackAll": 200

@ BEifftopHBrIRIPEEO
R
o TEEB MR I AtopN , EiftopH T IRIP
B3REEH
POST /v{version}/securityAudit/getTopAttackSource&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

"cycleDay": 7
"topN": 5,
1
R
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RS

SREHF KB EANT SENE  #R

version String & URLS#1 APIRASS: | METEE2

clientToken String 2 Querys¥t TS MToken , ¥ M.clientToken

cycleDay  int 2 RequestBody IIEHIRE , wEEHE : [1,31]

topN int B RequestBody EIRMIAT/LABTIRIP , WEIEH : [1,10]
R EPRAR

REPIRE200 , KBOR [ R 5%
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BradeSssst | TR MR SIN

B ESH

SWEHR KR R
status int LERKERD
description String LERIAR
data list<[AttackSourcelnfoModel]>(#AttackSourcelnfoModel) XHiRFFR
BERRBI

POST /v2/securityAudit/getTopAttackSource&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"cycleDay": 7
"topN": 5,

Mg Rz 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cbh4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,
"description": "ok",
"data": [
{
"attackSource": 1.1.1.1",

"attackSuccess": 50,

"attackSource": 2.2.2.2",
"attackSuccess": 40,
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POST /v{version}/securityAudit/getTopAttackTarget&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

"cycleDay": 7
"topN": 5,
1
Rk

BrateSssst | TR MR SIN

RS

SREHF KB EBDT SENE

version String £ URLS
clientToken String & Query3 ¥k
cycleDay int =
topN int =3

R EPRAR

AEhIR[E]200 |, SBUR [B] WAL AT
yAEE S

BRI | THARFIA SIS

BRESHK

sWEr KB E1:7%

status int LR
description String LERIIR

data list<[AttackedEiplnfoModel]>(#AttackedEipInfoModel) I teipdzR

HRRHI

POST /v2/securityAudit/getTopAttackTarget&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T708:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"cycleDay": 7
"topN": 5,

N R 7~ 51
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APIRASS |, YRTHE2

&M Token , ¥ N clientToken

RequestBody sITMIRER , WETCH : [1,31]

RequestBody EiRIET /LM B dreip , WESEE : [1,10]
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HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,

"description": "ok",

"data": [

{

"eip": "180.76.1.1",
"instanceType": "BCC",
"name": "eip-name”,
"region": "bj",
"attackSuccess": 50,

"eip": "180.76.1.2",
"instanceType": "BCC",
"name": "eip-name",
"region": "bj",
"attackSuccess": 40,

@ B ifjtopHraeHy
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o FEEBMKXEAMtopN , BifftopI KR
B3ReEH
POST /v{version}/securityAudit/getTopAttackType&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

"cycleDay": 7
"topN": 5,
}
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SREHF B ERET SBaE R

version String & URLS%1 APIIRASS | YETE{E?2
clientToken String & Querys¥t B M Token , M clientToken

cycleDay int 2 RequestBody sITAIRER , WETCH : [1,31]
topN int z RequestBody ERIAT/LAMBEHZER! | RETEHE : [1,10]
R B ZSR

AENIR[E]1200 , S MOR [ W 452D
yAEPSC

BrateSsssth | TR MR SSN

EESH

e % E i B3

status int RS
description String LERIEIR
data list<[AttackTypelnfoModel]>(#AttackTypelnfoModel) I ZEHRI%FI%
KRB

POST /v2/securityAudit/getTopAttackType&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfl11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"cycleDay": 7
"topN": 5,
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HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"status": O,
"description": "ok",
"data": [
{
"attackType": "SQLIEN" ,
"attackSuccess": 50,

"attackType": "webShell" ,
"attackSuccess": 30,

"attackType": "others" ,
"attackSuccess": 10,

wEMEXEN

@ B R BRITRIEA
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o EMEMHTEITX

ERLEH

GET /v{version}/securityAudit/postpayStatus&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string
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BRaFE3mah | TR M SIS
ke

WA 2 BRELT SEMNE WA

version String £ URLS%L APHRAES , YuiEE2
clientToken String =& QueryZ¥ ®EMToken , ¥ M clientToken
R [EPRAR

REHR[E200 , KUK [R5
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BRateSimsth | TTH AT IR

RESH
SHATR 3t} R
accountld String A Fid

postpayStatus PostpayStatus JE{+EERE

HRRHI

GET /v2/securityAudit/postpayStatus&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

iR 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"accountld": "111",
"postpayStatus": 1,
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ERLEH

GET /v{version}/securityAudit/logService&clientToken={clientToken} HTTP/1.1

Host: bss.bj.baidubce.com
Authorization: authorization string

RN
BRaFE3mah | TR M SIS
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WA 2 BRELT SEMNE WA

version String £ URLS%L APHRAES , YuiEE2
clientToken String =& QueryZ ¥ HEMToken , ¥ M. clientToken
R [EPRAR
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BRAFESgah | TTH MR SIR

RESH
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accountld String A Fid

logServiceStatus LogServiceStatus HERSFKRE

bucket BucketModel bucketfic BE{52

kRl

GET /v2/securityAudit/logService&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N Ry 7~ 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cbh4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"accountld": "111",
"logServiceStatus": 1,
"bucket": {
"bj": "bucketl",
"gz": "bucket2",
"su": "bucket3",

@ BfEAReipBcEHEN
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R

GET /v{version}/securityAudit/authEipList&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string
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version String £ URLS%L APHRAEAS |, YuiEE2
clientToken String & QueryZ¥ FEMToken , ¥ M clientToken
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BRI | TR MR SIN

BESH
SWEH LR R
accountld String A Fid

authAllEip AuthAllEipStatus B &BIZMEZeip

eipDict EipDictModel eipfit B3R

o

GET /v2/securityAudit/authEipList&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com

Authorization bce-auth-vl/5e5a8adfl11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N R 7~ 451

HTTP/1.1 200 OK

x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked

Content-Type: application/json;charset=UTF-8
Server: BWS

"authAllEip": O,

"eipDict": {
"pj": ["180.76.1.1", ...],
"gz":["182.61.1.1", ...],
"su": ["106.12.1.1", ...],
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PUT /v{version}/securityAudit/authEipList&clientToken={clientToken} HTTP/1.1
Host: bss.bj.baidubce.com
Authorization: authorization string

"authAllEip": O,

"eipDict": {
"bj": ["180.76.1.1", ...],
"gz":["182.61.1.1", ...],
"su": ["106.12.1.1", ...],
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RSt | TTR ARSI

BREW

e % E -3 BANE sBvE  #R

version String = URLS#K APIRAS: |, YETEVE?2
clientToken String 2 Query®¥t  FZMEToken , ¥ M clientToken
authAllEip  AuthAllEipStatus £ RequestBody E&BIFIN&Eeip

eipDict EipDictModel 2 RequestBody eipft& %I

R B ZSHL

RRPNIR[E]200 , KUk [|] W5 R0
IR [B] K

BRAFSIHS, | TTHARA SIS
R[EI2%H

TFehFRIR E 24K

EEwN:!

PUT /v2/securityAudit/authEipList&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST bss.bj.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"authAllEip": 0,
"eipDict": {
"bj": ["180.76.1.1", ...],
"gz": ["182.61.1.1", ...],
"su": ["106.12.1.1", ..],
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HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS
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https://console.bce.baidu.com/bss/#/bss/waf/list
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/BLB-WAF%25E6%25A6%2582%25E8%25BF%25B0
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E9%2585%258D%25E7%25BD%25AE%25E5%259F%259F%25E5%2590%258D/%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6/%25E8%25AE%25BE%25E7%25BD%25AE%25E9%2598%25B2%25E7%259B%2597%25E9%2593%25BE#%25E8%25AE%25BE%25E7%25BD%25AEip%25E9%25BB%2591%25E7%2599%25BD%25E5%2590%258D%25E5%258D%2595
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