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B A E SRR B RTAMSIRR 2R A A2 B T SRR © IR R A RS SR AURARE AU . IRRAEAE A= BRI A | BT
FERS. BURMKBIFTRAI , DAAERUSKRE ; 3RAMEANE | IRIBARAARS SRR AAREETRIERIR | AERSRRE .

FeREM
MEBEERCARLEE AR,

BAEIR : IRRIR A RS G152

1. BRAEHE , RAMBEIA ARG , HANZ R FRHES> R EE;
2. RITBIERIRRE | AP ERHRRI A ARG

3. IHEEAXFEF R LFAMMR ;

4. HERRECE : [REAMABRIRHE , NURTRIRIN—&AUR , ERETIHE :
o RS : BIRREFNTRATR.

RERAERR AT - ARIEATEAR SR | STIF(E FIRRR A AR S SRR SRS S AT VA AR AR SR, B R ) R BRI A SR
AR, RIRERS AR AER TR | BRSO E R RIRIA] |, KRR LR ; JwiE 5
3t STHFRPIRIR—ERRIGETE | JniEISONIINRISRIR SRS |, ALK | WIS E RmE A, 2M A A
B RE | FAACLHRKFHEEIREF.

BPRBUN - AVFEIELE , BEAEEAY  FREILENRE | FEEARSUET AW , FREREE

ARPRAGER - FH AT AR 95 €U UL SRR RAIAUR | SCIF %8k

VEFEBEIR : AR 2B FRRNERIR | AIHS4RE RIRSH.
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o EERFARIR , ARMEAESRERSHFHMR THRERRIR , BERKAMNTIR , ERBACLIERS

o GEHRAFERIR , BRI iR FIs | R A BRI,

o [REIZM | ERAFEALARBECERTISM  RETRIFMAFRTR , AAFEXFFERERIRRIEHTIRA &
WA,

5. miryehk , EIZIGIEE RIS TUE | fRATAREIRIRBASHRIELTR |, H—LRMAUR , AT AR GFemRT B E SR
BRIESTR A1

1 BRmEGE , RABEIA LA KGR | SIS RAFTIRHES> RS,

2. RABEREE | BT ERHRAINEARE

3. IHEEFFEEF IR BRI ;

4. SAERRACE :

o EIFHRE  EIRRTEEMRSREN , MRIEERE |, TUER S TEIRARE ? it BRSNS E
1,

o BEHERS  EHECIFIMENRS AL, BRMPLTRACSTFETAENIRA | BARSEE RIAMK 0 ;
o BEHHRME | BIEMSBURIRME , S— AR, BEMEERUR ;

o WFHE : RREEFERSFWRBIIR , MARGTEMKIFRR , WRKLBHERR , ERFNNESTER , 20R
PRHE A ATARE RERESKBRIOFEIRSRA | X BIRIBIR 2124 5 B R SURME B3,

5. mmivehk , REFCECERM.

WA E SR ELFERT |, EANAE SR TER R RITRES | RAT IR — RSN E E R , AT AYwiE
EAMEE KR, ERAEHE , RARBEIA ARG , HAS AR REEE | EARHERYWE B E R
REEIRE | BIZE RIS OSRIE TN | RIS SRIBIRIE ] B SEA0R B E URE.

WiERE 2 SURRE X TABFRERNEE SRR , R AENEIFEHBIRNE E R , RaERRA , FHAL TR AR
MERIERAE.

BN
MhfRL_E SRR A TTRESBURIIAMA FE RS R RARRBIRVERUR |, FIRRAMLSER |, FTATESRIEBIERAT | EH DA
LRTRE DM BTE NS4 LB,

AL
RERREFETFEEENA S0, SERIESIA SR, BRTAMSIFEX 3Fh2ER B A TIRBURIE.
@ BT R FAER

FAUR ARG RERR B E SR EHR T AR/, EFRPEEIIRT , RERIER , AR TR, FRFPNRER
ZEHEFWRTHRIEES) , R aLR kBB RAPR R .

FRPEEIIR
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:
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* R SEER (20)

4%

e | TV ffome? ) A x %=
eEER v | [ERAEReTiTEE A5

RABHEA(RARE)

["] RdsFullAccessPolicy(RZTEH1)

["] cdnOperateAccessPolicy(F 4t 5EK)

[] BosListAndReadAccessPolicy(Z #H )
[] BbcReadAccessPolicy(Z % HHE)

[ ] cdnReadAccessPolicy(RETEHR)

[ ] HMEFullControlPolicy(Z £ #HE)

@ HA BRI

BEFHNRE (1)

EIE R (RGURE)

EHREEET , ENEFEEAR , REWE , ERREEERT | Qd, NfEEA I TRN.

R EROHEZ

@ i

BAEERSIAMERS TS A T AE RS, FFAHRMRIBRIFENES]. LRAGRZREN , ZRGFSBHETARAA

ERETXEEAIAM |, IAMLARYE R B KBIR R A TAIREE , IR EISIhRE K.

IAMEIAR PR SR AU BT A VAR AR AR 555 15K (SCP) . BT RIRMRIEAMET SHRM | ES R, RPRER

H
okt
=
Tht
5

A&VIRERERTIROAR , BURT R A RARABR RIS LRSS FIELER | ACEN BRI LT EZEE,

@ RIETHEZAE
A EEE SR EZ AR TR -
o IOAMERT , FiEERWIEInLe ((REKSMBITARIR)

o ETHHBETRIRNFBRTHEXAVPRERIEIBLE ;

o BIASCPHIfEAIBBL TR AN , RIWARTHRAKFIMRFRBEMS MR , DAFEARRTUR B SEHIRT

ZARSAUR ;

o (HURMTHRENMEELE SN |

( FHE )
(BRIAELE)
B R TRT NO /@%& NO
—MARHERT » REWEET

O\ Tscpm? \@ﬁm
Y

WERE
BB
YES YES
YES NO
—EAI? —RERIT?
NO YES
TiEgE) FMT 4347 SCPs ET RIRRIRE
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RERIF?

NO
E&D

ET SRR
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Baidu B B BaER Y
HETHRERNELEN

@ 1k

BEFRRRMT AHMREEIERS , EBT AT ERRREASAEIE | AT PUATRIK SRR IRALRIGFARE | SRR REN

FRER F— B NN IR IN_EARMARE |, DURTHERIRETR MR,

XPFELM EARERRIR , FRAJUE RIAMBETARMERN | RIBAR S KK RANRIRECE B E R |, R TATRAR

LT REAIRMA S, YRTCSIFRERBNRFTES % B il 2505107 ik
@ ETAREEMAUR R
ETARERAERAT DUAMRIR a0 TAUREIREME | IR BIR THRI BIESEK

o AR ¢ A& KRR R R MRS RBIHRERA ;

o EMFARE RMBAE ETHAEFUZRIFEHAIRIBIT | SSHLTHERRBRIEHE IR 2B 3hikeE

FIAR ;
. Becc | cos || EP |
: =1 {=] ,:::..:.:’ liid
TEE Do EE W
FEB | oh =k e e e L G
B A
RN I ERIEIEEEER
@ B NAERSR

HF—. EARME FARRS RIBNAAEE

EXRBMVE FEFEMBENEES , FERRN604BCC, 1208 CDSHER I TARNMKY , 16 BARSIRAEIRZ AT , |

HATRZ RIR

P
Rk

B FEhEFBCCAICOSHBE R AR , FhAZNAAAECREAIR , RHHIEER, ERFERNE  ARRBEE
BCC. CDSH} , JXBXH BRI _EARRMARE | BEARERMMA , REARFAEAUR , BN, XFARFm B + Hgm

BCC. COS®IR , REM EMEMIFE , HF AT LB IGH ISR |, MART T BHEHEK,
R FRAME FREHF A AT LA CONS 4 3 B Shik (G L AT AR I8 42 AR

EXRBMEFERR , 2L FENBIRA R F B AKS T, FHATRIT ¢

1. FRFEBBITANEE , FHESHBHRMAIRLAR ;

2. FRPZEMEAL TIEMENRES , FRAPAMEREERWIERT , TEREFRAFBRNNES ;

3. TMFAUEEMEEHE TR PRNRES ;

FREERANTLUR R 20 L=k, RURHHRMEARF

Stepl. B ZAFFKIARE | LansF B FPARLEFRZE Key: department/Value: 123 , #5 F FBRLXFFZEKey: department/Value:

456 , FFIEANE BRI N AREE;
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Baidu B B ERER IR BAEtERE
Step2. B ZAFENIAMZ B FIRHES] > RIEEE | QiR | SRR AR TSR ;

Step3. B RAFES R NEAES , W% 5K Apolicy_for_user_A_with_tag123, FEARACE PNIEEFEIREKey:
department/Value: 123 , &R RS “NWE AWML CON” , EFREESIAR , TITTEBUARTMIBZREBENTE R
B, RETTRRTE

Step4. BB G FIRABStep3RFE A H T tagd 56 5l policy_for_user_B_with_tag456;

Step5. B RAFSIETFAFA , fUserA |, FEAUserAfZF 5%/ policy_for_user_A_with_tag123IA0R ; ‘SR RAFPIEFR
FB, WnUserB , 3 AUserBIF-F55M& policy_for_user_B_with_tagd56IAR ;

Step6. FRI A UserAFEIA |, YEACDN |, XEHIBA SR > FRIE | niRIis4a R cloud.baidu.com’, 7EA SEEE34R
2hh | BIAGPEARZ Key: department/Value: 123 , SR EAISRE 4R , FFEFRFUserA #iH 7 21HE %
cloud.baidu.com AR , B+ FUserA TTHEAS A TR , T2+ P UserAE B KVIRIAIR , R EERRAFE
IAMFRERSMEAR. F Fi FUserBRIE.

@ ETHRELE

A R_EAFE R AR RIG N — TR B , BETARERRIE BT RAEE KRN , BEMIRER |, FETETRIRKRE ,
FA BT AR R IEA R I P AT B AR 5 & SR S AU P2 48,
REGETE
@ ACLIETATE A
GES

BEZRSIFETHA A ANPRERRAET ERRMIAIREL. XAMER , 2RIBERSHDEEISH A aXEKN
accessControlList , F{THEMN ; BALRIER BRI RIERRZ |, BRI SRIFFREKHACL (Access Control List JilaliEHlF&)
BT

LR

Access Control List (ACL) : i IN7ER P A AR &R EN— MRIEHISIR. BAXFRIBERRIES) , aTPARresource-based
AT A2 user-based, FARIRURITREACL , KX & RF-FHATAR_ERBREES], ACLE—1FI3k , B—&EkE Kentryi
AR

User-based ACL : [ffinFF ~OAURIZHIFIR., AN FEA R E RABRRR: |, 7E5RmEPIEE A AN RRTRKAUR. &
SKERES | EERAFREREAFNMINRAIRSIRES | BABRMAIITEN.

Resource-based ACL : fif N T IRAAPRIZHIFIR. XHHFE level IR (20BOSHIbucketZRsl) , FEAIE RIRM RN TEEHE
FRRRE |, HIERR IR PSR RREB ARARR. AAEREIRE , B2)& IR AT RBAIAR IR | 185 5hg + RAUR i
PHTER.

IAM ACLiE %
IAM ACL{# FJSON& ARG A E S B Fuserghresource TR EHIAINHES. SR 7TAEREFR/NERNTIEH R IE.

PERASK
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Baidu B EEHER Y

FRAK REPE FBREX

Id a3k

accessControlList %

eid a3k
service WhiE
region WA
effect WhiE
grantee a3k
permission Wik
resource Whide
condition %

AACLIIFRIRY | FSRARMAAACLIIdEEXTACLEH TR
ACLIETTER | PRRACLERIIFFIA , FR—%HstatementZH ik
FRRFacl entryfilid , B XfiZentry gt THEA

Aentry MRS AL , " RRFERE

AKentryZ MRS, , "_"RRFIERKE (M2RRSE , EHA_")
FEEBEB-SA KentrylLAD Firequest , BB AFHMEHIT
FEBRARentryfZ 2 A , R3&E A Fresource ACLE Wik

B entry STRZIEAIAN R

BEAZentry FTRARIK BEIR

TEHRMARNRY , AFRTHEFFR

e Grantee FFEX :

grantee FFE FREN ]|

id

A (EkZ1E) faccountid bl124deeaf6f641c9ac27700b41a350a8

user TR (BZELE) WA, bob
group B (2kZ1E) WA developers
saml-provider _E{ERIIDP&FR developers

e Condition F=FER :

Condition B FREN

ipAddress A statementA R AWipiiikSEE
Time A statement4E KA BT
Referer ZRstatement&=g K referer
ACLSentryz [AIIX F:

o g resource B — £ HIACL

o FHRACLEH—HKIZ Fentry AR

entryZ [B]f R ZR:

o entryZ [ARMEMIHXRER

o HHEHNIIE NERD : A entryMIE AL |, entry:Z B FIRT-SEACLF A E Tk

=g
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{
"id": "id or description",
"accessControlList": [
{
"eid": "eid or description",
"service": "bce:bos",
"region": "bj",
"effect": "Allow",
"permission": [
"CreateBucket",
"READ"
Ik
"resource": [
"bucketname/objectname”
I
"grantee": [
{
"id": "accountid",
"user": "bob",
"saml-provider":"saml.xml|"

I
"condition": {
"ipAddress": [
"192.168.0.0/16",
"192.169.0.0/16"
1
"time": {
"in": [
{
"greaterThan":"2010-06-01723:00:00Z",
"lessThan":"2010-07-01T23:00:00Z "

"greaterThan":"2010-08-01723:00:00Z "

}
"referer": {
"stringEquals": [
"www.abc.com",
"www.example.com"
Ik
"stringLike": [
"www.baidu.com/*"

SNARIK SN
BAHTFHEL

@ itk

SAML (Security Assertion Markup Language) RIZ£R2EE , ER—METXMLWEEINY , ERTERRRN RSN
(Security Domain)Z [BIZZIAMEFRAEIE , ISRILAZ AR SHA AR, SAMLEMXMIXT R EZHRSHIZHA(IdP , Identity

Provider), fR&-32/4£ /5 (SP, Service Provider)tL @445,

HAFtER
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BEERERIUFET SAML 2.0WRX 8 B R, bR PR UK SR SAMLERX K S RS EAIP | B EERERMEASP | Sk

TEAWERKSAGESAEERANKSRS , KMAQER (Single-sign on, HFRSSO) .

@ LRI

BEERERETSAML 2.0 R H T VK SRS (0P EHRN | SRHLB RERINEEN , HERMTERIRME AR :

N —
Pl O BESRES
5. BNFS3H
Assume Rulg|
2. BFSHANE
IdPARSS 28 SSOTim
-—
A
FEER 3| IdPiRE
SAMLEfE
=]

1. BF&&\dP

7. S
‘.ﬁ g | s

1. W R TEHMA BT R FiR(E R 2R EFReIdP ;
2. feMvidPEE AV S B FEE AER P54
3. fMVIdPRER A P IS E SAMLIT S T NIR B R Fifs
4. B P IdPIR BlSAMLET 5 %% 2 ACE A E E B RE R (SP) B RURL;
5. AEERERSSO RIRIESAMLECE KL A RS A58 54 U0 55 STSHRER S A EIE;
6. REE FIREIEINHE. SRR ;
7. BEFinE R EEERESER , TR RERSSO.
@ BREIAIEE
BEEER URHR A T 2FET SAML 2.0MBXSIAEAR | IAMAFEXSFIAMA GEKE
o IAMAFERE : W RT(F ) MSMNISHIRANEETL F , IAMFRFSHRERIR ;
o IAMAEERE : AV RT(F ) MMNISHIRANEETLF , BIAMA GBS HIR = TR,

2FER SR AN T

K514 IAMAISEES AMS GBS

LTRSS BRI R

ATHIAIRE | s

IR

BSER B H—sg— BENZHE | DAV RTTLEZR— e

TR TR IS THESTSHIMRS: | VEARE LS B = s
FEEANEASSO R T AIEIAMT B

DS PSR " g EEARARAIAME &

I

BREHE .
N S
a 1R

@ BRI

STS

IAMFF PP RERE RS IAMAERSIFMNERITH A | FREAEERSNBIKSHS

HAFtER
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Baidu B B ERER IR BAEtERE
ARRESIANEERIBE RIER Y S HRFRFRIITESE | TN BNTIRIEE TR IEFKEERAR.

IAMA FERE

ERERIPPHAFRPEIAEERER , L ——X KRR , IHRIIRIM AT RIS
BAEFRDENMS | WASIFELAETRERSTSRSE) ;

BRI dPASHFR AN R R BIHECE

IAMS EECE
o EAFEAGN AT EARERCHRASARTR, , IR EEEMA ;

BFRBIER AR ERREE | AT AERIAMT R REEETIEE ;

P

TR ERYE R TR IIPFNFL RN | kXS ERANAIR. LRTAIRARE , ABREAMITRIEMEY ;

ERES T EEEERKS | BERSE—HNWIdP , FEEMWIPELE—K , FATAKHEIZ /) 8 EEEE K SHEEEE
R

BN R SEEKFHRIFES NP, HJBVIRR— N BEEERKS , CRRE— 1 AEENECES MdPit
ITEREER ;

BRTiEHE  ShARRERAPIAKHITHREER.

IAMA FEXS

@ ECEIAMA FECEER

RATLUES AL E AV imIdPI SAMLTY R A B L ESRE RSP SMNEBIK PR > IAMRI RS, I ScELd b A =~ MV FREIE
ERERIAMT R P QB R,

FeREM

1.

2.

Y IdPZFESAML 2.08MY ;

WEEEERE RS IFRUE.

BCERRE IEEETSAMLN B S ERTIEE , FERNTRIPECEMSPECE , HFIPELERSEANRE. ArBMREF T
THIRESE , SPRCERSAIE S M RS IRARMECEFERR . ASAHER/AT]Azure Active Directory (AAD) AldP , /14820
{ATELE SAML IdPFI & E EaE = ISP,

EcEIdP

1.

2.

RIRRAE | iEMAzZUre IS ;
BFRAzure| 1/, EEMNSAAETF |, 3\ BB RS > Azure Active Directory ;

R RN RRERRF > HENRRF | JFEE FENAREF  ASENAAT , i RN TR RERFAE

AR EENRRFERIFBAAD LR , /RATUERTFE S MIR , HETHACE FEERARE XXX AR.
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Education (150)

XD > iot (Default Directory) > RN - FIAMMAREF > X5 > HFMNMAESF > RNECHEBEER

. N N
4. FANRRERF , % 5—FF > SAML ;

%5 X RMERER ® X iRmECHRBER o x
All (3212) SRINE SRR * a
N —’l ‘ testApp ~/| l
Business management (413) EEE EEFROUA | ERN AHERER mmE AR
Collaboration (465) Y B or "
) WEMNMARFNRNG, S TE RN
Construction (7 SERMRERRIRIA, E 4§ Azure AD RIRRZ R EREPREANEQGE B, BIBEGRT—EERNERSTE,
onstruction e iRie R
5 Azure AD 55 EEEWE%&%E&% fthRI AR SRR FA T,
Consumer (44) :
Content management (157) %% 0
ETF SAML B —8 R
CRM (156) MEESRSRAN TREZER
Data services (151 2R SOM TERAPRE
Developer services (112) l FAFH ‘ TRESER
E-commerce (75) SRR AR E ETHBENE—ER
TREZER

W > RWRBRF - FIBRARSF > testApp - B—HF

_:)> testApp - B—FHF

A RIFRER
((i N N

o ﬁ%$_§§757£ BHRRE
[SEPNY|
HEI ® EZA {3 SAML

| BPUAFHENEAF ZHEE, 87 SAML (R 2B HTICIES) VT
- | DB RHTEF AR,
0w
o FiEE
£ FAPHNA
D g3 ]
- | el ET®B (@ B
o R &8 web LT 8RY RN AT 54357 Azure Active Directory T58]E
N | W HERIE, zggimo*g;esesmmiﬁﬁﬂﬁiﬁ
c amEs
e

™ A

5. EEASAMLECES , REA EAYRERM , BB $MARHEKID) FE
JAurn:bee:baidu:webservices 5 https://login.bce.baidu.com/accountld/saml , FEE & accountldFEE B B EERERTH
Kfraccountld(fE B B gE = A A/ OFRE) ;

AR (EER ID) * O
Bt 4miRig2 IDP |55789 SSO #9 SAML [EGIATZ A

| urn:bce:baidu:webservices ' | 0] Ty

SyIr L <

AR BEHRBHERMAADNARET | EECE FORTF(EAKID) FE A urn:bce:baidu:webservices ; 75 5B 45 Al B B 256
& FEET |, EELE FRRR(SMKID) 2B Ahttps://login.bce.baidu.com/accountld/saml ,

6. FEEARSAMLECES , 4k4F2E [0]5 URL(KTS {8 & IR S-URL) REX A https://login.bce.baidu.com/saml ;

HAFtER
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[B%E URL (HiS{EAEMRS URL) * ©
B\ &E URL £ IDP [S5069 SSO A9 SAML g7 Ha9 87

BRIME
https://login.bce.baidu.com/saml ®
7. ERAFBHENFERYT , RiA LAWERE AT R RTTER
(2 FIF RIS K4
Givenname user.givenname
Surname user.surname
Emailaddress user.mail
Name user.userprincipalname
WE—F PARIRAF user.userprincipalname
B - BBt i

accountld:subuser-

Faccountld PR B #H A E B ERE P HIKER
accountld(7E B B RE R A P/ DARER),

https://bce.baidu.com/SAML/Attributes/Subuser g :ci}c;untld:saml- subuser_name=FE &k k1A LR,
providerName=E& & A 1dP & FR(B R FH
E2RPA]) , Znazure

name/{subuser_na

provider/{providerN

ame}

A EFBOAATE | fRATRMRIE R R ARINARSNO R PRI TR |, AR E S ZE A SN RS HSAMLET S IS

8. FESAMLEERUEPF , TEKIdP SAMLITHUR , IdPHIBCEZILAER .

© BEEIEH 4
RS JERD
Ei=12'd 33FFE233D69B26F210CE73356DF76B169BEDIBEB
pur: 2022/8/30 £479:28:58
TN ER T ER sjtu_huangzhi@163.com
N FEEXS TTEIE URL | https://login.microsoftonline.com/98beb13c-1476-... |E
JE (base64) T

EH(Raw) #
BX & TTAE XML
ECESP
ACESPEMHRtE
1. BREEERER, RAMEEIA LA , AL R FUIREESE > SNBKSHEA > IAMAFES ;
2. ERAFBKERET , HEIPERLESR7H TRMSAMLITEE , VIShEEKESIF REFTIPRES .
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saml: eduPersonAffiliation SAMLETS F#urn:0id:1.3.6.1.4.1.5923.1.1.1.1 B4

saml: eduPersonPrincipalName SAMLETS P f¥jurn:oid:1.3.6.1.4.1.5923.1.1.1.6 @M
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<RequestedAttribute isRequired="true" Name="https://bce.baidu.com/SAML/Attributes/Subuser"
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THIES | SPELEARUESHRFIRUBNEERGRKBTERFLMNSIER). AU TAzUre Active
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BRIAME

6. ERFRUMNFERT , RiTA LARERA , RN TRFBEFR
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& https://bce.baidu.com/SAML/Attributes/Role BB roleNamedt i TH1#k .

HAETER

66


https://cloud.baidu.com

Baidu B E&ERE= XY R {EfER
B, REALTTR T BESEESSAML SPIELE TE , T—H R AUEZEIAzure ADHUE 8 AU SR HISER .

54 RS- ESAMLET S AL E VA

HAERE

e SubjectConfirmationData= f] Recipient FEX WA REBLE A https://login.bce.baidu.com/saml
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Validate

4. MRFERERFHERATIWN A, TEHEM T BRI
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2. Bhttps://bce.baidu.com/SAML/Attributes/RoleSessionName ki f A B B Efe = Eisd &+ B RNAEN AL | 4
HEAICKEFRERE

THEHD
@ HEP LN

HEPOEBEERN—UERTE  AREEERRSE—NHEREMAR. FAKKBERNEAEDD , DUa(E.
HRtE. SEREFARRARREHEE.

REHE-HNEEF ORI AR B EERERMIEEF .

68



Baidu B B BaER Y

ol
Hifrid

@ YHR(E

EHBEFOAUERUENEHER | FHRIREE LB ERH TIFLE.

E35]
THEHL
RS

THEERIRE

@ PR E

Q B|E v & Iz i ol XBF WS £ Gv

618 ATk

@ O BT -rea

MEFID: B "8 da

ARELE
TRASWLSS, et A RE (e R INE: B RliME

KSER

RIEHR HENERRL X

[BKFP{ER]  2022-07-01 08:34:45
BESEC{ESEIHIRE

[ZEEE] 2022-06-28 20:00:03
202256 H29HBEEEETItRKEN
BIRBREEAARBES

[tkP{EE] 2022-06-27 08:35:27
BESR{EFNEEIHRER

[BESES] 2022-06-17 17:13:44

TERFEISE A O/ na =y s m s

REVEREHIEEIRR T A BB ERFARNE .

Q et T2 AP wmXE CUER WS

UEAE O maswizyg (455

ELEC Il 5 (305) RS (GL REHEE () KPR () EEZHE ()  IHER REER HE
FRNERITEERRE

wABIE Bk

O HENE HEIRES1E) eSS

O R EHAET20205F1H26 AL E T4 2021-01-2116:00:03 7= SRR S

O 2021F1 B2 HEEBETMARETRES 2021-01-19 16:00:42 REHB

@ YRIBFERA

TBEFURRAGM T RARAERSHIHEERN , I ERAEKS AR

1, R, SRR TS,

BKRE  BHEE

HEKE WA
BEKFHES Y mmon| 4
FEAERE

HEE{ETRE

REFRM. BE. S8, FrERRE

THE M IR

ERKSITR

2, RIRERMIASHEEA.

HAFtER

69



Baidu B B BaER Y

TELUHE BERIRA

B AREEINEE, WRBF EEHTIRE.

+ REFMEREEA

[ mra SO FNS HRFE WRARES

O k) HRIEIKA e 5112 @) P 7@qq.com &) Kig®E

O = FRP RIRE

(] yevirmce E 5112 @ FIRE

A= = an He e 5112 e 7@qa.com RieE

HE1-641IR0F . $Fay HEEBA v MUFHNS HRFE L HE BUH

3. WIE/BEHWA.
[[] #%\ heaven EMKS [ﬂn%ﬁeﬂﬁiﬁ, TOEEBOEE, BRI ] )qd.com FIRE
[] test THEEKA HRERREG] 12 40*E:*7@(qg.com KIRE

BPBEHRREA | R BIRREEMEPRREAX NKEEREA |, RirdiEik , R Tl HBRARNRIE ;
RATAEFITIF BN ER , BYEREEREAREE/BFERE , BAHRERIEED , T RIEESMA, , 7

MERRIE.
@ JHERM A EE

EHEPL , REVHERUAEE | SIHERRAHR TR —EHE.

EWIRE BRIRE

THE%E BBA FTETARRA
—  REKFER lubenwei [ “

RO EIRE

HEE R AR

REFENR. BE. 28, FER
B

BN IREE

hBFRIRER

BEIRR ¢ EHERWANEEFRMEEREAR  EFERHEHET OREAREA | FREBRUUBEH DREMNIH

BIEA.

@ YREFTFTHLZS A

i s

IERE

THEFRORTRUERSTATIE E RN |, BRGEM=RAEKTEEBAMRLEETSTRMIREE.

1, FTIFPCERETET (APCHARY) , R EAKG , SRS AEE.

HRERAER

WRAR

ETETHLERA

Jjn

HAFtER

70


https://cloud.baidu.com/doc/IAM/s/njwvyc2zd#%25E6%25B6%2588%25E6%2581%25AF%25E6%258E%25A5%25E6%2594%25B6%25E4%25BA%25BA%25E7%25AE%25A1%25E7%2590%2586
https://cloud.baidu.com/doc/IAM/s/njwvyc2zd#%25E6%25B6%2588%25E6%2581%25AF%25E6%258E%25A5%25E6%2594%25B6%25E4%25BA%25BA%25E7%25AE%25A1%25E7%2590%2586

Baidu B EEHER Y HAFtER

coo®
‘ n ~ Vi

IZENEIE/DAZIRA
= AR INBRTIRE

AR

fmiFigE
(ECHRT

MEZAEE \

ARSS KT

THFAR
xTF

BHE R

Sy

2, ENHANEERE , TEEEEA.

71



Baidu B B BaER Y

@

DHIRS
BEIEER S TR

MERER

O

GitHub
ETGtlRBIEER
E3
%

®

Trello
KRS, BR
AR

3. WIMIBALFIHERRRLBEBMNE | ANTRMNSARENSAKS ; ERLWET | EBRAECBAIR
MAEEkR AKX, AEKREFAE (AR MNBABFERTHFK) , At , HIETFI=E A Webhookiilit .,

AR

MEBEABF:

* ANINEIEEE:

*RERE O
AR

® o

BrerE R ETF
MRS RAIFRS Rl E TERIFR
BARSS HBRRSS

© O

GitLab JIRA
ETFRORHFFRATH HEeNRESESR
EERH o=

o

BREX
iEid Webhook#E A\ B
TEXARSS

robot1

MFHRRF

BREX KRR
BESES

@M (|ZHHM 10 D)

BEREHER (BEXNBARSRLZZHER)

©

Bl 2 =Code
P2 =iRHtHORISHE

ERS

Travis
HENTESESR
BIE

HAETER

72



Baidu B B BaER Y

ARIHLEEA

LARIINLER AV

2.igEwebhook, REHRERATEMNAREUENRAERK

Webhook: https://oapi.dingtalk.com/robot/send?access_toker b=k

* TERE LTI Webhook alit, RERBENEME L, HEERENE
3 Webhook Httit, [E$TETREHERSHR

4, BNBEFO-THERBORE-HRYRE | [ibwiE , ST AT

BRE BRIRE

THRER 2N FTETAERA EAMIETERA 553 e UERE WMRARS  ETHNEA
— BREWFHER lubenwei 41 robot “

RET RIRER

HEEERE

REFRM. HE.
FUHA. 1FIRIRER

TR e
DNiRFRIRER

— FE@ER lubenwei  [£] ] “
PR elRIEA

FREIE. B, B
A ESEAN

PR T

5. REAMMETEIILEEAN | BIASTETHLES A B FRATRERAOETETALZS A Webhookitihit , s dAfiiA.

HAETER

HREKAER

A HENEA

[N

AN

REEETETA A

REE: fTHNBANZEREBERFEEESCKREED, EEXREN: BESES.

+ FMETETHIZEA

[ &%& 2 Awebhookitiiik

0 robot https://oapi.dingtalk.com/robot/send?access_token=40a6a3db

BEMEE—DITINBEA LN

1BR{F

A BUH

73



Baidu B B BaER Y
@ JRiE M isIEtZS A

IBEFOATUEE AW ERELESA | BRGMRARKBE MRS RS R,

1, FTIFPCIRMVESE (RAPCImAR) , HRREIIRIIRFREAAHIEE , REARInELEA.

Q E%R S

RISE (28] 9 %3¢l
PR AR

L Em
. sl 2k 4 *ﬂ_ﬁE’
Q Jh_ﬂ,kﬂ RIS
: SERE penming
T HERITH
S A e ‘
g RRBIRIDR
BT
ar % B
= =F N

BN
© B

A BIRicx

2, REHAE—IEA.

HAFtER

74



Baidu B B BaER Y

B g ©

oo
(m]m]

@

\
(@

=

Bl iRAf
BRIRE

HHER
857, 14

( X
d

NERERBIIEA

ARBNAEEA

o FelR—TMLEA

nd?

d?

d?

3. WANBALIR , REAMULREA , KHIWebhookitiiit,

oo
oo

®@

Q R

'R my

R

12 38R0

DABEEBA 200

BRFFEN

BHER

a7, fEEaAEe

7H18 T 4:47

https://qyapi.weixin.qq.com/cgi-bin/webhook/send?

5c870459
TOBEHLEA E @
hook/send?
4122628

pljE

hook/send?

I RIIALERA c12340

IR[E

BAEtERE

75



Baidu B B BaER Y

= LIes) https://qyapi.weixin.qg.com/cgi-bin/webhook/send?
Mes Mh - LE key=6a2bbc53-b48e-479e-b112-b89ec870459a
RSB o250 BRI T HERA: KAK
BRBREED
. webhook/send?
HAVER leae4f2a628 .
inyr, maatld
(]
2R Mk, BE Webhook /5ol #i%H REIE webhook/send?
4b0c12340
Webhook izt :
https://qyapi.weixin.qq.com/cgi-bin/webhook
/send?key=a865bb37-1c07-4aff-8ef7-6b7...
o W
Shlitut | EZ A

4, FHNBEEFO-HERMRE-BYORE , [EmiE , S HENS A TEE.

WA BRIRE

THEKE

— ARKFHEE

R EIRE

R E AR

REHFRM. BE.

FUHA. RIRIRER

TRE KR IRER

— F@ER

= e lEEA

PRI, B, B

MBS EA

= RERTEA

HRERAERE

EBA ETETAERA BUEENEZEA BB 2= AR MRARS  FHENSRA RWEETSRA
lubenwei [ robot [Z
O @
O [
¢
lubenwei  [Zi ] e

5. RiARMEVHEIEEA | MARAIEIES A B PR RV (ETLEE A Webhooldtik , RifiA.

fREERENEA
ARpnEA BRI A
[1 & .23 A webhookititit 41{a5%EY BRIE
n robot111 https:/qyapi.weixin.qq.com/cgi-bin/webhook/send?key=e 1f4f2 BaIA BUH
BEMEE—NEUMENEA  RERSTERR {72198 B

BAEtERE

76



Baidu B EEHER Y HAFtER
@ JHEITH

EHEFL , BT Ak, SARIEEEANBEBEMTAITE ; BERNAEERTAWUTREKEESIEA.

ERRE BRIZE HE B AEE

THEER EIRA FTETHZA U ENEA B 2E AR MRARS  FTENEA  BUMENRA
— #AEKFHER lubenwei [ robot  [4 2}
RERTIRE

HHE AR

REHFRB. BE.
FUHA. fEEIRER

o B

FE e iREe O

N

PIRERIREE

O

— F@ER lubenwei [/ V4] o]
7= RRIEEA

B, B, E
A BEEA

FEEREETREM
@ SHERE

EHEFONEEEET | TTERE BUE O R b N E AR B BB A HE S 0.

ZizE BRIRE

mhakeRE: (R 0 AEEEREEE RSN EMERHIAE L, FamiEk

(SERTIREEARAFT)

I
4
i
i3

a3z v AR, EE. ISR —RED

@ JHEHLE RAE

1. IMABGHLSEBHERM ?

e



Baidu 7 B &85 R SR NG
TR BUHEERIHEE , BRI H R IE R A MER .
2. MABUEFE—IIERIEM ?
XTI ANERIHEREY  BUBEME. 215, WNE. WRARSFHEEEMKAART,
3. WMTRES A\RNZBGEEEA ?
RIEERIA | ERZ AR PEREEREA.
4, FBHEKFARFSELENE , MR E MFEEIEMEES KRR FE ?
RERN B IREEATALER , BRRABERENHRIHERBAR,
5. AMTAFRTIEEFIMEER , AFFRE S SEkhrH-EH ?
BFEEEDWHEETOIRE T IEMHRITESERA.
6. BEERERAPPRERBHTIHERMGRE ?
e
K PRE®IT
@ BRIFICR

IAMBREMK S/ F R P = RIRATHTHRIZAERERMECR , BTRASAIET. BRIAMBXE T AMEFRAAREAE
. EHRAARERRMESITR  BELERAIZHIT,

FAUREZ A FIREES] > BIECR #HANFITF , EERARXBTAMES.
Ik SEEMZ A PNRHESSOF R R FEITNEGIIRATSE © S4515%

@ AR

AR

¢

BRIREICRF R PR EMEAEREN , SRS/ NIE—R, REXEFRAERER , BOR2IEE.

FEICREEAHE « Ar4 AR, 2B EAMFA RS S RENS, LIRS LT 8], L)k {i F 2 A5 A, ak L)X i e, ak b
WA AR S ak YRS FRBCHEL,

HOEEBKES  onwers 28 - o ® v B ceax Iz xm s #=m wz o= @ -
SRPBEH AP | B

mBrEE = A TR BHTROAEFR s =, SR,

|ER i

SR

RAEEE

SMERIKS A v

BRFTR(AW)

B

RE

e 4

SERITADI(A.. v

8
m L

RE
@ WEKSHIL

78


https://cloud.baidu.com/doc/BCT/index.html
https://cloud.baidu.com/doc/BCT/s/Mltmuts81

Baidu B EERER Y
o ATRMIK FIREKFAIE , AISEI—MERAZIERIAMA RERHEE.

o MNREFAPPER , SN NEKSERMATMNR AL B E LK 514,
BRIEDSHR

1 HENZHE , RAMBHZIREA LA KGR , NS RAFHRHES > ’E.
2. Yk AR R E RS

Fildn : WKRILZIEE K test_123 , M| PC B FiEEA M1 Ahttp://test_123.login.bce.baidu.com , APPE R EMKS 514 24>
HE test_123 B7A],

@ FRAR2RE

@ REFRDHREE
BE X EBER AT IGRAMT B ARERERE. AE0lF , MMRLRAKARE. BaTEEERRSHFIENENERS
1. WREKE : FMATSL , TEES-32(1 ;

2. Z0AE : 2, IEREFRNEFRWF RIRF R H#S%E () +,-./5<=>2@[N >{l}<)" ; FELTRNZFRE
PELEAZ MR , MEFREFREMNNEFER , NRRELPWAEEDEE— N KEFHHNEL—NEF
;

3. WA : BUAOKX , FRKX B , TBHE0-1095 ; AT HIZKNIEHI A SWEILR , EEIE U ;

4. O HA R R

o RIRHIFR , RABESHEFAANATTEREHEG |, (BNAEERD ;

o [REIFF , RABHEHEFRAATEERESE , WIHEERAFEET ;

5. HRERKE : ALK , RAAES E—XEESR | JUE0-24 ;

6. WHLERAIR : — NP SR ERDERE T — RS, MBIE—/ N, BRIABIK |, SEEIO-32 , ORRTLAIR ;
@ REMFARETX

EFBEFRIFVEAZANEKFHR T , FFRREMFARETX | BIA SRR MER A% SEX At  TRRNTHEH RS
W, WIEEEfE , TRRERARRNERERE , TR TERRIFRIE

BREPEARE
EEIE
EilFH.E: B e
* GBS
[e]
®
-
iBR :

o HWINBESSEF A R4,

HAFtER

79


https://cloud.baidu.com/doc/UserGuide/s/Yjwvy3en5#%25E5%25BC%2580%25E5%2590%25AF%25E5%258F%258C%25E5%259B%25A0%25E7%25B4%25A0%25E9%25AA%258C%25E8%25AF%2581

Baidu B EERER Y HAFtER

@ WERTETHARTE

ERLETMIRIEMAERE  MREFRN RN TEMRE , REENBFELAFNSEES  MREKFARE. &
EEHE , FEEHEFEHE.

WihA :
o EENEETEEIA15048~23/NI5953 48 |, BHATRBETRI1/N , FR AT RUMRIBSSFRB B ITIRE.

o HINBESSEF A FRRAAR.

@ IPE &%

FEIAMEXS T A EARFHREIPE LS | IAMAPEERERIEH AR £ AOpenAPIEKSDKIR B EERER RIRN , SKIRIPL
JAEIPE & BN BEEAT IR

YRIIPE & AThRESHF
o [REIFAFERESE RIS £ BNNIPERIEHIQHITIRE ;

o [REIGRFZVIRIHTIR , BIPRHIHES & S ANANIPIEIS OpenAPIERSDKTRIZ RIR , MRS I mAEIRIREIN = RS BANT
.

PRAT AR R R P B R SR R BIMAZ IR | (a] AR RBI2F 775,

IPE £ BIATESK AT VIR IP ltalE 1P &L,

o P BEZBARRENBINEANME,

o BEFRAFMEA P, ARILESHETHIRIT.

o ZIAE IP B, £0110.10.10.0/24 , IFI/R10.10.10.XFIIPHIIEERET PAITR] , S4FCIDRIE,

AccessKeyilttR¥M 5452 A FELE T IPERRSRAER E |, oIS —HEF T P AccessKey iR M S5 2 ThEE |, XT3k
B3B8 & B RIPHAccessKeyiila) , E— BT BIPNIRE|— BRI A A BCMIZHNEHEE , ANTMEE F R A IUHAE
AccessKeytHREIE , BRRBERKSHETRE.

AccessKey(JEXXZE—RIFRAK)MIRISIN 55 %24 FIBCMEB 4 LIREEN , ARTFRFETRIN T 21453 ¢
1. EZ R PRERREER |, TTHFAGRINEE ;

2. FEREEBCMPE M IITEIR |, BLEBCTIRS MEHFIRIT ;

FITFAKH R

FEIPE A BT , AR EREmAL , REFFERA , BRI ERES B FVIRIEHINECE , T—SREILEIBCM
R RRR |, HTANACE.

80


file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E4%25BA%258B%25E4%25BB%25B6%25E7%259B%2591%25E6%258E%25A7

Baidu B EERER Y HAFtER

e iR X

AK HRICNSEESFABMRIN! ZAFIEBCMEESHEE

PR
FR# A EERE BUH

KEIDY RIE®IEEER HiEcinpiE=t (An1n 1n n nay ANTRAE I

REFMHEE

BCMIIEMHIEIET , FRETHRIRERKEE. RENELE :

1. RifBEIRERN

2. IERMASEAR | HERIEAF , WFRSAREITBCT , HIFIAAL R , HARIFRIALMS ;

3. FEIRENEERF | ERCEENRENE  FELEEHEIMENKAARA | REREEEMIRE |, TR miRE
M, R SEICE RS

RETARE , STREFPELENWAGAR , ARFEMEMARM , ISIRRAEBCMPECEHRENE , SAMMKERA
HEMHAMTEEEN., YEIEEE BRI AMRRIBART , BIZFTRSTERFBINECR , MAR SRS
ilR)

AR = RIRIPRRBI RS B TR

FEaRER
=i%4s BCC
YR %25 BBC
[ i3] % BAEPRO
A #3451 BCI
A#51% CCE
ER¥ITH CFC

L BHR% < DCC

(2

PR
MNP EIP
341 BLB
ERELMEHT DNS
AWML VPC

##fE5CDN

81


https://cloud.baidu.com/doc/BCM/s/2jwvylzcd
file:///%25E4%25BA%25A7%25E5%2593%2581%25E6%258F%258F%25E8%25BF%25B0/%25E4%25BA%25A7%25E5%2593%2581%25E4%25BB%258B%25E7%25BB%258D

Baidu B EEHER Y HAFtER
PR
NE S &M% CDN
Xy g 77 fi# BOS
HFEfE CFS

&M X BSG
Re5EH

iR

DDoSH# AR % ADAS

=% BCM

=&k4E BSS
BRI

FEahgER

‘B EMapReduce BMR
BERKITE BSC
BEIERFFA JARVIS
BETBERS KAFKA

BuRE

FEaAER

=HIEE RDS

T=HIRE SCS

ZHURFE HTAP for CockroachDB

¥R DocDB for MongoDB
Pt AR %5

AR
=EHER HVE
ZEEHUEL BCH
B4 % BCD

K AR 5

FEEABTR

i 4R = TSDB
#1W3| % Rule Engine
YIEATT 10T Parser
ISR 10T Device
HHERE ILS
TREAE ILS

BRAYERR L 5 HISK

82



Baidu B EEHER Y HAFtER
BRES FA RS

EER R
X#4AR% DOC
SMIREE LSS

SRS YRR S
RTC

F % VoD

AT E6E

FEARBR
OCRBEF3| % AI_OCR

UN; ]
Al_FACE

A EEEF] ALBML
XiriE

AR
A EXREES| % BBE

RPSEITASN (2Nlls)
KT S
o R

£ PSRAK 5845 A1) i (User Entity Behavior Analysis, UEBA) , R—FH T P& BRAANRE RIS | FESHASER
GRATHIER , SFEBEERS  HUTA RASEA RNERRLIIRE,

RPASFETANSRBESRE  KSHE. AKRE, B&R%E. RETHARE, INKRE. BRB3%E. R3CENBn4
2, EHARSE THREATH , URIAHR RS T AR S Z B,

HE | NEHEFFAKSKE S . AKSKARREBFXGIT A

@ AR
RAPKERETASMBER AL T AMKE | (UBa 2 ARKKATFR, FFEAMERARE FRSEHE,
@ B NEITA

1, BREEERREETHE , REa EAXG , REZRAFRES.

83



Baidu B B BaER Y

28

H \JBEBRS &SHakR

Hi ok e . ODER!

HALESIE
BRI, AP, RN BRBRS R
BT8R

I &AFE BOS MESD R CON

WBNE VPC ©
2 1

[E££%#5 qasandbox.beetest baidu.com HIAL...

A& RPiREs] > 5T

E JEEBES BHakK 2R

SRPIBIDE
e REATHEE
R N + oy [
P
FhEm
s
AKSKSRAER
mewe
SEREIEA o AKSKIBRRE

REISR ()

BARES

e

SRITHDAT(ANF

)~

* RERTHER

REATABIEREITA.

1, WETAE BEEEMENRITA , RFmiggiils ; 2. BEUTAREE RARESRIrHV S RE | BiE B
EFFETHRERATA , HLETRETH , BEXT

3. REEETA.
H \J EEBKES BHeER 2R

ZAPIAEIEH

=T RUESIT R B
BPEE v .
28

nuE

hER
s

AKSKRIER
meE
SRS v AKSKIRFIS S

BRIFIDR (W)
BARE

e

SETRDH(AM) ~

© RRTHER

4, WEFTARR  WMARRITABERNS | QEE

RBED K. .. I1

AT > REATHEE.

SHPIBEIEE | RBTADN | RERTAEE

v
TRER RUBA%
AETH AKSKE#
&R AKSKEH

BREMITA

SAPIAEES | SRTAD | RRTAEE

v
TR RUBA%
METH AKSKS#
METH AKSKS#

Q B

TWTFTAE, -

@

FF 2 A IREIF P

B W &% Is X &0 XB ME 45 FXEE °A

B ®AATE

& mEdi
Q
ksl @
b B
HAD = B ACAuy v ivverve s imey w
NE: B BWSAE Qo
®
RIADH )
HKSER _
=t
REEE &
L opdleidx O
7E >
Q B B v &k Iz i U XH MS A5 AXEE ov
§ TRBIRET Q
fiik REER s e
BIIAKSKETS0R AL @ @ =5
AKSKFE10%) #EHAZTETRIAISA < , =5

EAF30qps

SNRREEA , REATARNBEEEMRIE.

[ZANCIRe]

Q B B v &% Iz x#i U FH NS 4T AXES °v

i

ERRIAKSKIBT 30K AT

AKSKZE10%> £HE AR TR IR SR
EXTF30aps

REER RS
s a»
a»

&

TEREE AT AE.

e O Qi

HAFtER

84



Baidu B B ERE=X#Y

@ BHEREATA

APIZZE (IAM)

TR

AKSK{ER N

KE1-64INFE. P, PX. -@ ‘

AKSKS#
iy

CRMEE: * SEE10-180

1, SXIMETH , (FRRATAKER. 2.

= O EESES 28K 25 Q ® B W osx I& s ol %5 ME &5 AEEE °v
- SRR | BRENSIT | RKTHEE
e REATRHER
RrEe V e v ERATAERETER a
aEm
nEh an5 Ak s ARESR " e
preas
AKSKFR(ER ih AKSKEA RFOAKSKIB0RR(ER @ » B
aeER
AKSKFE10% #hEERATZ7E A SR
. RS & =
MBS o AKSKBA S BTH AKSKZH EAF30aps () &
RERR (AW R P AKSKSHA @ » EE RE W )
e ®
B -l )
KBTS A &
* RRRITHEE
oy 4= \ PRSI o *A&
2, S BEEXATA , TR R T N TR, Bk, 2R, 2A.
= O EESRS mHans =5 Q 8 & v sk T s su = ows ss s (@
P —— SHEEEH | BRTAAI | RRTHER
BE RpEATHEE
L v v WRATHBIHITIER Q
asE
e 05 ks sk ABER " e
mwER
AKSK(ER mEAH AKSKEA ERBIAKSKEBIIORAMED o @ =5
aeEE
S . " AKSKEE10% 6 MBPATF B
SEREIEA o AKSKIBRZ® AETR AKSKE:# EAF30a0s L) m iz
SRIFIDR (L) R s AKSKEA ® » =5 & 0 o
ZaRs ®

BE
SRTASH(RNF) ~

© RBATHER

B

4

I

EHEFD > HERUORE > R2IHET , CARFPRENTRASBITABM , F3FaE. iF. SRR, STEIEA.

<>

I

EUHENSAFIHEMNRE , BRNRENLEEFSZHETD.

85


https://cloud.baidu.com/doc/IAM/s/Mkkql3unn

Baidu B E&EER Y APIZE (

= O BEEERE #Hass 26 Q B @ v s 10 xm ew wm oms xs xes @)
HEFD PR
ERE @R, BEREA
HRIRRE P REIEATs R
PRI S0R IR
= REIERT7/3NKIRE
EMEREA
REBIEAR ) O O
- R2HE lubenwei [/ e} e} O
EB R [©]
BIEHE ©
R REBA =
[FﬁF‘%’é‘ﬁ?ﬂﬂ!in ]
—  EHEE lubenwei [/ e} 4]

@I RES

beetest.baidu.

YREATHHIFEN | SAREECEIFNBAMRERXEEEM,

sandbox [HEEEZ] AFRRETREM

o BEEEES <no-reply-bce-qa@baidu.com> SK14:5
B#EA: 0 Yu,Ziyao

BRI MAGKIE  SSLIES

GHHBPET,
BB Pl mami(accountic . wr durds Sl i ¢ L LR23) REOA Froot RAEIITRERTR, &
BFEE:
[RERER] AKSKRHE
[RERER] &
[1TR%#] 123
[T 0381R] FRF rootfIAK. « drre m o’ 1 me= Jomik - n=h et 1 145 [E)qpsiBIT
FARBIEHDZ Bl > SETRIHE

BERHER
IAMEIRA

ER  XTAKSKREREEEL , (NAEMEH AR PR EREERERAK,

APIZZ% (IAM)

v

=7

@ HER

ZRPmRES , EERTHRIAFEERKSTREAFBIR , @ATAWARNNAEARE , TIARERIEA R
FHERFROARRIR , BEREVFES B ANERERIRE , #FEERZ R AmEEs.

AR VB A S N BEREST APHE |, #HTRAFIANEE | REBIRIXFFRME.

LRI A PRSI RAPIRI AR $5-33142 57 - iam.bj.baidubce.com , STIFHTTPFIHTTPSEIFF A E\ViA).

@ BOMENE

AHILET ZAAVIRIEFIAMAIARRKAP, AEEOEEERGHRERFANE.

IAM)

86



Baidu B EERER Y APIZZ% (IAM)
#A 1::9
FFEEED fl, Bh. B4 Bk JIBFAF  EEFRPRERECE K AccessKey.
AEEO Ak, T, BH. Bk, JER/E  BEAPERR.
REEIED AR, B, B, MR, SIARKRE RS, AXRBKEMERRATR.

18 R
@ A

FIAAPI R 2INE— 12 FAccess KeySiERZE & H]. Access KeyFHAccess Key IDFISecret Access KeyZA K , #4104
B, XXFENHTTPER | FRTEAMERNERER—MAEFR S, RASAEF RS ffEAuthorizationSIRE . fREIHIRYE
HEREFIEBAEF T RRERME. IANEFR SRR A bee-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{sighedHeaders}/{signature},
e version2IFE¥K,

o timestamp;E4E A% 4 BT R UTCHT[a],

e expirationPeriodinSecondszk/RN& 2 HHEARR .

¢ signedHeaders@ B2 HIZFT I REIRKIBI IR, KB ZEANS ;) 908 , Mhost;x-bee-date, FIFRIRIRFHFHEZI.
(ZRAPI% 4 (N {& FihostHx-bce-dateF{~header)

o signature256{u% & M7 HFIRR , HEANNETREAR.

YHEERSREEIAAERE | Ao EAERRSKRMREREINENSIAERANEFH S | FF5RAEKRTAEERALETH
BHTELY . WRINEFHEMR , REEOAAAFRBHEERRIERIR | FFHITHEIERE | MRNEFFERR , R0 20
GIRMEFIR AR, ERONENHIRFERRNEES ILAEROELH.

@ JB{EHMX
SHFHTTPHIHTIPSEAAA AR, AT RABIENR S , BIUBEHTTPSIAA.
@ B REEMHAA
FARAT AR I AISON |, frfrequest/response bodyN AR FAUTF-84wAL,
BRSETEN T 47
SR WiHA
URI FATFFEBRRESK , 20:PUT /v1/user/{userName}
QueryE¥t  URLFEHHNE RS2
HEADER BIFHTTPKIE AN , f:x-bece-date
RequestBody i3 JSONFE T LA LRI K IR
@ MRy £5H03EA
N R {E S APFFER
I N e
HTTP STATUS CODE #%[1200,400,403,404%

ResponseBody JSONA& TR LR AN Sy B A

@ RAS

87


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E7%2594%25A8%25E6%2588%25B7%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3
file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E7%25BB%2584%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3
file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E7%25AD%2596%25E7%2595%25A5%25E7%25AE%25A1%25E7%2590%2586%25E6%258E%25A5%25E5%258F%25A3
file:///%25E9%2589%25B4%25E6%259D%2583%25E8%25AE%25A4%25E8%25AF%2581%25E6%259C%25BA%25E5%2588%25B6/%25E7%25AE%2580%25E4%25BB%258B

Baidu B EERER Y APIZZ% (IAM)

@

@

W XK ZPE BR EBNIR
version String  URIZ¥ APHRAS DI
=EURSTiN )

ASHERRRELZ AN, G2 , BRERAEMREEFHNMATTHN , LEHTTPAR AR HLE MR B #FIE EFB
FAGMT , FAth B #ARY [A)R 7Rk 7y — R FUTCRY A , &S0 8601 , FHHLATFLIK :

o FRBAH—EFZAYYYY-MM-DDAT , #1412014-06-01 %K /x20144E6H1H.
o FREFAI—EXAhh:mm:iss AR , FEREM—NMAEFRZR/RUTCHTE], 5i4023:00:10Z3R/RUTCHTA]23 504 1075,

o JUSE BN EE HFRRN , ZEMEFRMAEFET , 4/202014-06-01T723:00:10Z F/RUTCH} 201446 § 1H 230
73108,

ATEHFH

BE—AFHRPITUEEEMUnicodeF R, EREPXFHRIEESHTRARDEM, EHSINTEFTR WS, — M0
FHERAEENSHIEFESLAZURI (Uniform Resource Identifier) JEREB4F (Unreserved Characters) . RFC 3986#1L3E
URHEREBFHEEUTFR : F8 (AZ,az) . BF (09) . EFS () . &5 () . FRE () . BR& (~) . ¥
EE— NIRRT FHBRNARZ:

o KRR RUTF 84RALHIF IR,
o REFTAUREFREFHFEHEARLE,

o SIHAFTM—IRRFC 3986 HLEMNE N S4WEL (Percent-Encoding) , BI—/M%/EEREM N R NAFE T AN/ EHHF
., FTH—EXAKREEA,

R . RFSEE ¢ this is an example for MR, SR TR
& : this%20is%20an%20example%20for%20%E6%B5%8BBESHAF%I5

i 55154
Xig  FRE¥AEndpoint MY

b= iam.bj.baidubce.com HTTP and HTTPS

AT H—LIRT LM | TLSPNULSRFL. 2+ A

RNIERKGAHIBN K

BB
SE B *

]
Authori

B &Access KeySIERER. il
zation
x-bce- ZRIFRGENE A , KRB —REXAYYYY-MM-DDAZ , $I2012014-06-01%/R20144E6 A1H. MRA /- Tk
date  {EFTAREMDatels , ZSIBETANIE, YUMEREFER , Mx-bee-date rE,
@ AFEE L Sk

88



Baidu B EEHER Y

K8

i

Content-Length RFC26167 X X IHTTPIESRIN A RIZERY,

x-bee-request-id XFREFKMrequestld,
‘O
FEREY

@ FERAGART

YA FARAPIHILFERE | RIRES A AN ROEREAERES  ETEMMS , &Y E, ERREMREY

Response BodylR BVEHAFER(EE , BN TAE

£ &

code

KR R
String  FRIRAKFRIEE,

message String BIRFERANVEM SR,

requestld String SECZEERMIrequestld,

Bign :

{

"code":"lllegalRequestUr!",
"message":"The requested url belongs to domain which is not under acceleration”,
"requestld":" 81d0b05f-5ad4-1f22-8068-d5c9de60ald7"

AHFRRD
HARED  HRRIER
AccessD
Access denied.
enied
Inapprop
The JSON you provided was well-formed and valid, but
riateJSO
not appropriate for this operation.
N
InternalE
We encountered an internal error. Please try again.
rror
InvalidAc
The Access Key ID you provided does not exist in our
cessKeyl
records.
d
InvalidH
The HTTP authorization header is invalid. Consult the
TTPAuth
service documentation for details.
Header
InvalidH
TTPRequ There was an error in the body of your HTTP request.
est

APIZ% (IAM)

HTTPRR

£ R

403

Forbidd JFANBRIRIXT R IR,
en

400  EKRFHISONISINIER , VG X EARFFESER,
Bad  BRDEANNTM , SEELRBIALEE, EF3Hk
Reques BMEE , TFRATARANNMY B2 , &~
t RAZIR [EXMER.
500Inte
FIBRENEASNR. FERIAM AT
RISERE (BIEEANFRS BENM) RV XfE

Server

rnal

Error

403
Forbidd Access Key IDATELE.

en

400

Bad N R
Authorization3KIF& AR,

Reques

t
400
Bad  HTTP bodyis R 4&iR. BIaNARFFETEERENncoding

Reques %,
t
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Invalidu
Could not parse the specified URI.
RI
Malform
The JSON you provided was not well-formed.
edJSON
InvalidVe
The API version specified was invalid.
rsion
OptinRe
A subscription for the service is required.
quired
Precondi
The specified If-Match header doesn't match the ETag
tionFaile
header.
d
Request
Request has expired. Timestamp date is XXX.
Expired
Idempot
entPara The request uses the same client token as a

meterMi previous, but non-identical request.

smatch

The request signature we calculated does not match
Signatur

the signature you provided. Check your Secret Access

eDoesN

Key and signing method. Consult the service
otMatch

documentation for details.

A FPEEEN

@ IR/~

EOMR
B,

ERES

POST /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

kI

BRAFESSEsh , THES K.

RS

APIZZE (IAM)

400
Bad

URIFEA AR, Hlan—LeR$5E LR am AL
fi%, STTIDARLESEEE | ME B ARG
Reques

i8S , fFlanNoSuchKey,
t

400
Bad .
JSONAAGTX.

Reques

t

404
Not URIFIR A S A&k,

Found

403
Forbidd &BFF BTN AIARSE .

en

412
Precon
VEMETag,
dition
Failed
400
Bad TESKEBET ., XXXEBUx-bee-dateflfH., NRERF
Reques RfDate , NIEENE Datett i fdatetime,
t

403
Forbidd clientTokenS$ R AIAPIZ ¥R —H,

en
400

Bad Authorization ks =P i B 42 F IR -3 Be MF AR —
Reques E.

t
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B KR E iR AWM
name String  RequestBodyZ:¥t A4 =

description String  RequestBodyZ:#k B FfIiER &

MRy 3Kk

Bradtkimsth , THERH .
laE S%

UserModelX§&

ERRHI

POST /v1/user HTTP/1.1

Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test-user"}

N R 7~ 51

HTTP/1.1 201 Created

Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

{
"id": "f4225c39ba2247b692eec7b461835aal",

"createTime": "2019-06-06T03:42:13Z",
"name": "test-user"

@ BWA
EOR
BERAL,.

EREEH

GET /v1/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI

BRASEKISN , THER RN,

HREW

£F ESi L = S 3 S~ 2
userName String URLS¥% A% 2

MR K33k

BraFtkimsth , THERIH .
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Baidu B EEHER Y APIZZ% (IAM)

N Y 2%
UserModel X5

HRRHI

GET /v1/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Authorization: AuthorizationString

Mg Rz 51

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"id": "f4225c39ba2247b692eec7bh461835aal",
"createTime": "2019-06-06T03:42:13Z",
"name": "test-user"

o BHAF
O
BEAS.
BREE#
PUT /v1/user/{userName} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

ARk

BRAFEISEsh , THESHIE,

BREW
2R KR NEH £33 AWM
userName String URLZ:%k A4 z

name String  RequestBodyZ# EHENAF,LZ &

description String  RequestBodyZ¥ fffiiid &
M By 3k,

BRASEKIEsh , TTRERRNE.

IV 54

UserModel X%

KRB

92


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#usermodel
file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#usermodel

Baidu B E &B8ERHY
PUT /v1/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 34

Authorization: AuthorizationString

{"description":"update user demo"}
N R f51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b 77

Server: BWS

"id": "f4225c39ba2247b692eec7b461835aal",
"createTime": "2019-06-06T03:42:13Z2",
"name": "test-user"

@ Ml A
O

kR .

Yl - kR AR A A ERBRT R P KBKNEAMA AR |, BIE  BERKEE. FA/A4A. AccessKey,

ERLEH

DELETE /v1/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI

BRI, , TTHERH K.

HREW

£33 X NE R BEAMAm
userName String URLS% A% 2

M 7 k3

RAFESIESN , TTHESH I,

NFIRY 2%

usersiH

KRB

APIZZE (IAM)
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DELETE /v1/user/test-user HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 204 No Content
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ 2
EOmR
SRR,

HREGH

GET /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

LESTE

BraFtkimsth , THERIHE.

sk

&

B

o

To. MRSk
Bradtkimsth , THERH .

DIV ¢

W HH £
users List<UserModel> B FPX&M3IFR

O

GET /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

g Rz 51

APIZZE (IAM)
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Baidu B EEHER Y APIZZ% (IAM)

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"users": [

{
"id": "f4225¢39ba2247b692eec7b461835aal",

"createTime": "2019-06-06T03:42:13Z2",
"name": "test-user"

o RERFHEHlaER
EOR#R
ECEA RS AR AHESRREN, FEERMFA, BEES=AKSHESE.
- O
PUT /v1/user/{userName}/loginProfile HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

Bradtkimsh , THERHIE.

BREW
B4 73 311} E £ BN
userName String URLZ: % Ar4g =3

loginProfile LoginProfile RequestBodyZ¥j 1&HI &R RMAXEE 2

M R K3k

Bradtkimsth , THERHIE.
DIV ¢

LoginProfile X34

KRB

PUT /v1/user/test-user/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 76
Authorization: AuthorizationString

{"password":"Pa$$word4Demo", "enabledLoginMfa":true, "loginMfaType":"PHONE" ,
"thirdPartyType":"PASSPORT", "thirdPartyAccount":"test-passportAccount"}

N

AR EXREenabledLoginMfa":true, AR ANRETERE loginMfaType ,
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Baidu B EEHER Y APIZZ% (IAM)

N Ry 73~ 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"enabledLogin": true,

"enabledLoginMfa": true,

"loginMfaType": "PHONE" ,
"thirdPartyType":"PASSPORT",
"thirdPartyAccount": "test-passportAccount”

@ BREHIAERECE
EO#R
A FREHAERECE.

HREEH

GET /v1/user/{userName}/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

Bradtkimsth , THERH .

RS

b

£FK iU = N 3 P <
userName String URLZ#¥ A4 =2

MR K3k

RIS, , TTHERH K.

NEIRY 2%

LoginProfileSf£k

kRl

GET /v1/user/test-user/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

iR 51

96


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#loginprofile

Baidu B E &B8ERHY APIZX (IAM)
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"enabledLogin": true,

"enabledLoginMfa": true,

"loginMfaType": "PHONE",
"thirdPartyType":"PASSPORT",
"thirdPartyAccount": "test-passportAccount”

@ KIHEH A ERACE
EO#R
XARAFRIERIAERECE | BIXMAFREH S B R,

HREEH

DELETE /v1/user/{userName}/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

Bradtkimsth , THERH .

RS

b

£FK iU = N 3 P <
userName String URLZ#¥t A4 2

MR K3k

BRI, , TTHERH K.

NEIRY 2%

P

O

DELETE /v1/user/test-user/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

iR 51

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

@ M F R FIRIER

O
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BT PBRERY , RIFF BT A P RERD.

ERLEH

POST /v1/user/operation/mfa/switch HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR

BRAFEISEsh , THES I,

kK

&

5

£ R B £ BRI
userName String  RequestBodyZ¥k FEBFHWTF ALK 7
enabledMfa Boolean RequestBodyZ:¥t FF/EakciFH FiRERF B
mfaType  String  RequestBodyZ¥x M F/E{RIF2EY 5

MRy Skiak

BRoNEESImA |, TTEBHR L.

N Y 2%

TC.

R

POST /v1/user/operation/mfa/switch HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString
{"userName":"test-username", "enabledMfa":true, "mfaType":"PHONE, TOTP"}

Y
A\

EE  BIRE "enabledMfa":true, BB ANRETSEE mfaType,

MRz 7451

HTTP/1.1 200 OK
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ YT F TG
EO#R
ERFRFERD , REFYFFRPERENARE.

HREEH

PUT /v1/subUser/{userName}/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

APIZZE (IAM)
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Bradtkimsth , THERHE.

BREW
B4 73 H*H B e B
userName String  URLZ:%k A4 z

password String RequestBodyZ¥{ EFTEMERE &
Ny SKisk

RAFESIESN , TTHERH I,

IFIRY 2%

UserModel Xt

KRB

PUT /v1/subUser/test-username/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

{

"password": "passwordDemo@$$"

Mg Rz 451

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"id": "f4225¢39ba2247b692eec7b461835aal",
"name": test-username,

"createTime": "2023-02-19T03:42:13Z2",
"enable":"true",

"description":"test update sub user password"

@ BIEEF FiACcessKey
O
KA P —2B AccessKeyiTla) B4R,

HREEH

POST /v1/user/{userName}/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BrAaFEKissh , THERIHIE.

K

%

B
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Baidu B EERER Y APIZX (IAM)
B ¥R NE R REEa
userName String URLZ¥ AFLZ 2
N Ry Sk3ak
Bratesigsh , THERSHKER.
iRy 224K
AccessKeyXT£

wskoRpl

POST /v1/user/test-user/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

iRz 451

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"secret": "0f005450fd4e4b329050edc5955da477",
"id": "e767c68b72194dba9ed71883c7b284b3",
"createTime": "2019-06-06T07:33:512"

@ 2 FiAccessKey
O
R T8 E — 2 AccessKey i) BAIR B AR RS,
B O
PUT /user/{userName}/accesskey/{accessKeyld}?disable HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BraFEkimsth , THERH .

RS
2R R wE R TR

userName String URLZ¥ A% z

accessKeyld String URLZ% jilR1%4Aid 2

M 7 k3
BRAFESSEsh , THESHIE.

[ZINE ¢
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Baidu B EEHER Y APIZZ% (IAM)

AccessKeyXf &

HRRHI

PUT /v1/user/test-user/accesskey/e767c68b72194dba9ed71883c7b284b3?disable HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS
{

"enabled": false,
"id": "e767c68b72194dbal%ed71883c7b284b3",
"createTime": "2019-06-06T07:33:51Z"

@ BRARFKAccessKey
EO#R
P TS B —4HAccessKeyiT R B4AIR B R B FRIRS.
B O
PUT /user/{userName}/accesskey/{accessKeyld}?enable HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

R
Bradtkimsth , THERHIE.

LES 2
E2 0 K HE HR BB

bl

userName String URLE¥ BF%
accessKeyld String  URLZ¥ jila1%4Aid 2
M By Skisk

Brategst , THERHRKIR.

iRy 23

AccessKeyXf%

KRB

PUT /v1/user/test-user/accesskey/e767c68b72194dba9ed71883c7b284b37?enable HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N R 7~ 51
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file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#accesskey

Baidu B E&EER Y

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

{
"enabled": true,
"id": "e767c68b72194dba9ed71883c7b284b3",
"createTime": "2019-06-06T07:33:512"

@ Mk A FiIAccessKey
AR
ik B FRAFE E —2B AccessKeyiiia) 224,
KL
DELETE /user/{userName}/accesskey/{accessKeyld} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BRAFESSEsh , THES K.

RS
AR R wE ER BB

userName String URLZ%k B4 =
accessKeyld String  URLZ¥k 7la)24Aid 2
N R Sk3ak

Brategsh , THERSHRR.

iRy 22

P

O

DELETE /v1/user/test-user/accesskey/e767c68b72194dba9ed71883c7b284b3 HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: AuthorizationString

&R 51

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FII2$F Fi9AccessKey
BO#R

B2 PIe ERAccessKey fiRI 254,

APIZZE (IAM)
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ERLEH

GET /v1/user/{userName}/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI

BRAFEISESh , TTHERHIE.

RS

2HR R NE R BEAR
userName String URLZ¥ Arg =

N 7 K3k

BRAaFERimsh , TTHERH K.

B 2%

2R KR (i)

accessKeys List<AccessKey> FB 0] %4851k
BRI Bi

GET /v1/user/test-user/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

MRz 451

HTTP/1.1 200 OK
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"accessKeys": [

{
"id": "eOeedb7fc40c45a597¢c4¢80516a918bd",

"createTime": "2019-06-06T07:37:21Z2",
"lastUsedTime": "2021-10-14T07:37:212",
"enabled": true,

"description”: "jlz"

@ B FiAccessKey LR {& FT(A]
BOMR

A PR EEHAccessKey i[RI 4R _E ik FRETE],

WBA : B RS 5ERE : IAMManageAccessKeyPolicy AURIKIFF P el IAE & B & AccessKeyfl_E k& FBTE) ; B RS
B% : IAMFullControlAccessPolicy . IAMReadAccessPolicy AX[RMIF B el LAE B 7Nk S T AT+ FAccessKeyf)_E i {E
FAEE]

103


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#accesskey

Baidu B EEHER Y APIZZ% (IAM)

EREGH

GET /v1/accesskey/{accessKeyld}/lastusedtime HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

LR

BraFEkimsth , THERHIE.

LB 2
2R K E ER T BWIR

accessKeyld String URLE¥k fla)%4Aid 2
MRz 2%

£ IR R

accessKeyld String  j[a]2%4Rid

lastUsedTime String  i[R)84Ridf_L e 4 FRE )

EwN!

GET /vl /accesskey/e767c68b72194dba9ed71883c7b284b3/lastusedtime HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

MRz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"accessKeyld": "e767c68b72194dba9ed71883c7b284b3",
"lastUsedTime": "2024-10-25T08:27:43.000Z"

@ fRSHF R P REHA MFA
AR
fiRS5FF R EEU MFA

HREEH

DELETE /v1/user/{userName}/mfaType/{mfaType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

LB

BraFEkimsth , THERH .
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LES 2
E X wE R BRI

userName String URLZ¥x R4

Fm

mfaType String URLZS%k MFA 258 EEA TOTP 2

NE Ry 3Kk

Bradtkimsth , THERH .
laE S%

T

KRB

DELETE /v1/user/test2/mfaType/TOTP HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 204 No Content
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

@ BHIAMA FEEER
BEOH#R
BHAMAFEKEER MY REES | £ A RREs->sNK -S4 ->IAMA FECS RARKAEA.

EREGH

GET /v1/subUser/idp/query HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

e

Bradtkimsth , THERH .

LB 2

w

T

N Rz S35k

BraFtkimsh , THERH .
B 2%

2F KB R
idp ldp WHIK PIAMA FECEECE

R o
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GET /v1/subUser/idp/query HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

MRz 7451

HTTP/1.1 200 OK
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"status": "enable",

"auxiliaryDomain": "www.baidu.com",

"domainld": "91b4ee8f04f84c7dae51bc159c9cabed",
"encodeMetadata": "xxx",

"fileName": "xxx.xml",

"createTime": "2024-01-30T11:57:11.000Z",
"updateTime": "2024-01-30T11:57:11.000Z"

@ EHAMA FECETRERES
O
EMAMA FECETIREKE.
- O
POST /v1/subUser/idp/updateStatus HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

BRI
Bradtkimsth , THERHE.

LES 2
a2 X ME i::p TR

status String  RequestParamZ#{ TNEEWRZ , FTFF Kenable , K] Adisable &
N Ry Sk3ak

Bratesigst , TRHERSHR.

R 2%

£ I R
idp ldp BH AN SETK PIAME FECSECE

KRB

POST /v1/subUser/idp/updateStatus?status=enable HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

N R 7~ 451
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Baidu B EERER Y APIZ% (IAM)
HTTP/1.1 200 OK

X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"status": "enable",
"auxiliaryDomain": "www.baidu.com",
"domainld": "91b4ee8f04f84c7dae51bc159c9cabed”,

"encodeMetadata": "xxx",
"fileName": "xxx.xml",

"createTime": "2024-01-30T11:57:11.000Z",
"updateTime": "2024-01-30T11:57:11.000Z"

@ BHIAMA FELSThEERCE
EO#R
FHIAMA FEESTRERCE.

ERES

POST /v1/subUser/idp/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ZFR St E i3 BB
updateSubUserldpRequest UpdateSubUserldpRequest RequestBodyZ¥t BEHIAMA FELSTNRERLE SRk B
BRI

Brafeigsh , THERSHIR.

MRy SKisk

BRI , THERH K.

B 2%

P2 S CRE -
idp Idp BHERSEIK PIAMA RS ECE

kRl

POST /v1/subUser/idp/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Mg R 51
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file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#idp

Baidu B E &B8ERHY APIS£ (IAM)
HTTP/1.1 200 OK

X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"status": "enable",

"auxiliaryDomain": "www.baidu.com",

"domainld": "91b4ee8f04f84c7dae51bc159¢c9cabed",
"encodeMetadata": "xxx",

"fileName": "xxx.xml",

"createTime": "2024-01-30T11:57:11.000Z",
"updateTime": "2024-01-30T11:57:11.000Z"

@ MERIAMA FEXEBCE
BO#R
BERIAMA FEES ThRERCE .

HRLEH

POST /v1/subUser/idp/delete HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

BRAFEdEsh , THESHIE.
RS

p

MR K3k

BRAFESIEsh , THER I,
DIV ¢

T

O

POST /v1/subUser/idp/delete HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

&R 51

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

HEEEN
@ BlsA
BOHR
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Baidu B EEHER Y APIZZ% (IAM)

plgsE.
HREH
POST /v1/group HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

AR

BRAFEIIESh , THER I,

BREW
£ KR yE iR BRI
name String  RequestBody$:%k A4 P

description String  RequestBodyZ¥k AR &

MR Skisk

BRAFEISES, , THERR I,
by 2%

GroupModelSF£R

E o

POST /v1/group HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test_group"}

MRz 7451

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"id": "d3f6fd54fe3643459109ea0675¢c295a8",
"createTime": "2019-06-06T08:18:34Z2",
"name": "test_group"”

o EfA
EO#R
&,

HREEH
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Baidu B E &B8ERHY
GET /v1/group/{groupName} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISESh , THES K.

L

%

2§

£ X KB MR REMA
groupName String URLS%¥k 284 2

MR Skisk

BRASEKIESN , THER RN,

V%54

GroupModel X}k

KRB

GET /v1/group/test_group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N R 7~ 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"description": "",

"id": "d3f6fd54fe3643459109ea0675¢c295a8",
"createTime": "2019-06-06T08:18:34Z",
"name": "test_group”

@ BHA
EO#R
EHA.

ERES

PUT /v1/group/{groupName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

BRAFESSEsh , THES K.

RS

APIZ% (IAM)
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Baidu B EEHER Y APIZZ% (IAM)

B4 73 ¥R fyE R BN
groupName String  URLZ¥K 1P =
name String  RequestBodyZ%t EHAHAEE B

description String  RequestBodyZ&:¥k HfH#A &

N Ry Sk3ak

Bratesgsh , THESHR.
IZINE %78

GroupModel {58

kRl

PUT /v1/group/test_group HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 39
Authorization: AuthorizationString

{"description":"update for test group"}

Mg Rz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b77
Server: BWS

"description": "update for test group",

"id": "d3f6fd54fe3643459109ea0675c295a8",
"createTime": "2019-06-06T08:18:34Z2",
"name": "test_group”

@ MhifReE
EO#R

MhiFReR.

Vi - MERERTRERF AP NHRNLEREER | FHRIRTH IR REE K KEX,

HREEH

DELETE /v1/group/{groupName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

BraFEkimsth , THERH .

RS

bl

111


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#groupmodel

Baidu B EEHER Y APIZZ% (IAM)

2R e (v 13 S <41/
groupName String URLE¥ % 2

N Ry Sk3ak

Bratesigsh , THERSHR.

iRy 22

p

KRG

DELETE /v1/group/test_group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

iR 51

HTTP/1.1 204 No Content
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77

Server: BWS

@ 5 &¢4H
EO#R
FI264,

ERLEH

GET /v1/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

RS
FRASSEISN | TR,

L

%

B

P

MR ks

BRAFESIESN , THERH K.

IV %54

B3NS ik

groups List<GroupModel> £H3t5 KT

KRB

GET /v1/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString
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Baidu B E &B8ERHY APIZX (IAM)
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"groups": [
{
"description": "update for test group”,
"id": "d3f6fd54fe3643459109ea0675¢c295a8",
"createTime": "2019-06-06T08:18:34Z2",
"name": "test_group"

@ AN FEIA
EOMR
AR FEIA,

HRLEH

PUT /v1/group/{groupName}/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak
BRAFESISEsh , THES K.
RS

v X HE  WR RS

userName String URLE¥ B4

Fm

groupName String URLE¥ A% 2
MRy SKisk

BRAFESIESN , THERH K.

IV %54

P

o]

PUT /v1/group/test_group/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg R 51
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Baidu B E BaE =30
HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ WARBIRA -
EOmR
MARBIRR .

HREGH

DELETE /v1/group/{groupName}/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

e

BraFERimsth , THERIH K.

wk

%

B

B K HE  HR EBIR

userName String URLZ¥k BF4%

Fim

groupName String URLS¥K A% 2
MRy SKiak

RIS, TRHERH IR,

R 2%

.

HRRHI

DELETE /v1/group/test_group/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MR 7451

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ 3z FrIA
O
FI2$ A P ATAERI4E.

ERLEH

APIZZE (IAM)
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Baidu B E &B8ERHY
GET /v1/user/{userName}/group HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISESh , THES K.

L

%

4

ZHK X NE R BAOA
userName String URLZ¥ Arg =

N 7 K3k

BRAaERimsh , TTHERH .

N By 2%

&l IR i)

groups List<GroupModel> £A3$5 51K

o

GET /v1/user/test-user/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-I1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"groups": [
{

"description": "",

"id": "5¢cf62eee890146ed8116fch449268f33",

"name": "test_group"

@ SN
EOMR
FIZANKA .

ERES

GET /v1/group/{groupName}/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

APIZZE (IAM)
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Baidu B E&EER Y APIS£ (IAM)
BRI
MR SIms |, TTHESHR N,

LB

%

#

B ¥R fyE Hr BB
groupName String URLE¥ 4BE R

N Ry S35k

BRaFLSms , TTHEASR .

T2

2 R E111)%

users List<UserModel> RSt Z TR

KRB

GET /v1/group/test_group/user
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N R 7~ 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"users": [

{
"id": "f4225c39ba2247bh692eec7b461835aal",
"createTime": "2019-06-06T03:42:13Z2",
"name": "test-user"

y RN Lk
@ Bl

O

blEAe,

ERES

POST /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak
BRAFESSEsh , THESHIE.
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Baidu B EEHER Y APIZZ% (IAM)

BREH

B ¥R E £33 BRI
name String  RequestBodyZ:¥k A% =
description String  RequestBodyZ#1 £ @MHEIA =

assumeRolePolicyDocument String  RequestBodyZ# 155 E AN EA GHEIEK 2
NN K3k

RIS, , TTHERH K.

IRy 2%

RoleModel%$ %

R

POST /v1/user HTTP/1.1h
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: Authorization String

{

"name":"test-role",

"description":"test role create",

"assumeRolePolicyDocument”: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\":
[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-id \"}], \"effect\":\"Allow\"}]}"

}

N Ry 7~ 51

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS
{

"id": "9c039e6385854e07aba31e254eab21ea",

"createTime": "2019-06-06T03:42:13Z",

"name": "test-role",

"assumeRolePolicyDocument™: "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07aba31e254eab21ea\"],\"grantee\":[{\"id\":\"grantee-
id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\""role acl entry\"}]}"
}

o BRAG
EO#MR
BHAAE,

HRLEH

GET /v1/role/{roleName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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Baidu B E&EER Y APIS£ (IAM)
BRI
MR SIms |, TTHESHR N,

LB

¥

B

B X NE R REIR
roleName String URLS¥ f@a% &

MR Skisk

BRadiRigsh | THERRE.

IV % /¢

RoleModelS$ 5

o

GET /v1/role/test-role HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Authorization: AuthorizationString

N R 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"id": "9c039e6385854e07a5a31e254eab21ea",

"createTime": "2019-06-06T03:42:13Z",

"name": "test-role",

"assumeRolePolicyDocument": "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07a5a31e254eab21ea\"], \"grantee\":[{\"id\":\"grantee-

id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\""role acl entry\"}]}"
1

@ BHAE
EOMR
BHat.

ERES

PUT /v1/role/{roleName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

kI

BRAFESSEsh , THES K.
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Baidu B E&EER Y

B it

roleName String
name String
description String

assumeRolePolicyDocument String

M 7 k3

BraFEkimsth , THERHIE.
DIV ¢

RoleModel%F#

KRB

PUT /v1/role/test-role HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 34
Authorization: AuthorizationString

{

"description":"update role demo",

"assumeRolePolicyDocument": "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\":
[\"AssumeRole\"],\"region\":\"*\",\"grantee\":[{\"id\":\"new-grantee-id\"}], \"effect\":\"Allow\"}]}"

}

N Ry 7~ 51

HTTP/1.1 200 OK

& 53 BB
URLS ¥ Aaf 2
RequestBodyZ¥ BRI B4 &
RequestBodyZ-¥ Gk B

RequestBodyZ¥l F5E 1] LAMNELA GRS H &

Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"id": "9c039e6385854e07aba31e254eab21ea",
"createTime": "2019-06-06T03:42:13Z",

"name": "test-role",

"description": "update role demo",

"assumeRolePolicyDocument™: "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":

[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07aba31e254eab21ea\"], \"grantee \":[{\"id\":\"new-grantee-

id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\""role acl entry\"}]}"

}

@ ks

EOMR
kR .

ERES

DELETE /v1/role/{roleName} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

APIZZE (IAM)

119


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#rolemodel

Baidu F B ATAERSCAY APIZ# (IAM)
R
FRAFISHS , TTHERR K.
BHREM
H2FR X NE R BREAMA
roleName String URLS¥ &% Z
N R Sk
Brafegst , THERSHR.
B 2%
x.

o

DELETE /v1/role/test-role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: Authorization String

Mg Rz 451

HTTP/1.1 204 No Content
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FIEHBE
EOR
JEAaE,

ERLEH

GET /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR
RIS , THER I,

ke

W

T

MRz k3

BraFERimsh , THERIH K.
laky 2%

ZER KR 1::p

roles  List<RoleModel> X% HKFF=R

@ FKIRHB
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Baidu B EEHER Y APIZZ% (IAM)

GET /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: Authorization String

@ N7 45

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"roles": [

{
"id": "9c039e6385854e07a5a31e254eab21ea",

"createTime": "2019-06-06T03:42:13Z2",
"name": "test-role",
“description": "update role demo",

"assumeRolePolicyDocument”: "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07a5a31e254eab21ea\"],\"grantee\":[{\"id\":\"grantee-

id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\""role acl entry\"}]}"

}

A& EIRREO

e : APRRIE Y AN E ESURIEMALERIE .  BESGRIGE A BT EIRNAR KR , KA ACustom ; RERME R
Fag—EENNER , KR NSystem, FETIAPIF , ANKFEE policyTypeS ¥ , MIBRIAN B TE SURHE LAY,

@ B RRE
BOMR
AIEEANPR S
Bkai
POST /v1/policy HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

AR

BRAFEIIESh , THER I,

BREW

£ KR NE £33 BN
name String  RequestBodyZ:¥{ 204 =
description String  RequestBodyZ¥k ZRfHA &

document String  RequestBodyZ2¥K ERENA , ACLIEFFILGBEIRString 2

i 7 k3
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Baidu B E&EER Y
BRASEISHSN , TTHEFHKE.
N Y 2%

PolicyModelXf 5

ERRHI

POST /v1/policy HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test_policy", "document":"{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\",\"resource\":

[\"*\"L,\"permission\":[\"*\"],\"effect\":\"Allow\"}]}"}

iRz 51

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"createTime": "2019-06-06T09:13:50Z",

"document”: "{\"id\":\"policy_d19f78b0595242b5a8¢3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",

"type": "Custom”,

"id": "d19f78b0595242b5a8¢c3419c09¢81b40",

"name": "test_policy"

@ EHRE
O
X FER [RIGEIEEENAIE] HATRRERE.
EREEH
POST /v1/policy/{policyName} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BraFEkimsth , THERH .

BREW
2R ¥R NE E1:7% BN
policyName String  url&¥k SRR 4% =
name String  RequestBodyZ¥1 HikMk 4 =

i

description String  RequestBodyZ#k RE& A

document String RequestBodyZ%k HREEANZA , ACLRR YL EBEIM String &

APIZZE (IAM)

122


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#policymodel

Baidu B E &B8ERHY APIS£ (IAM)
M Ry Sk3ak
Brategsth , THERHRKIR.
NERy 2%
PolicyModelXF£

RN

POST /v1/policy/test_policy HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test_policy", "document":"{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\",\"resource\":
[\"*\"],\"permission\":[\"*\"],\"effect\":\"Allow\"}]}"}

MRz 451

HTTP/1.1 200
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"description": "",

"createTime": "2019-06-06T09:13:50Z2",

"document”: "{\"id\":\"policy_d19f78b0595242b5a8¢c¢3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",

"type": "Custom",

"id": "d19f78b0595242b5a8c3419c¢09¢81b40",

"name": "test_policy"

@ EIf%RE
O
EAREHE
BREEH
GET /v1/policy/{policyName}?policyType={policyType} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BRAaEimsh , TTHERH I,

BREH
B4 3 IR fuE E17% BB
policyName String URLS¥ KRE&%& s

policyType String  Query2¥{ EEAAIKIZZLTY | FSystemBTEM ALK ; FCustomBI BB E Lkl &

MR K3k
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Baidu B E&EER Y

BRaFEIIms , TTHEASRE.
IRz 2%k
PolicyModelXt£

ARG

GET /v1/policy/test_policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

g Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"createTime": "2019-06-06T09:13:50Z",

"document”: "{\"id\":\"policy_d19f78b0595242b5a8¢3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",

"type": "Custom”,

"id": "d19f78b0595242b5a8c3419¢09c81b40",

"name": "test_policy"

@ Ml SRn%
EOMR

THIBRAR R S

Yl : BIRARTR R R R LMSRE RIS 2 EAUR KHK.

EREH

DELETE /v1/policy/{policyName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

R

RAFESIESN , TTHERH I,

BHREM

£FK KR B R BEAR
policyName String URLE¥ 8% B

N Ay Sk3gk

BraFEkimsth , THERH .

APIZZE (IAM)
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Baidu B EEHER Y APIZZ% (IAM)

7.

ERRHI

DELETE /v1/policy/test_policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 204 No Content
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FIEE RN
EO#R
FIZEAT R R
YpolicyType AiSystemitf , AJFIZE RGN E HKIRIEFR.
HREEH
GET /v1/policy?policyType={policyType}&nameFilter=${nameFilter} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

Bradtkimsth , THERHE.

BREH

2R ¥R EF ik Py |
policyType String  QueryZ¥t EEWHIKRLZE | ASystemBI &R RLLIKRRE ; FCustomBI &R E E kK &
nameFilter String  QueryZ#i KIRZFHITIRSM ; FATH{UREI 2 FE S IRTHLER &

Mjer Rz Sk

Bradtkimsth , THERH .
DIV ¢

a2l IR i::p

policies List<PolicyModel> $RE&XTRHKIFIFR

R

GET /v1/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg R 451
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Baidu B EEHER Y APIZZ% (IAM)

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"policies": [
{
"description": "",
"createTime": "2019-06-06T09:13:50Z",
"document": "{\"id\":\"policy_d19f78b0595242b5a8¢c3419c09c¢81b40\", \"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}]}",
"type": "Custom”,
"id": "d19f78b0595242b5a8¢3419c¢09¢c81b40",
"name": "test_policy"

@ KB FANR
EO#R
AP RBRARBR SR .

R

PUT /v1/user/{userName}/policy/{policyName}?policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

R

Bradtkimsth , THERHIE.

BEREH

B4 73 ¥ B £33 AWM
userName String URLS¥ HBF4% =
policyName String URLZ¥R RIR4% =

policyType ~String  QueryZ¥il BREXHIRRE AL | JSystemBIEINRLEHRME ; FCustomBT & W B B Uik &
MR Sk

Bratesgst , TRERSHR.

21V %58

.

o

PUT /v1/user/test-user/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg R 451
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ iRl A AR
EOmR
fRBRF P R RER AN R SR .

HREGH

DELETE /v1/user/{userName}/policy/{policyName}policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

e

BraFERimsth , THERIH K.

BREW

£ £ 1S VAT R py |
userName String URLZ¥k HF% Z
policyName String URLE¥K  RBE% =

policyType ~String  QueryZ ¥l FKEXHISRRE A | JSystemBI BN R HRME ; FCustomBT & W B B Uik &
MR K3k

BRAaFERImsh , TTHERH K.

NEIRY 2%

P

KRGl

DELETE /v1/user/test-user/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz A5

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-ld: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ 12 F PR
EO#R
FI2 A P RER AR SR .

HREEH
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GET /v1/user/{userName}/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISESh , TTHERHIE.

A

2HR X NE  HR EOOA

R

%

1

userName String URLE¥ AFr4 R

N 7 K3k

BRAaERimsh , TTHERH .

N Y 2%

&l IR i)

policies List<PolicyModel> $RE& TR HIFIF

o

GET /v1/user/test-user/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"policies": [
{

"description": "",

"createTime": "2019-06-06T09:13:50Z",
"document": "{\"id\":\"policy_d19f78b0595242b5a8c¢3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}}",

"type": "Custom",

"id": "d19f78b0595242b5a8c3419c09¢c81b40",

"name": "test_policy"

@ REKER

O

A PR RERAR PR 5 o

ERLEH

APIZZE (IAM)
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Baidu B E&EER Y APIZ% (IAM)
PUT /v1/group/{groupName}/policy/{policyName}?policyType={policyType} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISESh , THES K.

BREW

2R IR fuE R EBWIM
groupName String URLE%k 404 z
policyName String URLZ¥ RI&R4% =

policyType String  QueryB¥t FEXEXAIRALZE! , KSystemBI B RLTRkEE ; ACustomBf B EESLRIE &
Mz K3k

BRI, TTHERH K.

R 2%

p

KRB

PUT /v1/group/test_group/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N R 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ fRBRAAR
RO
IR LR RER AN BR SR .

R

DELETE /v1/group/{groupName}/policy/{policyName}policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

R
BraFERimsh , THERIH .

ke
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Baidu B B EHER IR
B *B B 323 i Vs|
groupName String URLS% 404 =
policyName String URLS¥ FH54 7z

policyType  String ~ QueryZ¥ XEXHIKRIE KR! | JSystemBf E RS 5KME ; ACustomBf Eif) B E LR &

MR K3k

BRAFEIIESh , TTHER I,
IR %

p

kRl

DELETE /v1/group/test_group/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 451

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FIZLEMAUR
EOMR
FI2 A PR RERRIAUR 5 .

EREGH

GET /v1/group/{groupName}/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI
Bradtkimsth , THERH .

RS

w

£33 (R B R REWR
groupName String URLE% g 2

MR K33k

BRAFESIESN , THERH K.

GV %54

2/ XK ik

policies List<PolicyModel> $B& St TR

B GN!
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Baidu B E&EER Y APIS£ (IAM)

GET /v1/group/test_group/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"policies": [
{
"description": "",
"createTime": "2019-06-06T09:13:50Z",
"document": "{\"id\":\"policy_d19f78b0595242b5a8c3419c09c¢81b40\", \"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",
"type": "Custom”,
"id": "d19f78b0595242b5a8¢3419c¢09¢c81b40",
"name": "test_policy"

@ KECH BAUR
EOMR
A B RIAR R

EREGH

PUT /v1/role/{roleName}/policy/{policyName}?policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

LB

Bradtkimsth , THERH .

BREW

B4 73 ¥R fyE £V py il
roleName String URLS¥ AR%H z
policyName String URLE%k  RBE4 =

policyType  String  QueryZ¥ TREXMRRZAKTY | JSystemBEIA ALK ; ACustom T E W B E kMg B
N R Sk

Brateigst , TRERSHIR.

IZIVE 578

.

BRRHI
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PUT /v1/role/test-role/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ A AR
EOMR
fiRBR A B RER AR S .

ERES

DELETE /v1/role/{roleName}/policy/{policyName}?policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ESE

BRAFESSEsh , THES K.

BREW

2R ¥R A £ BB
roleName String URLS% RAE% =
policyName String URLZ¥ REE4 Z

policyType String  QueryZ%{ XEXHIRBEZRY |, ASystemBf B R LR ; FCustomBI &R HE ikl &
MRy SKiak

BRAERESh , TTHERH K.

R 2%

.

KRB

DELETE /v1/role/test-role/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ F2 A AR

132
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O
51|28 A G R BXAIA IR SRS .
B3ReEH
GET /v1/role/{roleName}/policy HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

ERR

BRAFESIESN , THERH K.

HREW

AF KR ME R REA
roleName String URLZ¥ fifat &

MR SKisk

BRAFESIESN , TTHERH I,

V%54

a2 KB 1194
policies List<PolicyModel> $RB& X% MFIR

R

GET /v1/role/test-role/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-I1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"policies": [
{
"description": "",
"createTime": "2019-06-06T09:13:50Z",
"document™: "{\"id\":\"policy_d19f78b0595242b5a8¢c3419c09c81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}]}",
"type": "Custom",
"id": "d19f78b0595242b5a8¢c3419c¢09¢c81b40",
"name": "test_policy"

@ FIERURARZ T HEK

O
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Baidu B E&EER Y
FIZEAN PR SRAE AT FHIEIR,

ERLEH

GET /v1/policy/{policyld}/grant/{grantType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ARk

BRAFEISESh , TTHERHIE.

ke

2HR X wE R

policyld  String URLZ¥k KE&ID

FD

grantType String URLZS¥ 3ZFZHY, UserPolicyslGroupPolicy 2

MRk SKisk

BraFEkimsth , THERIH .

21V = ¢

B it R

entities List RGBT E R HR MR
id String  FiKid

name String  FKBHR

type String  UserPolicyaf GroupPolicy

attach_time DateTime $RE&#IZ TFHT(A)

KRGl

GET /v1/policy/8e7cb46773944da8aa3b351eldfelc59/grant/UserPolicy HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"entities": [
{
"id": "4b284b9ea9724fd4af7c45986a447876",
"name": "test10",
"type": "UserPolicy",
"attach_time": "2023-10-11710:05:14.000Z"

APIZZE (IAM)
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@ FIERURZ FRTA LR
EO#MR
SRR R WK T ST B K.

R

GET /v1/policy/{policyld}/entity HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ERR

BRAFESIESN , THERH K.

LB &

2% EKR ME R BREWMR
policyld String URLZ¥K %&BEID 2

Bk 2%

B i) R

entities List KBS AR T RS Z TR

id Sting  EiKid

name String FIRELFR

type String UserPolicy, GroupPolicy, RolePolicy

attach_time DateTime SRM& 445 F 0¢8]

R

GET /v1/policy/8e7cb46773944da8aa3b351eldfelc59/entity HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"entities": [
{
"id": "36b6fb0121a84c65b437fe7df0341234",
"name": "testUser",
"type": "UserPolicy",
"attachTime": "2024-04-22T710:57:08.000Z"

"id": "fbedf761c3f340c3a29022c62f042345",
"name": "testGroup",

"type": "GroupPolicy",

"attachTime": "2024-04-22T10:57:22.000Z"

"id": "91a247bb83ec44b0950ee452db9f4567",
"name": "testRole",

"type": "RolePolicy",

"attachTime": "2024-04-22T710:57:32.000Z"

HHEIERY
@ ModelXt & E X

@y UserModel

WL KR i

id String  FAFid
name String FA &R
createTime DateTime BIZEATE]
description String  F ik

enabled  Boolean FFERKE

@ LoginProfile

SHAHR XK R

password String  FFER ; (EARNMEANEIR
needResetPassword Boolean TRERI ERTEE BRI
enabledLogin Boolean R & FIsHI &%

enabledLoginMfa  Boolean EAERYPE _IRBIERE

loginMfaType enum  TRBSUEZEEY | A]3%E : PHONE-FAS , TOTPEHAMFAIR &
thirdPartyType enum  GEEMSE=FRFER | Ok : UUAP-AMIKS , PASSPORT-B E K-S

thirdPartyAccount  String  ZBEB=ABRWKST., FPELRIANPASSPORTEIATLLZFHL. BFFEAK KSR

WiBR : thirdPartyType5thirdPartyAccount}®] k) 557445 B B iR FR 46 E

APIZZE (IAM)
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Baidu B EERER Y APIZ% (STS)

@ AccessKey

SWEHR KR 323

id String AccessKey/AFFld , BJAK
secret String AccessKeyf1#248 , BISK
createTime DateTime AccessKey4/7E b a]

description String AccessKeyiitiik

@ GroupModel

e 2/ EF WS 323

id String  #Aid
name String  ZH&#K
createTime DateTime fJZZKf(E]

description String  ZBi#ak

@ PolicyModel

SWEHT KR 32

id String  $H&id

name String  SREEEFR

type String  SREREEY | W% : Custom - EE SURHE ; System - RETNE SR
createTime DateTime AIEAT(E]

description String  SRE&H#HIA

document  String FRERNE , BSRFIACLIER FFIML 1B R String

@ RoleModel
BWAH U
id String  fafaid
name String AR
createTime DateTime 4JZERS(E]
description String AEfA

assumeRolePolicyDocument String  FEE AN EILA @ISR

@ ldp
SWEIR I R
status String  FFEEAThEERZ , FEKEIR[Elenable , R A Adisable
domainld String K FID

encodeMetadata String  Base644wbL fGHIIdPITEHGE

fileName String  IdPICEIRSCH & FR

auxiliaryDomain  String  ##BEhiz 4

@ UpdateSubUserldpRequest
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Baidu & EEEAERSCAY APIZ% (STS)
SRR KR A
fileName String  MHZFR , WIRCAxmIR& T4
encodeMetadata String  Base644whL fGHIdPITEGE

auxiliaryDomain  String  #Bhiz4
@ TokenResponse (JfBearTokenResponse)

e 5 € S S £33
userld String A Fid
token String 45 HAAPI Key

FHKk ZETokenResponse/FAHIR E]
TokenkZ |, A% :

DISABLE-Z

ENABLE -5

status enum

createTime DateTime 4JZN}E] , utcBtX | tzA& =

expireTime DateTime THRIE] , utchiX |, tzA& =

APIZZ% (STS)

£ F PR HlIAM (Identity and Access Management) 2 A S BER IR A S A BEIRFVIRIESIRS . IAMFBBENERER A 7
RRSFHINR, BUE, EAFRRE R |, B E SGES ) TET AT WP E AT AN min AR IR AFRME | Skt A
PSRRI, RATUBE =64 | AR 2B ARVIRIAM , AT U AN AL AT S REST APIHLTEH
BRI TN ETRFIA A1),

@ O
ATILET £ A AvaEs AMYSFTENE AP, ARENEEE ShaHEa B MmN E.

#N i)

RABE NX#rAssumeRole , HEF I API VIREIA AR RERNBEARAE | RE—AXHKEFEER QRGN S 4TI,
HRINEAE A4S IBIT O IR [ 3 0K P EdIEs S FEIE.

@ bR

Bai-R{YARaFE , FEFEXR  EHRARATEEERIAMEDA.,

AR
@ KRANIE

BESERREN AL, SWMERFAEAR , S DUERHEE—MARBHTAL.
@ INEA

FTBAPIZ 2INIE— 12X FAccess KeySiER&E &4, Access KeyFHAccess Key IDF1Secret Access Key2RRE , 3407
$, XTFEMHTTPEK , FRTEAERNEEER —MAEFRH, RISANEFH S RFEAuthorizationSIRE . fRFImRYE
HERERIBAEF T RNERME. IAEF TR R Abee-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{signedHeaders}/{signature}",
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Baidu B EERER Y APIZ% (STS)

o version 2 IEEE¥,
o timestampRA A% 4 I UTCHTE],
e expirationPeriodinSeconds R /R4 B HUHAMR.

o signedHeadersB& L BIAF IS REINKNRT IR, KBR2ZBEANS ;) HF& , 2Nhost;x-bee-date, FFRIRIBFHFHESI.,
(ZAAPIZ 4 (X s FBhostFx-bce-datef{~header)

e signature 2 2561y & K+ NHHIFIR , 4N NEFRAM,

LHEEESREEIRAERE | ZOoREARRKNSKIMREHKIAENSIAEBINEFH S | FSRAERPEEMAETH
BHTELX . WRINEFHEMER , REEOAHAFABEERRIERIR | FFHITHXRE | MRNEFFERRE , RO 20
SRR AR, ERUNENHIRFEARNEES IEBUELS.

@ TBfEHMY

SFFHTTPAIHTTPSEFAAM AR, ATRIMIENZT LM , BYGETHTTPSIAA.
@ SRR

BB AR TUAISON |, AT request/response bodyPN A 14K FIUTF-84wH4,

BERSEEFEN T 45

BHARR B8

URI FAFHERAERAES{AK |, 20:PUT /v1/cluster/{clusterUuid}

QuenyZ#  URLFIEHHIERSH

HEADER TBTHTTPSIEAE A | 3N:x-bee-date

RequestBody 13T JSONFE LA LRI SKEIE(R

@ IRz AR B
IIRAE 5 HFTFR, -
RS L

HTTP STATUS CODE %01200,400,403,404%

ResponseBody JSON& BRI K ¥ B 1k
@ A5
2% X SBHNE #R RAEWIR
vi String  URIB¥ APIERAS W40
@ FEH

YRAeEEANIRER TERKENSRS RNEER , AT SlERER , XA P& clientTokenS #0413
HEEFHIR Z W BRIR | BMRIDEKMFFME.

&M E T clientToken , clientTokenE—MEE R BT 64 KIASCIZER & |, IBE HfEquery stringE |
AN http://bee.bj.baidubce.com/vl/instance?clientToken=be31b98c-5e41-4838-9830-9be700de5a20,

WNR A FERE—NclientTokenfEAAAEED , NRSHSEREIMRKERER. REAAEREFRIHTE RN , 7]
s tAERIfclientToken(d , SRAGIR RABIE—NRIR ; RAFRET —AELE A MclientToken , {BHEAMERSE
(B¥EqueryStringFrequestBody) AEEZurl Path/R[E , N4 IR [B]ldempotentParameterMismatchfsE RS,

clientTokenfI AR A24/ N, DUBR SR /a— WU E & clientToken ok, HEER , 2NRE Fim AT AXF—4
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Baidu B EEHER Y

clientToken , FB4iZclientToken¥ K EEE T,

@ HHSHE

APIZ% (STS)

ASHERFRELZ AN, G2, BRERXAEMREEFHNMATTHN , LEHTTPAR AR HLE MR B #AFIE EFB

FAGMT , FAth B #ARY [A)R 7Rk 7y — 2R A UTCRY A , &S0 8601 , FHBLAU TR :

o FRNHH—EZFAYYYY-MM-DDA , $14212014-06-01 % /R2014E61H.,

o FoREFAI—EXAhh:mmiss AR , FEREM—NMAEFRZR/RUTCHTE], 5l4023:00:10Z3R/RUTCHTE]23 504 1075,

o JUSE BN E)E HFRRN , ZEMEFRMAEFET , 4/202014-06-01T723:00:10Z FRUTCH] 201446 § 1H 230

531085,

@ MTEHFH B

BE—AFHERITUBEEMUnicode TR, EREPXFFRFEEASTRALAD. FHSI AN EFFR S, — 5T
FHERAEENSHILFESLAZURI (Uniform Resource Identifier) JEREE4F (Unreserved Characters) . RFC 3986H1L3E

URFFREFHEENTFER : 78 (AZ,a2) . BF (09) . EFS () . &5 () . THE ) . BREK (~

ER—NFHBRRACFHRNANE:
o RTFRF R ARUTF- 8RESINF M.

o REFTAUREMREFFEHEARL,

) . B

o SIHAFTM—IRRFC 3986 HLENE N S4mEL (Percent-Encoding) , BI—/M%/EEREM N R NAFE T AN/ EHHF

&, FR—EXRAAERA.

R 2 RFESFE ¢ this is an example for UK, ST IFTEFE
£ this%20is%20an%20example%20for%20%E6%B5%SB%ESWBAF%I5

R 55134
XiZ%  BB%iHAEndpoint  #RY

b= sts.bj.baidubce.com HTTP and HTTPS

ARG A IR K

ke W

Authorizatio

A& Access Key 515Kk 4, .
n

x-bce-date

FPERT pREMDatels: , ZCKIBATIARIE, LFIERNFER , Px-bee-date ik,

x-bce-

FIRHNAEISHA256ZE £ T 7\dHI2 5 & |, HPRAFEHTTP Request Payload Body , BlContent
content-

SHEHHTTP encode Z BRI RIAEUIE .
sha256

@ ARz Sk

SSC VEA
Content-Length RFC26167F Y HIHTTPIESRIN A IR,

x-bee-request-id YR iEFKiKrequestld,

FERE

ZERAZ MR, FoRBH—EXAYYYY-MM-DDAR , $1412014-06-013%R2014F6 A1H. R -

QP
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@ FERABAZ T

@

YA FIRIAPIHIERAS | SR

Response

e %€
code
message

requestld

Bign :

{

BodylR Bl¥#HSERISE , BN T :
PR A

String  FRREMAKERITY,

String A RZEORATEMEA.

String  FEXFERMIrequestld,

"code":"lllegalRequestUrl",
"message":"The requested url belongs to domain which is not under acceleration”,
"requestld":" 81d0b05f-5ad4-1f22-8068-d5¢9de60ald7"

NHLEERAD
R ERIHE
AccessD
Access denied.
enied
Inapprop
The JSON you provided was well-formed and valid, but
riateJSO
not appropriate for this operation.
N
InternalE
We encountered an internal error. Please try again.
rror
InvalidAc
The Access Key ID you provided does not exist in our
cessKeyl
records.
d
InvalidH
The HTTP authorization header is invalid. Consult the
TTPAuth
service documentation for details.
Header
InvalidH
TTPRequ There was an error in the body of your HTTP request.
est
Invalidu
Could not parse the specified URI.
RI

APIZ% (STS)

ml45 A PN AR RADASNREE. , BT EMAAE , FHMHELMLE, BREEMERNET

HTTPK
- E1:7%
403
Forbidd JARBRT(A] % Rz (K & R
en
400 VERFEISONIEKIER , BIEX EARFEEK.
Bad  MGROEARER , REELIALES, HTFH
Reques AMER , XA TFAMAETARFINMNY BFZE , <
t RAZIR Bl MR,
500Inte .
o BB RE XA R, TERIARX N A bR
Server HERE (BEERNFAREBEENMK) RZE
erve
Error
403
Forbidd Access Key IDANTETE.
en
400
Bad
Authorization3IB& RER
Reques
t
400
Bad HTTP bodyf&=481%. BIENARIFEFEEHIEncoding
Reques %,
t
400
Ba URIFERAIER. Flan—LefR % E XA KBERARIL
a

R ITIORIRSTIA | W EMAKE
eques
T i2m | HimNoSuchKey.

400
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Malform

The JSON you provided was not well-formed.
edJSON
InvalidvVe

The API version specified was invalid.
rsion
OptinRe

A subscription for the service is required.
quired
Precondi

The specified If-Match header doesn't match the ETag
tionFaile

header.
d
Request

Request has expired. Timestamp date is XXX.
Expired
Idempot

entPara The request uses the same client token as a

meterMi previous, but non-identical request.

Bad .
JSONKER ARG,

Reques

t

404

Not URIKIRAS R &I,
Found

403

Forbidd RAFFEXTR MRS .
en

412

Precon

dton o

Failed

400

APIZ% (STS)

Bad ESRABET, XXXERAx-bee-datefl{E, NFEKH

Reques R fDate , NIFEER Datett e fjdatetime,

t

403

Forbidd clientTokenX$ W IAPIS A —1E,

Bad Authorization3k33H B i 45 4 A IR S imBeiE R —

en
smatch
The request signature we calculated does not match 400
Signatur
the signature you provided. Check your Secret Access
eDoesN
Key and signing method. Consult the service Reques #,
otMatch
documentation for details. t
@ STS $5RH
RN HRIHE HTTPRERS R
InvalidRequestBody Could not read document 400
NotFound could not found:accessKeyld. 404
BadRequest missing required query_string parameter: 400
Forbidden you have no permission to assume role 403 IRBWR A& e iES]

STSHX#xH

BRISTSHXZARA AT , FRFFAR , FHRARAEEREIAME.

@ AssumeRole
EHO#R
FREUKEXEFERE A IR S EIE,

AR

BRERATERB GEKAccessKeylDFISecretAccessKey A BERIZIEK , EEELAUAIL.

HREEH

5SRErequest body A~ 2B Hjson,

153K AccessKeyldakuser /role NTFFE

ERAEE - ROANS R, SURIREF
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POST /v1/credential?assumeRole&accountld=dc9b5191440d4f93851ddffb4e942b75&roleName=testRole HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-v1/04795b2a1d12490bbee94511b7b78d7e/2016-11-
11710:34:26Z/1800/host/9e561967 7b3a461f5095d061b88823634e8bbcOeb6b46e5b3cechbb75f21906a3d
Host: sts.bj.baidubce.com

AR

BRAFEISEsh , THER I,

HREW

BWAH KR R BPE REBIM
durationSeconds  String  IETAKEIAEH] , REEH#ITL 2h QuenZ¥t &
accountld String A GATIERIIK S QuenyZ¥ 2
userld String AR, FENAEBEHRIHERE Queys ¥ &
roleName String  FAKIBTR QuenyZ¥ 2

authorization String  JAEF®ER , SEAMINEFSE  header £

accessControlList String AR EMENESEE AR body &
e B Sk
RAHIES |, TTHEFHR .

DIV ¢

SWEH KR R SPE
credential String AR SHEEIE body

KRGl

POST /v1/credential?assumeRole&accountld=dc9b5191440d4f93851ddffb4e942b75&roleName=testRole HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-v1/04795b2a1d12490bbee94511b7b78d7e/2016-11-
11710:34:26Z/1800/host/9e561967 7b3a461f5b95d061b88823634e8bbcOeb6b46e5b3cechbb75f21906a3d
Host: sts.bj.baidubce.com

g Rz R

{
"accessKeyld": "785e811dec6a47308ce6da241b25b501",
"secretAccessKey": "5a57d543676d46b9952e7354e3ac1060",
"sessionToken":
"NmViZDI1NzgINTMONGEXNmMFIYzM2YjJiOGFKNDc2MWZ8AAAAAFgBAAD6a2SBhmOXBRCNraVyOShGIR5 /j+CE4V5VLV9zmFM!

"createTime": "2016-11-11710:34:53Z",
"expiration": "2016-11-11T11:34:532",

"userld": "dc9b5191440d4f93851ddffb4e942b75",
"roleld": "aed8e56613f24e0e97597¢c1b0d29fcba”

1 | A

@ GetSessionToken

O
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Baidu B E ERe= Y SDK

IR [E] 0K SR SR ENE,
AR
ERERANFTEABSEMAccessKeyIDFISecretAccessKey A BEA IR |, S E LALAIF.,

R

POST /v1/sessionToken?durationSeconds=43200 HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-vl/c1b351e39aaa464d9ee9038ff6cead40/2016-12-
07T02:56:372/1800/host/3a55417¢1f94¢c47829¢ca935103f5a3686bacfefddd80d18608dcabe4adeld63e
Host: sts.bj.baidubce.com

AR

BRAFESIESh , THES I,

BREH

2 B Ei U 1. SHNE REIM
durationSeconds String  IERTAKENE WS , RBERBIZ36h , BAIAA43200 (12h) QuenyE¥k &
authorization String W FERAEFT S header 2
accessControlList String Al ATEHAEIFLEE AR body &
attachment String MV %F4FEFEcredential_Li—LEE body &

MRy Skisk

Bradtkimsth , THERH .

lnk 2%

SWEH KR R SPE
credential String AR SHEEIE body

KRGl

POST /v1/sessionToken?durationSeconds=43200 HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-vl/c1b351e39aaa464d9ee9038ff6cead40,/2016-12-
07T702:56:372/1800/host/3a55417¢c1f94c47829ca935103f5a3686bacfefddd80d18608dcabedade1d63e
Host: sts.bj.baidubce.com

Mg Rz 51

{
“accessKeyld”: “leccc6374fde485085¢127d52a65b15¢€”,
“secretAccessKey”: “30839b659fb74f1cbd9c581c07e68e33”,
“sessionToken”:
“NmVizZDI1NzgI NTMONGEXNmFIYzM2YjJiOGFKNDc2MWZ8AAAAADEBAADSs /9cMh8x/tKTMErRX40h3MVvzOkaH2PM5rCoVhryOl
“createTime”: “2016-12-07T702:58:057",
“expiration”: “2016-12-07T14:58:052”,
“userld”: “dc9b5191440d4f93851ddffb4€942b75”
}

q | Ll
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Baidu B EERER A SDK
36T
@ BREASHXIREN
@ credentials
BBAH EC U
accessKeyld String  iR[EIGATak

accessKeySecret String  JR[E|IfgATsk

sessionToken String  session token, A F{# BRI AT sk & 35 SKRAT A RS

expiration datetime BT EHMENE H Sk it [8]
userld String  FTREXHIFE FHIld (GetSessionTokeni&[A])
roleld String  FTRBEIAAMKID (AssumeRoleiR[H])

ThRESEHTICR
@ 2019-04-30

o JFFitAssumeRole, GetSessionTokeniZz MM

SDK

Java-SDK

R

AXRERNRIAM Java SDKINZAMER . 1EERASRRT , BFRET MAMK—LEAMRA, BEERTHIAM , TTS
Z AR MR,

ZISDKT A4

@ BT

Java SDKTEAA[{EIDKL.7, JDKL.8FE TIET.
@ RFESDK

AR : {FAMavenZi

FEMavenfipom.xmI3 G iR iNbce-java-sdk Ik & :

dependency
groupld>com.baidubce</groupld>
artifactld>bce-java-sdk</artifactld>
version=>{version}</version>
</dependency>

Hep , {versionfARRASS , AJRASDK T 2T EITRE.

AR BEEERIARBRE

1. TE&EHhRIava SDKEHELAA.

2. ¥ T2 bce-java-sdk-version.zipffE fa , EHIEITFLICHKF,

3. fEEclipsef4E“T 42 -> Properties -> Java Build Path -> Add JARs”,
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Baidu B E &B8ERHY SDK
4. HINSDKIE A lib/bce-java-sdk-version.jarfl = ki T A third-party/* jar,
HA , 'version AIRA S,

SDKER45H

com.baidubce

F—— auth //BCER &KL
—— nttp //BCERIHUtpIB{EHE 2
—— internal //SDKPERE
—— model //BCE/A FAmodelZ&
—— services
| t—iam //iam RS- ARR
| F— model //iamNEmodel , ZNRequestaXResponse
| — lamClient.class //iam% Fig A2
| L— api //iam apifiLE , FHEEBR
—— util //BCEANFT A
—— BceClientConfiguration.class //StBCERHttpClienti AL E
—— BceClientException.class //BCER FippFE 3
—— BceServiceException.class //SBCERSKIHAT B ot E 2
—— ErrorCode.class //BCEI& FB R4 RAD
L—— Region.class //BCEIR AR - B X 33,
@ ENESDK

TRARENEL SDK B , ik pom {KHEkIRESRIA],

At
@ HAEndpoint
BEERRBERFRT SXESF , BEEIGEFRT,
BRTRS R AU — IS, JERXE @ http://iam.bj.baidubce.com XFR(EEA
VhlmXig XfhEndpoint
BJ iam.bj.baidubce.com
@ KEEH

BERAEEEERIAM , BFERE BB AK (Access Key ID) FISK(Secret Access Key) FISRIHITRERINIE. AK/SKEH
RENAR SN, WATHE , BFRRAS , AARIAMBELZIAE. ATRUBIE 0 TR T RIERAK/SKEE

EMEEEERKS
BIAK/SK
@ HiglamClient
lamClient 2 IAMARFHE i , AFFRESAMRBRFH TR ERET —RINNAIE,
& FHAK/SK#HiEElamClient

TBITAK/SKITRIAIRIAM | FB ST A5 % 40 T AL HTE —MamClient :
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Baidu B B BaER Y SDK

public class Sample {
public static void main(String[] args) {
String ACCESS_KEY_ID = <your-access-key-id>; // FAFPfAccess Key ID
String SECRET_ACCESS_KEY = <your-secret-access-key>; // FBFfISecret Access Key

// #ia—NamClient
lamClient client = new lamClient(ACCESS_KEY_ID, SECRET_ACCESS_KEY);

1E_FE{tASE | ACCESS_KEY_IDXtAz#5t% 4 Hr i “Access Key ID” , SECRET_ACCESS_KEY Xt hz#51 & Hr i “Access Key
Secret” , FKENVARNES % (IR1EFER BIHACCESSKEY) .

@ Bt&lamClient

MR FPEERE lamClientfl—LelTT iS58 , A] ATERIE lamClientfKIB &£ \ BeeClientConfigurationS4g ,
BceClientConfiguration 2 IAMIRS-HIECE 2 , ATRUANE FIGELERIE , RAERNESH.

fEARE

TE—BAREET IR S AAIERIAMARS

String ACCESS_KEY_ID = <your-access-key-id>; // FAFPEIAccess Key ID
String SECRET_ACCESS_KEY = <your-secret-access-key>; // F FPEISecret Access Key
String ENDPOINT = <domain-name>; // B BT s EHIE4

// B BceClientConfigurationS2 45
BceClientConfiguration config = new BceClientConfiguration();

// BEEARIE A ZAIH8080%%mH
config.setProxyHost("127.0.0.1");
config.setProxyPort(8080);

// BIRRIAME. Fis

config.setCredentials(new DefaultBceCredentials(ACCESS_KEY_ID,SECRET_ACCESS_KEY));
config.setEndpoint(ENDPOINT);

lamClient client = new lamClient(config);

1 FA_EEAIAIBEL |, & PIGRATEIRMEEISIEIT 127.0.0. Ui AI8080iR A M IEHIT.

NTHAFRIEMNARIE | TS T ERARRDRECE R A%

// BliEBcecClientConfiguration3L 4
BceClientConfiguration config = new BceClientConfiguration();

// BEERIE AZN18080u%
config.setProxyHost("127.0.0.1");

config.setProxyPort(8080);

//RE R PENE

config.setProxyUsername(<username>); //B P4

config.setProxyPassword(<password>); /) BRRG
WEMBESH

FA ] L FEBceClientConfiguration X E A ML S B TIRE
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Baidu B B BaER Y SDK

BceClientConfiguration config = new BceClientConfiguration();

// REHTTPER RIZERHCA10
config.setMaxConnections(10);

// RETCPIEHRETA5000Z )
config.setConnectionTimeout(5000);

// B’ E Socket{ &%z B (I [H) ) 20002 #5
config.setSocketTimeout(2000);

SR

J@idBceClientConfigurationBETS E KT E SN T R/ :

2% VieA

UserAgent FPRIE |, $EHTTPHUser-Agentsk

Protocol SEZ QU ESit]

ProxyDomain VAIRINTLMEEIEFKATER AR %5 23 FIWindowsig 4
ProxyHost RIEAR %28 Ak

ProxyPort ARIBAR S 258060

ProxyUsername RIEAR % 23ER A 4

ProxyPassword AIF AR 2R RUE AN BLRD

ProxyPreemptiveAuthenticationEnabled 2SR E F F{IBIAUE

ProxyWorkstation NTLM{IE AR &5 25 BWindows T {EukE 4 #)
LocalAddress Atk
ConnectionTimeoutinMillis EAEROBEETE (A4 Z)
SocketTimeoutInMillis EITHHNER A M BRI B (A4 : Z5)
MaxConnections R TIFRIERKHTTPIZEREL
RetryPolicy EREE R
SocketBufferSizelnBytes SocketZE X A/
StreamBufferSize RS IRX A/
A AEEEN

@ BIEAF

XFFFRPMAE | ESE TS

public void createUser(lamClient client) {
CreateUserRequest createUserRequest = new CreateUserRequest();
/RBP4 KE1-6ANTER. B
createUserRequest.setName("test_user_name");
//RE R P

createUserRequest.setDescription("test_user_description");

client.createUser(createUserRequest);

o TP,
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FHRPER , ESEZN TR :

public void getUser(lamClient client) {
//RBERFA

String userName = "test_user_name";

client.getUser(userName);

o BHAF

XFFFRPMAIE | ESE TS

public void updateUser(lamClient client) {
// BRIKA %
String userName = "test_user_name";

[/ BEEFNRFER

UpdateUserRequest updateUserRequest = new UpdateUserRequest();

// REEHENAFE
updateUserRequest.setName("new_user_name");
// REEHENA PR

updateUserRequest.setDescription("new_user_description");

client.updateUser(userName, updateUserRequest);

@ MR/

SFFFR MR | ESE TS

public void deleteUser(lamClient client) {
// BRI 4%

String userName = "test_user_name";

client.deleteUser(userName);

@ FIZEH

SR/ ESENTAE

public void listUser(lamClient client) {
client.listUser();

@ BB FAiiEhl a5 R

EERFRERIAER , FSEM TR !

SDK
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public void updateLoginProfile(lamClient client) {
// RF%
String userName = "test_user_name";
UpdateLoginProfileRequest updateLoginProfileRequest = new UpdateLoginProfileRequest();
// RER BN ; AN R SR
updateLoginProfileRequest.setPassword("new_passwd");
// TIRERN R AR EEE RN
updateLoginProfileRequest.setNeedResetPassword(true);
/] RBEKRGE ZIRIIERE
updateLoginProfileRequest.setEnabledLoginMfa(true);
// ZIRBAEZR | T13% : PHONE-FHS , TOTPREIAMFAIR %
updateLoginProfileRequest.setLoginMfaType("PHONE");
// BBERIE=F8FLETY | B3 : UUAP-IMIK-S , PASSPORT- B K=
updateLoginProfileRequest.setThirdPartyType("UUAP");
// BEMBE=ABERIKS. YPELKTIAPASSPORTIATLLE T4, HPFEAK K-S & FR
updateLoginProfileRequest.setThirdPartyAccount("PASSPORT");
client.updateLoginProfile(userName , updatelLoginProfileRequest)

Vi8R : 1. thirdPartyType 5thirdPartyAccount}3 A a2 45 B IHRISEEE ; 2. &R E enabledLoginMfa":true, B AAETE
%€ loginMfaType

@ EREHAERACE

ERAFREHAEREE  FSEM TR

public void getLoginProfile(lamClient client) {

/! RFP%
String userName = "test_user_name";
client.getLoginProfile(userName);

@ KR HIAERECE

RARAFREFEEREE , XARFNEREER  ESEM TR :

public void deleteLoginProfile(lamClient client) {

// RFP%
String userName = "test_user_name";
client.deleteLoginProfile(userName);

@ 43 F FiIAccessKey

F AR A3 —4AAccessKeyifia) 4R | 1 ESE N T ¢

public void createAccessKey(lamClient client) {
// RF%

String userName = "test_user_name";

client.createAccessKey(userName);

@ ZFF FPiAccessKey

¥ PRFEE —tHAccessKey iR BRI B N ARE , S E W TR :
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public void disableAccessKey(lamClient client) {

// RF%

String userName = "test_user_name";
// ak

String accessKeyld = "test_user_ak";

client.disableAccessKey(userName, accessKeyld);

@ B FPKAccessKey

¥R TS —#BAccessKey IRIBRRE HRMIRE | S HI T :

public void enableAccessKey(lamClient client) {

// RF%

String userName = "test_user_name";
// ak

String accessKeyld = "test_user_ak";

client.enableAccessKey(userName, accessKeyld);

@ MR A FR9ACcessKey

MR B B EE— 2B AccessKey g [a) 4R | B Z N TR :

public void deleteAccessKey(lamClient client) {

/] BF%

String userName = "test_user_name";
// ak

String accessKeyld = "test_user_ak";

client.deleteAccessKey(userName, accessKeyld);

@ F1ZEF FiAccessKey

52 eI AccessKeyiIa| B4R | S E TR :

public void listAccessKey(lamClient client) {
// BF%

String userName = "test_user_name";

client.listAccessKey(userName);

fAeEEEN
@ pliEfA e

dlEAe , ESEM TR :
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public void createRole(lamClient client) {

CreateRoleRequest createRoleRequest = new CreateRoleRequest();

/] REABL

createRoleRequest.setName("test_role_name");

// RER G

createRoleRequest.setDescription("test_description");

// TRRE SVFINIE S GBI

createRoleRequest.setAssumeRolePolicyDocument("{\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\"," +

"\"permission\":[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-

id\"}, \"effect\":\"Allow\"}]}");

client.createRole(createRoleRequest);

o BRAG

BEWAE  ESEW TR

public void getRole(lamClient client) {

/] %
String roleName = "test_role_name";
client.getRole(roleName);

> BFHAG

BHAE , ESENM TR :

public void updateRole(lamClient client) {
// |BNAES
String roleName = "old_role_name";
UpdateRoleRequest updateRoleRequest = new UpdateRoleRequest();
/] REEFBESH
updateRoleRequest.setName("new_role_name");
// BRTHIA A
updateRoleRequest.setDescription("new_role_description");

// EFEI SR BRIEIK

updateRoleRequest.setAssumeRolePolicyDocument("{\"version\":\"v1\",\"accessControlList\":

[{\"service\":\"bce:iam\"," +
"\"permission\":[\"AssumeRole\"],\"region\":\"*\", \"grantee \":[{\"id\":\"grantee-
id\"}],\"effect\":\"Allow\"}}");

client.updateUser(roleName, updateRoleRequest);

@ ks

ks €, ESENTAES

public void deleteRole(lamClient client) {

/] Bes

String roleName = "test_role_name";

client.deleteRole(roleName);

SDK
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@ FEmE

FIEAE  ESEMTRE

public void listUser(lamClient client) {
client.listUser();

R EIEEO
> QIR SR

BIERRIARRE | ESHATED

public CreatePolicyResponse createPolicy(lamClient client) {
CreatePolicyRequest createPolicyRequest = new CreatePolicyRequest();
[/ REREE
createPolicyRequest.setName("test_policy_name");
// RERIgHER
createPolicyRequest.setDescription("test_policy_description");
// KRB , ACLIE 3k /5132 String
createPolicyRequest.setDocument("{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\",\"resource\":
\"*\"," +
"\"permission\":[\"*\"],\"effect\":\"Allow\"}}");

client.createPolicy(createPolicyRequest);

@ BKEE

BRI |, ESEN T :

public void getPolicy(lamClient client) {
// K&
String policyName = "test_policy_name";
// BEEWRRIE ST | KSystemBf B ALK ; ACustomi B 1A B i AR
String policyType = "System";

client.getPolicy(policyName, policyType);

@ Mgk

MIERANPR KM | ESE a0 TS

public void deletePolicy(lamClient client) {
// K&
String policyName = "test_policy_name";
client.deletePolicy(policyName);

@ BB

FIZAR M , YpolicyType X Systemiy , AIFIZE RSN ERIKRESIR |, SN T
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public void listPolicy(lamClient client) {
// EEWRRIEZER | A SystemBf B ZRLEREE ; ACustomBy B B E JURME
String policyType = "System";

client.listPolicy(policyType);

@ KEKF FANR

AR P REANPRRNE , ESE TR

public void attachPolicyToUser(lamClient client) {
// BP%
String userName = "test_user_name";
/] R
String policyName = "test_policy_name";
// RugZEEY
String policyType = "System";

client.attachPolicyToUser(userName, policyName, policyType);

@ fiRER A AR

fiRBRF R RERAAN R SRIE |, ES TS

public void detachPolicyFromUser(lamClient client) {

/] BF%

String userName = "test_user_name";
// K&

String policyName = "test_policy_name";
// REEHER

String policyType = "System";

client.detachPolicyFromUser(userName , policyName, policyType)

@ FZEFH P EIANR

FIZ R P RERRIBUIR R | ESE 0TS

public void listPoliciesForUser(lamClient client) {
// BF%

String userName = "test_user_name";

return client.listPoliciesForUser(userName)

@ REKER

AR FARBAPRRN: | ESETE :
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public void attachPolicyToGroup(lamClient client) {

// B2

String groupName = "test_group_name";
// Rug %

String policyName = "test_policy_name";
// REGHETY

String policyType = "System";

client.attachPolicyToGroup(userName, policyName, policyType);

@ FRBRARIR

fiRBR A LA RERAOAN R SR |, ES A TS

public void detachPolicyFromGroup(lamClient client) {

// B4

String groupName = "test_group_name";
// R

String policyName = "test_policy_name";
// REEHERY

String policyType = "System";

client.detachPolicyFromGroup(groupName, policyName, policyType);

@ FIZAA KEX AR

FIRA KB AAUR KRS | ESE A0 TS

public void listPoliciesForGroup(lamClient client) {
// B4
String groupName = "test_group_name";

client.listPoliciesForUser(groupName);

@ KB MR

PR ERAPRRN |, ESEN T :

public void attachPolicyToRole(lamClient client) {

/] P

String roleName = "test_role_name";

// K&

String policyName = "test_policy_name";
// REEIEEY

String policyType = "System";

client.attachPolicyToRole(roleName, policyName, policyType):

@ A AR

bR ERERBUR KR , ESE TS :
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public void detachPolicyFromRole(lamClient client) {

// BB

String roleName = "test_role_name";

// Rug %

String policyName = "test_policy_name";
// REGHETY

String policyType = "System";

client.detachPolicyFromRole(roleName, policyName, policyType);

@ 2R KR

FI M EXEKBIR KN | ESE 0TS

public void listPoliciesForRole(lamClient client) {

/] BEL
String roleName = "test_role_name";
client.listPoliciesForRole(roleName);

HEEEN
o Gl

B | ESEM TS :

public void createGroup(lamClient client) {
CreateGroupRequest createGroupRequest = new CreateGroupRequest();
// %
createGroupRequest.setName("test_group_name");
// A
createGroupRequest.setDescription("test_group_description");

client.createGroup(createGroupRequest);

@ BRA

BRA , ESHM TR :

public void getGroup(lamClient client) {
// B

String groupName = "test_group_name";

client.getGroup(groupName);

@ EFHE

A ESEMTAE
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public void updateGroup(lamClient client) {
// A%
String groupName = "test_group_name";
// REEFAER
UpdateGroupRequest updateGroupRequest = new UpdateGroupRequest();
// REBHNASL
updateGroupRequest.setName("new_group_name");
// RE ERTRIREA

updateGroupRequest.setDescription("new_group_description");

client.updateGroup(groupName, updateGroupRequest);

@ MhifRZE

MiERER | ESHN TR

public void deleteGroup(lamClient client) {
// A%

String groupName = "test_group_name";

client.deleteGroup(groupName);

@ 5 Z4H

P | ESEMN TS

public void listGroup(lamClient client) {
client.listGroup();

@ N FEI4A

IR SR, EEEI TR -

public void addUserToGroup(lamClient client) {

// B%
String groupName = "test_group_name";

// BP%

String userName = "test_user_name";

client.addUserToGroup(userName , groupName);

@ WARBIA -

WARBIERAF , ESEW TS

public void removeUserFromGroup(lamClient client) {

// 8%
String groupName = "test_group_name";

// RFP%

String userName = "test_user_name";

client.removeUserFromGroup(userName, groupName)

SDK
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@ FIZF FIIA

SIZER PERA | ESEWN TR

public void listGroupsForUser(lamClient client
/] BF%

String userName = "test_user_name"

client.listGroupsForUser(userName

@ FIZANA /-
SIHERNAF , ESEM T :
public void listUsersinGroup(lamClient client

// 404

String groupName = "test_group_name"

client.listUsersInGroup(groupName

PRI
@ FRAHE,

YA FARAPIEIIERET |, 2IR[E4A AN RAREIERERE | ETEMRE , FHEEEYRAME, B RAEESRN BT
Response BodylR ElVEMSERIEE , B TR ¢

e 2 CAE < U U

code String  FRANAMFERIT,

message String FRZFERAVELEEA.

requestld String SEZRMrequestld,

Bian :

{
"code":"lllegalRequestUrl",
"message":"The requested url belongs to domain which is not under acceleration”,
"requestld":" 81d0b05f-5ad4-1f22-8068-d5c9de60ald7"

. . HTTPIR 2
RIS ARAHE - it
403
AccessD . -
o Access denied. Forbidd JTANBRIA) ST A &R,
enie
en
| 400  VESKFHISONIEINIER , VG X EARFFEEK,
napprop
156 The JSON you provided was well-formed and valid, but Bad MR DENNEIR |, B ERBIARLESE, HTF
riate
\ not appropriate for this operation. Reques BMEE , X TAATTRFRFKIMN HiZZ8E ,
t WAZIR [E5XAMER,
500Inte

_  TAREXHEASER. EEREHX A ST
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InternalE rnal
We encountered an internal error. Please try again. HEHRET (RIFERNMRBRESEENH) RYZ{E
rror Server
Error ’
InvalidAc 403
The Access Key ID you provided does not exist in our
cessKeyl Forbidd Access Key IDATEFE,
records.
d en
400
InvalidH
The HTTP authorization header is invalid. Consult the  Bad . .
TTPAuth Authorization3KIBi& 4R .
service documentation for details. Reques
Header
t
400
InvalidH N
Bad HTTP bodyt& =48R, BIANAR S8 EHIEncoding
TTPRequ There was an error in the body of your HTTP request.
Reques %,
est
t
400 y . .
nvalidU Bad URIFEAARIER. Flan—LefRS% E LRI BER AR IL
nvali a
Could not parse the specified URI. Ac%. XTFIDARILACEE R , B e L AN ERmISE
RI Reques
IRED , Bla0NoSuchKey,
t
400
Malform Bad N .
The JSON you provided was not well-formed. JSONKERAGIE.
edJSON Reques
t
404
InvalidVe .
_ The API version specified was invalid. Not URIKIRAS SR E 7%,
rsion
Found
403
OptinRe R .
A subscription for the service is required. Forbidd &BFFBEXTNAIARS .
quired
en
412
Precondi
The specified If-Match header doesn't match the ETag Precon
tionFaile ENETag,
header. dition
d
Failed
400
Request Bad ESKERET, XXXE W Aix-bee-datefI{H., FNRIEK+
Request has expired. Timestamp date is XXX.
Expired Reques R ADate , NIFEE Datettif fjdatetime.
t
Idempot
403
entPara The request uses the same client token as a
Forbidd clientTokenX$ N fIAPISER—1¥,
meterMi previous, but non-identical request.
en

smatch

The request signature we calculated does not match 400

Signatur

the signature you provided. Check your Secret Access Bad Authorization3K33= f 5 145 42 A0 IR S5 imBeniE R —
eDoesN

Key and signing method. Consult the service Reques E.
otMatch

documentation for details. t

ARAZEBICH

e Java SDKFFA&41[2020-07-06] jRAS v0.10.115 EXRKF# :
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- XFeBE. T, EX. B SIxms
- IRFEEAFAMEEAES , HFER. XIHEHAES
- XFFelE. 2. BA. Bk 5I2ASiNAccessKey
- XFEFGIE, B, FH. Bk SIEASA
- TRARIAFEIA , NANBERRS , 512/ FA AN A -
- XA, BW. B B SIxAe
- XFAIE. B, MR, FIRskRE
- XFEREK MR, FIEAPHAIR. ARUR. AR

Python-SDK
B

AAAEZRANRIAM Python SDKINZIRAME A, FEEAARRT , BRERET HIAMK—LERTR, BEERTRIAM , AT
SETRIRMPEN T,

2R SDKTAA
@ HEHER
1. BT
Python SDKX 3¥1EPython2.7F1Python3.x I E FIZ1T.
2. RiKpycryptofk#i
ZHSDKZ AT , FHEEMITEH4 pip install pycrypto T3 pycryptofi#i.
MRLIHKKW , EPATpip install pycryptodome.,
@ FHHNZIESDK
AR : BidpipZi
SR PUBIE pip I M AT B HRERPython SDKTRFIEHIAES ., BMRET , EHHTHIITATHS -

pip install bce-python-sdk

RIaI# Python SDKZZE A,
AR BERE TREAEHTREK
1. I AE FIRF/ LT EPython SDKE4ET AR,

2. T HEIEHEBHERE , PITANTHS (versionBH M BEFTIIARAS) : pip install bee-python-sdk-version.zip
BPE ¥ Python SDKZAE A,

EHATREERESEPITIN TGS (versionBEH M EZFRTHIRAS) RITHSDKMRE

cd bce-python-sdk-version

python setup.py install

SDKE R45H
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baidubce

F—— auth //AHEBRE R
F——http //HtpiEsRAEHR
—— services //BRENFEEFR
| L—jam //IAMB &
\ ——iam_client.py //\AMZ. P A\ 26
F—— bce_base_client.py //BCER Fum \ AR
—— bce_client_configuration.py  //HttpClientfECE 2
—— bce_response.py //BCER FumiEskE
—— exception.py //BCER Pl 55 2¢
—— protocol.py //PEEHNE X
—— region.py //BKIHA TR R
F——retry_policy.py //BCEMRF AHECE
L—— utils.py //BCEANT A

@ EPESDK

TaHAEPE SDK B , {8 FpipiE“bee-python-sdk’BIT,
A,

@ FfAEndpoint
BESRABANRT Z2XEXF , B2k,

BRTR 3 Edb-db s — s,  JbmXiE : https://iam.bj.baidubce.com XTR{EER :

Viia)Xis, %t Endpoint TR
BJ iam.bj.baidubce.com HTTP,HTTPS
@ RIE4A

EFABESERIAM , BRERE BB AK (Access Key ID) FISK(Secret Access Key) FISRIEHHTRERINIE. AK/SKEH
RENEARAN  MAFERSE , BTRRRA , MRIAMBMZE LRI, aTRUBIE I T BHREI T RIEMAK/SKER.

AN B EERERIKS
BIZAK/SK
@ HiilamClient
lamClient2IAMARF- I i , AFFRESAMBRS TR IR T —RININAIE,

1. fEFElamClientZ B , FELMRECE SR lamClient#H{TACE , U IECE U4y 4 4 iam_sample_conf.py , E{&KAC
BERM TR :
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#HHE 5| \FRE R AR
import logging

#HH 5| NECE IR R R MIEHER
from baidubce.bce_client_configuration import BceClientConfiguration
from baidubce.auth.bce_credentials import BceCredentials

##### W BHHost , Access Key IDFSecret Access Key
HOST = "

AK ="

SK ="

##HHH X E B S AR B S5

logger = logging.getLogger('baidubce.services.iam.iamclient')
fh = logging.FileHandler('sample.log’)

fh.setLevel(logging. DEBUG)

#HHH R E BEHR IR . SAMANE

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s’)
fh.setFormatter(formatter)

logger.setlLevel(logging. DEBUG)

logger.addHandler(fh)

##### BiFEBceClientConfiguration
config = BeeClientConfiguration(credentials=BceCredentials(AK, SK), endpoint=HOST)

2. fJElamClient , £*sample/iam/iam_sample.py

#i## o) N\ECEES

import iam_sample_conf

##### 3] NlamClienti&E3k
from baidubce.services.iam.iam_client import lamClient

##### Bl lamClient
iam_client = lamClient(iam_sample_conf.config)

@ BtElamClient
BEME S

AP RE—LEMESA

R B VS KGR B B[]
iam_sample_conf.config.connection_timeout_in_mills = TIMEOUT

i R BRI KN
iam_sample_conf.config.recv_buf_size(BUF_SIZE)

HHHH R B REE P RN

iam_sample_conf.config.send_buf_size(BUF_SIZE)
i R EEREE R

#HH = ESUR B
iam_sample_conf.config.retry_policy = BackOffRetryPolicy()

SR

J@idBceClientConfigurationfEFS E KT B SN T R :
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344 WA
send_buf_size RIEZIFX K/
recv_buf_size BRI A KN

connection_timeout_in_mills &SKBIEE] (B4 : ZF)
retry_policy TR |, VIEAClientBTZRIA N = RFEHOR B
ArEEEn

o BEMAF

XFFR/PHAE | ESEMTHE

def create_user():
iam_client = lamClient(iam_sample_conf.config)

# B A FESKk A dict

# RE R F&name KE1-64uIF& . $rak" "

# W B F Pl description

create_user_request = {"name": "test_user", "description": "create user: test_user"}
response = iam_client.create_user(create_user_request)

print(response)

o BRAFS

FRPEN , ESEM TR :

def get_user():
iam_client = lamClient(iam_sample_conf.config)
#RER %
user_name = b'test_user'

response = iam_client.get_user(user_name)

print(response)

@ EFAF,

SXFFFRPNER , ESEW T

def update_user():
iam_client = lamClient(iam_sample_conf.config)

# BRIKWA 2

user_name = b"test_user"

# B A PvEsKk A dict

#REBEHENAFS

# RWEEHEMAE itk

update_user_request = {"name": "test_user_new", "description": "test-new"}
response = iam_client.update_user(user_name, update_user_request)

print(response)
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@ Mk~

T RPRER  ESE TR

def delete_user():
iam_client = lamClient(iam_sample_conf.config)
# BRINA 4
user_name = b"test_user"

response = iam_client.delete_user(user_name)

print(response)

@ FIERF

IR/, ESHM TR

def list_user():
iam_client = lamClient(iam_sample_conf.config)
response = iam_client.list_user()

print(response)

@ BEERPIEHIa TR

EERFRERIARR , ESEM TR !

def update_user_login_profile():
iam_client = lamClient(iam_sample_conf.config)

# BCE A P R0ish) & 8 R ivEsK A dict
# R B P ERpassword , {EANERN A ZIR
# B BESKEBE ZIRIIE% FenabledLoginMfa

# T IRIIFZERY loginMfaType , A% : PHONE-FHS , TOTPEHAMFAIR &

# BBE I = B3 2 thirdPartyType , B]3% : UUAP-INMK-S |, PASSPORT-H E K=

# BRERISE =B R MK SthirdPartyAccount , BB 2B APASSPORTES AT AR FHL. HEAELAR K-S & FR
update_user_login_profile_request = {"password":"Pa$$word4Demo", "enabledLoginMfa": True, "loginMfaType":

"PHONE",

"thirdPartyType": "PASSPORT", "thirdPartyAccount": "testPassportAccount"}

# HRIMNA 4

user_name = b"test_user"

response = iam_client.update_user_login_profile(user_name, update_user_login_profile_request)

print(response)

WA : 1. thirdPartyType SthirdPartyAccount ¥ A5 F4F R IHRIEEEE ; 2. AR B enabledLoginMfa":true, ABANIRETS

€ loginMfaType

@ BEHTH A ERACE

BRAFREHAEREE  FSEM TR

SDK
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def get_user_login_profile
iam_client = lamClient(iam_sample_conf.config
# BRIMA P4
user_name = b"test_user”

response = iam_client.get_user_login_profile(user_name

print(response

@ KAHEH A ERECE

RAAFHEFIEEREE , XA FNEFEER  ESEM TR :

def delete_user_login_profile
iam_client = lamClient(iam_sample_conf.config
#REBRNA %
user_name = b"test_user"”

response = iam_client.delete_user_login_profile(user_name

print(response

@ B F FiIAccessKey

A P aE — 2B AccessKey iR | IESEINTRES :

def create_user_accesskey
iam_client = lamClient(iam_sample_conf.config
#REBRNA %
user_name = b"test_user"

response = iam_client.create_user_accesskey(user_name

print(response

@ ZF FPiAccessKey

A PETERE — B AccessKey IR BAR BN AR , ESEMTRED

def disable_user_accesskey!
iam_client = lamClient(iam_sample_conf.config

# REBRINA 4

user_name = b"test_user"

# REHEZ Kk
accesskey_id = b"test_access_key_id"

response = iam_client.disable_user_accesskey(user_name, accesskey_id
print(response

@ B FiIAccessKey

¥ F PRIFEE —tHAccessKey i RIBRAIR B B ARE |, BSEWTARE :
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def enable_user_accesskey
iam_client = lamClient(iam_sample_conf.config

# REBRIMA IS

user_name = b"test_user"
# REFELRRakK
accesskey_id = b"test_access_key_id"

response = iam_client.enable_user_accesskey(user_name, accesskey_id

print(response

@ MR A Fi9ACcessKey

IRk B P05 E —2B AccessKey iR 2548 |, 155N FRAD

def delete_user_accesskey
iam_client = lamClient(iam_sample_conf.config

# REBINAFS

user_name = b"test_user"
# REHEZMRHRak
accesskey_id = b"test_access_key_id"

response = iam_client.delete_user_accesskey(user_name, accesskey_id

print(response

@ 324 F FifAccessKey

512 Pt £ EBAccessKey ila %4 , WESE N TS :

def list_user_accesskey
iam_client = lamClient(iam_sample_conf.config
#REBRNA %
user_name = b"test_user"

response = iam_client.list_user_accesskey(user_name

print(response

fAEEEEN
@ A

flEAE  ESEM TR :
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def create_role():

iam_client = lamClient(iam_sample_conf.config)

# Bl A GRS K Adict

# REfABLname

# BB fafiiRdescription

# FEE SR R {KassumeRolePolicyDocument

create_role_request = {"name": "test_role", "description": "create role: test_role",

"assumeRolePolicyDocument”: "{\"version\":\"v1\",\"accessControlList\":[{"

"\"service\":\"bce:iam\",\"permission\":[\"AssumeRole\"],"
"\"region\":\"*\",\"grantee \":[{"
"\"id\":\"test_account_id\"}],"
"\"effect\":\"Allow\"}]}"}

response = iam_client.create_role(create_role_request)

print(response)

o BRAG

BEWAE  ESEW TR

def get_role():
iam_client = lamClient(iam_sample_conf.config)

#REABS
role_name = b"test_role"
response = iam_client.get_role(role_name)

print(response)

> BFAG

EHAE , ESEN T :

def update_role():
iam_client = lamClient(iam_sample_conf.config)

# |BNfA B%

role_name = b"test_role"

# AT ERESK A dict

# 1R EBHNA AL name

# WEEHNA AR description

# BB EHR AN EA ERE A assumeRolePolicyDocument

update_role_request = {"name": "test_role_new", "description": "update role: test_role",

"assumeRolePolicyDocument”: "{\"version\":\"v1\",\"accessControlList\":[{"

"\"service\":\"bce:iam\",\"permission\":[\"AssumeRole\"],"
"\"region\":\"*\",\"grantee \":[{"
"\"id\":\"test_account_id\"}],"
"\"effect\":\"Allow\"}]}"}

response = iam_client.update_role(role_name, update_role_request)

print(response)

@ Mixs e
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ks & ESEW TR
def delete_role():
iam_client = lamClient(iam_sample_conf.config)
# RS AR
role_name = b"test_role"

response = iam_client.delete_role(role_name=role_name)

print(response)

@ FEHBE

SIEABE  ESHM TR :

def list_role():
iam_client = lamClient(iam_sample_conf.config)
response = iam_client.list_role()

print(response)

R EIEEO
@ RIS SRR

BIRANRIRRE | ESE TAES

def create_policy():
iam_client = lamClient(iam_sample_conf.config)

# B IRBK AOTE SR A dict

# RE KM Zname

# R B RRg iR description

# 1R BRI B document , ACLIE P8It /513 EIKIString

create_policy_request = {"name": "test_policy", "description": "create policy: test_policy_1",
"document”: '{ "accessControlList": [ { "region": "bj", "resource": [ "*" ], "effect":’

""Allow", "service": "bce:bos", "permission": [ "READ" 1} 1} '}
response = iam_client.create_policy(create_policy_request)

print(response)

@ BIKE

BWAPR KN | ESEN TR :
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def get_policy():
iam_client = lamClient(iam_sample_conf.config)
# REE 4
policy_name = b"test_policy"
# EEWRREE AT | JSystemBfE IR RS 5RRE ; ACustomBTE A B E Xkl
policy_type = b"Custom”

response = iam_client.get_policy(policy_name=policy_name, policy_type=policy_type)

print(response)

@ MR

MIERANPR SR , B0 TR

def delete_policy():
iam_client = lamClient(iam_sample_conf.config)
# RE& A
policy_name = b"test_policy"

response = iam_client.delete_policy(policy_name=policy_name)

print(response)(policyName);

@ FIZE M

FIZAPRFERE . HpolicyTypeASystembf , AJSIHRGNERKILS R , FSEZM TR :

def list_policy():
iam_client = lamClient(iam_sample_conf.config)
# EEWRREE LT | JSystemBfE IR RSk ; ACustomBTE 1A E Xl
policy_type = b"Custom”
# XTI
name_filter = b"test"

response = iam_client.list_policy(policy_type=policy_type, name_filter=name_filter)

print(response)

@ KEXF AR

PR PRBAPR RN | SN
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def attach_policy_to_user():

iam_client = lamClient(iam_sample_conf.config)

# HERBORIRH A

user_name = b"test_user"

# REKHIRAE

policy_name = b"test_policy"

# EEWMPIREEIEE] | ASystemBTEIRARLGLEKME ; FICustomy & 18] B 7E Sk
policy_type = b"Custom”

response = iam_client.attach_policy_to_user(user_name, policy_name, policy_type)

print(response)

> fiflR A AR

fRBRF A P REXROAUR 5RBE |, BN TS ¢

def detach_policy_from_user():
iam_client = lamClient(iam_sample_conf.config)

# B RECRER I

user_name = b"test _user"”

# REREI RS

policy_name = b"test_policy"

# BEWRKREE DY | JSystemBf IR RSk ; ACustomBYE I B & Xkl
policy_type = b"Custom"

response = iam_client.detach_policy_from_user(user_name, policy_name, policy_type)

print(response)

@ F2F AR

FI2E R P RERAOBUR KR |, ESH N TARD

def list_policies_from_user():
iam_client = lamClient(iam_sample_conf.config)
# P4
user_name = b"test_user"

response = iam_client.list_policies_from_user(user_name)

print(response)

@ KERZAARUR

AR FEREANPR RN , ESEN TR
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def attach_policy_to_group():

iam_client = lamClient(iam_sample_conf.config)

# FHERBORIR A A P4

group_name = b"test _group"

# RERE SR

policy_name = b"test_policy"

# EEWMPIREEIEE] | ASystemBTEIRARLGLEKME ; FICustomy & 18] B 7E Sk
policy_type = b"Custom”

response = iam_client.attach_policy_to_group(group_name, policy_name, policy_type)

print(response)

@ FREREAANR

iRk A P2 REXAOAUR SR , B N TRAD ¢

def detach_policy_from_group():
iam_client = lamClient(iam_sample_conf.config)
# B RE RS A A P4
group_name = b"test _group"
# REREI RS
policy_name = b"test_policy"
# BEWRREE DY | JSystemBfEIH RS kR ; ACustomBYE 1] 5 & Xkl
policy_type = b"Custom”

response = iam_client.detach_policy_from_group(group_name, policy_name, policy_type)

print(response)

@ FII24H REXAIAUR

FIZAE RERAOAUR KR , ESH N TS

def list_policies_from_group():
iam_client = lamClient(iam_sample_conf.config)
# R PA%
group_name = b"test_group"

response = iam_client.list_policies_from_group(group_name)

print(response)

@ KA AR

AR EREAPRKE , ESEM TR
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def attach_policy_to_role():

iam_client = lamClient(iam_sample_conf.config)

# HERICRI A €

role_name = b"test role"

# RERHI SR

policy_name = b"test_policy"

# EEWPIRIE IR | A SystemBTEIRARLGLKME ; FICustomy & 18] B 7E Sk
policy_type = b"Custom”

response = iam_client.attach_policy_to_role(role_name, policy_name, policy_type)

print(response)

@ A AR

bR EREBUR KR , ESE TR :

def detach_policy_from_role():
iam_client = lamClient(iam_sample_conf.config)

# HERKRENAE

role_name = b"test_role"

# REREI RS

policy_name = b"test_policy"

# BEWRKREE Y | JSystemBfE IR RSk ; ACustomBYE I B & Xkl
policy_type = b"Custom"

response = iam_client.detach_policy_from_role(role_name, policy_name, policy_type)

print(response)

@ 2R EKAR

FI M EXRBKBIR KRS | ESE0 TS

def list_policies_from_role():
iam_client = lamClient(iam_sample_conf.config)
#ABg
role_name = b"test_role"

response = iam_client.list_policies_from_role(role_name)

print(response)

BN
@ Q4

B | ESENTRES
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def create_group():
iam_client = lamClient(iam_sample_conf.config)
# B A RS K Adict
# % B A P4 % name
# R B PR description
create_group_request = {"name": "test_group", "description": "create test_group"}

response = iam_client.create_group(create_group_request)

print(response)

@ BRA

BAA , ESEINTARE :

def get_group():
iam_client = lamClient(iam_sample_conf.config)
# A%
group_name = b"test_group"

response = iam_client.get_group(group_name)

print(response)

@ BHA

BHA  ESEWTRE

def update_group():
iam_client = lamClient(iam_sample_conf.config)

# BRI A FE %
group_name = b"test_group"

# AT PGSR Adict

# R B F4H%name

# % B PR description

update_group_request = {"name": "test_group_new", "description": "update test_group"}

response = iam_client.update_group(group_name, update_group_request)

print(response)

@ MfReE

MikReR | B0 TR

def delete_group():
iam_client = lamClient(iam_sample_conf.config)
# BRINA A%
group_name = b"test_group"

response = iam_client.delete_group(group_name)

print(response)
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@ FIZELH

SR | ESH I TR

def list_group
iam_client = lamClient(iam_sample_conf.config
response = iam_client.list_group

print(response

@ RN FEIA

NINFAFEIA , ESEZNMTRE :

def add_user_to_group
iam_client = lamClient(iam_sample_conf.config
# %
group_name = b"test_group"
# FEMARFAFHAF
user_name = b"test_user"

response = iam_client.add_user_to_group(group_name, user_name

print(response

@ WARBIA -

NARNBERR S, ESEMTAE :

def remove_user_from_group
iam_client = lamClient(iam_sample_conf.config

# A%

group_name = b"test_group"
# SEMNAFAF RGN R -
user_name = b"test_user"

response = iam_client.remove_user_from_group(group_name, user_name

print(response

@ FIZEH FrIA

SR FHENA | FSEN TR

def list_user_group
iam_client = lamClient(iam_sample_conf.config
# %
user_name = b"test_user"

response = iam_client.list_user_group(user_name

print(response
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()

FIZELAN A P

FIZLARNRF , EEEN TR

def list_group_user
iam_client = lamClient(iam_sample_conf.config

group_name = b"test _group"
response = iam_client.list_group_user(group_name

print(response

FRRG

@ FERAGAR T

L FiEAPIE INAERET |
Response BodylR ElVEMERIEE , BRI THE ¢

e 2 CANNES (R
code String  FREMAFRAER,
message String B IRZXFNREVEMRER,

requestld String SEZEEREIrequestld,

Bign :

{

"code":"lllegalRequestUrl",

RIRELH AN MEREIERER  ETEMEE , FiE L, BREERRN BT

"message":"The requested url belongs to domain which is not under acceleration”,

"requestld":" 81d0b05f-5ad4-1f22-8068-d5c9de60ald7"

AccessD
Access denied.
enied

Inapprop
The JSON you provided was well-formed and valid, but
riateJSO

not appropriate for this operation.

InternalE ) )
We encountered an internal error. Please try again.
rror

InvalidAc

The Access Key ID you provided does not exist in our
cessKeyl

records.
d

InvalidH
The HTTP authorization header is invalid. Consult the

HTTPRK

- R

403

Forbidd JCANBRYR) ST A &R,

en

400  EKRAEISONEEIER , (BB FRGESEK,

Bad  ZNERDEMNLEWR , SEERAAE. BTk
Reques AMXIE , S THATEKRNKRY BiE2H ,
t FAZIR EX AR,

500Inte
FTBERE XA R, ERIAMT N AR

RN (BIEERNARS BENK) R

rnal
Server

Error

403
Forbidd Access Key IDARTZFE.

en

400
Bad

SDK
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TTPAuth

Header

InvalidH

service documentation for details.

TTPRequ There was an error in the body of your HTTP request.

est

InvalidU
RI

Malform

edJSON

Could not parse the specified URI.

The JSON you provided was not well-formed.

InvalidvVe

rsion

OptinRe

quired

Precondi
tionFaile

d

Request

Expired

Idempot
entPara
meterMi

smatch

Signatur
eDoesN

otMatch

The API version specified was invalid.

A subscription for the service is required.

The specified If-Match header doesn't match the ETag

header.

Request has expired. Timestamp date is XXX.

The request uses the same client token as a

previous, but non-identical request.

The request signature we calculated does not match
the signature you provided. Check your Secret Access
Key and signing method. Consult the service

documentation for details.

ARAZEBICH

e Python SDKFF&RF1[2021-11-24] fRAS v0.8.63 B AS : :

XEFelE, T, EH. Bk, SRS

Authorization3KIBA& AR
Reques

t

400
Bad  HTTP bodyt&s = 4&iR. BIaNARHETEEMEncoding
%,

Reques

t

400
Bad

URFERRIERS, fBia0—Le AR 555 X A 581m AR DL
fe%. T IDARMLACE RS |, B iE A ARAEE
Reques

JRED |, f5lanNoSuchKey,
t

400
Bad X
JSONREAAREIE.

Reques

t

404
Not URIIRAS A ETE.
Found
403
Forbidd &BFFEXTVAIARS .

en

412
Precon |
HNETag,
dition
Failed
400
Bad  VEKIBAES. XXXEBUHix-bee-dateflifE. RIEKF
Reques R fDate , NIFEER Datett e Fdatetime,

t

403
Forbidd clientTokenXt i AIAPIS ¥R —FE,

en

400
Bad Authorization3k3g = f 28 4 F IR S-S A~ —

Reques ZE.

XFEERFRERIGES  SFEH, XPEHIEER

XFRE. 2. SR, Bk, 512 FiIAccessKey

MFRE. B, EJR. Bk, SR AA

SRR FEIA , NARBIRA S, 312 M PrAAR A -

SDK
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o ZERQIR. B, BH. MR Fime

o SRR, B, MR FINCREE

o STEXEK. MR, FIRASLRAUR, BAUR. HEAUR
Go-SDK
%S

AIREZRNAIAM GO SDRKZEANMER . EERASAT , BRRET MAMK—LERMIR. BEERTRIAM , AJUS
EFERR AR D,

LI SDKTE A
@ BTN

GO SDKRJ A 7Egol. 3% A LR FiE1T.
@ RFESDK

HiEMNgithub T3

o get T A MgithubBHT 3K

go get github.com/baidubce/bce-sdk-go

SDKE R£4H
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O
o
(0]

bce-sdk-go
—-auth //BCEZ & M PRIAUE
--bce //BCEZ A RtZA ¢
--http //BCEMIhttplB SR
--services //BCEFMIXARS B %
--appblb / /N B AT RS B R
--bbc //ERRS 2%
--bce // =R
--bec //BEN%TE
--bie /B ESEh%
—bls //BERS
—bos //BOSHRS- B %
|--bos_client.go  //BOSZ Fig \H
|--api //BOSHXAPIH=R

|--bucket.go  //BOSHIBucketAH 3 APISTEY
--object.go  //BOSHIObjectAH F<APISSIR
--multipart.go //BOSEMultipartd 5<APISLEL
--module.go  //BOSAHRAPIFEIEIETY
-util.go  //BOSHR<APISCHE AT A
//BERIE

--cd //RBN ML
—-cert //SSLIEEP RS
--cfc /R E
--cfs //CFS3UH 18RS
--cfw // =B
--csh // =ERE
--ddc //DDCYUR L BERF
--dts //BARE R RS
--eip //EYEN P
--endpoint //SNICARE- M+
--eni //ENICEBME &
--es //eNb e
etGateway Va1 ES
—-iam //BHER
—rds /| BEIEE
--scs //SCSHR%-E %
--sms //SMSHR$ B3R
--sts //STSHR% B 3%
--vca //VCARRS-B %
--ver //VCRAR%-B %

|--vpe / /T WL

|--vpn //VPNP %

|--mms /1 BIEEERRRE R

--util //BCE/\ AR T A ST
@ ENESDK

TRAAENZRSOKES | MR T ZRAURRDED AT,

VAt sdk

@ HEIAEndpoint

TERA L FISDKBSACE AIEndpointlt , BT SCENETF & A SFERE T IAMI A5 SRSy | IRfREndpointAl XA,

BRIFFRT ZXESHF | S E ISR,

@ KENVEHA

EHERAEERIAM , SEEHE— N EBHAKAccess Key ID)FISK(Secret Access Key) B T&ZINIE. AK/SKEBZRSHED
HRAFH, IAFRER , BTRRRF , AEIAMAEE L IAIE,

SDK

178


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%259C%258D%25E5%258A%25A1%25E5%259F%259F%25E5%2590%258D
https://cloud.baidu.com/doc/Reference/s/2jwvz23xx/
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ATRURE AN TR A T RIEHAK/SKIER ¢

EMEERKS
BIEEAK/SK
@ HFEIAM Client
LIBRYAM ClientZ AMBRSHR Fut , AFF R B SAMRS S TR EIR T —RININ A TE.
{EFIAK/SKHFTEEIAM Client

BILAK/SKARIAIIAM |, A AET S % 40 FAEDHEE—MAM Client :

import
"github.com/baidubce/bce-sdk-go/services/iam"

func main
// B PHIAccess Key IDF1Secret Access Key
ACCESS_KEY_ID, SECRET_ACCESS_KEY := <your-access-key-id>, <your-secret-access-key>

// Fia—NAMClient
iamClient, err := iam.NewClient(AK, SK

T EE{REDTF , ACCESS_KEY_IDXY /%4 & i) “Access Key ID” , SECRET_ACCESS_KEY Xf M5 & i “Access Key
Secret” , IKNARNESHE (RIETER WNAIRENAKSK) .

{5 FASTSAIZEIAM Client

EA{ESTS token

IAMB] OB IS STSHLHISREL S = AT RGBT IRALAA]. STS (Security Token Service) 2 E B =IZHAIGEHEZARS . BISTS ,
BRI E = AR PIE—4 B E X SABERAGARIEIE. $5=77F Fa] AE Bk ﬁE%ﬁFﬁEFaEﬂAPWSDKﬁ@
BECRE.

BESTSARVIEIAM , A AEELBEISTSHMclientR iE—/MAEFZHS , FIEARAI S LA ERSTSHERN
FASTS tokenFiZE1AM Client

ERELFSTSE , AIH4STS TokenELEEIIAM Clientd , ATMSRELEITSTS TokenfliEIAM Client,

IS ZER])

GO SDKSRIL T STSHRE-RI3EA , A RTAS 240 T T8 AL |, SLHLEESTS TokenF1AIZEIAM ClientS{ £ :
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https://cloud.baidu.com/doc/Reference/s/9jwvz2egb
https://cloud.baidu.com/doc/IAM/s/gjwvyc7n7
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import (
"t

"github.com/baidubce/bce-sdk-go/auth" //FNAEES
"github.com/baidubce/bce-sdk-go/services/iam"  //S NIAMARS- 15
"github.com/baidubce/bce-sdk-go/services/sts"  //SASTSAR S 151k

func main() {
// BIFESTSARS-HIClientXi5R , Endpoint{f FBERIAE
AK, SK := <your-access-key-id>, <your-secret-access-key>
stsClient, err := sts.NewClient(AK, SK)
if err |=nil {
fmt.PrintIn("create sts client object :", err)
return

}

// BRI A Etoken , BEEHA608 , ACLAZT
stsObj, err := stsClient.GetSessionToken(60, "")
if err I=nil {
fmt.Printin("get session token failed:", err)
return

1
fmt.Printin("GetSessionToken result:")
fmt.Printin(" accessKeyld:", stsObj.AccessKeyld)
fmt.Printin(" secretAccessKey:", stsObj.SecretAccessKey)
fmt.Printin(" sessionToken:", stsObj.SessionToken)
fmt.Printin(" createTime:", stsObj.CreateTime)
fmt.Printin(" expiration:", stsObj.Expiration)
fmt.Printin(" userld:", stsObj.Userld)

// {ERFRERIEE STSAUZIAMARF-HIClientXi 5 , Endpointfs FBERIAE
iamClient, err := iam.NewClient(stsObj.AccessKeyld, stsObj.SecretAccessKey, "")
if err I=nil {
fmt.Printin("create iam client failed:", err)
return
}
stsCredential, err := auth.NewSessionBceCredentials(
stsObj.AccessKeyld,
stsObj.SecretAccessKey,
stsObj.SessionToken)
if err I=nil {
fmt.Printin("create sts credential object failed:", err)
return
}
iamClient.Config.Credentials = stsCredential
}

A& - BRIERASTSELEIAM Clientf} , LS X MIAMAR S MEndpointfEMBE , STSHIEndpointEFERCE
Ahttp://sts.bj.baidubce.com, _EIRALH A3 STSXS R B FALLEIALE.

@ BEBEHTTPSHMYIRIAM

IAMZIFHTTPSEi Y , ST UB T A BIZEIAM ClientST R BYFE B FEndpointFFEBAHTTPSH K , #EIAM GO SDKH{#E B
HTTPSYEIAMAR S :
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// import "github.com/baidubce/bce-sdk-go/services/iam"
ENDPOINT := "https://iam.bj.baidubce.com" //$5BR & FAHTTPSH/1YX

AK, SK := <your-access-key-id>, <your-secret-access-key>
iamClient, _ := iam.NewClientWithEndpoint(AK, SK, ENDPOINT)

@ BZEIAM Client

MR FFEECEIAM Clientf— LTINS H , FTIAFERZIAM ClientfR 2 f5 , fERAX SRS HF K ConfigitiT A E X AT
B, TCAR FInEEAIE , RRIEERESH.

fEARE

TE—BRARDA BILER FinfE BAIRVIRIAMARS

// import "github.com/baidubce/bce-sdk-go/services/iam"
//BIEEIAM ClientSi5
AK, SK := <your-access-key-id>, <your-secret-access-key>

ENDPOINT := "iam.bj.baidubce.com
client, _ := iam.NewClient(AK, SK, ENDPOINT)

/ /AR5 A #8080tk 1
client.Config.ProxyUrl = "127.0.0.1:8080"

WEMESH

FFRT U@ 20 T HURBHRRL A TRE S BIRE

// import "github.com/baidubce /bce-sdk-go/services/iam"

AK, SK := <your-access-key-id>, <your-secret-access-key>
client, _ := iam.NewClient(AK, SK)

// BEEAHATER , BiAABack OffEE i
client.Config.Retry = bce.NewNoRetryPolicy()

// BCEIEHER BB E) ) 3040
client.Config.ConnectionTimeoutInMillis = 30 * 1000

[Wegdn g2 2t iian

// import "github.com/baidubce/bce-sdk-go/services/iam"

AK, SK := <your-access-key-id>, <your-secret-access-key>
client, _ := iam.NewClient(AK, SK)

// BEEZ £ AHTTPIER KA Host™
headersToSign := map|string]struct{}{"Host": struct{}{}}
client.Config.SignOption.HeadersToSign = HeadersToSign

// BEEZA BB A30%
client.Config.SignOption.ExpireSeconds = 30

SHH

FFERGO SDKIIRIAMET , BIZZEKIIAM ClientX$ 5 i Config FER STIFIIFTE SHAN T RATR
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LB AR E-Sit] aX

Endpoint string BRIRE R

ProxyUrl string % FPuma SRR

Region string BRI IRAIX,

UserAgent string BAPFLZFR , HTTPiEK M User-Agentsk
Credentials *auth.BceCredentials &SRR |, 55T IBAK/SKSSTSFF
SignOption *auth.SignOptions  IATEFAF SR &5 £ %50

Retry RetryPolicy EEE R

ConnectionTimeoutinMillis int BT , SR, BA205 4

WA

1. CredentialsFE%{# FJ auth.NewBceCredentials-5 auth.NewSessionBceCredentials ER¥3E , BHAEFRFIE , FEREHESTS
YA A , EDL 5 FISTSAIZIAM Client™/)NTT,

2. SignOption=FBCAAE AR 4 4 SRS AGET , LT3R :

2FR Sl aX

HeadersToSign map[string]struct{} 4 R%E 4 4% SR id FREIHTTPk

Timestamp  int64 RN RFHEDERRNEE , BAMERERAENRE
ExpireSeconds int R FHBRE R

HA |, HeadersToSignZXiA A Host™ , “Content-Type™ , “Content-Length™ , “Content-MD5" ; TimeStamp—fi& AZE(H , &
NE A A BGAEZ T SRR AR, , A P — MR NMZERRHE X F B IME ; ExpireSecondsEXiA A 1800FbE1304)
o,

3. RetryFEIEEE R , BRISXIFMFh : NoRetryPolicyH BackOffRetryPolicy, ZXMAEAGE , ZEH R EEERAER
wE, RKERNREMERELY , RREXEIRU KRS KM ARITER , BRRRIRAERMARERKER
EfiE AL,

A PEEEN

BIEAF BE TR TR/,

name := "test-user-sdk-go"

args := &api.CreateUserArgs
Name name

Description: "description"

result, err := client.CreateUser(args
if err I= nil
fmt.Printin("Create iam user failed", err
else
fmt.PrintIn("Create iam user success", result

RN

o FHAMSERLE RIRBISKME | AJIAS£IAM APISCRYCreateUsertliE f /.

SDK
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%259B%25E5%25BB%25BA%25E7%2594%25A8%25E6%2588%25B7

Baidu B B BaER Y
HWA P/, BE L TRERAERRANFR .

name := "test-user-sdk-go"
result, err := client.GetUser(name)
if err |=nil {
fmt.PrintIn("Get iam user failed", err)
}else {
fmt.PrintIn("Get iam user success", result)

}

R :

o VEAMSHECERIRBISKM , FTASEIAM APISCASGetUserE 1 -,

EHA/ BY TR ERH R .

name := "test-user-sdk-go"
args := &api.UpdateUserArgs|
Description: "newDescription",

}

result, err := client.UpdateUser(name, args)

if err 1= nil {

fmt.Printin("Update iam user failed", err)
}else {

fmt.Printin("Update iam user success", result)

}

£ VNN

o RS EELE RIRBIGKME , nJAS£IAM APISCAR4UpdateUser BT A /.

FIZA P BT LT REGET S 2SR,

result, err := client.ListUser()
if err I=nil {
fmt.PrintIn("List iam user failed", err)
}else {
fmt.PrintIin("List iam user success", result)

}

R

o VHAMSHECERIRBISKM , FTASEIAM APISCAAListUserGliE A .

MR B LTSI AE R F R,
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E6%259F%25A5%25E8%25AF%25A2%25E7%2594%25A8%25E6%2588%25B7
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%259B%25E5%25BB%25BA%25E7%2594%25A8%25E6%2588%25B7
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%2597%25E4%25B8%25BE%25E7%2594%25A8%25E6%2588%25B7
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name := "test-user-sdk-go"
err = client.DeleteUser(name)
if err |=nil {
fmt.Printin("Delete iam user failed", err)
}else {
fmt.Printin("Delete iam user success", name)

}
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name := "test-user-sdk-go-login-profile"
args := &api.UpdateUserLoginProfileArgs{
Password: "1@3Qwe4f",
EnabledLoginMfa: false,

LoginMfaType: "PHONE",
}

result, err := client.UpdateUserLoginProfile(name, args)

if err 1= nil {

fmt.Printin("Update iam user login profile failed", err)
}else {

fmt.PrintIin("Update iam user login profile success", result)

}
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name := "test-user-sdk-go-login-profile"
result, err := client.GetUserLoginProfile(name)
if err |= nil {

fmt.Printin("Get iam user login profile failed", err)
}else {

fmt.Printin("Get iam user login profile success", result)
}
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name := "test-user-sdk-go-login-profile"
err = client.DeleteUserLoginProfile(name)
if err |=nil {
fmt.PrintIn("Delete iam user login profile failed", err)
}else {
fmt.Printin("Delete iam user login profile success", name)

}
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userName := "test-user-sdk-go-switch-operation-mfa"
enableMfa := true
mfaType := "PHONE, TOTP"
args := &api.UserSwitchMfaArgs{
UserName: userName,
EnabledMfa: enableMfa,
MfaType: mfaType,
1
err := IAM_CLIENT.UserOperationMfaSwitch(args)
if err I=nil {
fmt.PrintIn("switch user mfa failed", err)
} else {
fmt.PrintIn("switch user mfa success", result)
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userName := "test-user-name-sdk-go-sub-update"
Password := "Baidu@123"
args = &api.UpdateSubUserArgs{
Password: Password,
1
res, err := IAM_CLIENT.SubUserUpdate(userName, args)
if err 1= nil {
fmt.PrintIn("update sub user failed", err)
}else {
fmt.PrintIn("update sub user success", result)

HE7R

o WAKSHECERIRBIFA , FTLSEIAM APISCAYE ST 36,

BIE A FiAccessKey BT BT AREA A AU —2HAccessKey i[RI 4R

185


https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2585%25B3%25E9%2597%25AD%25E6%258E%25A7%25E5%2588%25B6%25E5%258F%25B0%25E7%2599%25BB%25E5%25BD%2595%25E9%2585%258D%25E7%25BD%25AE
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E4%25BF%25AE%25E6%2594%25B9%25E5%25AD%2590%25E7%2594%25A8%25E6%2588%25B7%25E6%2593%258D%25E4%25BD%259C%25E4%25BF%259D%25E6%258A%25A4
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E4%25BF%25AE%25E6%2594%25B9%25E5%25AD%2590%25E7%2594%25A8%25E6%2588%25B7%25E5%25AF%2586%25E7%25A0%2581

Baidu B B BaER Y

name := "test-user-sdk-go-accessKey"
result, err := client.CreateAccessKey(name)
if err I=nil {
fmt.PrintIn("Create accessKey failed", err)
}else {
fmt.PrintIn("Create accessKey success", result)

}
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name := "test-user-sdk-go-accessKey"
accessKeyld := "<your-access-key-id>"
result, err := client.DisableAccessKey(name, accessKeyld)
if err I=nil {
fmt.PrintIn("Disable accessKey failed", err)
}else {
fmt.Printin("Disable accessKey success", result)

}
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name := "test-user-sdk-go-accessKey"
accessKeyld := "<your-access-key-id>"
result, err := client.EnableAccessKey(name, accessKeyld)
if err 1= nil {
fmt.Printin("Enable accessKey failed", err)
}else {
fmt.Printin("Enable accessKey success", result)

}
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name := "test-user-sdk-go-accessKey"
accessKeyld := "<your-access-key-id>"
err = client.DeleteAccessKey(name, accessKeyld)
if err 1= nil {
fmt.Printin("Delete accessKey failed", err)
}else {
fmt.Printin("Delete accessKey success", accessKeyld)

}
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name := "test-user-sdk-go-accessKey"
result, err := client.ListAccessKey(name)
if err I=nil {

fmt.PrintIn("List accessKey failed", err)
}else {

fmt.Printin("List accessKey success", result)

}
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result, err := client.GetSubUserldpConfig()
if err I=nil {
fmt.PrintIn("Get subUser idp config failed", err)
}else {
fmt.PrintIn("Get subUser idp config success", result)

}
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status := "disable"
result, err := client.UpdateSubUserldpStatus(status)
if err 1= nil {
fmt.PrintIin("Updte subUser idp config status failed", err)
}else {
fmt.Printin("Updte subUser idp config status success", result)

}
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$eR :
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var request api.UpdateSubUserldpRequest

fileName := "ok.xml"

request.AuxiliaryDomain = "<your-auxiliary-domain>"
request.FileName = "<your-file-name>"
request..EncodeMetadata = "<your-encode-metadata>"

result, err := client.UpdateSubUserldp(&request)

if err 1= nil {
fmt.Printin("Updte subUser idp config failed", err)
}else {
fmt.Printin("Updte subUser idp config success", result)
}
R
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err := IAM_CLIENT.DeleteSubUserldp()

if err |=nil {
fmt.Printin("Delete subUser idp config failed", err)
}else {
fmt.Printin("Updte subUser idp config success")
}
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roleName := "test role_sdk_go"
args := &api.CreateRoleArgs{
Name: roleName,
Description: "description",
AssumeRolePolicyDocument: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\"" +
":[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-id\"}], \"effect\": \"Allow\"}]}",
}

result, err := client.CreateRole(args)

if err 1= nil {

fmt.Printin("Create role failed", err)
}else {

fmt.PrintIn("Create role success", result)

}
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roleName := "test_role_sdk_go"
result, err := client.GetRole(roleName)
if err I=nil {

fmt.PrintIn("Get role failed", err)
}else {

fmt.Printin("Get role success", result)

}
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args := &api.UpdateRoleArgs|

Description: "newDescription",

AssumeRolePolicyDocument: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\"" +
":[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-id\"}], \"effect\":\"Allow\"}]}",

}

roleName := "test_role_sdk_go"

result, err := client.UpdateRole(roleName, args)
if err I=nil {

fmt.Printin("Update role failed", err)

}else {

fmt.PrintIn("Update role success", result)

}
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roleName := "test_role_sdk_go"
err = client.DeleteRole(roleName)
if err |=nil {
fmt.Printin("Delete role failed", err)
}else {
fmt.Printin("Delete role success", roleName)

}
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result, err := client.ListRole()
if err I=nil {
fmt.Printin("List role failed", err)
}else {
fmt.PrintIn("List role success", result)

}
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name := "test_sdk_go_policy"
args := &api.CreatePolicyArgs{
Name: name,
Description: "description”,
Document: "{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\"," +
"\"resource\":[\"*\"],\"permission\":[\"*\"],\"effect\":\"Allow\"}]}",
}

result, err := client.CreatePolicy(args)

if err I=nil {
fmt.Printin("Update policy failed", err)
}else {

fmt.PrintIn("Update policy success", result)
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name := "test_sdk_go_policy"
policyType := "Custom"
result, err := client.GetPolicy(name, policyType)
if err 1= nil {
fmt.Printin("Update policy failed", err)
}else {
fmt.Printin("Update policy success", result)
}
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name := "test_sdk_go_policy"
err = client.DeletePolicy(name)
if err I=nil {
fmt.Printin("List policy failed", err)
}else {
fmt.PrintIn("List policy success", name)

}
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name := "test_sdk_go_policy"
policyType := "Custom"
result, err := client.ListPolicy(name, policyType)
if err 1= nil {
fmt.Printin("List policy failed", err)
}else {
fmt.Printin("List policy success", result)

}
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userName := "test_sdk_go_user"
policyName := "test_sdk_go_policy"
args := &api.AttachPolicyToUserArgs{
UserName: userName,

PolicyName: policyName,
}
err = client.AttachPolicyToUser(args)
if err !=nil {

fmt.PrintIn("Attach policy to user failed", err)
}else {

fmt.Printin("Attach policy to user success", args)
}
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userName := "test_sdk_go_user"
policyName := "test_sdk_go_policy"
args := &api.DetachPolicyFromUserArgs{
UserName: userName,
PolicyName: policyName,
}
err = client.DetachPolicyFromUser(args)
if err 1= nil {
fmt.PrintIn("Detach policy to user failed", err)
}else {
fmt.PrintIn("Detach policy to user success", args)

}
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userName := "test_sdk_go_user"
result, err := client.ListUserAttachedPolicies(userName)
if err !=nil {

fmt.Printin("List user attached policy failed", err)
}else {

fmt.Printin("List user attached policy success", result)
}
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groupName := "test_sdk _go_group"
policyName := "test_sdk_go_policy"
args := &api.AttachPolicyToGroupArgs{
GroupName: groupName,

PolicyName: policyName,
}
err = client.AttachPolicyToGroup(args)

if err 1= nil {

fmt.Printin("Attach policy to group failed", err)
}else {

fmt.PrintIn("Attach policy to group success", args)

}
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groupName := "test_sdk_go_group"
policyName := "test_sdk_go_policy"
args := &api.DetachPolicyFromGroupArgs{
GroupName: groupName,

PolicyName: policyName,
}
err = client.DetachPolicyFromGroup(args)

if err 1= nil {

fmt.PrintIn("Detach policy to group failed", err)
}else {

fmt.PrintIn("Detach policy to group success", args)

}
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groupName := "test_sdk_go_group"
result, err := client.ListGroupAttachedPolicies(groupName)
if err !=nil {
fmt.Printin("List group attached policy failed", err)
}else {
fmt.PrintIn("List group attached policy success", result)
}
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roleName := "test_sdk_go_group"
policyName := "test_sdk_go_policy"
args := &api.AttachPolicyToRoleArgs{
RoleName: roleName,

PolicyName: policyName,
}
err = client.AttachPolicyToRole(args)
if err !=nil {

fmt.PrintIn("Attach policy to role failed", err)
}else {

fmt.PrintIn("Attach policy to role success", args)
}
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roleName := "test_sdk_go_group"
policyName := "test_sdk_go_policy"
args := &api.DetachPolicyToRoleArgs{
RoleName: roleName,
PolicyName: policyName,
}
err = client.DetachPolicyFromRole(args)
if err 1= nil {
fmt.PrintIn("Detach policy to role failed", err)
}else {
fmt.PrintIn("Detach policy to role success", args)

}
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roleName := "test_sdk_go_group"
result, err := client.ListRoleAttachedPolicies(roleName)
if err !=nil {

fmt.Printin("List role attached policy failed", err)
}else {

fmt.Printin("List role attached policy success", result)

}

$eaR :

o EMMSHECERIRFISM , ATASHIAM API TS 1254 G RIALR

SRR E RIS B LT ARDSIZEAN RSP RE SRR

SDK

194


https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2585%25B3%25E8%2581%2594%25E8%25A7%2592%25E8%2589%25B2%25E6%259D%2583%25E9%2599%2590
https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E8%25A7%25A3%25E9%2599%25A4%25E8%25A7%2592%25E8%2589%25B2%25E6%259D%2583%25E9%2599%2590
https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2588%2597%25E4%25B8%25BE%25E8%25A7%2592%25E8%2589%25B2%25E7%259A%2584%25E6%259D%2583%25E9%2599%2590

Baidu B B BaER Y SDK

policyld := "test_policy_id"
entities, err := client.ListPolicyAttachedEntities(policyld)
if err I=nil {
fmt.PrintIn("List policy attached entities failed", err)
}else {
fmt.PrintIn("List policy attached entities success", entities)

}
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name := "test_group_sdk_go"
args := &api.CreateGroupArgs|{
Name: name,
Description: name,

}

result, err := client.CreateGroup(args)

if err 1= nil {

fmt.Printin("Create group failed", err)
}else {

fmt.PrintIn("Create group success", result)

}
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name := "test_group_sdk_go"
result, err := client.GetGroup(name)
if err !=nil {

fmt.Printin("Get group failed", err)
}else {

fmt.Printin("Get group success", result)
}
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name := "test_group_sdk_go"
args := &api.UpdateGroupArgs{

Description: "newDes",
}
result, err := client.UpdateGroup(name, args)
if err 1= nil {

fmt.Printin("Update group failed", err)
}else {

fmt.Printin("Update group success", result)

}
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name := "test_group_sdk_go"
err = client.DeleteGroup(name)
if err I=nil {
fmt.PrintIn("Delete group failed", err)
}else {
fmt.Printin("Delete group success", name)

}
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result, err := client.ListGroup()
if err 1= nil {
fmt.Printin("Delete group failed", err)
}else {
fmt.Printin("Delete group success", result)

}
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userName := "test_user_sdk_go"
groupName := "test_user_sdk_go"
err = client. AddUserToGroup(userName, groupName)
if err 1= nil {
fmt.Printin("Add user to group failed", err)
}else {
fmt.PrintIn("Add user to group success", userName)

}
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userName := "test_user_sdk_go"
groupName := "test_user_sdk_go"
err = client.DeleteUserFromGroup(userName, groupName)
if err 1= nil {
fmt.PrintIn("Add user to group failed", err)
}else {
fmt.PrintIn("Add user to group success", userName)
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userName := "test_user_sdk_go"
result, err := client.ListGroupsForUser(userName)
if err 1= nil {
fmt.Printin("List groups for user failed", err)
}else {
fmt.Printin("List groups for user success", result)
}
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groupName := "test_user_sdk_go"
result, err := client.ListUsersInGroup(groupName
if err |=nil
fmt.PrintIn("List user in group failed", err
else
fmt.Printin("List user in group success", result
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