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WE : MIPE R BEE AR
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AR BERRIPNEKS
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BEAUR , DEZRK A AHNRER , TREATNKIE. YRRV EEEESArhRLE. 2ZREN , #HERERS AP
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T2 A AnEEthE i R pig R
o PREMIEF : FRBRZME VAR R TEHTEF REMAREE ;
o MM FA(SV)ESaaSFAR : SRR FE TR R RIREMAIREE ;

o FUNFREZVNMEY  RINRE RRBIMEE | ST RIBAUREE.

L EmeA

EFERIAMRERT , RHEET BANAEAMBR S FIREES | XX TREESHXT VA SKIRE R R TEHIE FAMBIBEN ZXEE,
IAMERRR A PRISGEIEMIENESIRE , KA O BRI A ERIT.

@ FIMER

K
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TREREE, HKAEHITZ(E.,

ESi Ty
BEPRIKFAEN , HRAREIENBEEERAF. BTERAABERKSNHAERR  AREK A RIENRS | 12302
WARERERAEAAERERRNEKS,  BERERAFREE R AT RN RIREEMRE.

F
IAM SR T—FAS , BFAZRUMEERPME LRR, BALEK A Ti—, FAATMEA. WATR RS
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MRFE, FRATREFAIRRN R TS ERFE , DIRERSHENMERBERATARIR , MTHRKRAT , hal LEHEHNA
FATBE , DBHREATERUR.

ffa
IAMF R —FEMSH , BRFSH—H , TRUKBAURX BRI TIRME , BEREHENIMALEES , BREH IR
TERISRA R I EA BEIE R 2.
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NVERECHSHARS , FASHIRFIRARE(IP), LA EEERAMFIRARE(SP) , FREVKNSHIKSITERQERIANR
EEen. BESHGESER , BTURK SNNERIR.

RPEE
SRPRBRREFTE , BTRIEAFASH. IAMKRFEIELET T =2

o FFER  BENREMATRARERREERIEHE ;

o AccessKey : FiFIBITgRFEIRIIEH] AR EEIE , FTARIAPIE(E I SDKEH & B LAE ;

FEanR
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o Token : IGETEANAIART , TokenfISTSIRSIR A TNER EMAF.

@ IR

PR
FOFBIELE— A P EFP R IRBITERRIE, bhan , WIRER « 4. MBR—ABCCHRS S | WRE4HR(E : 51k, ER
BCCAR% 4% , RSB RIS AMNARE ; ik : A,

R
RAPBIRMES , X T BAXRIK PR RIRRT AT AR,

R
REGHIRIA | TE&IRREREL—4 ACL , JSONAEZK.,

TR
“MFEMA R P EZTE RN R IR —FHHR , BCCIBI , BOSTHEH.

RS54
REEATABKRBEIR S, BRA, A6, BRI = IR,

FEERTNRE
bR

IAMEEFEIR T FTE B EEREn ERRIEAIR , ATRUERIIK PR RE R IRRIRGER TLA VRV EREI BN AR &, IASSER
FIRHZ AR A BUES.

hL AR ETE

IAMBE T ZREERIE AN B E SR . RERIE TR BURKL B A=k A) , BIF=RAKATE RIRSRB ; X TEFEEX
RERHT AR, ATRUCR AR B SR HIRISBIR A |, bean , ARATUAE—R PR TE—ABCCIRS MR , AR5
—RPRT—MFEBOSTHEIRI EIRAUR .

B BRI

E—EEHRT , mREHER | REREK S EARK PR RIRE TR , IAME A @ BRSO A FEREE
TERETHR T , IR RS HEA IR RAIRIARER | DASKRFTE AR H AR K P BRI EHRAE .

WHERREIAE

WAREZEIAUE(Multi Factor Authentication, MFA) B FARIER MK PRI SRR S | IAM 3HE BFVAEEFIEIUMFA Appti
X, WEEHRIEENA FHIT R SORE , R, STFESK P RRRBERMERITERY , DUREFRR KA RE.

K&5H

PREME FIEEESVNEITASSOEIERS , SEITEVNEMEMARS , el e REEEERA , 1)
BIEERE AR MFIRAR(SP) 2 —, SKHISHREEINE , &8 S TESBRFRARP)NABE. IAMERHT T5F
SAML2.OFRAEIMX X S S ETETNRE | ARAT U ) R ECE R AV S EE AL S B KB RER K R RS ScHlEK
B, ETREES AN S .

CAIBE5

IAMERHE R PRI TAERI AN B EERER 2 51T BCTH |, RATUEAK AR FO0OXANRIRIEICTE , LA RIBIEIRER , A
STIKHI I N R4,

IVAZERY 5

@ IV FETE SR
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Baidu B E & EE= Y FEERiEA

RV ATK FIR T ZFhRRIR (BlA0 : ZARSASBCC , SRFHEBOS , AANRMLECONE) . WA FE AT , 6F
FRAR, WAAR, BHEARF , BTEMATHNTERTAR , FIAFTRRBRNAR , B R T AT RN
B AT,

SR

o EMMAIK FRTRCAREIM T EA AR FE R MR RAER |, 420 , Rik, 124 , S1F |, RNTRUEEHSTRAELE &
BE , B30 , BCCHEAinstanceE/ERR .

o PWATHERFAIAKSHTERER , EATEHRET AR TR BT,
@ AR 2 B FIRER SRS %
R{=A| 225 E2

o VR ZRVsE A FilalE)

VAR ERvs 2 FH PITIEE

@ fMVAAR

VAL ERTRWALRE , REHSEFE , FPERBEMILK, (AAMIKE) | KUK P2 RIFARERRR
Z, EEATVEE T RNV SRR, 25T EK HRERERUR.

E—  ARERBEZNFAT , A—EEK , ARTAFAT) 2 BB ZAE B — N K |, X INZETT.
HEARET

o ARNBIMFARHFLERARMNERKS, , BrlfEE K8t n LAMER.

I

ANTIMF AT B EIERR , ARBFABEXNFARMGEER , JEEFATNRIR,

I

o ARNBFFATE—FEM , ARTRE—FANT MF AT KSR,
HEZ  REEBRAZ AT, VERFEEXLE FNER , BNAIERMENE P2 RAM EERRNFEK ;
BsteA -
o HTREXEE , NERMBAER FARIMNERKS,.
o RIFHBAAXE PIEIRERLEEMR.
o MRAEHBNE FEELLL , RIEFBATARER 2R SR,
@ % F PRl

ZRFIRNES  ERTAWALRNNARAE , AT ARER TEA R TE R MKARERR |, flan, ik, &4, &
B, AR RIRRS) , BFRPATESHRETANFRR A, SENEVEES B MERERIRE | EFEER
% FPlRES.

MAHR : FAWRAKFWRT ZFHERIR (5120 : RS HEBCC, I RFMBOS, IBENKAMLECONE) . ZAWHHFEZ R
I, BRFFRALR MEAR, BHARSE BTSN ATHNITEREAR , IAFENRRBEAE , B AT AFEXRES
BRI BHSIAS,

G -

o FEMEARK PRI AR B LA ST AR R EAER | #l20 , Rk, 124, 818 |, R U EHIARA(LE) &’
BE% , 530 , BCCHEA instanceIRIEAR .

o WRTHEABFAFKSHTERMER , EATEXIRMETARN TR AN,

@ X5

20


file:///%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587/%25E4%25BA%25A7%25E5%2593%2581%25E4%25BB%258B%25E7%25BB%258D
file:///%25E4%25BA%25A7%25E5%2593%2581%25E6%258F%258F%25E8%25BF%25B0/%25E4%25BC%2581%25E4%25B8%259A%25E7%25BB%2584%25E7%25BB%2587vs%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6

Baidu B B BaER Y

X35l
R
B

wE&H
=N

5

=
R

X3

ES. 9

|
1 R -

P I

W g, Tk
FAAE MK

AT B

-

| S—

ERERER

55 i 7 Tl 22
FPGA, R P TR

Thf.

R[22

FIRABTZA MK,
X, BT,

WP REFNK AR ENREE , 7
DAEashi ik es |, (SRS 3EMK FAT ARR S FFE I
FEHEMR , B RERN ARG — AT
PRI IK RN,

EATRAABLARR , ZAEAREDZ LK

(BBMIIIKkE) | XSk R BHA
LREFRFZ , LEITUEETERNM SR
IR, EHITEKFHREAER.

AARIRBSAFAR , B—EkK , ARFH
FAE) Z ABRRARE KB — MK, AR
SSLIETT,

BRI -

LANBFIFA T #b LA By s ARk
P, BREEE SR LA,

2ANB T AR ML IR RIR , ANF]
WEXNFATNREN , ATEEFATNE
R,

SAATMF AT E—EEK , AATIHERK

, R IK IR/ W

% M FilRlEH

RRABTERS , ABTFRF.

K ARSI RNBE , TRATNSBEMBKS KA THRAFAS
FEAERBIRBERERCAEEK ST,

ERTAWARRNKARAE , AT RER /A RRT 5 A7 w0
AEBUR , Fign , Rk, z4 , B, BWATAAEIRIRER)  BFRA S
AFBESRMETEN A AN, YENDWEFES A FHERER
IRET R EERZ A FIREES.

EWAIK PR T SRR (6120 © =ARS2FBCC X RFFMHBOS,
HWAENKMLECDNTE) . ZEWRBEAFZRT , AFEFAAA. MIKA
EHRARE , BTN RTNTEIREAR , FTAFERBER TR
A, B RTAREXHREEM TR AR T,

B

1R EARK PR BUA R R TEA BB T A= SR EAGR | 4
o, Rk, &4, B, RNATRDEESIRRANE RIREX | B
N, BCCEANinstancefRIRIERUR..

W RTHEAFAFKSHTERER , EARTENRETENTE R Ea

=
AN

R SLEREA , ANTIRGE—SFALTIMF J32AT.

AR,

B B SRR = ARk

IAM e B EERERNSHITNREHIIRS | RET ST EERFETRMSPIRMTIEE , BN RREEFZRNIAM , i

ST RANAIRERE ., A FAN BELENAMBER R0 ,

ARFRER TP EEXAIMRS

o ZRFIENES] (1AM)

o IRETEAEUE (STS)

@ FATERIR

F AR ERHMANA LTS T A ERARSIERNKE A2 ARTAEERNEER, 4. ik,

HTFHFHAURMALE ., MAXEANAE. AMBERTER

, ERMBREFAFNSH. BN ERFRB ;

, IAM A7 =Rk AR S AR IR S E TR AR ST .

M, T iEH

FEanR

21



Baidu B EERER Y
EEHERFER | FEREBTIAMR RGN,

W55 AR

EREHE

TazsEER

(TicketFullControlPolicy)

T AR EIERR
(TicketUserControlPolicy)

IAMASEHE &

(IAMFullControlAccessPolicy)

IAM AR

(IAMReadAccessPolicy)

AKEHERUR

(IAMManageAccessKeyPolicy)

TR EEAUR

=EVTRIZAUR

ERRNIAME =5 AR 5558

XX
RMELA "
WEEHENA B EEER RIRNAUR
BIERNEREHELR TR T
AN EBURM A T
WEEER. 3. BUHITHRIR
SHREBRIE, B4R Ezﬁ%

EHLRTHMAIR., FWETE , UEEER. BR. BfKAT2ETIa

FETRPESTANAIR. XiFAETE , DREE. BE. HRUssRTA
FI&

WEEHEZ A FUREHIRAR

PHRELZ A AARESIRAR |, BEUaRE R T EAR

HEEIE R P B S AccessKeyIASR | AUIEFF BT, a0A0%E T (AR AR
[m) , NERAZTZF P M4HIA0R

WEEETINOR., THEITEE. BEREREEHRENR

WEEEZENHOR., THEITEE. ERRERSERIEAR

IR A RN IAMMSTSIF =R RS | 2N T RETFFERIESCRAMNT ¢

o FEMAETR : AEERER MRS MR ST

o BURKLE : BERFENTIRE , MFEFRTE I RIEA—DRERN , BIRKERRAT DASHHIRAE | — =5 TR

5, Eban¥EABCCARS S ;

o RISHHRIERUR : RSEBURKET , =T SIFRARLIRRE |

o IEISSHEIL(STS): * V'RRZSF , “RARAZIF

o FRERAN : ATDMRIBRATIEARE |, AT HRENIBIRAEIR |, * v "FIRZSF | “"RIRASHF

o MRICAY : AHEHRFN LA MO RE T MNAPRRANA | FRRE .

@ ITE

FEanR

22


file:///%25E8%25AF%2581%25E4%25B9%25A6%25E7%25AE%25A1%25E7%2590%2586/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6

Baidu B B BaER Y

FERAER

= fR%2% BCC

% JBR% <5 DCC

YRR S52% BBC
A#35I% CCE
51 %% vk BAEPRO
SRt H CFC
REBNARSES LS

@ ML

FEangER
SRHENKIP EIP
HZH5E EIPGROUP
EIPH# 554 EIP_BP
BT BLB
AL VPC

FM subnet

4 4B securityGroup
vilaisilszR ACL
&% Route
FEMXK

VPN 3

NATR 5%

IPV6 /3 ) 3
SFEEi%HE PEERCONN

LLET

ABRKLE AREESTHFHR AR

RIRR
IR
RIFR
R
IR
R 52K
IR

0oy
/N N

13
R,

\

SFER
&,

R
S

R
S

B, EERR v
w4, EERR v
Uk, B4RV
w4, EERR v
v
EHR

w4, BHAR -

PPRALEE FRGESTRHRERUR

iR
TR
fR%2%
TR
iR
TR
iR
B
iR
BIRRK
TR
B
iR
RIRRK
RF&K

EREMLEIE AR SMART_WAN RS2

=EREMLL CSN

fi#MT2S RESOLVER

@ BREMEE

RF&K
BRS52%

a3
N

4, EHEAR
w4, BHEAR

S

\

D
K

R
S

w4k, EHERR
4, EHEAR
w4k, EHERR
4, EHEAR
IEAERUR

BAERNR

1%, a4k, BEAUR
. EHEAR
. EHEAPR

A4 oo oo oo
WO OH W W

D
S

SO o oo
HoOw O
BB B

SO
i
@
w

. BEBR

oo
S
i
5

]
/N

4, EHER
EHER

2?4@

v

v

I B S AEUE(STS) AREERAN. HR3CAY

BCC

CCE

BAEPRO

LS

IR SHAFEUE(STS) ETARMERAN MR

v

v

4, EHERUR -

Y

Y

S S N Y

“#. EEMR -

w4, BHAR -

Rk, a4k, BEAUR -

v

EIP
EIPGROUP
EIP_BP
BLB
NETWORK
subnet
pre |
ACL
fEzzES
FEMK
VPN 3¢
NATRY 3
IPv6
XY
THET

DNS

FEanR

23


https://cloud.baidu.com/doc/BCC/s/mjxkcdfp8
file:///drone/src/wj-build-task/IAM@bce-doc-0/output/CCE/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6.md
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E5%258D%258F%25E4%25BD%259C
https://cloud.baidu.com/doc/LS/s/ul4nk2pyi
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
https://cloud.baidu.com/doc/DNS/s/njwvywyto

Baidu B EERER Y FERREN

PR BBRKLE AREEHFHRMEBR GBS SHAFEUE(STS) EET AR M R0AY
TREIT IDS TR Rk, B4R
Iz Fi K 3% WAF TRE Rk EHAUR v
FHELE Fik HOSTEYE WRL  Rig. a4, BEAUR -
DDoSE [ ARE ADAS Bk Rk ot EERR
W& 4 Miw AFD TR EIRAUR - - AFD
RIS SRD WiRE Rk, 5. ESEAR v - SRD
=T BCT BEk Rk, EERR
PERLTLREEIMESHNTF SPRINGER B AR - - SPRINGER
=Bk 3% CFW Bk Rk, SR
@ FF{EHCDN
FERER BPRKLEE AREESTHHREANR K S FEUE(STS) ETARERAN AR
X$% 77 f% BOS TRk Rk BHAUR v v BOS
= CDS RiRE Rk, 5. AR v v
NESEML CON iRk  Rik, 54, SR v v CDN
SU4-FFE CFS RiREk Rk, s, EEAGR - - CFS
BEXRERS BTS BRE ik, m480R - - BTS
WMEITETT R BEC REK Rk, a4, BIEAUR -

@ ¥R
PR PURNE RESFHRMERPR IR SHMEUE(STS) BETARERAN AR
A EMapReduce BMR #RIFE - v - BMR
A EElasticsearch BES W&k ik, a4, BHEAIR v - BES
BEHEERS BMS  WRE Rk, a4, EEAUR - - BMS
BEHERS BLS TR Rk, mdE, BEAR - - BLS

@ ¥R
PR PRKLE REESTHHREANBR IMGE SAEUE(STS) ETAMERAN MR
RETZIBIEE RDS TR Rk, s, BIEAUR v v RDS
SRS SCs "Rk Rk, a4, BHEAUR v v scs
SURY¥HERE MongoDB  HIRER Rk, B4, BIEAR 0 - - MongoDB
YUEEERRIT DBAUdit  MRFR RiR. E4E. BEAR - - DBAudit
RIAYURE GaiaDB-S WiREE  Rik. 134k, BHEAUR - - GaiaDB-S
BRI AR DTS Bk FRk, iz, EHEAUR - - DTS

@ ERES BHK RS

24


file:///doc/AFD/s/Kjwvy4qji
file:///doc/SRD/s/lk027ycci
file:///doc/SPRINGER/s/Fkwag8hcd
file:///%25E6%258E%25A7%25E5%2588%25B6%25E5%258F%25B0%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E9%2585%258D%25E7%25BD%25AEBOS%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
https://cloud.baidu.com/doc/CDN/s/zk04vd3kw
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///drone/src/wj-build-task/IAM@bce-doc-0/output/BMR/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6.md
https://cloud.baidu.com/doc/BES/s/pke3ogmb3
file:///%25E5%2585%25B1%25E4%25BA%25AB%25E7%2589%2588/%25E5%25BF%25AB%25E9%2580%259F%25E5%2585%25A5%25E9%2597%25A8/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
https://cloud.baidu.com/doc/BLS/s/ajxmyrr8s
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/RDS-for-MySQL%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/Redis%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6
https://cloud.baidu.com/doc/MONGODB/s/Jkdr4xxrf
https://cloud.baidu.com/doc/DBAUDIT/s/Mkk4t6iqt
https://cloud.baidu.com/doc/GaiaDB/s/bl01v8jnu
https://cloud.baidu.com/doc/DTS/s/6khbz980k

Baidu B EERER Y TREAT

PR PPRKLE REESTHFHRMEAIR IS MEUE(STS) ETARERA #5308
FOSMERE LSS MRFk Rk, BEAR v
FSMRE VOD  MRSR EEAIR v

FOSMEERD MCT - RS2k B RIERR - v
PIMABHRZ VCR JRFE Rk, EHAPR v

@ KM AR -
Rk PBURKLE REEZIFHEEAUR IGETSEUE(STS) ETARERA X3
SIVERER AR CVCA RiIRZK
W FFSIEEE TSDB  RIER - v ; TSDB
BESMEh% BE WLk Rk, BEAR - - BIE

@ PuE RS
Bk PURALE ARG IFRIEAUR IR SHAFEUE(STS) ETARERAN MRS
ZENERRS HME BEEK  IFRIE. SEAR
HREREEIE ITM  BEE  IFRiE. BHEAR - - ™
134 Ak % BCD BBk FRR 5% BEAR v

@ WFARS
F=EnB R PURKIE REIFHRERER GBS HHEUE(STS) ETHRERMN MR
RRIHEMRS SMS BREEk  ZFREL EEAR v
AERE
PR FR&HE

—AEKRS THTFRFEH 500
— AN EKS TR FAEBE 50
— R PR RT3 20
KEEE| PR PR A SR 2R 5
B A PR HIAccessKey M 20

M P&V AccessKey N 1

RAPaR 2554
It 8-64F1F
A PELFR BATFH
BAFARE 128F %
ERBONETH - TF BATFH
i

fc’: A nZEﬁI\
FEERENT

@ YA
BEZBERIAM (Identity and Access Management) E B EERER AR PIREMNRRRS , FFRBRITER | IAMAKER AR S
HHA.

25


file:///drone/src/wj-build-task/IAM@bce-doc-0/output/TSDB/%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6.md
https://cloud.baidu.com/doc/BIE/s/4krwvp0th
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E5%25A4%259A%25E7%2594%25A8%25E6%2588%25B7%25E8%25AE%25BF%25E9%2597%25AE%25E6%258E%25A7%25E5%2588%25B6

Baidu B B BaER Y

HRIEN]
BT

FAMREGEFAFEER , BREKSHT ERIBNRENEE , FRAZSGEERAEX = LA RIRHEER.

=

ZI

@ Mt AFRAREFRIAEER

BEEREKSHEXN K SANTE RRNLTREDIR , —BEMRSX = ERIREEMY S ETHRERNNE , R
ERENRERFAFEE RTRK AN RRNEETE. REEHE RRENESEKSHRNAURTE , RUBZRA
EREEDK , ANTURERKANREeN, ASMANEERMEFR, , DBGREKSHEZER | ERERTHREE
PR RTE I

@ 2B RF AR R FEE R

1. BRARERRERERE  RAMEahEA EAKGL  ETRSIRPER ZRAFRES. SERAFEE > AP >4
#TRP.

HOJEEBRS  OmMaRE 2R - Q 8 B W B ceak Ie i fu ww M5 &5 PP 4
rcrary P T— = . ]
ZRAP AR ZEFHRER > BFEE > FRPEE LTS
IKSID a
R
S | | PAZE
. FRPEREE -..._..ogin.bee.baidu.com 0 aEY
- > - FEF 5 = RS FIKFE
TESEE
HREEA 3 —R 368 RS Pt ol2EYE "
BigE | 525 - o EER
HEE
B | B = ® ER = 2021-06-18 10:21:2 SN _—
IR R
FIgHE |18 E N ® SER - 2021-04-21 15:24:3,
REER o 0 BigR | 52 - o - 2021-03-24 280203 MR RA B @2
SEIKSEN v J BiRE | 55 - o ER - 2021-03-2422:52:20 AR BF B w2
AR AN JE BiRE | % - o ER - 2021-03-2422:47:35  GEINR A B EE
E] BigE | 5% - ® ER - 2021-03-24 22:41:02 IBIUR 2 B EE <
BARE
3 B | 55 - o ER - 2021-03-2418:117:36  GIEINR HE B EE 0]
2m O
BiRE | 52 - o R - 2020-03-30 09:56:07  4E4EINE
SRITRDH(. v ¢ etest-ad.com RIRE |RE - -3 - 2020-03-25 19:12:07 AR 2 88
s H.com RIGE 198 1 ® JEER i 2020-03-25 19:12:06 WIERR A MR ERE
) b™est-ad.com RIGE | 19E o ® JEER = 2020-03-25 19:12:05 WIBIUR 2 B EE
s d.com FIRE | 9E - o EER - 2020-03-25 19:12:05 4RI w2

est-ad.com FGHE | 8E - ° AR : 2020-03-25 19:12:04 BB FA IR EE

https://console.bce baidu.com/iam/#fiam/baseinfo

2. EHEPWMARFS , REAERGERR , VIRIANAEEH AENIR |, RRESARNZSKIENERD | PRIERARLL 2%
REEHER  QEE , AR A PEE R AE

P

Al']

26



Baidu B B BaER Y

tlEFAaF

*FAFPE :

&=

BEA

* BRIAEERS

RISV -

X
testUser 8/64
0/64
#ETEihlD Bt RAccessKey, FRFIRITAPIZSDKIT A
EHIEBEAR FRPERKSZEBERSEHE
ESTIETIN BahARk S EAMIES
........... 0 &
EIGHN: KE10-326i, ELEEAEFE. NEFE, HF. HFHEFHR
........... &

ERAP TAEZNULAEETE

RAEER
(Bt AR BR AT 6 2 fE3Fn)

R - ARATATER — S Ak SRR TAERNOREERN | RS REH 2R AL Z N,

@ EAEERTAFEREFE

1. FEZRAPIRES) > AAEE > FRPTUE, AFYIRER 3523 FRAEREE RO,

ZRAPBEE > BREE > FRAPEEO

FRPEREE: Mg

+ tlEFmAr

BP&

login.bce.baidu.dom Q1 BEX

BigHE | 15

BiRE | B

RIRE | 1RE

BizE | 8%

EiRE | B

BiRE | B

EiRE | B

]

o EiR

® JER

® JER

® JER

o JEK

o ER

o ER

e

BlERAYE)

2025-02-12 21:13:59

2021-06-18 10:21:22

2021-04-2115:24:38

2021-03-24 23:02:03

2021-03-24 22:52:29

2021-03-24 22:47:35

2021-03-24 22:41:02

2 FER S HERAA M TIT (e AN LTSS | WA LESRARI A A2 MERD |, mdr sk,

B

REEAUR

IR B

REDUR

HRAEAUR

HRIEAUR

REDIR 2

REDIR 2

TREAT

27



Baidu B B BaER Y

O BEERS

BESET 8RN
88 REMTUROAR, IETWATTRA

O HREWNAKEE, BRI EEEMIRHEOTRR
@ FGHOBATNFENBRAR, STELTRERES, ALINE

@ ITEPERIATEIENATRIMAE TEFE >

© FEE v

FRPER

EERCROFRFIKS

testUser

........... | B

{ERRMmKSER

< BEEKS BEKSER BEATER

©2025 Baidu

B A LR FFRAN

RAARFRFNES , BERE—WHARRFTER—XITAIRMAABEI— , ETRAEESER, FEMREFARK

PIE030173%  RRRABUR

YFEIIE: B1.B;

T, THAGDARBMFIAEEIERUIR , ATERA RN KF R P AS & A AR,

@ Bl A FAFFRI

1. BRAREREREHE , RIMEsiEIA EAKGL | ETRIIRTER ZRAREE > AEHE , od IEHA.

O BEESKEE  onmass 28 -

Q ® B v B ceax Ie x#i 2w = Mz = @

SAPIBEES SRAPBEE > AEE ceshiceshi
RBFID: - w.. 0
3
7RP
RPEE ~
EKF n a
AR AR SREEE BI52edE
FRF EMKFID a0
Demo_Group 1 1 2020-03-11 11:17:39
THBHEBA FIkF 5 1 = PHREIF IR
ggtycrtedwzwzewwwwwwwwwwwwwwwes 4 o 2019-05-30 15:42:52
B =
K G 2 3 2019-05-04 09:53:51 fi=SE
REINE
ISR EEMMLE 3 T 019:04-1109:31:33
S AP b
REEE &
B gman b

SMEBIKS N ~
IAMBEBEE
IAMBPEBS

BRFER(ANH)

BHRE

RE

FRTROM(. ~

REATRHERE

2. ERENATIAEHER, &EER.

o]

oo
a8

HAFtER

28



Baidu B EERER Y HAFtER

HOQOEBRE  OmNask 28 - Q% B v B ceex Is o xs tu zn ows is @ -
P IAiaRE s > AEE > FHEA
R
EAER
mrEE ~
BRI adminGroup
FAP
it BR-NFRPERREE
THBEBA
HEE 4
R
EEGES .
SRESETE
SMEBIKS A ~
DENKEE (433) B (1) wE
AV EEE RREER a
v
IAMBFPES
AR SRt EUES ®
PR ¢
BAFER(LNT) FHERR EERAERARRONR Ees 1 ~
EHRE FCFullControlPolicy EESPOINR R 58
BE FCOrderAccessPolicy BE. XY, BHITRRE RO
BETHD(. ~ FCOrderCreatePolicy RYFRUIRIT TR RO
RETHEE FCReadAccessPolicy RIEM S ROIIRIR RO
GlahalOneratePalicy BATHAVIR (BIIEHE N EATH R AR R

3. 1E SR EIE EHNER R RN AR T HIR.

4. £ HRER BREFRFERMEEN TR, [T Wil BT TREE.

#OOEOEERE  oBEeRE 2R Q OB v B ceax Iz xs tw xs oMs s @ -
S—— 123 a5 62 >
216 0)iE
BPEE ~ AREE
3 IONASE, ARRSFRAKR, FNHEESER: ERBRATUERNE, BEESETER, $5HEE
SEHEIEKA 2EPAR (38) BiaR (1) m
AEE . o
RESETR £ T #m
meEE #me
= FRP
SMERIK SN ~
¢ e
IAMBBEE
2, FEP <
IAMBFEE
n 1 e ®
RIFITR(AW) l?\_
g oo Er
BHRE oo
= ¥ 19 FEP oo
BE
Z 3 4 6 >
BRANH(. ~
wE i
T RER

PRI NE N A A AARAR RS F R, (TR A ERER  REAFASIRRT , aif %8 w4, AAF4E
BARIMATRRIEFF A,

B1IETErE

20
IR

IAMA FEIRSY RSy | B A P BRI BRI A B

o BEERTFRA/EHE  RATMAEFEEK S TNFA, , AEFRAFIRZKFRERIER , AFRAFRTFOERRIR
TIRAER , AR RE R BBIMPARFEGEHIZRFRAERZRFNES , TRAKAREHEREATRE ;

o BEERHEEHREAEE , RATLGIZFFEEK A THRIBERRA | IBEREAERICRE K P REEEMET , FEBTR
ik, BERRIER ;

29



Baidu B B BaER Y
@ FRAEE

BlEFA,

HAFtER

1. BRAREREEERE  RMEshEa EAKG , TRYIRERZ R AuREs > RAEE > FRP abtiErA

P

HOQEEESES  OBNaskE 2B v

ZRPIBEES APBEEL > APEE > FRAPER
R
FRPEREEE http jogin.bce. baidu.com 0 BEX
ArEE ~
—
FRFP

B e

THEEBA
ceshiceshi
PAEE
o B |
SREEEIE
FIOH |9
REER o 52_win iR | 5
SNEBIKSIEN v 3 gt BiRE | 25
S \mgi50_win B |
g iag B |
BRE
e R B | 52
RE -
— B |
SBIADH(. p— W cetest-ad.com FigE | BE
t-ad.com KIOE | 9E
y sbeetest-ad.com FIOE 9B
7 t-ad.com FiOH |9

Q ® B v B ceex Iz x fw zm Ms ss @ -

c ceshiceshi
FAFID: 31857e4992bf4... O
FRP
E2i0 = w20
EMFID 5d7e14dd4... O
WS 4 IR A ¢ S ——
" s U FP 51 < BT
o &K adminGroup 2025-02-12 21:13:5
KSER
2021-06-18 10:21:2 .
REINE
24:9 BB
o EiRX - 2021-03-24 23:02:0 N
RS B
® EEK o 2021-03-24 22:52:2v e ARA it e EeE
o EHK - 2021-03-24 22:47:35  BEDR FA B EE o
° EH - 2021-03-2422:41:02  BER FA B EE
° EH% - 2021-03-2418:117:36  BEUR R Bl EE (6]
o ER - 2020-03-30 09:56:07 REDR 28 MR €2 828
° EH - 2020-03-2519:12:07  BIER FA B EE
L3 - 2020-03-2519:12:06  BHEUR FA B EE
° JEIK = 2020-03-26 19:12:06 BEDR RE MR =R
o EH - 2020-03-25 19:12:05  BER FA B EE

2. MRMP% , FEAR)FE , RATUERXF R AR IK A RIROAR

eIEFAF

*BPE test

4/64

it EE—TEFRP

BEAR

IRIEZAN -

9/64
#RT2Th1E) BohaERiAccessKey, FRFIBITAPIZISDK T Bifla)
EHaEBEihLe FRAPEAKEEREZTEHS
RREER
(ELfth 4R a] B2 fm00)
BY 58 i E

o GERZVHIE) | AT RS TE R AIAE SR , ROBIARLT B S R — S HiAccessKeyFlSecretiey , AT

SNEE S APIEK B IS SDK IR (& = &R ;

o IEHIATIR  RNFRAATESEFHABEREKS, , TRUERAZLSHNEL, Ao E AR ERBRSE B ERMIK
SHARNKEER. FETUEFRERERER R POUE SR,

BEBAT , RRABEATRAEE—MIRRNNRAR , REATMARE—F R RENTEE 2R AR, EERMERE

F, ARUAT RARERS B EF RS IK P adile).

30



Baidu B B BaER Y

3. ERERABUES , RO UERR AT RAFAREENASEERIR , AkF , ZFRAAERAAK A TREzRIENEE

R | BHE AT REAH SR EE R,
WEFHED
PHERFRAFPRERREN , FRAERMOMFNER
o AR~ HEAN  ERRENAFZ-RENERD , HTERRE;

o AR SPEAEKS , ERABEEKS+IKKSERD , HTERRIE;

1. EZR/RES > RAEE > FRPRETRASIRT | B AR RETRESRESHTERNRENGH , HIERE

ERYEAE. WEAME , AFTNET R [AAg] M (E68] #H7ER.

—
ST
APE &g ] RE FREEA
ceshiceshi . ® JEIRX adminGroup
.- BigE | % = 2/ -
RIRE [18E = o JER
s m52_win BiRE | £% . o JER
e BiRE |24 - ® ER
| 0_win BiRE | 5% = o JER
[ 9 EigE | £ . ® JER
hudme_me BigE 1 2% = ® ER

BUEZRIIE)

2025-02-12 21:13:59

2021-06-18 10:21:22

2021-04-21 15:24:38

2021-03-24 23:02:03

2021-03-24 22:52:29

2021-03-24 22:47:35

2021-03-24 22:41:02

2021-03-24 18:17:36

BR{E

SRR

{RIBINIR

IRIEAUR

SRR

HRIEIUR

SRR

HRIEIUR

{RIBINIR

B

e Mk E

I

M iR

M MR E

LI

M Mk

A ik E

2. PRATRAGERANE TSR A A PR BRI ARERN , WFRAAETRERE , RESTRT R AEREN.,

FaHA BEIER HEANEKS

dejiaide

FRHIN: <E10-321u, EIEIABFE. NEFH,

* WA ;

ERFAF TRE R NS B

= Aok

AT

3. FRIMATLUEESBEAMKS” , SR AEKS” , FRPERN , FREEKSIXKSHKERDETER.

HAFtER

31



Baidu B EEHER Y HAFtER

IREEG X

FaifA EEucda HBEARMKS

BFPE: dejiaide

i

ft

TP 2emy BEKS AR =
HEZE, THEERSHEANKSEREESRECEERFA.

* P

EHFRAER

1. EZRA/GRES > RAEE > FRPRAFRAIIERT , ERREAPASEEE  SATFAFHER.

2. BRFRAFERER.

O BEBES  OmNasE 28 - a ®m B v cpE®  Ie i tw w=m ows x5 @ -
Z P IAERE ZREPIKEERE > FRPEE > ceshiceshi
R
EXER 4%
B
s . P& :  ceshiceshi BUIRATIE) :  2025-02-12 21:13:59 WS ® ER
FHAP BFPID 3o mo— = wo pee2de FHl: s 7382 55 REE
HBIEEA s s SdminCEUP: BEA: - MR w
&
AER
RESEIE
N mHaEREE
SEIKSIEN v RESHIE: 2025-02-28 15:28116
BRFTR(AW) o
IREFIME ©]
BARE
) . - _ o
BE g R orrs 7y ) *ror [ o=ns -
FRBEREP, BRMSETEHRRIE FRBIERI, RESBRENTEH RBE og

SBITADW(. v

BMMFAIRE © o
FEEFTOTPRENMFARESR, TATSHHTRME

FRPRERAE

WA RRE R —FHBARNZTLINEAE. ERBERFAFEL S, BN —XEIMIEIE A |, B% R ERIED
R ETTOTPHRN K — R MR s SR R TRAE .

B RTEZFAUE AT DR OB RARIPAHRIERYT |, 2300 FRARERITA , AR RIRHRET AT XL, HEES
EWNHEZRRIL,

BIRFF FAccessKey

ElHAccessKey @ AT RIARIESIRE UGS E FrgEAccessKkey, F P % AT LAREHE 20X AccessKeyFlSecretKkey , {BiE
PURRREMER25T , ATk, RO MRS E—STAccessKey , BUBUEF A Xt = BIBE4RFZIA].

32



Baidu B B BaER Y

WERIME

BRRIP
¥ ARERRP, BRNEHTHH KT

ERMFAIRE
HEETFTOTPHIRMMFAIRESS, AT SHNTRIIE

AccessKey

+ FiiRAccessKey

AccessKeyID RS

ALTAKf6gb7yB2radFhecBVRpGH ° BEA

BVCEHIRIFTAccessKey , BURIERK P4,

FRPERER

e BERIP  FNEERE O BFE ry
FRIBERP, RESRRERHTEH RWIE
Uz BEERE O B
2025-02-12 21:13:59 2B Bk

EHARER : ERUREER , SR RURIESSIRME RIS MR F A RRAUR. ReTRCAR—F AR FZHES. REK

BIRRIANBR .

RES

ISR TR B SNIRER, AP ATIRERENE AEE
SREEBTR SRBEHER SRERKE
RYEER EEFABEERERIAUR RIYTREE

SEEEOR .

HHEFFH: adminGroup

&1 FAPI Key 7EAccessKeyASecretkey \IENLEIZ 4h , IAMhTF &R A FPIZHETAPI Keyi \EALE , TR el RA{E FRAP
KeyHE #%{# A T#ModelBuilder, AppBuilder, AIFFEF&NKIRSBES , LRI WAPI KeyfEi /.

EREIERAF , (R AEREIEF A AP Key , BEHAGANINEE , UEKeyBIRKEE, YUaT1FRAFARZ T

A 200/NAPI Key.

API Key
ETCTON  Eolizot, RSa6li22001
API Key EA BUEZATE]

TRPRERE

FiRAppBuilder FifModelBuilder AIFFHEEN

BEERTE O S 1t
<
G
g

oo

IERRE | ENEEREIEIIG | ATERABHTIEHITE.
BREEE

WikFF

EZRIRES > AAEE > FRPRATR/SIERT | EFNNNTFRS , ablik , B EwmAE Tk

HAFtER

33


https://cloud.baidu.com/doc/Reference/s/rm5qdjil5
https://cloud.baidu.com/doc/Reference/s/rm5qdjil5

Baidu B EEHER Y HAFtER

O8N " %3:x

MEREFE, haBREBrPNMENR. Bi3%E. GRTEENE 5 wdl Win
32

B BIRT AR  FRARAONIR, Ttake Bk  BIOKRE  FVEREPBTEETA AN | R
F P B FITHEE,
ESEE )y

HEFELGRT , RERIENZERF AR ZRREOVIRRR | AR ERFRAERTRE. £ RrEE N TR RE
B, ERSNNFRR /IR, TRIERFAAER. REENITNERREZFR/  IWEEIRAGR.

BRYR : FRAPTTEERENE , TTEET A FIAKSK , AP Keyil HZRIK FKAPI,

ZHFHAF
REEZEFPEEERTEMRE., BREEZEFRF dejiaide 137

ERSHARE CAILAERSEEETICIZNGIE AL TFRAEREENTFRAPERHANEIRSER.

1. EZR/RES > RFEE > FRARETRFSIRLES , RirEE X HITER.

O EEBRE QBHasR 28 v R0, X Q
ZRAP e SEPBRES > AFEE > FRAPFEERO
5
i FRAFEEEE: http:m ® m login.bce.baidu.com BEX
)l =$L] ~
S SR BFE B 1588

2. MABEXHEKRSHE , REHEHTHSEFIRRERIE.

34



Baidu B EEHER Y HAFtER

BIEEWkFAE, ATELER

*MEPRIE | alias

U TRl X
RTRIPENRKSEZS, BEITTEIEIE:
TS (AT
UM  *r+++7382 BRFH

PR EETNITR RIEIIIERS

3. BRTAE , FRAEREREHTHEN , BNFRAAERETHAERSHEEIE,

@ JHERB A EE
L
THERBAARFN—FXE | ETUEAER B R TSR GSEH TR , TR RERERFRARERT
FYCRBIKHITHE.
DSz

BR P ORENEREBEIZ A rvinEs > APEE > HER At T8 — 8.

35



Baidu B B BaER Y
Q=25 4

BAER

[Ty, s e B ] .j
. .

%

EftT DRBIFES

ERINE
@) mezammmKs TS

BEEANE, REEMKSEBRE, T8 TALE
ERRABE
BRRA BRFRAREA

HIRSARRA

el n ERFE
[0 - 18g=====s: 33 fu**o@baidu.com
o ™ 1378sssen 70
[[] — 188 ====s. 33 Tu®=***j @baidu.com

BIETHEHBA
1. BREEEREREEEE | EEZ R R,

2. EEAFEE > HEREA  AEAIREEEREA.

RIS RIERA

*APS
i
IREFEN R ELE

* SEUTERE «

AR ERKST  HERRANTRANA S RS RSITFI. #i5E
IEHEREASH.

RibEEHEA

a B © o & © @

= Rftt  @lE8 -
— FElE: T
R2ER
isuewg: I
FNME: o
EAE: mE .
BRWHR: DR
BRRF: SRR
BEBMFA  RIZE
S BREAS v | BEABRRASHTER
FAMBRFSE B
feei filkE
e Mg
ek iR

ERYCREK FHBEZAT , THERRATEESRICRE K P EHE RAIXEE

1. BENSIEIBEREA , RS BIKIREEMERAEEEA ST THERA

2. RATAFEIHBIRRAS IFRF , BEERHERRANEE/MARE  WAREERIDEY , MTRRIEESNAS, , 7]

UERBIE ;

& msn

BB BB E

, HIRFTARRE R EE , %

HAETER

36


https://login.bce.baidu.com

Baidu B B BaER Y

+ BIEBEREERA

BAEtERE

BF& 15tBH FNs HRFE WMRARS FR7ER

djaihduede djeudurcr  ***x+xx5310 (1) FALEKRIIE, %5&'}%1&5‘#, KigE O ggtycrtedwzwzeww
testUser12 surrers7389 () sj****i@163.com (1) KIRE (D ggtycrtedwzwzeww
testUser6 susrere7ag) () sj****i@163.com (1) KgE (D

#5502 rurrers7389 (0) sj****i@163.com () KigE O

#5503 *xxxex7389 (1) sj****i@163.com (V) FigE O

3. IHEBRRA BT AESEM RN Rk B K PR | RinEnEEE | TR SER KR AR MRIIE.

PIHBEBATREE

RGEHE | EHEE , HIANBET O, AERRBAREITRIER.

EEHREBA X

FF#:  diaihduede

U, : +*++***5310 fREE

HEUTHEFE ©  sj****i@163.com fRiE

FRTE4E - ggtycrtedwzwzewwwwwwwwwwwwwwwii

IR - o JEER

HEITH | RiE

=92 djeudurcr

B E i E

AEATEESE L O DN D

A EEREAMAR SR , BRE—ITRIBE | fi0 , ATESREEBCMFRE A AN RMEATREREAE.

37



Baidu B EERER Y HAFtER

i EEBRS  ORNasKE 26 - Q W B w B ceax I i tw =m oMz oxs @ -
SRP I
e anE®R
BrER i DINGEG, BRANFARE, FIEEESRE HRERARMBRNEE, CRENETER, #EE
FRP
2HAR (37) EBAR (4) AE
SHBEKA testUser6 a
testUser12 a
R
R &t PEI
L G L f djaihduede a
TR djeudurcr FEETIN Demo o
ABEE THESERA
SEBIKSIEN v HEEA
BIFER(2MH) BRI o
P— #5038 - HRIERA (C]
[ @]
BE
oo
28
SRTROW(. v

IR THESRB AR URINZIR A |, ARSI EERBARER , RFE—F ] URA AR g R A A
HEREA , ARSI > TR/,

WA RRUE
@ HARBEERIE

UK Z L F(Two Factor Authentication)27Ef P&MERILZ 4h , FSMEMK—BEZLIAE , BTHEERNEREESREER
FHAFSHNESM | WRNIBEEFR AP S (2-Step Authentication) , 555 F ZIE(Multifactor Authentication).,

WHEAFRRFEAR BEFERRFFINEE. EUMPAF2RHREZRIEAN
o SEERIE : BEMZKSHENREFINAXARRERWEERIUERD , RIEFERESH ;

o EIUMFA : BT =K SHPEHIEIUMFA AppFTF=AERIIERD |, WIEEAESH , ZRIEARTLRANBEERIES , BT
a;

RAFENFFEUE2MNEFRAEAREN , ABE—RIEEIRT, ARG TR ReFRe , BEKS, EHRT
APABESKSTERNERRIE , AW UAF R AT ERERZRIE.

R

BEERIRNEZANES IR RRIPAHRER -

o ERRY : FREXRY , BRWSHFREL LEEMMFARIES 4 54 A1 5 R,

o BRERY . FFRBRMERIPE  ERAFHTERBIRER , FRETRI B RER , DIHREASANRE ;
@ FFERERRIE

A EERERAAERT LB ST ENERRKIE , Al , AR TFAAHRZRENTSE , ERSURERERTFRA TN
FRAFERRZRIE.

FFRESMREFRRIE
FeREM
REAEERRKS | ERSHFAS,.

BIEDSR

38



Baidu B B BaER Y
1. BREERBESENE  ZMERTRAERERTRESR ;

2. WAMSEhEIA LAFREM kG EARPFD
3. ERERETHERRY . RIERPT  RERERA ;
4. EREFT , REFFRE , FRATLEF LM MHNERRIEAR ;

5. RiETRIRE.

B Qﬁsgﬂsa O BHERE 28 v BRANCEBEENES, X Q 8 O v B cP&R I X 4l X OME &S
SEE
ERXER
ceshiceshi - . N .
EHSEHR S p we FWKSID  5d7em—r
FBFID: 31857e4%mm mm m ff375ee2de O
RERE
E BEFN © coiE e EMMFARE © e
---- A W AFSHWE. FRKNE, TREXOEEK T HEETTOTPRBMMFARESS, TATSHNTRIE
i BRRF 0555

(] #E @

AT @aRaEMER ARERRI, BRRSETEHRWITE

ﬂ BREB ookE Ex ° BERIP  FEERT © CAE
HTEHKSEE, RUCEBERER FRBIERIP, REGURRIENET S ZRMIE

. FRNRARSEM 0 in:

BRRP
© FRERFIE, AUNEREIHHTAMT, MRHROKO RS,

[OF:7-] B

r 8 Ferri

@ RHMFARIEE © Fu=

FEWKSEIATF BF ISR ERIE A EHRER T

EHRAFRPIFENRERRIE SR&M

ERXWSHEKS  SREERTFRA,.

BIEDSR

1. BRAEEERENE  SERAFRAPEREETRES

2. RirHEIE LA, RESRAFRES  SARFEE-TR/

== ®mc3adfgf374e7

(34

o]

oo
oo

HAETER

39


https://cloud.baidu.com
https://cloud.baidu.con

Baidu B B BaER Y
3. REEFHTFRAFPEHFRANFAAFEER ;

4. ERRFAEER | RATLCAF R AER T RER AP IRERY | BRRPARIERY AT USRI B 1R SE R TT /2

[N

2FWARRUE AR
B EEERS  o#nwers 2R - o % B v B ceex Iz x# v w5 ows x5 @ -

LREREE: -

2APBEEE
1B

- RERAE
ArER ~

O BRRP 0575 e e RIERIP  FIEERE ©EFRE e

FAP FRERRP, SREEHTIHRRE — FRBERP, RESBRMEATHH RBIE

THEIEBA

BHMFARE © 0

aEE HEEFTOTPREMMIARSEE, FATSHNRBIE
HREEEIE

5]
reE AccessKey

BRIRIP
O FAEERRICE, FUMNERESHMT RMIE, MREFNKFRE.

® FiE B
V

B FEE0IE

7

B BEHMFARIE © k41E

EE

1. MRFRAFEIFREIRIPTREN , FRPHRBEFINSSIEEUMFA | MEF R TRERZES AN , RGs
HPEEELEFIS/EUMFARIITE , BHTFI/ BIUMFASEERAE | HMESELE EIUMPA ;

2. MREERATRPFRET RERIFTIRE , BFRPHET FISTEMUMFA | VIS FHERPITHURIRIER | F
B A B FIEEEE A SR T ZIRIE ;

3. MREE AT RPXRAT RERIFTIEE , KNZIKS RESRITHRRRAEN | AEZT AT RRIE,

@ FIFNEERIE
BRERFIER | BSETEVREZRIE , BEASTBRERETSRIRERITEERATBRE.
@ BB EEFIMFA

RFPABSTFREMMFARAE, BIERA AT P EEMMPARAESS , 416 A EIUMFAENRHH T RIER | FEE 58
TEHEHUMFA,

BRIEDR

HAFtER

40



Baidu B B BaER Y
1. THEHMRIERS. WA ETERE ERE— MFA NAREF |, A T4t TiReE , BN KR EE8ERAPPEGoogle

Authenticator,

HE
o oSIRE RN FAATHIZ (App Store) 1 & H EEHES"2"Google Authenticator3H T2,

o RE}R Google Authenticator IMR#ISMNIB —LERLIAMLA M | HEFEANATIHT AT KRS S
RERRA P ER B EERERAPP R BN H S HRIE S TRE.

2. YFEMFA,
o EIFEBTRERAPP : HNISHIANE , mEEIMFA” | SR flin_E T 4580,

o EFEHMSHIILR | RS HRIESApp LRI —ITEIR , IR MR ER —4E6) |

HIE B IIMFAIR &
O sBErs

EEFNAFTFGoogle AuthenticatorifF, MAE” 415, o TMABBEEE) REGAIIRIE

13HIREX EE

-NZQGEZ

© ES®IEg

B A MGoogle Authenticator[i FEFE R hIRENAYELE AR LIMFAIR RS (Z2BE30sEH—R)

* BEAIERST -

* BOUEE2 :

THAING , ZESBIRNAF , App L4 BRKSHES, HAEIUMMFARZIEO4RE. HEHSEF30WEH—IX.

EE

o BAER Pl B2 (8B BIMPAR E SN MG | ZEROBEBIIMFARITEIT | GEFISRIIMFA T SRR | FLIR
SR LB IMFAREE — 4.

HAFtER

41



Baidu B B BaER Y
3. My NESHIBIZA O 4 2 E T |

HAETER
RIGBTERE , EUMFARELEE TR,

SPE BPAMFARRIN S5 , B ] [E) B SE AL — /R B&AIE

@ fREBEEUMFA

RSB EUMFATEX E BTN EIUMFAR R BT , NRAREFHIRN T ERFEEIUMFA App , FERX T HEIFERE

4.
TR

@ BERTFAFEHG
BERFRAMSHAZH , CRENTASRERN , TUEATRAANE0ER ; ST RFSEEEKS | SEREMX
EEK SRR,

FRPEZOMAMALN  FRMRS R E TR B
1. AR ERRENRFEAARENERD , HTERRE.  (EF)

2. AR EEEKS , £RAEKKS IR SENS |, HTERIRE,

> BRI
1. FHAZRAFUIENES] > AFEE > FTRPAFPIIRRT , B3R ER , REFRAAFEREE  REBEREERRA 4
REZ ST 2R B TUIR),
3 O EEBHRE O BNeRE 25 - Q 9 = W B cPER
ZAPIBEE ZEFIBEES > BFEE > FRAFER
TR
FRPEFHE: http://alias_hz.login.bce.baidu.com BEX
)k ¢ ~
SHEIEITA BFAE i3 L] RE FiER BIERAT]
ceshiceshi FRIRE | RE o JEIR adminGroup 2025-(
AEE

2. FAERTFRAFAALMNED | ATLEREEEERREEE  MRZTAASETEEKSHIRAERTKS , METMR
TEHEKSER , SEAEATERIHER.

O BEERES

BEZHET 8RN
8 REMUBOMER, FTETUATTRIA

O HREMNAKEE, BRSNS EEEMIREOTR
@ KHNBEANFENBRALR, STHSTRERS, HeNE

Q DUFERRE, ABLEEREET.. LW

©2025 Baidu

@ FEE v

FRPER

EERCLNFRIKS

alias_hz

B

{ERRMKSER

< BREIEKS BEKSESR BEATER

VEIE: B1.B2- PIE030173%  RSFABUER

42



Baidu B EEHER Y HAFtER
@ BRTFRAAER

1. FRPEFEGE , #IAFRPNERRHE , REKGEAR PO,

2. ERERER , TTRIHTFULE. BRFAZPE. BREIDEBFRIE

# O EEBES O mNass 28 - ol ®m B w cPax Te i ew wm ows oz @ -
EXER
ceshiceshi
C EWSER EKSID _— c3adfsf374e7 O
FBFID: 3185° ™ )1df375ee2de (I
RERE
HEFN © 2 BMMFARE -
=] E = ) e
AAAAAAA 7382 T SHWIE. BRHE. EERIRXOBEL BEEFTOTPRAMIMFAREIS, AT BHIRRIE
YRTEHBFE BRRP
@ o
BT B REX AR ¥ FRERRP, BMVGHTHHTREE
<
BERED BRIERIP 2
° % FEERTE © B
7] B (V] = sz | ¢
ATRHOKSRE, BEEHERER FRIRERIP, RESURIRIEIETSH RBIE ~
88
WRARS
FRIFARS B =
9=

HRAPSMRANSHES, FTHEHERL, BHAAFRERERERA, ERERNRARSEEH BB

AR FRAFNS. BEFEE (R FRFPERBEITER  EKSTEERHTER

FA P47
@ HE

RPARRFMES , BB EEHRRERNAFRNE—IE , SR TAWVRKER/ A, 134/ | HH TR PSR
X4, Wi AR EERSE,

@ BEHpR

o APANRRATRAFRERTES , TR%TRAPRBIREITIRIE , RFTRXF RN RETBEREDT .

o APAFEHEKIRRAELN , THRAERNKERF A FRBEANRERIR , RFEX A ARSI TABR RS KRR,
@ FER&AMF

EERAFEDBEZ AT, (RFEEE E T sNEKSHERIBRAAEE ANIRNFR /- , SREHFNT
IAMFullControlAccessPolicy A fRiF F /.

@ FFEAE SR

1. BREEEREREEEG A RS A s > A, QheEEa.

43


https://cloud.baidu.com
https://login.bce.baidu.com

Baidu B B BaER Y

U BEBES Oonhass 25 -
SRAPIAEIEH SRAPIBEEY > AEER

+ BliEFE

il -3: v
| BEHM
s

SMERIRS N v

BRIFICR(2AWF)

HHARE

BE

SERITRDH(. v

.
&

v B

Bl

IcPER  I®E X il XiF ME &S

B

(©]

o)

oo
88

2. HEFHZANERER  FTATAL , AFRIFE, BF. RS-0, allUAE#E.

UBEBKES Oomsagg 25 v
2Tt Hl > aEE > FHERE
R

EAER
mrEE v
* BRI
aER
&t
RERETE
REEE
SAEBREIEAN v
BRIFIDR(ANS)
SRIREIE
BARE
SRR (414)
#®
SBTROW(.. ¥
B
RAAEER

FCFullControlPolicy

FCOrderAccessPolicy

FCOrderCreatePolicy

FCReadAccessPolicy

3. TERBREED |, FRARINAURRRE | RENXAN

U BESBES oshats 25 -
ZRPIBEES
REREE
B
B (414)
APERE b
AEE
BB
HRESEIE
RREER
s
REBER FCFullControlPolicy
SMESEN v FCOrderAccessPolicy

RIFER(ANF)

FCOrderCreatePolicy
BPERE FCReadAccessPolicy

- I
BB GlobalOperatePolicy

= GlobalReadPolicy
SRITADM(.. v

4. AREEP , AFEARMAR , ARAKARE , ANHABSRI. FTRUARFERNFRPIEEREA | e

shoujieshou

SRR

ERFEEEDRRIONR

MBI OMARR

TE. %I, BUHITRNE

SVFRIERITRANR

SEMSROMIR

SRRBEHIAR

BT EERRNINR

BRSO

BHE, %), RETERR

SIFRERT AR

SRS ROEIR

REEHENR (BIERNEIUEHRENATE...

RERENR (BIERNENRILEMNFE.

@2345

RYRBE

[RIARPR .

ROV

RO

R

=
Bt (0)
=
Bt (2)

FCOrderAccessPolicy

FCFullControlPolicy

cpE®  Ie i ow = ows x5 @ -
<
©)
O
o
Bg
cpik  Te w aw = oz oss @ -

E
H}

o o

O o

oo
=t}

HAFtER

44



Baidu B EERER Y HAFtER

HRAEE
NI, ARAMFARE, FRAEESHEE HRIEMATIUERINEIE, (BRI ETER, 6
SHER (1) Bl (0) e
=2 i ES]
B FRP
<
(
<
¢
£
®E HRH
5. AAHIA | ST AT,
@ A FPLAB YR
AELRTIFNAFEBEURR . [ERE  TEREEEED |, NERREBURRE.
HOUOEBES O #RHass 2B - Q B OE v @ ceax Te s 2w = oms oxs @ -
SAPIBEES ZEFAEEE > HER
R
BPEE v
AEM HREM B Bl JRIE
AEE
testGroup 1 1 2025-02-28 19:11:46 ‘ 3
REEEIE
o Bt 50 /7
SHBIKSIEN v
RIEBR(AF)
BARE
BE ©
SRANDH(. ©
O
88

@ AR FRB YRR

ABERIIFMAFABRRR. [ERE  TAREETD  RINSERSERR.
@ BERAAARER

REMHENARHR , HAFTRKAFAE , TUEERAAHEMER , flmA AR, BrARR%.
@ MR 4R

itk  HTRIAG |, BRI A AR A FE.,

AR ARBRRTERE , ZEEERNFRAEABRARARR | TTReL b ST, Btk , ERRA A2, F
FLHAE R BERBER.

45



Baidu B B BaER Y

MIpRAE

ARPRETIEME, ZAERINNBFP B ABRAEZANE., BHEESEM
F% TtestGroupy ?

AeEEl
%S

IAMS B (FX S —HAE)R—FEMSH , RRFSH—H , TRUCBARX RIS TIRME | BERBMENIMHINEERS
BRBEHR DRGNS A EA BEERER.

A LUMERBEEARR , MHENMARIK A RIBENA S, NAREFSRSRAEHEAR. #a0 , /RAT A H =K S8
P N RS ERAUEERR R A RIR , SSHIEK PRRIRTIR , B2 AWK PR R IR L U
TR,

ASCEN BRI CHORS. TERE  DRIAEERAQHE B ERKRREREEK.
PR A
At

AEREERE T KA RNAERENRKIAME SR, AESTFRPAEMN , BE—FMEEERRSH , TUEETR
VEIRLE IR E RIRNAUR . XAET , AER—FEINGH , IREMENSHEIE(ENRES) , TEERERIERH A
HEERAPRHRRER K ERAN TR, ABUYAGHRE—IEENXESHIARNN , BERHACLSENIENRESEE ,
I RHEARAR ) SR,

AERT AN TR PR

o SAGER—IKFATHIAMA -

o S5AGIER—IKFTHRIAMA S

o HEEERERRHKWeb R

o H5SAML2.0 FRAKS MR HRIIR HLHSMB A
@ BERIK

TEAT AR M BANRINXT R . ESERIE T E URMAEIRAE A GNA BRI , IARSIREX LA ABEIIRER KT
RERTPHRIR, BRSIFRAAGRARNERITMREFRF. ACmAF4A.

@ Yl (KA) fe

SRR A ARENE SR ATRVIREIGEFENNA AT RINERE. — R P—B#ET STSAssumeRoleAccess IR , BIAT
HHEESHWA TN AT AFHITYSR (B R REVREIE—RNAaTE , VREIBiraeEE , ZRrYsREE
Birf R, Y iFBEEAPIRARDRA G| | FREESEFERAA A,

FIWIH=R

AEERTRABEKORRARRR , Z2EK AT RANIEERES , EAFTERZRKAREMRFEEHER &
TRNRILFE Rk siaR.

HAFtER

46


file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E8%25A7%2592%25E8%2589%25B2%25E7%25AE%25A1%25E7%2590%2586/%25E4%25BD%25BF%25E7%2594%25A8%25E8%25A7%2592%25E8%2589%25B2

Baidu B EEHER Y HAFtER
@ BB =FIK FEAIAHRIN = BIR

FALMEESE=AKS , FHFAHKFRIAMAFSERSR TR , UMEEARAZHROZK A6, s amRRNa %
R AFROATAYISEHMM R PARIRARAE , IREAK PR R,

20T RA—SRBRER SIS B AR SCERPS K P B Raa)

s

ABIMEA EERER AT Ik FAccount111111111 , FFFEAMK - T 132 7 BCCARF 2 Server001 , AT ARKETE RFLERX A R
£ BATANTIB (B FAccount222222222) inkE,

428 B 28 A
Q=] Account 22222222222 0Q=| Account 1111111111

1. ABIER BIE RoleA, EEERBEMN Account
222222222, HIBFiZAEE Server001 HIEHENR,
. AP AssumeRol

e
—
//’_'__'—.—.——— x RoleA: Operate Server001
UserB
‘.—-..,__‘_‘_-_

—
. STS REIIGAT FEIE

2. BEE A BIEUserB, H&¥F 5. AP ERS I ,EE Server001

EEFSTSAssumeROIeAcceSS 1575 Server 001

(%)

I

EXMHRET , BREATANBEDR , FRHTNTLR
1. REABRUHRIK FIDHALAEIATANEERR ;

2. NEAREE RfEAccount111111111F B Hifa ERoleA , IR A EBREREAHMRIKS | FHHNAT BN IK DA

RIS

3. ATF)A% ServerOOL FIEAESRIEZTFRoleA ;

4. /\FIBHETE AT FUserB , IS FZMA S _STSAssumeRoleAccess_ 58K ;

5. UserB AT UIB A AT 22 & EIE RS (STS)_AssumeRole_ API YJ##EIRoleA , BIE % T iz4EServer001 HIALIR .
@ [E—TK PR IGE AR

PRAT A IAMF A P FAUR |, BUEYIIRERTER FFHNAE , ZEEERNBE=AKHBE.

AT A= NSRBI B AN {55 R £ Sk iR R B ik PR FHA R AG a2

BRANFELRINIK P INA — B OIBCCIRE 25361 , HTREER , (RAFRERNFAABE S A EREEX A RS il
BRIRIE) |, LB, ARATLEX A RS HNBEERRETFA—IAE CHRRMESZ0ERAR) | FRTHENTFRATRAR
HIAUR | HRRIEESEE A A , ZHATAHZRS 2SR AT JUE R

o MRIMIEBAMA F AR FREBRELA AHRATR
o UFITA/UAEAAEEERNAPIRAAE

EAMEAXBATT RABIRERR , ERARFAFERITRHEESFN , AeeEARSEHESHAUR , BT R 3 guss
WREARS T T BAMRERER.

BlEME

47


file:///API%25E5%258F%2582%25E8%2580%2583/STS%25E7%259B%25B8%25E5%2585%25B3%25E6%258E%25A5%25E5%258F%25A3
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E8%25A7%2592%25E8%2589%25B2%25E7%25AE%25A1%25E7%2590%2586/%25E5%2588%259B%25E5%25BB%25BA%25E8%25A7%2592%25E8%2589%25B2
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E8%25A7%2592%25E8%2589%25B2%25E7%25AE%25A1%25E7%2590%2586/%25E4%25BD%25BF%25E7%2594%25A8%25E8%25A7%2592%25E8%2589%25B2

Baidu B EERER Y HAFtER

FRATLAIAMA B2 F 3B EERER RIRKIERUR. FRIAMAE | AT RIS ABC KA THF R AR TR ERIRBIR |
FSHMRK FREERR , NTAFRMRK S TRFRAS , FIRERCZKIAMA @RI RIR , than , AR
B =ARIKFIRIRIIN R EBOSTF AR A %R

(EEXFRLSE , WASER SR S, TR S AR AR AT bl P BRI % % S50 (STS) MRS _AssumeRole_ AP 5
BIERAR G, HRENRISER SRS RN R 2 ST , BITRROS FI5.
BEAMS ERMERES | %A G,

IR BNE BIEFI G flE A A,
@ FERFME
EfERERIACRAEN , FRE :
1. MECHENEEERRK, , A MERMSE K ESEIT
2. WERKFRARSEE AR,
@ AL
BESEN T HRTRIEEF A TR RNAE
1. BRAESREREGE , RMEsEa ERRFKG  EEZ R ARES
2. EEMSHIETERACEE  [ikdtEFfe;

3. HEAGLR, MRASENSE , T8, ACLHRER KA T UAH— , 2RAXHK/NE , BITESTROLE 1 testrole
HE—EE

4. EEMERK , RUTLUERLNIIAKS  ARZAEABNAERKFAE , IS YRTaK S T RF A AR S H T
A ; RRERHMERKS , ARAAENHMEKFTEE | KN FRATHAMRIKAKIK/ID ((RAT AZEA G > A
FIDIRENAID) , — M ERLFENEEL0NHMRIKS ;

5. AAERMN. ERBEETERSENASREIEERBRETZAC , MRECHRBHBAFAETR , TTEEINEAE
SURRE | ESERIREN . ROATUAREEZ FRAXHERN ;

6. mif TR,

B LR, TRT BEERRKS T2 A e,

AR TR ERSRNE TR T FrRECEREEEDSY. REDIABSEK T REN AR T _STSAssumeRoleAccess_
RRIEAR. FARESTRIESH(E A G,

EHfAE

BT OE A CRE , AR T N EETREMRNAR , BZAGITUEENZKAER, ATTEUBEEEKINAE ,
BIAENBASERNAF |, FRAETREGEEKIFNEER. WAEER , XBEREEREAEMAEK/IDA111111111
& FRRoleA , i BCCARS 25 ServerOOLRIZAERIR |, HFERMK A 222222222 , FEAT A FUserBIRFRAAE
RoleAFIAR .

@ FRFEMH
1. PERISEMK 2222222220 G EHE RANR;
2. T PUserBHBBBAIFAEAKSK;

3. FHAFUserBiA Bk A FIDFNMA @ ZFR.

48


file:///API%25E5%258F%2582%25E8%2580%2583/STS%25E7%259B%25B8%25E5%2585%25B3%25E6%258E%25A5%25E5%258F%25A3
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E8%25A7%2592%25E8%2589%25B2%25E7%25AE%25A1%25E7%2590%2586/%25E7%259B%25B8%25E5%2585%25B3%25E6%25A6%2582%25E5%25BF%25B5
file:///%25E6%25B3%25A8%25E5%2586%258C%25E8%25B4%25A6%25E5%258F%25B7
https://console.bce.baidu.com/
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E6%259D%2583%25E9%2599%2590%25E7%25AD%2596%25E7%2595%25A5/%25E6%259D%2583%25E9%2599%2590%25E7%25AD%2596%25E7%2595%25A5%25E6%25A6%2582%25E8%25BF%25B0
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E8%25A7%2592%25E8%2589%25B2%25E7%25AE%25A1%25E7%2590%2586/%25E4%25BD%25BF%25E7%2594%25A8%25E8%25A7%2592%25E8%2589%25B2
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E8%25A7%2592%25E8%2589%25B2%25E7%25AE%25A1%25E7%2590%2586/%25E5%2588%259B%25E5%25BB%25BA%25E8%25A7%2592%25E8%2589%25B2
file:///%25E8%258E%25B7%25E5%258F%2596AKSK/%25E5%25A6%2582%25E4%25BD%2595%25E8%258E%25B7%25E5%258F%2596AKSK

Baidu B EERER Y HAFtER

@ HRIFLIR
EHERAAE
1. RN 2222222 RIK FER EHEEREREHE;

2. FF FUserB#% STSAssumeRoleAccess SREEAR, B{KIRIEFS 2 A
3. FAFPUserBERITH & RIS E| A LA LG4, RHRAYIRS ST,
4. ERRETRETHABRKSNKSID, fAeLiRE aTYiEHABrRasE;

5. WFREFF FUserBITEMK P, B EAHR RIS RN A _ LA KGR, REiRIREUserB.

Q 253

TRAeE
¢ B ENSTAY
85
3:E * kFID:
TH * BB
=]
EH
[>]

FEHAPH A G

1. {F Ak 2222222221 AMK PER B EEREREHE
2. AFF FUserBi%F STSAssumeRoleAccess SRIEANR , B{REIEES % H A ;

3. FHFFUserBiiTAssumeRole APl , ##t$¥accountiD /111111111 , roleName ARoleA , BIE] IR AM 1111111118
fataRoleA, ZHABILT , AEAEAIFE2/N , RLa] ALE(E FIAssumeRole APIBT& X £ 4 durationSeconds E{AH T
[, XANES B ARBER T 2/NET ;

4. R, FF P UserB¥% 525 @RoleARIGETFEIE |, FFERRGTHAEMK 22222222298 , A& T &4 R %25 Server001
BIAYPR . 7EV5IRIServerO01RT | EEAK/SK Bt K1 AssumeRole APIR BIRIEETAK/SK |, 3 Token i kiR [E]

B SessionToken,

ElEmE

RN BIAEIRRN A EERERK T RAE |, PREAERENEH , AENBERRES.
@ FERFMF

FREHFNAE , FREEME LRI RARSEE RAUR
@ YRIEF A

EABERERET , FRURFENIAAEREREHTER RN TLR

1. BRAEEEREHE , RMEEEIR EARAFXG , EF2R/ARES

49


https://console.bce.baidu.com
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E6%259D%2583%25E9%2599%2590%25E7%25AD%2596%25E7%2595%25A5/%25E6%258E%2588%25E6%259D%2583
https://console.bce.baidu.com/
file:///%25E6%2593%258D%25E4%25BD%259C%25E6%258C%2587%25E5%258D%2597/%25E6%259D%2583%25E9%2599%2590%25E7%25AD%2596%25E7%2595%25A5/%25E6%258E%2588%25E6%259D%2583
file:///API%25E5%258F%2582%25E8%2580%2583/STS%25E7%259B%25B8%25E5%2585%25B3%25E6%258E%25A5%25E5%258F%25A3#assumerole
https://console.bce.baidu.com/

Baidu B B ERER IR BAEtERE
2. BEMSHEPEZRAEEER  EHGIIRPHRITEMERCM , RIIRAMWE ;

3. RATUREABNERER. AEBIENMA G RERRNE.
@ Hifxs e
ARBHHZRRZE  TABERNAE , BRENETEE | RRIN TSR A Mk :
1. BRAEEREREGE , RMEsEa EARFKG  EEL R AR
2. EEMSMETERAHEER  £ABIRTHEITRREA T , Aok

3. FhERERTRE , [REEA , BIEas ek,

iiﬁ Mg RS R  REEERS) T SXBHKAUR RSN A G EREERR  SRANBEFE
IBERBRAKRES ST, ARESATIERRME. F—AEARSRINRNZ LIRS , R A G , FREXABARIENE
TAJHk?S , IRTTE LR PRS- E RN |, Bt TRIBRRIE.

=)t
A : (T ARIAME & ?

IAMAFRR—FXASH , BHENSHELE , EBE SEMHENARNBREF——XN., AMFBEE—FEMSH , ©XREK
—HARIR , IREHERNSHEIE , DARBEIEAN AT H LA REER. AMAESIENRFSERA XK. Rk, ESR
KATBERAE | BIIIAMA P, M RREFEBCCERS.

8 : IAMA3 ERER BN R AlRE 2

IAM# {8 FRER 1T O E LABTRRZIRAEESSERIRAIR , MAFTEZKNRES. ERAMAE , ATRLRRIR
TG ANEERRIAMA P, HABK A TRIAMA -, PUEBCCEARS .

[7] : 2{ATHE{EIAMEB & ?

i@ A Security Token Service (STS) AssumeRole APl (E5&0Y AssumeRole, AssumeRoleWithWebldentity £/
AssumeRoleWithSAML) {FIAMA G, XLLAPILIR Bl —AIGRNRLEIE , M AFEF 2 FrlE XSRS E X BRSAPIKE
K.

7 : ATBUBES D AMA €5 2
HRAMEMIAMA CSRORRILETRE) | 1BR MM EER RS RFRE | RAEA—MAMA SSHTIRE,
@] : IAMFEMIAMA P2 BB AKX ?

IAMA FIRBEXAMEIE , AkXERSaRFLE. AVAEEBEAEIE , MEEHRERSER. IAMA EOMERFRN
FISKAIEME , ANAMA R, M ATRFEkbecE RS .

(A7) : B IAMABRANIAME 4, ?
EEIE SN

7] : FAT LG 2 D MAMA A 2

=

ROk PR %2 RAEAIEZ 100NAMEA &,

A : RETUBERS RS XHNABE 2 AT BXAEZET , BORRAA ERIRA. BT UMRERSEIMIRE
KIEEZEITHRHNAE,

PR IR
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GERmE , ERATFRPHTIRN , BN, WA DARIESFR S FE  BEXFRFRIRERE , A% N FRARTFARRKNEIR
VIRIAUR . AR EENBIAMALR 55K AE A 7T AR AT A R[] EL.

%

CES

IAMZ F Py [al il i b MV 2R ZRA R Smg 26 B0 4 h 22K,

BT S0A5RRE
BB S PR SRR INENIAME 4 £ |, banA TR /. BPrASE ARG TR , X—RERKEM I —HaT IS AL
T2FPERY

RN

ROTRME A B EERERTURER , ARFEARRES  SITRERNAIRMAREIE R, MEAR , BEEN=RHKEKA

B, SRR |, B RGURIEASRMAL R , BARTHAEM A RowE AR,

BRE SR

HREE AR FARNRIRSR A B E R . AATRURIESSIRNLSRE | BERERRS . RIRMRIERER | 5120 ,
AT RARS A BCCHIFENKANRE — R RME | KZCRIE KA TR/, EHIMABCCEANKHIRRIERIR. MELARSER
B, BESREEPIEFINASRMALE EM , HEARE.

BE YRR B AT SRR — SRR NECE Z T RSAUR . BB RIRSSH) , BSIFTURIRSAIRRIERER , aneli/ 5
. TR /ARERThEES.

RS Heng
MRS 255 (SCP) BT IAMBY R =R VAR, ERE RS A AHAUR |, 2B TESIE AT INMELR A TEE FIK K
BARBRINF . BRAVALMSCPAEENAE | ESE VAL,

TR AMSE IR

@ BFR ALK

BRmEHE , RAABEIALAKGE , NS RAFIRHES>RIEEE | BARTARASRES IR , Ao REEEAETR

RMMALEER , IFRGNERE , WHEEE ; FRIUER , EXTATRNBERRKRESE , AERBEX , $5%

BT RARBIRRAAA. FAUREERRE , ERERGRINRIIEIE.

@ B E RE MR

TSR ETE > BRESURIET |, ARATLCARIIIK = SO SRR E R SR, RASREARAL AR BT, AR AT IARTARE A

HRZEEIR (N7 HERSRNRIER) REMRZE—FE SRR , BERTHRAKXERRRBMFASFANHRB,

IR A RN B ATAMSIR 2R A A1 B T R © RRIE A RS AR AURAR S AU . IRRIEAE MRSl A | BTk
FIRS . BURMERBIRTSRA] , IAERERRS | ARSI | IRIBIRAMRS BB MARE TR TR , A AR .

SR
REAEEREC AL EHE AR,

BIEDR © IR AR AR

1

N

w

IN

BRAEHE , RARBEIALAKGEE , HAS R FTIRHES)> RS,
R AR REE | AP IS HRR A R AR
HEEAMEEF R B FRAHE ;

HERREE : [REAMABRIRA , ALFTRIEAIN—&RAUR , ERETIEE :
o EERS : ITEEFNTRER.

HAFtER
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o SREEAERRA : IRIBATIEARS 2AY | SR A SRS A AR B YWE SRS U A VA AR AR SRR, AR NATRIA R SRS
ERRAR, REEERSATRURRIRER TR |, BT RS R EREMTIRRA] | SRRAERRME ; Jiie R
S SRR PERR—ERRIETS | St SONME NI SRIE SRS | SRALERUREE , WIESE 5L, 2MARE
BHIBRARE |, #aRACLARIIEEEIREH.

o BUBREN : AWFERIELE  BRAEEAN , FRIIEENE | EERBIET 0V, FEIEREE ;
o ARPRIETN : FHATIEAR S5 2EAE UL S5 AR RIIAIR | SIFLIE

o BEERIR : FTEMRF I TRNERIR , AIAEAEIRIRSKAI.
o EERFARIR , ARMEBESRERSHFHMR TRERRIR , BERTAMNTIR , ERBACLIRS

o GEEAFERIR , RIATIE fHE A FIs | R A BRI,

o [REIZA | ERAFEALIRBAECERTIFM  RETRIFMAFRTR , AAFEXFHARERIRKIEHTIRA &
WA,

5. miigehk , EEIAHERIEE , FRATIABESIRIRE AL IHRIEDLIR | H—LRMAIR | 1T AR e R R B E LR .
BAEDIR © Al

1 BRAEGE , RAABEIALAKGLE , HAS R FTIRHES)> RS,

2. RTREREE | AR

3. IHEEAXFEEF IR BRI ;

4. JAERRACE :

o EHIRE R AFTEANRESREN , MRZERL , JUERRTRIRERE ? QIR ES
I

o ERMRS  EROSHFAIMERRS KR ERMPLTRACSIFETARENRAN , B SEE HIAMEF 0 ;
o BEEIRME | EIEMSAURIRME , E— AR, EEMEERUR ;

o WEHE : RREEFERFWRRIIR , MAGTEMKIFRR , WRKLBHERR , ERKNNETER , 20R
PRR L RTAREE REREISKIR A RIRSCH] | B IRIBIHE 22124 5 B E SURBE AR,

5. miizeRk , REFCAERME.

MR EE R ELRLRT , EANEE URIETTER R RTRE | RATAGIE — RSN E E R , BT
EANBEENER. BRARHIE , RAMBEIALARELE , A RAFIREE> R EE | EUEIFRMWEEE R
REREIR | BIgE RIS OSRIE TN | SRIERIBIRIE ] BRI B SR

kR e SURRE X T A BFREMNEE SRR , R AEVEIFERMIRK B E SRR , RaBERIRA , FHFATT AR
MERIERAE.

BFERR:
Wibs Lk _E RS A T RE S BRARAIIAM A FER AR 5 kR AR RIR/ERUR |, MRS , FTAERIERIIRRT | 5% DA
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)
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HEFRBRRRAFIMARRRAF | AR AR TARER. EAEESIRT , adwiE WA AAR TR,

| #mEmE

* R SEERE (20) EIEIEIER (1) SHHER

cumEEs v | | RAEER(RRERE)

RAEER (REE)
RdsFullAccessPolicy(RZT %)
CdnOperateAccessPolicy(Z ST L)
BosListAndReadAccessPolicy(Z 45 1)
BbcReadAccessPolicy(R 4 HE)
CdnReadAccessPolicy(Z S5 E)
HMEFullControlPolicy(RZT )

Paar A anan~n PNTIRE &7 -2 T2

@ HAEIRN
HREEET , ENEFEERE , ndwiE , EAREEEHRT , RERN , NEE R G TR,
SRl A2

@ it

BETRRIAMBE TTEER T AE RN, IFAHRMEIRNVIENES]. BRAFGRZREN , ZRFLEHETARAA
LM ETIALBHIAM | IAMSARIE R P AR R A TAUREE , DUREIRIIEE K K.

IAMEKIAR PR 5 ST B3 VAR R AR 5542 15k (SCP) . BT RIRKISRIEME T J MR , FESE R, RFRS
A& VIRERGRTIROAIR , BURTAAABNAURRIE NSRS HIEER | ASCEN RIS ERHIFHEEE.

@ REETHHZHE
AR SRR Z R EN TR
o ABRT , iEERWIEIBE ((NEKFMEHTERIR) |
o ETEHTETRIRNERTRERAVPEERIGIEE ;

o BASCPHIERIBELER AN , BNEWARTHIMAKFIMRTFZEEMSHLUR , DAFEARATUR B FHHIXT
RS AUR ;

o (HTRIRTHN B NEBLE RN
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B4 HHr 4347 SCPs BT RIRRIRE ET SRR

ETHERNGEN
o R

AETRRRET AHMREEIERS , ET AT ENRIRSAEE | RATLUATRRIK SRR IRARIFIRE | SRR REN
RIFERRF—5E N R IRI_EARMARE | DT RIREERSE,

XPFELM EARERRIR , RATUEBIAMKETARMERN | RIBARSF KB RCANRIRECE B E R , R TATEAR
LT RIEAIRMA S, YRTESIFFERRNRFES B 71 2505107k

@ BT AR RS
ETARERAMER T DU RIR a0 FAUR SRR | IR B FHRAEIRER
o AR 1 AEXKRANAR R M RBUIKHRERA ;

o EMFAAZRMBAR SETHEFURRIFENAIRIEIAT | SRELTTh AR MIREFEWIIAR FE RS H AR ®IR
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@ ¥ RHIERSR
HE—. FARME FARRS RIRNAAEE
EXREME FEFETIENRES  SERE604BCC, 1208CDSHARBHTAURNK , £ BARSENEIEZ AT, REE
B FEUEFBCCHICOSIHE R R , FaAZ MR AAIRIRAUR , AR, FRAMERNE , ARG ERE
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Baidu B B ERER IR BAEtERE
BCC. CDSHY , JXEXA IR _EARRIARE |, EIARERMRM AR , REARFAHEAUR , BN, TR E EEm
BCC. CDSHIR , REM_EAMREMARE , HF AR B ShiRGH IR NAUR |, RAIRT T B,

HR_. EARRME FIEHF R P T LA CONISAE I B shik i H AT Al A AR
EREMEFERR , 2L BENPIRA AR F R AKS T, AR T ¢

1. FRFREBETARNES , FHFENRERFMBIEAUR ;

2. FRPZEREATFAERS , T RPAERERROBNT , TEREIFRFBRNKEAE ;
3. TRFAUEEMEERE TR PRNRIES ;

FREERAN T UB R a0 L= RFER , BURIHRIEA R ¢

Stepl. EM R PIKIRE |, tbans FHAPANKIFRZ Key: department/Value: 123 , % B B ZIARE Key: department/Value:
456 , FEMRE IR B ST ARE;

Step2. EIE A FEENIAMZE I FilaHEs) > SRIEEIER | QAR | AR ATAR TSR ;

Step3. B RAFEERBNEREE , W& KM Fpolicy_for_user_A_with_tag123, FEARALE IS FREKey:
department/Value: 123 , RS “WAES LML CON” | EFREEIRAER , RISTEBUARRNAB ZIRE BURNITE R
B, RETRIRE

Step4. EHR R PIRARStep3RFL 01 E T tagd 56/ 5K policy_for_user_B_with_tag456;

Step5. ‘FIR A FCIZEFRH A |, fnUserA , 3 RUserAiS TR policy_for_user_A_with_tag1 2301AX R ; B3R A eI+
FB , WMUserB , 3 hUserBIF-F2kM& policy_for_user_B_with_tagd56HIAR ;

Step6. FF FPUserASFIEH A , #EACDN |, iR L BIE > HRIRS , 27RINE4E A cloud.baidu.com”, £ FHIR3Hr
b, BRAGBEARME Key: department/Value: 123 , mETRARENTTAURE A , IFEF M FUserA iF 7 EIREA
cloud.baidu.com AR , BFF FUserA TTHEASEAEAAR , T+ A P UserARbISAKTIRIAIR , REEEARAFE
IAMeRERSMEAL, F R FUserBEIE,

@ BT AL

A FUEAMERBIRRIE I —Fh A aUBME | ETARERRIEETRABEN KN , BERIRER |, RETET IR ,
PR T AR R IEAR I R AT EZ IR & R AU 218,

REEIETE
@ ACLIBTA RIS

B3

BESESIFETA A CAPIRRRANET ERAOSIRELE . MEAAER , 2RIEERSHERISH A faXEN
accessControlList , #H{TEAN ; CAIRIEA FERIEREZ , 52 5®IRFELAIACL (Access Control List JifalizhlsR)
PHTER,

ZAfRE

Access Control List (ACL) : ft I P @ RIRE_ LN — MRIEHIZIR. FAAXTRIBRARIES] , aTRAZresource-based
eI AR user-based, FAFAR]PUBTEREBACL , K& REHATAE_LRBREES], ACLE—1FIF , B—5&EE FKentryd
K.

User-based ACL : [ffinFF AAURIZHIZIZR., AINA RSB R E ARG |, 7ERmEPIEE A AN RRTRKBUR. &
SKERES | EERPRAREAFNMINRAIRSIRES | WABRMAITEN.

Resource-based ACL : M INTFRIRHAPRIZHIFIR. XHFE level IR (20BOSHIbucketZRsl]) , FEAIE RIRM RN TEEHIE
PRI |, FIERBR IR PSR R RER FAHRARR. AAEKEIRE , B2 %IRRT RBAIAR AR | 187 5h  FIA R 1A
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BHTEM,

1AM ACLEH

IAM ACL{iE FRISONAE T SRBE R E S BT usergliresource B TARAL LA TIRIES]. 64 A E R EF &/ NENTiE 6 &%,

FRER
FRAH BEBE FBREX
Id Al AACLHBRASE , FISRARRAAACLINIdERSACLI THE A

accessControllList W56

ACLINZETTE |, PRRACLEIRITTLE , EB—4HstatementZA AR

eid GIpi FRiRFacl entryfllid , & ST Zentry i THIA

service Wik FfkentryIBRRFAL , " RRFTE RS

region Wk FentryRIBRIEIE, , " RRITARKE (M2RRE  BHA"")
effect Wk FEEREB S A KentyILEL Firequest , BBV HAKEHIT
grantee ik TEEAARentryMIZHIBA , RIEAFresource ACLE W%
permission W EEAAentry ATRZIBAIAN R

resource i EEAAentry AT RN BB

condition AT ERIRIR AT, AFR T HEFFR

e Grantee¥FE :

grantee F 7B FERENX N

id A (2kZELE) faccountid b124deeaf6f641c9ac27700b41a350a8
user B (BELE) AR bob

group B (3kZR1E) AR developers

saml-provider _{Zf{IDPLZFR developers

e ConditionF=FEX :

Condition Bt FEREN

ipAddress Zsstatement A ipHETE
Time AN statement =3 R B [E)SE
Referer ZNstatement4E g Rreferer
ACLSentryz [AII X F:

o g resource B — IR HIACL

o FGHRACLEH—&TZ KentryZH RS

entryZ [BJRZ:

o entry AR MEIR KX FR

o HEMIINE MR : G entrylHEINST |, entry B HEHIRTSEACLR MU E T X

Z=pN|
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{
"id": "id or description",
"accessControlList": [
{
"eid": "eid or description",
"service": "bce:bos",
"region": "bj",
"effect": "Allow",
"permission": [
"CreateBucket",
"READ"
Ik
"resource": [
"bucketname/objectname”
I
"grantee": [
{
"id": "accountid",
"user": "bob",
"saml-provider":"saml.xml|"

I
"condition": {
"ipAddress": [
"192.168.0.0/16",
"192.169.0.0/16"
1
"time": {
"in": [
{
"greaterThan":"2010-06-01723:00:00Z",
"lessThan":"2010-07-01T23:00:00Z "

"greaterThan":"2010-08-01723:00:00Z "

}
"referer": {
"stringEquals": [
"www.abc.com",
"www.example.com"
Ik
"stringLike": [
"www.baidu.com/*"

SNARIK SN
BAHTFHEL

@ itk

SAML (Security Assertion Markup Language) RIZ£R2EE , ER—METXMLWEEINY , ERTERRRN RSN
(Security Domain)Z [BIZZIAMEFRAEIE , ISRILAZ AR SHA AR, SAMLEMXMIXT R EZHRSHIZHA(IdP , Identity

Provider), fR&-32/4£ /5 (SP, Service Provider)tL @445,

HAFtER
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BEERERIUFET SAML 2.0WRX 8 B R, bR PR UK SR SAMLERX K S RS EAIP | B EERERMEASP | Sk

TEAWERKSAGESAEERANKSRS , KMAQER (Single-sign on, HFRSSO) .

@ LRI

BEERERETSAML 2.0 R H T VK SRS (0P EHRN | SRHLB RERINEEN , HERMTERIRME AR :

N —
Pl O BESRES
5. BNFS3H
Assume Rulg|
2. BFSHANE
IdPARSS 28 SSOTim
-—
A
FEER 3| IdPiRE
SAMLEfE
=]

1. BF&&\dP

7. S
‘.ﬁ g | s

1. W R TEHMA BT R FiR(E R 2R EFReIdP ;
2. feMvidPEE AV S B FEE AER P54
3. fMVIdPRER A P IS E SAMLIT S T NIR B R Fifs
4. B P IdPIR BlSAMLET 5 %% 2 ACE A E E B RE R (SP) B RURL;
5. AEERERSSO RIRIESAMLECE KL A RS A58 54 U0 55 STSHRER S A EIE;
6. REE FIREIEINHE. SRR ;
7. BEFinE R EEERESER , TR RERSSO.
@ BREIAIEE
BEEER URHR A T 2FET SAML 2.0MBXSIAEAR | IAMAFEXSFIAMA GEKE
o IAMAFERE : W RT(F ) MSMNISHIRANEETL F , IAMFRFSHRERIR ;
o IAMAEERE : AV RT(F ) MMNISHIRANEETLF , BIAMA GBS HIR = TR,

2FER SR AN T

K514 IAMAISEES AMS GBS

LTRSS BRI R

ATHIAIRE | s

IR

BSER B H—sg— BENZHE | DAV RTTLEZR— e

TR TR IS THESTSHIMRS: | VEARE LS B = s
FEEANEASSO R T AIEIAMT B

DS PSR " g EEARARAIAME &

I

BREHE .
N S
a 1R

@ BRI

STS

IAMFF PP RERE RS IAMAERSIFMNERITH A | FREAEERSNBIKSHS
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Baidu B B ERER IR BAEtERE
ARRESIANEERIBE RIER Y S HRFRFRIITESE | TN BNTIRIEE TR IEFKEERAR.

IAMA FERE

ERERIPPHAFRPEIAEERER , L ——X KRR , IHRIIRIM AT RIS
BAEFRDENMS | WASIFELAETRERSTSRSE) ;

BRI dPASHFR AN R R BIHECE

IAMS EECE
o EAFEAGN AT EARERCHRASARTR, , IR EEEMA ;

BFRBIER AR ERREE | AT AERIAMT R REEETIEE ;

P

TR ERYE R TR IIPFNFL RN | kXS ERANAIR. LRTAIRARE , ABREAMITRIEMEY ;

ERES T EEEERKS | BERSE—HNWIdP , FEEMWIPELE—K , FATAKHEIZ /) 8 EEEE K SHEEEE
R

BN R SEEKFHRIFES NP, HJBVIRR— N BEEERKS , CRRE— 1 AEENECES MdPit
ITEREER ;

BRTiEHE  ShARRERAPIAKHITHREER.

IAMA FEXS

@ ECEIAMA FECEER

RATLUES AL E AV imIdPI SAMLTY R A B L ESRE RSP SMNEBIK PR > IAMRI RS, I ScELd b A =~ MV FREIE
ERERIAMT R P QB R,

FeREM

1.

2.

Y IdPZFESAML 2.08MY ;

WEEEERE RS IFRUE.

BCERRE IEEETSAMLN B S ERTIEE , FERNTRIPECEMSPECE , HFIPELERSEANRE. ArBMREF T
THIRESE , SPRCERSAIE S M RS IRARMECEFERR . ASAHER/AT]Azure Active Directory (AAD) AldP , /14820
{ATELE SAML IdPFI & E EaE = ISP,

EcEIdP

1.

2.

RIRRAE | iEMAzZUre IS ;
BFRAzure| 1/, EEMNSAAETF |, 3\ BB RS > Azure Active Directory ;

R RN RRERRF > HENRRF | JFEE FENAREF  ASENAAT , i RN TR RERFAE

AR EENRRFERIFBAAD LR , /RATUERTFE S MIR , HETHACE FEERARE XXX AR.
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Education (150)

XD > iot (Default Directory) > RN - FIAMMAREF > X5 > HFMNMAESF > RNECHEBEER

. N N
4. FANRRERF , % 5—FF > SAML ;

%5 X RMERER ® X iRmECHRBER o x
All (3212) SRINE SRR * a
N —’l ‘ testApp ~/| l
Business management (413) EEE EEFROUA | ERN AHERER mmE AR
Collaboration (465) Y B or "
) WEMNMARFNRNG, S TE RN
Construction (7 SERMRERRIRIA, E 4§ Azure AD RIRRZ R EREPREANEQGE B, BIBEGRT—EERNERSTE,
onstruction e iRie R
5 Azure AD 55 EEEWE%&%E&% fthRI AR SRR FA T,
Consumer (44) :
Content management (157) %% 0
ETF SAML B —8 R
CRM (156) MEESRSRAN TREZER
Data services (151 2R SOM TERAPRE
Developer services (112) l FAFH ‘ TRESER
E-commerce (75) SRR AR E ETHBENE—ER
TREZER

W > RWRBRF - FIBRARSF > testApp - B—HF

_:)> testApp - B—FHF

A RIFRER
((i N N

o ﬁ%$_§§757£ BHRRE
[SEPNY|
HEI ® EZA {3 SAML

| BPUAFHENEAF ZHEE, 87 SAML (R 2B HTICIES) VT
- | DB RHTEF AR,
0w
o FiEE
£ FAPHNA
D g3 ]
- | el ET®B (@ B
o R &8 web LT 8RY RN AT 54357 Azure Active Directory T58]E
N | W HERIE, zggimo*g;esesmmiﬁﬁﬂﬁiﬁ
c amEs
e

™ A

5. EEASAMLECES , REA EAYRERM , BB $MARHEKID) FE
JAurn:bee:baidu:webservices 5 https://login.bce.baidu.com/accountld/saml , FEE & accountldFEE B B EERERTH
Kfraccountld(fE B B gE = A A/ OFRE) ;

AR (EER ID) * O
Bt 4miRig2 IDP |55789 SSO #9 SAML [EGIATZ A

| urn:bce:baidu:webservices ' | 0] Ty

SyIr L <

AR BEHRBHERMAADNARET | EECE FORTF(EAKID) FE A urn:bce:baidu:webservices ; 75 5B 45 Al B B 256
& FEET |, EELE FRRR(SMKID) 2B Ahttps://login.bce.baidu.com/accountld/saml ,

6. FEEARSAMLECES , 4k4F2E [0]5 URL(KTS {8 & IR S-URL) REX A https://login.bce.baidu.com/saml ;
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[B%E URL (HiS{EAEMRS URL) * ©
B\ &E URL £ IDP [S5069 SSO A9 SAML g7 Ha9 87

BRIME
https://login.bce.baidu.com/saml ®
7. ERAFBHENFERYT , RiA LAWERE AT R RTTER
(2 FIF RIS K4
Givenname user.givenname
Surname user.surname
Emailaddress user.mail
Name user.userprincipalname
WE—F PARIRAF user.userprincipalname
B - BBt i

accountld:subuser-

Faccountld PR B #H A E B ERE P HIKER
accountld(7E B B RE R A P/ DARER),

https://bce.baidu.com/SAML/Attributes/Subuser g :ci}c;untld:saml- subuser_name=FE &k k1A LR,
providerName=E& & A 1dP & FR(B R FH
E2RPA]) , Znazure

name/{subuser_na

provider/{providerN

ame}

A EFBOAATE | fRATRMRIE R R ARINARSNO R PRI TR |, AR E S ZE A SN RS HSAMLET S IS

8. FESAMLEERUEPF , TEKIdP SAMLITHUR , IdPHIBCEZILAER .

© BEEIEH 4
RS JERD
Ei=12'd 33FFE233D69B26F210CE73356DF76B169BEDIBEB
pur: 2022/8/30 £479:28:58
TN ER T ER sjtu_huangzhi@163.com
N FEEXS TTEIE URL | https://login.microsoftonline.com/98beb13c-1476-... |E
JE (base64) T

EH(Raw) #
BX & TTAE XML
ECESP
ACESPEMHRtE
1. BREEERER, RAMEEIA LA , AL R FUIREESE > SNBKSHEA > IAMAFES ;
2. ERAFBKERET , HEIPERLESR7H TRMSAMLITEE , VIShEEKESIF REFTIPRES .
G4 R % HSAMLET S ACE WA
HARE

e SubjectConfirmationData= ] Recipient FEX JAIBCE A https://login.bce.baidu.com/saml

e AudienceRestrictiondr f{jAudience= & FEE AL E A urn:bece:baidu:webservices
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o BHHEEHLFR A https://bee.baidu.com/SAML/Attributes/Subuser ¥ = , 3EB &k “accountld:subuser-
name/{subuser_name}, accountld:saml-provider/{providerName}” , H e accountldFEX EH# A B ERE =T LR

accountld(fE B BRER Al P/ HRER), subuser_name 2B B A+ F P& FR, providerName=F B &# K IdP A FR(F T &R
BO®]) , 2nazure,

SAMLIT = @t

SAMLKT S & #RHIDPSERI N BHERE —— XK , BATA EEEaIFNBMREE © samliiss, saml:aud, saml:cn,
saml:eduPersonAffiliation, saml:eduPersonPrincipalName , B4I1% K fISAMLEBM S FIE -

B BHEEX

saml:iss SAMLIT S tIssuer=Ex , A

saml:aud SAMLIT S AudienceRestrictions (il Audience B¢
saml:cn SAMLKT =4 furn:o0id:2.5.4.3F

saml: eduPersonAffiliation SAMLETS F#urn:0id:1.3.6.1.4.1.5923.1.1.1.1 B4

saml: eduPersonPrincipalName SAMLETS P f¥jurn:oid:1.3.6.1.4.1.5923.1.1.1.6 @M
@ WIUE B RER
MAADf A 2%
SeR& M
B2 AIdPFISPRISAMLERE .
BAFem
1. BFAzure] T, SH1F B MRS > Azure Active Directory > MV FIF2fF > testApp;

2. mii HFAA > FRAF | BREEENEQERNAFRNERZN AR ;

EW > RWRIARER - FRERAER > testApp - HFPFIA %
A BEE O RFERFHER) EF1051
testApp - B 1 AR 0 MESEIHUR
< | =+ mmmre R
N5
(i ) &ﬁmw‘wm‘mmwmfwwm BRSBTS, MERRUEER, >

A
o [ @ 1007, xﬁﬁ‘?ﬁ/ﬁ/jiﬂfﬁ, EFNERE,

&

BRER P ES] EoRAE

wE

E‘E EF User
o FEE
£ FBPRA
D -8R
> WE
© ERRERE
¢ HBhARE

3. Rili B—FF , md Validate , EHE A MEAYUBIA/ER |, BN R A E SRR A ;

o fs2F3 testApp HJ Validate B—F &
ValidateABEBER—FERRELIF. ERFERA, FERBEERMIIBFANA.

Validate

4. MMRFEHEFEEHRRAZIDW N RS | AJRIEHREN T ERER
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0 L% testApp

ERBUARFEENS Azure AD HHE,

H® URL

| https://login.microsoftonline.com/98beb13¢c-1476-...

Azure AD MR

E$H URL

BEEDHRNA

NEEERAMARER

SR

BT RIIPFISPHISAMLELE .

BiFtara

| https://sts.windows.net/98beb13¢-1476-43ec-8081-... |

| https://login.microsoftonline.com/common/wsfede...
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R

RPER

. FAP
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RIGHE | BE
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BigHE | E
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BIgE | E

BigHE | %

BiRE | 52

BiRE | E2
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21312

2 &% 12

@ wapscr

WA Bl AccessKey TR Q

BIERAT 6]

2021-08-10 10:55:09
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HREEAUR | 2R | IR | EIE

YRERAUR | AR | MR | IR

SREBANIR | FEF | MRS | EIE

2. REERAMUIKSER , HEEEADERRE , MARFLEN , RIEET/E , R BHEE KSR R ;

(J SEBES  TAreS

N
B

~so

FF&E , FEEE R Ehttps://login.bce.baidu.com/saml AR EEH#EH SAMLResponse P HHE B, , EETHEE/REAR A

KIS HHTS.
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fERRWKSER

fERRMFRAPER

fEREMFER
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<RequestedAttribute isRequired="true" Name="https://bce.baidu.com/SAML/Attributes/Subuser"
FriendlyName="RoleEntitlement" />

EXEAEHERMEREN K

JBMEhttps://bce.baidu.com/SAML/Attributes /Subuser B TFFRNA P HETIARIKK S , FAS , MIdP&FR , Hig=X
JA"accountld:subuser-name/{subuser_name}, accountld:saml-provider/{providerName}" , FE accountld A5 E &8 KR

B 71D, subuser_namef{§i#ESSO/GHIFA 4% , providerNameRINBCESNB S AR IEE M B HRTEL.

IAMA BELE
@ BB IAMA GRS

PRAT AR I BC B Ml dPARISAMLTS AN B B ZSRE R SPIK SMEBIK PR > IAMA €SS0, WTTSRELLE EERE A aSH M
VN PR S RE R 8 B R (SS0).

P e
1. AVIdPITHFSAML 2.0]Y ;
2. MEEEEE NS IERIE.

REERE ILBETSAMLN R S5 REE , SERNTRIPPELEFSPELE , HFIPPREEASEARILE. ArBUIEN T
THIES | SPELEARUESHRFIRUBNEERGRKBTERFLMNSIER). AU TAzUre Active
Directory (AAD) AldP , AMALN{AECE SAML IdPFI S E ERELRISP,

BCEldP
1. RBIRAE , iEMAzure IKS ;
2. BFAzure| P, FEEMSHRES |, 3\ FiB % > Azure Active Directory ;

3. Rl W AR > FRNAEF | e FENRRF ASNAAR , R RN SR AREFAE

AR EENRRFERIFBAAD LR , /RATUERTFE S BIR , HETHACE B R AR E XXX AR.

EM > iot (Default Directory) > RIS - FIERMARE > %53 > RNNBRESF > KNESHRAERER

%5 X RMERER ® X RnECHEBER o x
G RANE BRI '_e.h. o,
. - ‘ testApp ~/|l
Business management (413) EER EEFRMOGE BN SRR mmE AR
i B2 (3 i
Collaboration (465) WEMRARFNEMNE, Bt TEN RN
Construction (7 SERMRERRIRIA, $E 4§ Azure AD RIFBRRFE EREPRRANEQGR B, BBEGRT—EERNERSE,
onstruction y e e
5 Azure AD $£5% l’iﬁﬂ%f\]ﬁﬁik%l@&lﬁ fRIFRER SRR A TR,
Consumer (44) :
Content management (157) %% 0
ETF SAML B —8 %
CRM (156) MEESRSRAN TREZER
Data services (151 {2 SCIM 7 ERAPRE
Developer services (112) ‘ FAFH ‘ TRESER
E-commerce (75) SRR ARRE ETHBENE—ER
TRESER

4. FANFRFERF , % 55 > SAML ;
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XMW > RWRMARER - FIELAREF > testApp - B—BF
_9 testApp - B—&F

B e
«| o .
-  EERBR-BRAE warz
7 AN |
BRI ® E2A {3 SAML
| BPOATHBNEAP ST, B SAML (R LU EHFIBIES) VT
- | M EER MR AR SHRIE,
0 m
oL FEE
& FAFnE |
[ D B-wR ]
- | el ETHE (@_) B
o Mk | 1EF web USSR B SER AL $5185) Azure Active Directory 8
. EERRE WIS, ﬁgmﬁafgfgassm&rsgmﬁ
C EBRS
RE4E

Az

5. FEEASAMLECESF , RiiA EAYwER , BCE SRAREHKID) 1 B ZURLITSHEME RSURL) FE

JAurn:bee:baidu:webservices Fll https://login.bce.baidu.com/saml

* FRIRFF (R ID) o
BUIATIRTTZ IDP S5089 SSO B9 SAML NEfBGZ R

BRIAE

| urn:bce:baidu:webservices

* [@& URL (BT S{EMAZERS URL) o
EtIAZE URL 2 IDP 55169 SSO £9 SAML [Ef7 69 B 7

https://login.bce.baidu.com/saml

BRIAME

6. ERFRUMNFERT , RiTA LARERA , RN TRFBEFR

0 RPRMHHER

Givenname user.givenname
Surname user.surname
Emailaddress user.mail
Name user.userprincipalname
HE—FH P IRIRR user.userprincipalname
B ) BEtE Vitid
accountld:r . . e N
Fraccountld PR E#H A E EEHERT K
ole/roleNa e o
fRaccountld(7E B B &8EZ A A OFRER),
me, o .
roleName B & # N & B RN NAEE
https://bce.baidu.com/SAML/Attributes/Role Bt accountld:s .
| HRFR(SPREEIETELE) ,
aml-
AN“BCCAdmin”, providerName=fEx i A
provider/pr
IdP£&#R , fNazure
oviderName

RoleSessio ¥ RoleSessionNameZE# h{riEEE R &
BT BRI/ % | aUser01

https://bce.baidu.com/SAML/Attributes/RoleSessionName &4
nName

HAFtER
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AE2ADFEINATFE | fRATUMRIEFR R INESMNO A B 7 |, AL E 22 A5 4 RS SAMLET S BCE R

7. FESAMLEZUFRS |, THIdP SAMLITHUE | IdPRIFLE Bt as R,

© SAML %3P 4
RS JEBD
BN 33FFE233D69B26F210CE73356DF76B169BEDSBER
pui 2022/8/30 +49:28:58
TBENEE R sjtu_huangzhi@163.com
RIF3BXE TT ¥R URL | https://login.microsoftonline.com/98beb13c-1476-... |E
iE$ (base64) T
E$5(Raw) 3]

BXE TR XML

ACEsSP
FESPHMHRME
1. BREETER, RArEEE LA |, SEAZR/FHREES > SNBKSIEAN > IAMAGES ;

2. mEAMEMHEME  HETLKR. HR , B ERIPRESRTFTRMSAMLITEIES N | REHE (R~ ;

AR XERS OB L FHRNASIIPFELE R A P EM providerName{f§5—3K , RHIFIAT azure;

NS RHE

vt

TR L-test (5).xml

BEEIAMA G FHIZA

NEMSHET [REREEE  REYUMISHRARERIERERANIRENAE , XEUEIIBCCREREARAE
Ff)

1. RRIEHAE  HEAERFINBCCAMIN” , AN BCCEIEARAE ;
2. RGBT | FERRAIRUNSNRIKS | FIKBIERE E—BP RN azure”

3. fREATRUAIAPRE FTYIHREIE EERE AR , YaTE E B IFNRBMT B « samliss, saml:aud, saml:cn,
saml:eduPersonAffiliation, eduPersonPrincipalName, ZRINBRHISRAHTERET ERMULRBIRIES] , RAEFLLKAILED
T, AR RABLBCCAdminfs I SSOEI B EREEEL ;

4. TESEMEETRG | ¥ “BCCFullControlAccessPolicy # - P44 U E , S&HiT ;

5. MRFFEAYUIPRERFANAG , TTRURIBN ESRREACE | IPRNEHSSOE B EERERE , B
& https://bce.baidu.com/SAML/Attributes/Role BB roleNamedt i TH1#k .

HAETER
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B, REALTTR T BESEESSAML SPIELE TE , T—H R AUEZEIAzure ADHUE 8 AU SR HISER .

54 RS- ESAMLET S AL E VA

HAERE

e SubjectConfirmationData= f] Recipient FEX WA REBLE A https://login.bce.baidu.com/saml
e AudienceRestrictiond fjAudience FE B E AL E 4 urn:bce:baidu:webservices

o EiFEIEH L FR A https://bee.baidu.com/SAML/Attributes/Role TS , 3F B &= A “accountld:role/roleName,
accountld:saml-provider/providerName” , HHaccountldFE £k 5 B ARk P asfRAccountld, roleNamefC& F¢/RHIEESSO
3 E R REIERNA @, providerNamefiL & AIAMA GBS PECE NS MR IERZHR ;

o EMREEHFLZIR A https://bee.baidu.com/SAML/Attributes/RoleSessionName IS , RoleSessionName& B/~EE E
HEEr , BAFHRER,

SAMLIT= Bt

SAMLET S B FRFIdPSERBNBME —— XA , BATE SR IFNEMESE © samliss, saml:aud, saml:cn,
saml:eduPersonAffiliation, saml:eduPersonPrincipalName , Ef 13 EKISAMLEM SRR :

2FR BHEEX

saml:iss SAMLIT S MIssuer=Ex , AENME

saml:aud SAMLIT = AudienceRestriction/P fjAudience X
saml:cn SAMLTE# Hurn:0id:2.5.4.3@M

saml: eduPersonAffiliation SAMLETS F#urn:0id:1.3.6.1.4.1.5923.1.1.1.1 B4

saml: eduPersonPrincipalName SAMLATS 5 fKurn:oid:1.3.6.1.4.1.5923.1.1.1.6 /M
@ WIERRER
SR
BT RIdPFHISPHISAMLECLE .
#FER
1. EXFAzure| 17, SH1%| FiB RS > Azure Active Directory > MV FAFEFF > testApp;

2. mii AFAA > FEAF  BREEENEQERNAFRIERZN R ;

EW > RAMAER - ERMBER > testApp - BFEAA X
O MRRFSEMN L1051
testApp - FEFPI4H P
b o Bt 1 BAPH 0 MESEIBEIR
< | e =75
B
O wsmaNEn BER PERERES, BRI AR S, BERRAERS. >
SN
P [ @mar 100 1, EFATBRPAE, ERANSTER.
5
BRER HRAD ESERS
wE
iy e ser
ol FiEE
& APNE
D B-BR
> ik
¥ RAEFRE
¢ HRhARE

3. [ilf B—FF , m Validate , EHEE A EAYUBIAFER |, AN E A E SR TE ;

67



Baidu B EERER Y HAFtER

e {83 testApp B4 Validate B—& &
ValidateAE BB —ERRELIF. ERFPERF, FBRAEHRNIBFTA.

Validate

4. MRFERERFHERATIWN A, TEHEM T BRI

o ik testApp
EEBUBRFEENS Azure AD .

&R URL | https://login.microsoftonline.com/98beb13c-1476-... |E
Azure AD #RIRFRF | https://sts.windows.net/98beb13c-1476-43ec-8081-... |
JEEH URL | https://login.microsoftonline.com/common/wsfede... |E
BEED A

e

Fr&RET , FEEE M Ehttps://login.bce.baidu.com/samIfEHE FHZEH#EH SAMLResponse FIMEE , HEEF FEARA A A Ak
HEHEE.

<RequestedAttribute isRequired="true" Name="https://bce.baidu.com/SAML/Attributes/Role"
FriendlyName="RoleEntitlement" />
<RequestedAttribute isRequired="true" Name="https://bce.baidu.com/SAML/Attributes/RoleSessionName"
FriendlyName="RoleSessionName" />

WA BUERMEREY , K

1. Bt https://bce.baidu.com/SAML/Attributes/Role BT F/R A AU BTVIEIMNK - |, €, FlIdPEHR , HA&
“A"accountld:role/roleName, accountld:saml-provider/providerName" , E = accountld A B &8 = SRk ~ID,

roleNameHE X ACE K BCCAdmIn , FR/NIEIE SAMLE SR FH E1E ZAR, providerName RIARBCE MBS Bife it
BT

2. Bhttps://bce.baidu.com/SAML/Attributes/RoleSessionName ki f A B B Efe = Eisd &+ B RNAEN AL | 4
HEAICKEFRERE

THEHD
@ HEP LN

HEPOEBEERN—UERTE  AREEERRSE—NHEREMAR. FAKKBERNEAEDD , DUa(E.
HRtE. SEREFARRARREHEE.

REHE-HNEEF ORI AR B EERERMIEEF .
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+ REFMEREEA
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ARIHLEEA

LARIINLER AV

2.igEwebhook, REHRERATEMNAREUENRAERK

Webhook: https://oapi.dingtalk.com/robot/send?access_toker b=k

* TERE LTI Webhook alit, RERBENEME L, HEERENE
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Content-Length RFC26167 & X IHTTPESRIN A RIZERY,

x-bee-request-id XFREFKMrequestld,

FERAY
@ HIRTDIE

L A AYARIAPIEINAERET , 2R B4 A AN AMEREIIMREE , EFTEMAM , M EUNME., ERAEHRIET
Response Bodylk Elﬁfﬂi%ﬁweﬁu BE TR

s¥e FER nH

code String  FRNBARFHRZERY,

message String B IRZERANEL A,

requestld String SECZEERMIrequestld,

Bian :

"code":"lllegalRequestUr!",

"message":"The requested url belongs to domain which is not under acceleration",
"requestld":" 81d0b05f-5ad4-1f22-8068-d5c9de60ald7"
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NIRRT
RN FARIEE
AccessD
Access denied.
enied
Inapprop
The JSON you provided was well-formed and valid, but
riateJSO
not appropriate for this operation.
N
InternalE
We encountered an internal error. Please try again.
rror
InvalidAc
The Access Key ID you provided does not exist in our
cessKeyl
records.
d
InvalidH
The HTTP authorization header is invalid. Consult the
TTPAuth
service documentation for details.
Header
InvalidH
TTPRequ There was an error in the body of your HTTP request.
est
Invalidu
Could not parse the specified URI.
RI
Malform
The JSON you provided was not well-formed.
edJSON
InvalidVe
The API version specified was invalid.
rsion
OptinRe
A subscription for the service is required.
quired
Precondi
The specified If-Match header doesn't match the ETag
tionFaile
header.
d
Request
Request has expired. Timestamp date is XXX.
Expired

HTTPIR
]
403
Forbidd

en

400
Bad
Reques

t

500Inte
rnal
Server

Error

403
Forbidd

en

400
Bad
Reques

t

400
Bad
Reques

t

400
Bad
Reques

t

400
Bad
Reques

t

404
Not

Found

403
Forbidd

en

412
Precon
dition
Failed
400
Bad

Reques

APIZZE (IAM)

i

TFOARBR3Ia) % B AR B R

ESRFISONAEIER , (BiE N ERTFEEK.
WMERDEANBTER , SAEELALAE, BTk
AR, STRBTERINRY BE20 , &
MZIR BIXAMEIR.

FIARE XM R. EEPHHX A MR
R (BIEERANMRS B EXN) RYxE

Access Key IDARNTETE.

Authorization3IBA& AR

HTTP bodyt& &R, BIANARHETEEENcoding
%,

URIFEX IR, Hlan—LefR$E LRI AL
Ao, XPFIDARMLACE R |, M E B ARG
JRED |, f5lanNoSuchKey,

JSONIRHAAFIE.

URIKARA SR &IE.

BB N AR S .

¥ METag,

EKHBE, XXXEYUEx-bee-dateflfH, aNREKRF
R FDate , NFEERDatelE i Fdatetime,
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Idempot
403
entPara The request uses the same client token as a
Forbidd clientTokenXt i AIAPISE AR —#E,
meterMi previous, but non-identical request.
en
smatch
S The request signature we calculated does not match 400
ignatur ‘
the signature you provided. Check your Secret Access Bad Authorization3K3Z 7 i 45 4 A1 AR S g3 e R —
eDoesN
Key and signing method. Consult the service Reques .
otMatch
documentation for details. t
=
&N
@ AR,
EO#R
B .
- O

POST /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

Bradtkimsth , THERH .

BREW
B HBR yE E11)% RN
name String  RequestBodyZ#t F 4 2

description String  RequestBodyZ¥i FA PRk &
N Rz Sk

FRAFIIHS , TTHERR K.

Z)VE 25

UserModel 4%

KRB

POST /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test-user"}

N R 7~ 51
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HTTP/1.1 201 Created

Content-Type: application/json;charset=UTF-8
X-Bce-Request-I1d: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

{
"id": "f4225c39ba2247b692eec7b461835aal",
"createTime": "2019-06-06T03:42:13Z",
"name": "test-user"

o BWA S
EO#R
BEAL,,

ERES

GET /v1/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BRAFEISEsh , THES K.

RS

W

£ X NE R REAR
userName String URLZ¥ Af4 £

ey B Sk

BRAFEISES, , THERHK I,

By 2%

UserModel X5

HRRHI

GET /v1/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Authorization: AuthorizationString

Mg Rz A5

APIZZE (IAM)
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HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
X-Bce-Request-ld: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"id": "f4225¢c39ba2247b692eec7b461835aal",
"createTime": "2019-06-06T03:42:132",
"lastLoginTime": "2020-09-09T702:15:34Z",
"name": "test-user"

@ BFA/,
BO#®
BHAF,

HREEH

PUT /v1/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

Bradtkimsth , THERH .

BREW
B4 73 ¥R B e B
userName String  URLZ¥K A4 Z

name String  RequestBodyZ:¥t EHEMNAI4 &

description String  RequestBodyZ:¥ A Fihidk &

enabled  Boolean RequestBodyZ¥t AFKKE &=
N Ry Skiak

B SImsh |, TTHESHR N,
N By 2%
UserModel X35

B o]

PUT /v1/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 34
Authorization: AuthorizationString

{"description":"update user demo"}

N R 7~ 451
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"id": "f4225c39ba2247b692eec7b461835aal",
"createTime": "2019-06-06T03:42:13Z",
"name": "test-user"

@ MR A
AR

MiERA .

B - BT AR PR ERG TR RKNEMT AR , 81 SRR, A4, AccessKey,

HREEH

DELETE /v1/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

sk

Bradtkimsth , THERH .

RS

b

£FK iU = N 3 P <
userName String URLZ#¥ A4 =2

MR K3k

RIS, , TTHERH K.

NEIRY 2%

usersfR

kRl

DELETE /v1/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

iR 51

HTTP/1.1 204 No Content
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FIER

APIZZE (IAM)
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AR
SR,

R

GET /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR

BRAFEIIESh , THER I,
ke

To. BRI

BrAaFERimsh , THERIH K.
lnk 2%

2/ I E111)%
users List<UserModel> FB ST IFIFR

B o]

GET /v1/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"users": [

{
"id": "f4225c39ba2247h692eec7b461835aal",
"createTime": "2019-06-06T03:42:13Z2",
"name": "test-user"

@ BB R FiiEhla g R
EO#R
RLERFHEHAER , AHEERRERD, FEERMFA, REE=-AKSHES.

HREEH
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PUT /v1/user/{userName}/loginProfile HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

Rk

BRAFEISESh , TTHERHIE.

BREW
2R et wE E1:7% BB
userName String URLS¥K Brs4 =

loginProfile LoginProfile RequestBodyZ# 1&HI|&EXRNIEXELE &

N B SKisk

RSt , THERRLE.
Ik 2%

LoginProfileXt£k

CE o

PUT /v1/user/test-user/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 76
Authorization: AuthorizationString

{"password":"Pa$$word4Demo", "enabledLoginMfa":true, "loginMfaType":"PHONE" ,
"thirdPartyType":"PASSPORT", "thirdPartyAccount":"test-passportAccount"}

AR AR B enabledLoginMfa":true, IR ANRETEE loginMfaType.,

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"enabledLogin": true,

"enabledLoginMfa": true,

"loginMfaType": "PHONE" ,
"thirdPartyType":"PASSPORT",
"thirdPartyAccount": "test-passportAccount”

@ EREHAERECE
EOMR
BWRPEHI A B RACE.

HREEH
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file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#loginprofile
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GET /v1/user/{userName}/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR

BRASEKIESN , THER RN,

HREW

B ¥R NE R REa
userName String URLE¥ A% £

MRy SKisk

BRAFESIESN , THERH K.

Ve %54

LoginProfile X}k

o

GET /v1/user/test-user/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

)Rz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"enabledLogin": true,

"enabledLoginMfa": true,

"loginMfaType": "PHONE",
"thirdPartyType":"PASSPORT",
"thirdPartyAccount":"test-passportAccount”,
"passwordExpireDate": "2028-04-27T07:11:18Z"

@ KIHEH A ERACE
EO#R
XA FRERIAERECE | BIXMAFREHEER,

HREEH

DELETE /v1/user/{userName}/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

APIZZE (IAM)
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Baidu B E&EER Y
BRAISHSN , TTHEHE,

HREM

E2 3 XN NE R BAA
userName String URLS#¥ A4 2

MBI Skigk

BRI, , TTHERH K.

IRy 2%

P

kRl

DELETE /v1/user/test-user/loginProfile HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Mg R 451

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ M F A FIRIERT
O
BT A FRER |, BIFFEXAF A FRIER.

ERES

POST /v1/user/operation/mfa/switch HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI

RIS, , TTHERH K.

HREM

AR KR E R BB
userName String  RequestBodyZ¥ TEEHHIF M &R 2

enabledMfa Boolean RequestBodyZ:¥t FF/EakciFHH FiRERF B
mfaType  String  RequestBodyZ¥x M F/EfRIF2EY 5

M 7 K3k
BraFEkimsth , THERH .
[ZINE 58

7.

APIZZE (IAM)
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HRRHI

POST /v1/user/operation/mfa/switch HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString
{"userName":"test-username", "enabledMfa":true, "mfaType":"PHONE, TOTP"}

EE  BIRE "enabledMfa":true, AR ANNRETEE mfaType,

iRz 51

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ BT B FEL
O
BRFRAFER , RERYAFRAPERITHGEE.
BREEH
PUT /v1/subUser/{userName}/update HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

R

BRAFESISEsh , THES K.

BREW
2R KR NE £ BB
userName String  URLZ¥K A4 z

password String  RequestBodyS¥{ BEH/GHER &
MR Sk

Brafesgst , THERSHR.

B 2%

UserModelS$5

kRl

PUT /v1/subUser/test-username/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

{

"password": "passwordDemo@$$"

N R 7~ 51
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HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"id": "f4225c39ba2247b692eec7b461835aal",
"name": test-username,

"createTime": "2023-02-19T03:42:13Z2",
"enable":"true",

"description":"test update sub user password"

@ B F3 FiAccessKey
O
S Pz —2E AccessKey i[RI 24H

ERES

POST /v1/user/{userName}/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

RS
BRASSEISN | TR,

sk

%

w

A X NE R BEAOA
userName String URLE¥ A% R

MRz K3k

Bradtkimsth , THERH .

DIV ¢

AccessKeyXt&

RN

POST /v1/user/test-user/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MR 7451

APIZZE (IAM)
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HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"secret": "0f005450fd4e4b329050edc5955da4 77",
"id": "e767c68b72194dba9ed71883c7b284b3",
"createTime": "2019-06-06T07:33:512"

@ ZFF FPRAccessKey
O
¥ B s E—4HAccessKey A1 4RR B A RIS,

HREEH

PUT /user/{userName}/accesskey/{accessKeyld}?disable HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

EEST

BraFtkissth , THERH .

RS

b

E 0 K wE  HR B

userName String URLZ¥ BF% =3

0

accessKeyld String  URLZ:%k i[a)%4AId 2
MERy Skigk

Brategst , THERHRKIR.

iRy 2%

AccessKeyXf£

HRRHI

PUT /v1/user/test-user/accesskey/e767c68b72194dba9ed71883c7b284b3?disable HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

APIZZE (IAM)
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS
{

"enabled": false,
"id": "e767c68b72194dba9ed71883c7b284b3",
"createTime": "2019-06-06T07:33:512"

@ B FiAccessKey
O
¥ PEOTEE —2HAccessKeyT[a) B4R B A B IR,
EREE:
PUT /user/{userName}/accesskey/{accessKeyld}?enable HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

sk

BRAFESSEsh , THES K.

RS
AR R wE ER BB

userName String URLS¥ % =

accessKeyld String  URLZ¥k 7la)24Aid 2
N R Sk3ak

Brategsh , THERSHRR.

iRy 22

AccessKeyXf&

ARG

PUT /v1/user/test-user/accesskey/e767c68b72194dba9ed71883c7b284b3?enable HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

&R 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

{

"enabled": true,
"id": "e767c68b72194dba9ed71883c7b284b3",
"createTime": "2019-06-06T07:33:51Z2"
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@ k& B P EIACcessKey
O
ks A Pkt E —2H AccessKeyifTlRI 224,
REEH)
DELETE /user/{userName}/accesskey/{accessKeyld} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

AR
BRAFEIIESh , THER I,

ke
B X wE R EBIM

userName String URLZ¥k BF4% =

i

accessKeyld String  URLZ¥ iRl 4lid 2
N Ry kg

Brafeigsh , TRERSHIR.

T2 %78

I

R

DELETE /v1/user/test-user/accesskey/e767c68b72194dba9ed71883c7b284b3 HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

@ 3125 F FiIAccessKey
O
512 B P2 EBAccessKeyila 4.
BREE
GET /v1/user/{userName}/accesskey HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

Ak
BRAFESdEsh , THESH I,
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BHREM

£FK iR = N 3 P <
userName String URLS¥ FArg 2

MR K3k

BRI, , TTHERH K.

NEIRY 2%

HHR Y 1::0

accessKeys List<AccessKey> FBFi7[a)%4A%3R
BKRBl

GET /v1/user/test-user/accesskey HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

N R 7~ 451

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"accessKeys": [

{
"id": "eOeedb7fc40c45a597¢c4¢80516a918bd",

"createTime": "2019-06-06T07:37:21Z2",
"lastUsedTime": "2021-10-14T07:37:21Z",
"enabled": true,

"description”: "Mz"

@ B FiIAccessKey Lk fd FETE]
EOR

i A IR tAccessKey il 248 L ik (i FREA].

ViR : B RLKEM : IAMManageAccessKeyPolicy ARASF A FRIAE F B S AccessKeyft_ Bk IR ; B RLGEK
& : IAMFullControlAccessPolicy . IAMReadAccessPolicy X RAF A AR AE & FTEMK S T AT T A FAccessKeyf)_E ik fE
FBTA]

ERES

GET /v1/accesskey/{accessKeyld}/lastusedtime HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ESE
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BRAISHSN , TTHEHE,

LES 2
E 0 K HE ER =B

accessKeyld String  URLZ:¥k 7la)%4Aid 2
E R 2%

2R R R
accessKeyld String  j7la)%4Aid

lastUsedTime String  VJ7/a] B 4Ridi_L 1k { ]

kR

GET /vl/accesskey/e767c68b72194dba9ed71883c7b284b3/lastusedtime HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

Mg Rz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-I1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"accessKeyld": "e767c68b72194dba9ed71883c7b284b3",
"lastUsedTime": "2024-10-25T08:27:43.000Z"

@ fREBF R R MFA
BN
RGBT F P R4 MFA
B3ReEH
DELETE /v1/user/{userName}/mfaType/{mfaType} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

AR
BRAFEIIESh , THER I,

ke
B X NE R BB

Fim

userName String URLE¥ A F4%

mfaType String URLZ¥ MFA 258U, EEH TOTP 2

MRy Skisk
BraFERimsh , THERH .
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N Y 2%

i

HRRHI

DELETE /v1/user/test2/mfaType/TOTP HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 204 No Content
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ EHIAMA FEEER
EO#R
ERAVAFBERER , W RERS © 2 HFRES->SNIK SHEA->AMA RS THEKRE.

HREEH

GET /v1/subUser/idp/query HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

Bradtkimsth , THERH .
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NERy Sk
Bradtkimsth , THERHIE.

DIV ¢

P2 S CRE - )
idp Idp LRIKAIAMA FEEECE

kRl

GET /v1/subUser/idp/query HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

iR 51

APIZZE (IAM)
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file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#idp

Baidu B EEHER Y APIZZ% (IAM)

HTTP/1.1 200 OK

X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"status": "enable",
"auxiliaryDomain": "www.baidu.com",
"domainld": "91b4ee8f04f84c7dae51bc159c9cabed”,

"encodeMetadata": "xxx",
"fileName": "xxx.xml",

"createTime": "2024-01-30T11:57:11.000Z",
"updateTime": "2024-01-30T11:57:11.000Z"

@ BHNAMA FELETIRERS
O
FHNAMA FECETIREIKE.
BREEH
POST /v1/subUser/idp/updateStatus HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

Ak
BRAFEdEsh , THESHIE.
RS

a2 X B ii:p REWIR

status String  RequestParamZ:¥ THEEIRZE , $TFF Aenable , K] Adisable 2
MR Sk3ak

Brategst , THERHRKIR.

iRy 2%

P2 S CRE - )
idp dp EHERLEK IAMA RS ECE

kRl

POST /v1/subUser/idp/updateStatus?status=enable HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Mg R 51
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Baidu B EERER Y APIZ% (IAM)
HTTP/1.1 200 OK

X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"status": "enable",
"auxiliaryDomain": "www.baidu.com",
"domainld": "91b4ee8f04f84c7dae51bc159c9cabed”,

"encodeMetadata": "xxx",
"fileName": "xxx.xml",

"createTime": "2024-01-30T11:57:11.000Z",
"updateTime": "2024-01-30T11:57:11.000Z"

@ BHIAMA FELSThEERCE
EO#R
FHIAMA FEESTRERCE.

ERES

POST /v1/subUser/idp/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ZFR St E i3 BB
updateSubUserldpRequest UpdateSubUserldpRequest RequestBodyZ¥t BEHIAMA FELSTNRERLE SRk B
BRI

Brafeigsh , THERSHIR.

MRy SKisk

BRI , THERH K.
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idp Idp BHERSEIK PIAMA RS ECE

kRl

POST /v1/subUser/idp/update HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Mg R 51
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file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#updatesubuseridprequest
file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#idp

Baidu B E &B8ERHY APIS£ (IAM)
HTTP/1.1 200 OK

X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"status": "enable",

"auxiliaryDomain": "www.baidu.com",

"domainld": "91b4ee8f04f84c7dae51bc159¢c9cabed",
"encodeMetadata": "xxx",

"fileName": "xxx.xml",

"createTime": "2024-01-30T11:57:11.000Z",
"updateTime": "2024-01-30T11:57:11.000Z"

@ MERIAMA FEXEBCE
BO#R
BERIAMA FEES ThRERCE .

HRLEH

POST /v1/subUser/idp/delete HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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BRAFEdEsh , THESHIE.
RS

p

MR K3k
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POST /v1/subUser/idp/delete HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

&R 51

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

@ EMEKSHITEE
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BEWEKSHIER

108



Baidu B EERER Y APIZZ% (IAM)

ERLEH

GET /v1/account/summary HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR
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ke
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accountld String EKSid

limitinfo  AccountLimitinfo MKSEEEE

countinfo AccountCountinfo IS T¥{ZE

KRB

GET /v1/account/summary HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

N R 7~ 51
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file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#accountcountinfo

Baidu B E &B8ERHY APIS£ (IAM)

HTTP/1.1 200 OK
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"accountld": "4e990ca9cbc34089902f0a2a354037b4",
"limitinfo": {
"userLimit": 500,
"policyLimit": 1000,
"contactsLimit": 500,
"groupLimit": 100,
"subUserOfGroupLimit": 100,
"akskLimit": 20,
"akskLeakLimitHour": 1,
"akskLeakLimitNumber": 1,
"groupMaxAttachPolicyLimit": 5,
"userRolePerAccountLimit": 100,
"roleMaxAttachSystemPolicyLimit": 20,
"roleMaxAttachCustomPolicyLimit": 10
s
"countInfo": {
"userCount": 6,
"groupCount": 1,
"policyCount": 1

4AEIRREEO
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EOHR
IR,
HREH
POST /v1/group HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string
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name String  RequestBodyZ:¥k 204 z

description String  RequestBodyZ¥k AR &
N by K35k
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Baidu B EEHER Y APIZZ% (IAM)

HRRHI

POST /v1/group HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test_group"}

MR 7451

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"id": "d3f6fd54fe3643459109ea0675¢c295a8",
"createTime": "2019-06-06T08:18:34Z2",
"name": "test_group"

o BifA
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GET /v1/group/{groupName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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FRAFIIHS , TTHERR K.
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groupName String URLE¥ A% 2

MRy ki3,

BRAFESIESN , THERH K.
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GroupModelX$£;
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GET /v1/group/test_group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString
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Baidu B E &B8ERHY APIZX (IAM)
N & 451
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"id": "d3f6fd54fe3643459109ea0675c295a8",
"createTime": "2019-06-06T08:18:34Z",
"name": "test_group"”

@ BEHTA
O
B,
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PUT /v1/group/{groupName} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string
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BRAFESSEsh , THER K.

BEREH
&R *KB B R BB
groupName String  URLE¥L % 2

name String  RequestBody3# BHENEL &
description String  RequestBodyZ¥k R 5
M Ry Sk3ak

Brategst , THERHRKIR.

iRy 2%
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KRB

PUT /v1/group/test_group HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 39
Authorization: AuthorizationString

{"description":"update for test group"}

N R 7~ 51
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Baidu B E &B8ERHY APIZX (IAM)
HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "update for test group”,

"id": "d3f6fd54fe3643459109ea0675¢c295a8",
"createTime": "2019-06-06T08:18:342",
"name": "test_group"”

@ kR
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HhipReR.

WA - MRARTRER TR NARNLEBIR | IR TSR R A KEK.

EREEH

DELETE /v1/group/{groupName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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groupName String URLS% A% B

MR K3k
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HRRHI

DELETE /v1/group/test_group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 45

HTTP/1.1 204 No Content
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

@ FI|2¢4H
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Baidu B E&EER Y

EO#MR
FIA,

ERLEH

GET /v1/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR
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ke
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N Ry Skisk

BRAaFERimsh , THERIH .
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ZER R i::p

groups List<GroupModel> £A%t5 [HIFIFR

KRB

GET /v1/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 451

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"groups": [

{

"description": "update for test group”,

"id": "d3f6fd54fe3643459109ea0675¢c295a8",

"createTime": "2019-06-06T08:18:342",
"name": "test_group"
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Baidu B E&EER Y APIZ% (IAM)
PUT /v1/group/{groupName}/user/{userName} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string
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userName String URLS¥ A% R
groupName String URLE¥ 4B& R

MR LY Sk
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PUT /v1/group/test_group/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 451

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ NBRNBRH
EOMR
NARNBERR .

EREEH)

DELETE /v1/group/{groupName}/user/{userName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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groupName String URLE% 44 z
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Baidu B E&EER Y
MRy Skisk

Bradtkimsth , THERHE.
DIV ¢
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HRRHI

DELETE /v1/group/test_group/user/test-user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

@ 32 FIIA
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ERLEH

GET /v1/user/{userName}/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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userName String URLS¥% A% 2
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DIV ¢
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groups List<GroupModel> £HX35 %13

R

GET /v1/user/test-user/group HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString
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APIZZE (IAM)
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Baidu B EEHER Y APIZZ% (IAM)

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-I1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"groups": [
{

"description": "",
"id": "5¢cf62eee890146ed8116f6b449268f33",
"name": "test_group"

@ FIBAN A
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HRLEH

GET /v1/group/{groupName}/user HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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groupName String URLS% A2 B
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FRAFISHS , TTHERR K.

IV %54
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users List<UserModel> B FPX&M%IFR

wskoRpl

GET /v1/group/test_group/user
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 51

117


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#usermodel

Baidu B E &B8ERHY APIS£ (IAM)

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"users": [

{
"id": "f4225¢39ba2247b692eec7b461835aal",

"createTime": "2019-06-06T03:42:13Z2",
"name": "test-user",

"joinTime": "2025-12-22703:13:15Z",
"enabled": true,

"contact": "Bt & A 123"

AEEEED
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POST /vi/role HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string
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name String  RequestBody3#{ A% =
description String  RequestBodyZ#1 £ AR =
grantType String  RequestBodyZ# ¥ &M ERE(KIETY S

assumeRolePolicyDocument String  RequestBody£ ¥ 15 AVFNRA @MEKK 2
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118


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#rolemodel

Baidu B EEHER Y APIZZ% (IAM)

POST /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: Authorization String

"name":"test-role",

"description":"test role create",

"grantType": "ACCOUNT",

"assumeRolePolicyDocument™: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\":
[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-id \"}], \"effect\":\"Allow\"}]}"
}

FKAI0P

saml-provider AJIBHE HRTIK-S T E7ZER SAML IdP &7K ; grantee.id IBEE HRIKS ID, IDP @ REERE—1

grantee,

POST /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
Content-Type: application/json
Authorization: Authorization String

"name": "test-saml-role",

"description": "role assumed through SAML",

"grantType": "IDP",

"assumeRolePolicyDocument”: "{\"id\":\"saml acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"grantee \":[{\"id\":\"current-account-id \", \"saml-provider\":\"test-
saml\"}],\"effect\":\"Allow\",\"permission\":[\"AssumeRoleWithSAML\"1}]}"

}

MRz 7451

H{KFACCOUNT

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS
{

"id": "9c039e6385854e07a5a31e254eab21ea",

"createTime": "2026-08-12T05:06:50Z",

"name": "test-role",

"description":"test role create",

"grantType": "ACCOUNT",

"assumeRolePolicyDocument”: "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07a5a31e254eab21ea\"],\"grantee\":[{\"id\":\"grantee-
id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\""role acl entry\"}]}"
}

EfkAIDP
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Baidu B E&EER Y APIS£ (IAM)

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 52929aa0-c81a-48c7-9786-e19e510bldcd
Server: BWS
{

"id": "666b46a3355b4b05b32ch05532f1f186",

"name": "test-saml-role",

"createTime": "2026-08-12T05:09:50Z",

"description": "role assumed through SAML",

"grantType": "IDP",

"assumeRolePolicyDocument™: "{\"id\":\"saml acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/666b46a3355b4b05b32cb05532f1f186\"], \"grantee \":[{\"id\":\"current-account-id\", \"saml-
provider\":\"test-saml\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRoleWithSAML\"],\"eid\":\"role acl entry\"}]}"
}

o BRAG
EOMR
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HRLEH

GET /v1/role/{roleName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

R
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roleName String URLS¥ g R
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BraFtkimsth , THERHIE.
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KRB

GET /v1/role/test-role HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Authorization: AuthorizationString

&Rz 51
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Baidu B E&EER Y

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS

"id": "9c039e6385854e07aba31e254eab21ea",

"createTime": "2019-06-06T03:42:13Z2",

"name": "test-role",

"assumeRolePolicyDocument": "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07a5a31e254eab21ea\"], \"grantee\":[{\"id\":\"grantee-

id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\"role acl entry\"}]}"
}

@ BHAE
EOMR
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HRLEH

PUT /v1/role/{roleName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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roleName String  URLZ%K BEg =

name String  RequestBodyZ# BHEHAEEL =
description String  RequestBodyZ¥{ A EKHA =
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121


file:///API%25E5%258F%2582%25E8%2580%2583_IAM/%25E6%2595%25B0%25E6%258D%25AE%25E7%25B1%25BB%25E5%259E%258B#rolemodel

Baidu B EEHER Y APIZZ% (IAM)

PUT /v1/role/test-role HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 34
Authorization: AuthorizationString

{

"description":"update role demo",

"assumeRolePolicyDocument™: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\":
[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"new-grantee-id\"}], \"effect\":\"Allow\"}]}"

}

N Rz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"id": "9c039e6385854e07a5a31e254eab21ea",

"createTime": "2019-06-06T03:42:13Z2",

"name": "test-role",

"description": "update role demo",

"assumeRolePolicyDocument™: "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource\":
[\"role/9c039e6385854e07aba31e254eab21ea\"], \"grantee\":[{\"id\":\"new-grantee-

id\"}], \"effect\":\"Allow\",\"permission\":[\"AssumeRole\"],\"eid\":\""role acl entry\"}]}"
}

@ MiRs €
EO#R
Wik .

EREH

DELETE /v1/role/{roleName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI

FRAFISHS , TTHERR K.
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B X wE R BREAMA
roleName String URLE¥ g £

MR SKigk

BRAFESIESN , THERH K.
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HRRHI

DELETE /v1/role/test-role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: Authorization String

MRz 7451

HTTP/1.1 204 No Content
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FEABE
EOH#R
FEMmeE,

HREEH

GET /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak

RIS, TTHERH .
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i

off

MR ks

RIS , TTHES I,

71V %
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roles  List<RoleModel> fa@IfRHIFI%E

@ KRB

GET /v1/role HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: Authorization String

@ R TRA)

APIZZE (IAM)
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Baidu B EEHER Y APIZZ% (IAM)

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"roles": [

{

"id": "9c039e6385854e07a5a31e254eab21ea",
"createTime": "2019-06-06T03:42:13Z2",
"name": "test-role",

“description": "update role demo",

"assumeRolePolicyDocument": "{\"id\":\"sts role acl\",\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\",\"region\":\"*\",\"resource \":
[\"role/9c039e6385854e07aba31le254eab21ea\"],\"grantee\":[{\"id\":\"grantee-
id\"}], \"effect\":\"Allow\", \"permission\":[\"AssumeRole\"],\"eid\":\"role acl entry\"}]}"

}

R EERO

W - BURRB A B E SRR A AL R, BERRERFEITEIREENPIRRNE | 28 Custom ; AZERKBES
FAR—BIENNERRE , 2FU0System, £ F3CAPIF |, anRFEREpolicyType 53 , NIZKIAKE RE X RRG ST,

@ IR
BEOH#R
AR ANPR 5
VEkeEr
POST /v1/policy HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

e

Bradtkimsth , THERH .

BREW

B H1R NE £ BRI
name String  RequestBodyZ#{ 204 =
description String  RequestBodyZ:¥1 AR IA &

document String  RequestBodyZ¥i HEBENEA , ACLIEIFIIMLEREIKIString 2
MRy Skisk

FRAFIHSN , TTHERR K.
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PolicyModel X4
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Baidu B E&EER Y APIS£ (IAM)

POST /v1/policy HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test_policy", "document":"{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\",\"resource\":
\"*\"],\"permission\":[\"*\"], \"effect\":\"Allow\"}]}"}

iRz 51

HTTP/1.1 201 Created
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"createTime": "2019-06-06T09:13:50Z",

"document”: "{\"id\":\"policy_d19f78b0595242b5a8¢c¢3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",

"type": "Custom”,

"id": "d19f78b0595242b5a8¢3419c09¢81b40",

"name": "test_policy"

@ EHHRRE
BEO#R
NEFER [RBREREEXAR] HARER.

EREGH

POST /v1/policy/{policyName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

e

Bradtkimsth , THERH .

BREW

B4 73 ¥ NE £ prayul
policyName String  url&¥k BRI 4 =3

name String  RequestBodyZ:%K kM4 &
description String  RequestBodyZ:¥ HRB& B A 5

document String  RequestBodyZ%k HREEANZA , ACLRR I [5BEIM String &
e B S35k
BRoNEESImA |, TTEEAHR L.
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PolicyModelSf&

HRRHI

POST /v1/policy/test_policy HTTP/1.1
Host: iam.bj.baidubce.com
content-type: application/json
Content-Length: 20
Authorization: AuthorizationString

{"name":"test_policy", "document":"{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\",\"resource\":
\"*\"],\"permission\":[\"*\"], \"effect\":\"Allow\"}]}"}

Mg Rz 51

HTTP/1.1 200
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"createTime": "2019-06-06T09:13:50Z",

"document”: "{\"id\":\"policy_d19f78b0595242b5a8¢c¢3419c09¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",

"type": "Custom”,

"id": "d19f78b0595242b5a8c3419¢09¢c81b40",

"name": "test_policy"

@ TR
EOR#R
BN R S .
EREEH
GET /v1/policy/{policyName}?policyType={policyType} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

R

Bradtkimsth , THERH .

BREW
B4 73 IR fuE £33 pry il
policyName String URLS¥ KE&%& E

policyType  String  QueryZ¥ EEIMMRRZALY |, JSystemBTEIA ARG HRRE ; FCustomATE W B TE R B
M7 K3k

Bratemsth , THERSHRKR.
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Baidu B E&EER Y

KRGl

GET /v1/policy/test_policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

g Rz 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"description": "",

"createTime": "2019-06-06T09:13:50Z",

"document”: "{\"id\":\"policy_d19f78b0595242b5a8c3419c09c¢81b40\", \"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource\":[\"*\"],\"effect\":\"Allow\",\"permission\":[\"*\"T}1}",

"type": "Custom",

"id": "d19f78b0595242b5a8¢3419c09¢81b40",

"name": "test_policy"

@ MR
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THIBRAR R S

Yl - BIBRARTR R R R EMIRE ORI 2 EAUR KHK.

EREH

DELETE /v1/policy/{policyName} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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policyName String URLE¥f 8% B

MR Skisk

BRI , TTHERH K.
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DELETE /v1/policy/test_policy HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 204 No Content
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ FIZE R
EOH#R
FIZAT R R .
Y policyTypeAiSystemit , AIFIZ RGN B HIKEESR.

HREEH

GET /v1/policy?policyType={policyType}&nameFilter=${nameFilter} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

R
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il
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APIZZE (IAM)

BRI

policyType String  QueryZ¥t EEWHIKRLZE | ASystemBI &R RLTIRRE ; FCustomB &R H E kM &

nameFilter String  QueryZ¥§ REEEFHITISHMF ; FATHUREIZFEEXRFHER

NE Ry Sk
BraFtkimsth , THERH .
B 2%

C2 S i::p

policies List<PolicyModel> SRE&XTRHKIFIFR
KRB

GET /v1/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"policies": [
{
"description": "",
"createTime": "2019-06-06T09:13:50Z",
"document": "{\"id\":\"policy_d19f78b0595242b5a8¢c3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}]}",
"type": "Custom”,
"id": "d19f78b0595242b5a8¢3419c¢09¢81b40",
"name": "test_policy"

@ KB FANR
EO#R
AP RBRARBR SR .

R

PUT /v1/user/{userName}/policy/{policyName}?policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

R

Bradtkimsth , THERHIE.

BERkEH

B4 73 ¥ B £33 AWM
userName String URLS¥ HBF4% =
policyName String URLZ¥R RIR4% =

policyType ~String  QueryZ¥il BREXHIRRE AL | JSystemBIEINRLEHRME ; FCustomBT & W B B Uik &
MR Sk

Bratesgst , TRERSHR.

21V %58
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R

PUT /v1/user/test-user/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg R 451
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ iRl A AR
EOmR
fRBRF P R RER AN R SR .

HREGH

DELETE /v1/user/{userName}/policy/{policyName}policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

e

BraFERimsth , THERIH K.

BREW

£ £ 1S VAT R py |
userName String URLZ¥k HF% Z
policyName String URLE¥K  RBE% =

policyType ~String  QueryZ ¥l FKEXHISRRE A | JSystemBI BN R HRME ; FCustomBT & W B B Uik &
MR K3k

BRAaFERImsh , TTHERH K.

NEIRY 2%
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EEwN!

DELETE /v1/user/test-user/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz A5

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS
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GET /v1/user/{userName}/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISESh , THES K.
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ZHK X NE R BAOA

R
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userName String URLE¥ AF4 R

N 7 K3k

BRAaFERimsh , TTHERH .

N By 2%
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policies List<PolicyModel> SRE&XTR TR

o

GET /v1/user/test-user/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

X-Bce-Request-I1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7

Server: BWS

"policies": [
{

"description": "",

"createTime": "2019-06-06T09:13:50Z",

"attachTime": "2025-06-06T09:13:50Z",

"document": "{\"id\":\"policy_d19f78b0595242b5a8¢c3419c09c¢81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}]}",

"type": "Custom”,

"id": "d19f78b0595242b5a8¢3419c09c81b40",

"name": "test_policy"
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PUT /v1/group/{groupName}/policy/{policyName}?policyType={policyType} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

RS

BRAFEISESh , TTHERHIE.

BREW

2R ¥R fE R BN
groupName String URLE%k 404 z
policyName String URLZ¥ RI&R4% =

policyType String  QueryB¥t FEXEXAIRALZE! , KSystemBI B RLTRkEE ; ACustomBf B EESLRIE &
Mz K3k

BRI, TTHERH K.
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KRB

PUT /v1/group/test_group/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 73~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ fRBRAAR
RO
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HREEH

DELETE /v1/group/{groupName}/policy/{policyName}policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string
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Baidu B B EHER IR
B *B B 323 i Vs|
groupName String URLS% 404 =
policyName String URLS¥ HH54 z

policyType  String  QueryZ¥ XEXHIRIE KR! | JSystemBf E RS 5KME ; ACustomBf Eif) B E L RME &

MR K3k

BRAFEISEsh , THER I,
IR %

p

kRl

DELETE /v1/group/test_group/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz 451

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b77
Server: BWS

@ FIZEARANR
EOMR
FI2 A PR RERRIAUR 5 .

EREGH

GET /v1/group/{groupName}/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

BRI
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groupName String URLE% g 2

MR K33k

BRAFESIESN , THERH K.
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policies List<PolicyModel> $B& St TR
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Baidu B EEHER Y APIZZ% (IAM)

GET /v1/group/test_group/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"policies": [
{
"description": "",
"createTime": "2019-06-06T09:13:50Z",
"attachTime": "2025-06-06T09:13:50Z",
"document”: "{\"id\":\"policy_d19f78b0595242b5a8¢3419¢c09c81b40\",\"accessControlList\":
[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}1}",
"type": "Custom",
"id": "d19f78b0595242b5a8¢c3419¢09¢c81b40",
"name": "test_policy"

@ KB A BRUR
O
FF B RERA R SRR .
BREEH
PUT /v1/role/{roleName}/policy/{policyName}?policyType={policyType} HTTP/1.1

Host: iam.bj.baidubce.com
Authorization: authorization string

ARk

BRAFEISEsh , THER I,

BREW

2R ¥R fE £ EBWIM
roleName String URLS¥ fHE4% =
policyName String URLES¥ RE&%& =

policyType = String  QueryZ¥l TXEXMRRRAETY |, JSystemB EIA AL K% ; FCustomATE W B TE R B
M7 K3k

BRI, TTHERH K.
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HRRHI

PUT /v1/role/test-role/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

@ iR A AR
EOMR
iR B A B RERAANR S .

ERES

DELETE /v1/role/{roleName}/policy/{policyName}?policyType={policyType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

ESE

BRAFESSEsh , THES K.

BREW

2R ¥R A B2 BB
roleName String URLS% RAE% =
policyName String URLZ¥ kB4 Z

policyType String  QueryZ¥ REXHIRRE ST |, ASystemBEIRARLLKME ; FCustomif &I E Sk &
N5y SKisk

BRAERESh , TTHERH K.

R 2%

.

KRB

DELETE /v1/role/test-role/policy/test_policy
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

N Ry 7~ 51

HTTP/1.1 204 No Content
Content-Type: application/json;charset=UTF-8
X-Bce-Request-Id: 8d51a788-e79d-4ced-a9e0-0662ec85b 77
Server: BWS
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@ F2 A EAKAIR
EO#MR
5248 € RER AN R SR .

ERLEH

GET /v1/role/{roleName}/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR
BRAFEIIESh , TTHES I,
ke
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roleName String URLE¥ fatag 2

M 7 k3
BRAFEISEsh , THES K.
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a2 KB 1194
policies List<PolicyModel> $RB& X% HFIR

R

GET /v1/role/test-role/policy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

MRz 7451

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"policies": [
{
"description": "",
"createTime": "2019-06-06T09:13:50Z",
"document™: "{\"id\":\"policy_d19f78b0595242b5a8¢c3419¢c09c81b40\",\"accessControlList\":

[{\"service\":\"bcc\",\"region\":\"bj\",\"resource \":[\"*\"], \"effect\":\"Allow\", \"permission\":[\"*\"]}]}",
"type": "Custom",
"id": "d19f78b0595242b5a8¢c3419c¢09¢c81b40",
"name": "test_policy"

@ FIZERURARZ T HE K
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Baidu B EEHER Y APIZZ% (IAM)

AR
FIZERUR SRS AR TR,

ERLEH

GET /v1/policy/{policyld}/grant/{grantType} HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

AR
BRAFEISEsh , THES I,
ke

B X wE R R BBIM

policyld  String URLZ¥R KE&ID

el

grantType String URLZ¥ 3ZFZHY, UserPolicyslGroupPolicy 2
N Ry Skisk

BRAaFERImsh , THERIH K.
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B il i35

entities List RGBT R HR MR
id String  FfkKid

name String  F{KBIR

type String  UserPolicyaf GroupPolicy

attach_time DateTime $RE&HIZ TFHT(A)

EEwN!

GET /v1/policy/8e7cb46773944da8aa3b351eldfelc59/grant/UserPolicy HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg Rz A5
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"entities": [
{
"id": "4b284b9ea9724fd4af7c45986a447876",
"name": "test10",
"type": "UserPolicy",
"attach_time": "2023-10-11710:05:14.000Z"

@ FIEAPRIZ TR B
EOMR
FIZERUR M IR T ST A K.

HRLEH

GET /v1/policy/{policyld}/entity HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: authorization string

Ak
BRAFESSEsh , THES K.
RS

& X NGB MR 2D

policyld String URLZ¥ %&BEID 2

N Y 2%

B e £

entities List RGBT AT RFIFR
id String FiKid

name String  E{K&
type String UserPolicy, GroupPolicy, RolePolicy

attach_time DateTime RB& ##52-F B /a]

o]

GET /v1/policy/8e7cb46773944da8aa3b351eldfelc59/entity HTTP/1.1
Host: iam.bj.baidubce.com
Authorization: AuthorizationString

Mg R 51
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HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8
X-Bce-Request-1d: 8d51a788-e79d-4ced-a9e0-0662ec85b7f7
Server: BWS

"entities": [
{
"id": "36b6fb0121a84c65b437fe7df0341234",
"name": "testUser",
"type": "UserPolicy",
"attachTime": "2024-04-22T710:57:08.000Z"

"id": "fbedf761c3f340c3a29022c62f042345",
"name": "testGroup",

"type": "GroupPolicy",

"attachTime": "2024-04-22T710:57:22.000Z"

"id": "91a247bb83ec44b0950ee452db9f4567",
"name": "testRole",

"type": "RolePolicy",

"attachTime": "2024-04-22T710:57:32.000Z"

HHEIERY
@ ModelXt & E X

@y UserModel

SHAH 3t £33

id String A fid

name String ALK
createTime  DateTime fIZEATE]
joinTime DateTime QAR FZERT(A]
lastLoginTime DateTime #x f& & 3%H(a]
description  String /R

enabled Boolean AFEARE

@ LoginProfile

APIZZE (IAM)
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£/ E 0

password

KR R

needResetPassword

enabledLogin

enabledLoginMfa  Boolean EARERYIE ZRIIERE

loginMfaType enum TSRS | A% : PHONE-FAS , TOTPEIIMFAR &
thirdPartyType enum

thirdPartyAccount String

String  FAFER ; EARNEAEIR
Boolean FXERN EREEEERRY
Boolean EEAWTHFIEHIAES

WiBR : thirdPartyType5thirdPartyAccountt®] k) 552 4% B B iR R 40 E

@ AccessKey

BWAEHR
id

secret
createTime

description

@ GroupModel

BWAEHR
id

name
createTime

description

@ PolicyModel

WA
id

name

type
createTime
attachTime
description

document

@y RoleModel

eSil
String

String

£33
AccessKeyf/AFFId , BIAK

AccessKey12548 , RISK

DateTime AccessKeyf gz a]

String

Sl
String
String
DateTime

String

S
String
String
String
DateTime
DateTime
String

String

AccessKeyfrjitik

i::p
£fid
HER
Bl3EATE]
ik

i::p
Fgid

R TR

RIEZERY | B[k : Custom - BREXIKEE ; System - RETNE RHE

BIREA]
ZIn L
R
REENE , ZRAACLIEFSI/FREIMIString

BEERB=FEFRAEL , Al : UUAP-AMIKS , PASSPORT-BH K S

HBENEAERKS. YELKIAPASSPORTHIATIARFH. HPFEAR IKSHFR

APIZZE (IAM)
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WA Sl 3%

id String  fAfaid
name String  fAELHK
createTime DateTime BYzZR}(A]
description String fBaithid

assumeRolePolicyDocument String 5 R A SR

@ ldp
SHAHR E: i U 7Y
status String  FAFECEDIBERT , TR EIRElenable , XFAPRE Adisable
domainld String K FID

encodeMetadata String Base644RiL faHIdPITEEE

fileName String  IdPTTEUES R FR

auxiliaryDomain String  #iEhigi4

@ UpdateSubUserldpRequest

SWEIR iU 7.
fileName String &R, IRRxmIR& T
encodeMetadata String Base644RiL faHIdPITEEE

auxiliaryDomain String  #HENE&

@ TokenResponse (JfBearTokenResponse)

SWEH KR R
userld String A Fid
token String THAAPI Key

FrekZTokenResponse /s AN BIR [A]
TokenKZS , A% :

DISABLE-2

ENABLE -2/

status enum

createTime DateTime 4JEERIE] , utchiX |, tzA& =

expireTime DateTime IIHABT[E] , utchfX , tzA&=
@ AccountSummary

BWEHR KB ik
accountld String k=id
limitinfo  AccountLimitinfo KSEEESE

countinfo AccountCountinfo M-=11%{=E

@y AccountLimitinfo
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WA HKE R

userLimit Integer FH /P _ER¥E

policyLimit Integer B XE XM _LIREE

contactsLimit Integer HEBMMA LIR¥E

groupLimit Integer FA A _ERR¥E
subUserOfGroupLimit Integer P FLARTRINAGF R P LR 2R E
groupMaxAttachPolicyLimit Integer XEBXEIFR PRI _LIREE
userRolePerAccountLimit Integer AELRHKE

roleMaxAttachSystemPolicyLimit Integer *ZZ|f @K AL ERE FIRME
roleMaxAttachCustomPolicyLimit Integer *ZE|AEMKETE XK LIRKE
akskLimit Integer &R FATARIEEIAK LIRS E

@ AccountCountinfo

e 5/ €2 S R 13

userCount Integer IR FHE
policyCount Integer EAIEHIKIEINE
groupCount Integer A FAKE

APIZ2 (STS)

faf
@ HE

£ M FaEHIIAM (Identity and Access Management A KSR RENSHEIRIARHERS . IAMFENERE= B -
RRSFFMA, BE, SAFHRANE R | BT E S (ST AR T AIBE AT i+ A RIRMAAFMRAE | SRinHIA
PSR EIRIE), ARAT VBT ETI%IJL‘ A PR ERYARIRIAM , AT US4 SRS ST & REST APIHLTE/
BRI T SO ETRRI AR,

@ ALK
ATILET £ AFmRESIAMSRTARARAPL, REEOEEREREHEEERFANE.
#A 1::9%

RAFBE NX#rAssumeRole , BT API YPREIA FHERERKNEARAE | RE—AXHKEFEEH GHRIGRR SHEIE.
BRI EAEShE BT O IR ([ 3 0K IS S FEIE.

@ SRR
BRI RINE LRI, FEPEAA  EHKAREERERIAMAL,
GRS
@ KAIAUE
BETRERIREAN NAE, SWNERMIAEAR , S UERHER - AR TIALE.
@ IAMELHY
FrEAPIRZ 2 NE— 2K FAccess KeySigsR&E L 4. Access KeyAAccess Key IDFISecret Access Key?RA¥, , MTFH
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file:///API%25E5%258F%2582%25E8%2580%2583/STS%25E7%259B%25B8%25E5%2585%25B3%25E6%258E%25A5%25E5%258F%25A3#assumerole
file:///API%25E5%258F%2582%25E8%2580%2583/STS%25E7%259B%25B8%25E5%2585%25B3%25E6%258E%25A5%25E5%258F%25A3#getsessiontoken

Baidu B E&EER Y APIZ# (STS)
£, XTEMHTTPER | A TEAERNEEER—MAEFER, BANEFRFRREAuthorizationSIHE . IREImiRIE
HEREFIIEANEFFFRAERME. IAEFFRAKRI Abce-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{signedHeaders}/{signature}",
o versionZIER¥,

o timestamp 24 A% 4 B AIUTCHTE],

e expirationPeriodinSecondsR/NE & B AR,

¢ signedHeadersR& L HIAFIBREINIARIIR. KNREZEANS () 208 , Whost;x-bee-date, FIRIRBRFHFHESI.
(Z<API%Z 4 {2 {5 FAhostHlx-bce-dateF - header)

e signatureg 256/u% 4 K+ NEHHIFRIR , 64N NEFRAR.

LAEERSRUEIRFIERE  RORERMARKNSKMEHRRIAENSIAERNEFSS | FSRAAERPBEMAEFH
BTN, WRINEFHEME , REOAARFRATEERRERUR | FHFRITRXRE | RNEFHEARE , RO 20
SRR EFRAD, ERONEVHIRFRRNEES LA

@ BIEHMX
XAFHTTPAMHTTPSIAAR A, ATRAPUIENRSM , BUGBEHTTPSIRA.
@ B KEEMNHAA
¥R R HISON |, fifgrequest/response bodyN A H#E FIUTF-847HS,
ERSEBFEINT 45
SR ViEA
URI AT FERRIRESRIR |, 2n:PUT /v1/cluster/{clusterUuid}
QuenyS¥t  URLAIEH ISR EB%
HEADER BIHTTPIBE AN , f0:x-bce-date
RequestBody 1T JSONF&ABLRHIEREGEA
@ Mgy £5#35EA
Mg {ES APFER :
ITAES WiEA
HTTP STATUS CODE #0200,400,403,404%

ResponseBody JSONAE AR LR Ny 5 1Ak
@ BRAES
W X ENE @R BB
vl String  URIZ¥L APIRAS 4R
@ BEH

LRMAEREONIRES TERENSRSZNEER , ATl EREK , XA FEd clientTokenS R o bl
HEETHIE Z W RIR , BMRIEEKFFME.

FEMHETFclientToken , clientTokenE— MK ERBIT 64 MIASCIF &R |, IBE HfEquery string2® |
AN http://bee.bj.baidubce.com/vl/instance?clientToken=be31b98c-5e41-4838-9830-9be 700de5a20,

WMRAFERARE—clientTokenEA AN , MR SRR EHERKERGR. RIWLAAEBRERATERWIR , 7]
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Baidu B EEHER Y

PRI ftAERIfclientTokentd |, SRAHIR RABIE—NRIR ; 2RAFRET —AELE AT MclientToken , {BHEMERSEK
(B ¥EqueryStringFlrequestBody) AEEZurl Path/~[E , N4 IR [B]ldempotentParameterMismatchfsE =/,

clientTokenfIBEHA 24/, AR S-Sz e — B & clientToken A, st , INRE A A A X R —4
clientToken , f-AZclientTokenKHIB %

@ FHSHE

@

S

ASNERRRELZHAN. G2 , BRERAEMREEFHNMATTHN , LEHTTPAR AR HLE KRR B #FIE EFB
FAGMT , FEAth B AR [R)FRR I 7 — R FUTCHTR] , #1E1SO 8601 , FHHL AR

o FRBAH—EFZAYYYY-MM-DDAR , #1412014-06-01 %K /x20144E6H1H.
o FoREFAI—EXAhh:mmiss AR , FEREM— M AEFRZR/RUTCHTE], 540 23:00:10Z3R/RUTCHTA]23 504 1075,

o JUSE BN EE FHFRRN , EMEFRMAEFET , 4/202014-06-01723:00:10Z F/RUTCHI 201446 § 1H 230
73108,

ATEHFH

BE—AFHRPITUEEEMUnicodeF R, EREPXFHRIEESHTRARDEM, FEHSINTEFFTR WS, — M
FHERAETN SRS AZURI (Uniform Resource Identifier) JEREE4F (Unreserved Characters) . RFC 3986#1L3E
URHEREBFHEEUTFR : F8 (AZ,az) . BF (09) . EFS () . &5 () . FRE () . BR& (~) . ¥
AE— N FHBRHRNITTF BN ARE:

o RTFRF BRI ARUTF- 8YRESINF M.
o REFTAUREMREFHFEHEARZE,

o SIHAF T —IRRFC 3986 HLENE A S4mEL (Percent-Encoding) , BI—/M%/EEREM N R/ NAFE T AN/ EHHF
., FTH—EXHAKREEA,

R . RFSEE ¢ this is an example for MR, SR FTEF4
& : this%20is%20an%20example%20for%20%E6%B5%8BBESHAF%IS5

i 55154
Xig  FRE¥AEndpoint MY

b= sts.bj.baidubce.com HTTP and HTTPS

RIERKGAHIBN K

NFERK
=
. . Y4
A, VEA ,
n
Authorizatio R Y
A& Access KeyS5ERE4 ., IR

n

boe-dat ZERAZ MR, FoRBH—EXAYYYY-MM-DDAR , $1412014-06-013%R2014F6 A1H. R Tk
x-bce-date
FPERT $RERDatels: , ZCKIBATIARIE, LFIERNFER , Px-bee-date Kk,

x-bce-
FIRHNA I ISHA256ZE £ it NdHI2 5 & |, HPRAFEHTTP Request Payload Body , BlContent —
content- )
SHEHHTTP encode Z BTRIFIA%UIE .
sha256

@ AFEE Rz Sk

APIZ% (STS)
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>3]

il

Content-Length RFC26167 & X IHTTPESRIN A RIZERY,

x-bee-request-id XFREFKMrequestld,
‘O
FEREY

@ FERAGART

YA FARAPIHILFERE | RIRES A AN ROEREAERES  ETEMMS , &Y E, ERREMREY

Response BodylR BVEAFER(SE , BB TAE

£ &

code

message String

requestld String

Bign :

{

S iU

String  FRAKHEIRIEL,
BRZERAVER .
SR RMrequestld,

"code":"lllegalRequestUr!",
"message":"The requested url belongs to domain which is not under acceleration",
"requestld":" 81d0b05f-5ad4-1f22-8068-d5c9de60ald7"

AHERRD
HARED  HRRIER
AccessD
Access denied.
enied
Inapprop
The JSON you provided was well-formed and valid, but
riateJSO
not appropriate for this operation.
N
InternalE
We encountered an internal error. Please try again.
rror
InvalidAc
The Access Key ID you provided does not exist in our
cessKeyl
records.
d
InvalidH
The HTTP authorization header is invalid. Consult the
TTPAuth
service documentation for details.
Header
InvalidH
TTPRequ There was an error in the body of your HTTP request.
est

APIZ% (STS)

HTTPR

£ iR

403

Forbidd JeAXPRYTIa)xT R A &R,

en

400  BERPAYISONBIER , (BIBEN EARFEER,
Bad WERDENNER |, SREEXERARILELE, HT3k

Reques B/MEER  MTFHELHRINMNEZEZKE , &
t RAZIR [EXMER.
500Inte
FIBRENEASNR. FERIAM AT
RIEERET (BIERARFIRS BEXH) RROAf#

Server

rnal

Error

403
Forbidd Access Key IDATELE.

en

400

Bad N R
Authorization3KIF& AR,

Reques

t

400
Bad  HTTP bodyis R 4&iR. BIaNARFFETEERENncoding
Reques %,

t
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APIZ% (STS)

400
validu Bad URIFEARIER. Flan—LefR S LR BER AR IL
nvali a
Could not parse the specified URL. Bi%. XPTIDARULECE R |, N E BN ERpsE
RI Reques
RS, fiZANoSuchKey,
t
400
Malform Bad N
The JSON you provided was not well-formed. JSONBHKAE ..
edJSON Reques
t
404
InvalidVe .
. The API version specified was invalid. Not URIFIR A SR E 7%,
rsion
Found
403
OptinRe R .
A subscription for the service is required. Forbidd &BFF BTN AIARSE .
quired
en
412
Precondi
The specified If-Match header doesn't match the ETag Precon
tionFaile VENETag,
header. dition
d
Failed
400
Request Bad VESKBET, XXXEM Mix-bee-datefli{E., aNRiEKT
Request has expired. Timestamp date is XXX. R
Expired Reques RfDate , NIEENE Datett i fdatetime,
t
Idempot
403
entPara The request uses the same client token as a
Forbidd clientTokenS$ R AIAPIZ ¥R —H,
meterMi previous, but non-identical request.
en
smatch
The request signature we calculated does not match 400
Signatur
the signature you provided. Check your Secret Access Bad Authorization3K33 7 i 4 42 A1 AR S 3m S E R —
eDoesN
Key and signing method. Consult the service Reques E.
otMatch
documentation for details. t
@ STS FiRHG
FHRIG ERIERE HTTPIKESES ik
InvalidRequestBody Could not read document 400 K request body =B Kjson,
NotFound could not found:accessKeyld. 404 15SREAccessKeyldakuser/role N ELE,
BadRequest missing required query_string parameter: 400 ERAETE  RADWERS . SBEBIRESE
Forbidden you have no permission to assume role 403 IXBRRA IS

STSHx#%H

@y AssumeRole

O
REUKHKE

ARBREEA

5 M ERInE S EIE.

BRERANTERLBEGERAccessKeylDFISecretAccessKey A BEA DK , ESELBUAIE,
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Baidu B EEHER Y APIZ% (STS)
ERLEH

POST /v1/credential?assumeRole&accountld=dc9b5191440d4f93851ddffb4e942b75&roleName=testRole HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-v1/04795b2a1d12490bbee94511b7b78d7e/2016-11-
11T710:34:26Z/1800/host/9e561967 7b3a461f5b95d061b88823634e8bbcOeb6b46e5b3cechbb75f21906a3d
Host: sts.bj.baidubce.com

AR

BRAFEIIESh , THER I,

BREW

SEBIR KR R SHNE BEUIM
durationSeconds String  IEETAKIIB S , NEERBIT 2h Querys¥ &
accountld String  AEATERK K Querys¥t 2
userld String SR, IFEMETIEZRTHERE Queys ¥ &
roleName String  AAMKLTR Query2¥ &2
authorization String  JANEFRFER | SEAMIANEFFE  header &£
accessControlList String RIS EIFEEE AR body &

N Ry Skisk

Bradtkimsth , THERHE.

SWEH KR R SPE
credential String AR SHEEIE body

B wN!

POST /v1/credential?assumeRole&accountld=dc9b5191440d4f93851ddffb4e942b75&roleName=testRole HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-v1/04795b2a1d12490bbee94511b7b78d7e/2016-11-
11710:34:26Z/1800/host/9e561967 7b3a461f5b95d061b88823634e8bbcOeb6b46e5b3cechbb75f21906a3d
Host: sts.bj.baidubce.com

Mg Rz 51

{
"accessKeyld": "785e811dec6a47308ce6da241b25b501",
"secretAccessKey": "5a57d543676d46b9952e7354e3ac1060",
"sessionToken":
"NmViZDI1NzgINTMONGEXNmMFIYzM2YjJiOGFKNDc2MWZ8AAAAAFgBAAD6a2SBhmOXBRCNraVyOShGIR5 /j+CE4V5VLV9zmFM!

"createTime": "2016-11-11710:34:53Z",
"expiration": "2016-11-11T711:34:53Z2",

"userld": "dc9b5191440d4f93851ddffb4e942b75",
"roleld": "aed8e56613f24e0e97597¢c1b0d29fcba"

1 | A

@ GetSessionToken
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Baidu B E ERe= Y SDK

O

IR [3) 2E 0K P EIET S EIE.

ARG

ERERANEE LA G EMAccessKeyIDFISecretAccessKey A BER F2EK | 1ESELAVAIE,

R

POST /v1/sessionToken?durationSeconds=43200 HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-vl/c1b351e39aaa464d9ee9038ff6cead40,/2016-12-
07T02:56:372/1800/host/3a55417¢1f94c47829¢ca935103f5a3686bacfefddd80d18608dcabe4adeld63e
Host: sts.bj.baidubce.com

AR

BRAFEIIESh , THES I,

BREW

SRR KR R SHNE REIM
durationSeconds  String  IfGBTAKRE S , RBERRIE36h , BIACH43200 (12h) Query3¥t &
authorization String  EMWFERAEFT S header &
accessControlList String Al ATEHAEIFLEE AR body &
attachment String MV % A4BE Ecredential_Li—L(EE body i

MRy Skisk

Bradtkimsth , THERHE.

DIV ¢

SWEH KR R SPE
credential String A REIEET SHEEIE body

KRGl

POST /v1/sessionToken?durationSeconds=43200 HTTP/1.1
Content-Type: application/json
Authorization: bce-auth-vl/c1b351e39aaa464d9ee9038ff6cead40,/2016-12-
07T702:56:372/1800/host/3a55417¢1f94c47829ca935103f5a3686bacfefddd80d18608dcabedade1d63e
Host: sts.bj.baidubce.com

Mg Rz 51
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Baidu B E ERe= Y SDK

{
“accessKeyld”: “leccc6374fde485085¢127d52a65b15¢€”,
“secretAccessKey”: “30839b659fb74f1cbd9c¢581c07e68e33”,
“sessionToken”:
“NmViZDI1Nzg1 NTMONGEXNmMFIYzM2YjJiOGFKNDc2MWZ8AAAAADgBAADs /9cMh8x /tKTMErRX40h3MVvzOkaH2PM5rCoVhryOl
“createTime”: “2016-12-07T02:58:052”,
“expiration”; “2016-12-07T14:58:052",
“userld”: “dc9b5191440d4f93851ddffb4€942b75”

}
1] | -

WIERE

@ REIZHIIREN

@y credentials

2 B it} ik
accessKeyld String IR [EiiATak
accessKeySecret String IR [E]IlgATsk

sessionToken String  session token, A F{E FIG AT sk & 5 SKRET A RdE

expiration datetime BB EEUF B st ]
userld String  FTBERIA I (GetSessionTokeniR[A])
roleld String  FiREXA AN (AssumeRoleiR[H])

ThREE TR
@ 2019-04-30

e JFiAssumeRole, GetSessionTokendZ[ il

SDK

Java-SDK
L

AXRERNRIAM Java SOKZEME M. FEERBAIRRT , BFRETRIAMP—LEAIR, BEERTHIAM , TTUS
EFERIR AR D,

ZRSDKTAEA
@ BITHIE

Java SDKLAB ] #EJDK1.7, JDKL.8¥E FizfT.
@ RFESDK

AR— : {EHAMaveni

FEMavenfiipom.xmlI3Z 4 iR iNbce-java-sdk Ik E :
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dependency
groupld>com.baidubce</groupld>
artifactld>bce-java-sdk</artifactld>
version=>{version}</version>
</dependency>

He, {version) AhRAS , ATRASDK R W HITRE.

AR HIEERIARBRSR

1. F&H&HhRava SOKEHETEE,

2. ¥ T#bce-java-sdk-version.zipfi#Efa , EHIZITFE KT,
3. 1EEclipsezq4#“T#2 -> Properties -> Java Build Path -> Add JARS”,

4. RINSDKT A lib/bce-java-sdk-version.jarFld = Kk T A B third-party/* jar,
He, version ARRANS,

SDKE R4HH

com.baidubce

F——auth //BCE& &R
F——http //BCEMHttpIB{SAAR2E
—— internal //SDKINERZE
—— model //BCE/A FAmodelZ&
—— services
| t—iam //iamR$- AR R
| F— model //iamNEfmodel , #RequestaiResponse
| — lamClient.class //iam% Fig A2
| L— api //iam apifitE , FEEBR
— util //BCEANBTAZ
—— BceClientConfiguration.class //3FBCEfIHttpClientfRIAZE
—— BceClientException.class //BCER FiptFE 2
—— BceServiceException.class //5BCERKZIHAH GHRFE
—— ErrorCode.class //BCEIE 4L RIS
L—— Region.class //BCEFR{L AR 55 O35,
@ ENESDK

TafENZk SDK B , Mk pom MRIERIFRLEN A,
L yid
@ HAEndpoint
BETERENIRT S  ESE G EER.
BRTRSR Ht-Atsr— X8, JERXIE @ http://iam.bj.baidubce.com XRASEA :

VilRlXis %45 Endpoint

BJ iam.bj.baidubce.com
@ HERE4A

EFAAEEERIAM , EFEHE—IBHE AK (Access Key ID) HISK(Secret Access Key) SRS TREZIAE. AK/SKZH
RENEARFW , WAZRESR , BTHRA, , MFAAMBZELIIE, TR T HBHEE T RIEHKAK/SKEE

EMEEERERKS
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https://cloud.baidu.com/doc/Developer/index.html
https://cloud.baidu.com/doc/Developer/index.html
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Baidu B B BaER Y SDK
BIFEAK/SK

@ HiilamClient
lamClient 2 IAMBRS- % Pl , AT A ESIAMBRSHITREIRHET —RIIMAE.
1 FIAK/SKHElamClient

ESAK/SKHATRIATFIAM , TS50 FARLHE—MamClient :

public class Sample {
public static void main(String[] args) {
String ACCESS_KEY_ID = <your-access-key-id>; // FBPEAccess Key ID
String SECRET_ACCESS_KEY = <your-secret-access-key>; // BB FfSecret Access Key

// Fga—MamClient
lamClient client = new lamClient(ACCESS_KEY_ID, SECRET_ACCESS_KEY);

£ FEKAGS , ACCESS_KEY_IDXfR/i5] & F i “Access Key ID” , SECRET_ACCESS_KEY Xt 73zl & [ “Access Key
Secret” , IKEAAKIES % (IR{EHSR BIHACCESSKEY) .

@ B&lamClient

MR A PEERE lamClientf— L4 S8k , AT AEMIE lamClientf i {&{% A\ BeeClientConfigurationXt4
BceClientConfigurationZ2 IAMARS-IBCE 2 |, ATRUAR iRt BEARIE , R OEEHESH.

£ AR

TE—B AR AT ALE R S RAETIRIAMAR S -

String ACCESS_KEY_ID = <your-access-key-id>; // Fi FPfAccess Key ID
String SECRET_ACCESS_KEY = <your-secret-access-key>; // B FPEISecret Access Key
String ENDPOINT = <domain-name>; // BFBECISERNIBE

// BEBceClientConfiguration2 45l
BceClientConfiguration config = new BceClientConfiguration();

// BLE IR A7 180803% 1
config.setProxyHost("127.0.0.1");
config.setProxyPort(8080);

// BIEIAME it

config.setCredentials(new DefaultBceCredentials(ACCESS_KEY_ID,SECRET_ACCESS_KEY));
config.setEndpoint(ENDPOINT);

lamClient client = new lamClient(config);

fEAEERARRDE | & P inf AT EREESET 127.0.0. 180803 H M AIEHAT,

TAERFRIERAIE | ATRUE Y T ERAREERECE R A fEm
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// fiEBceClientConfigurationS<45
BceClientConfiguration config = new BceClientConfiguration();

// BLERIE A 80804 H
config.setProxyHost("127.0.0.1");

config.setProxyPort(8080);

/R E R P &ERD

config.setProxyUsername(<username=>); //BFP%

config.setProxyPassword(<password>); / /550G
WEMRSH

FA FET LR BceClientConfiguration St E A& S TR S

BceClientConfiguration config = new BceClientConfiguration();

// REHTTPER RIERHTCA10
config.setMaxConnections(10);

// RETCPIEHR R A50002#)
config.setConnectionTimeout(5000);

// & Socket{E ¥z iR B (I [E] ) 20002 #5
config.setSocketTimeout(2000);

BB

J@idBceClientConfigurationfEFS E T E SN T R/ :

B i

UserAgent FAPRIR | FEHTTPiUser-Agentsk

Protocol EHERNER

ProxyDomain VIIAINTLMEGTE AR AR 5528 X WindowsIB &
ProxyHost ARIEAR S 28 ANk

ProxyPort RIS 25w H

ProxyUsername RIZAR S 23IER A 4

ProxyPassword IR %525 SIE A 2D

ProxyPreemptiveAuthenticationEnabled &R E A ARIEIAE

ProxyWorkstation NTLM{IE AR % 28 FIWindows T ¢k 4 #k
LocalAddress Aot
ConnectionTimeoutinMillis EIOEROBAETE) (A4 Z5)
SocketTimeoutinMillis S TI AR REURIR AT AE (8 - Z8)
MaxConnections SV TIF B RHTTPIE K
RetryPolicy EEE R RN
SocketBufferSizelnBytes SocketZZIHX K/
StreamBufferSize ISR KN
A AEEEN

@ Bl
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XFRFFAFRREE  ESEM TR :

public void createUser(lamClient client) {

CreateUserRequest createUserRequest = new CreateUserRequest();
//BRBRPA KEL6ANNT R, BFe "

createUserRequest.setName("test_user_name");

//RER PR

createUserRequest.setDescription("test_user_description");

client.createUser(createUserRequest);

o TP,

FRAEN , ESEM TR :

public void getUser(lamClient client) {
//BRERP%

String userName = "test_user_name";

client.getUser(userName);

@ EFAF,

XFTFRAMAE | ESE TS

public void updateUser(lamClient client) {

// BRI %
String userName = "test_user_name";
/) REEFRAFEER

UpdateUserRequest updateUserRequest = new UpdateUserRequest();

// BEEHIRHR %

updateUserRequest.setName("new_user_name");

// EEEHIAHR PR

updateUserRequest.setDescription("new_user_description");

client.updateUser(userName, updateUserRequest);

@ MR A

SFFFRPEBER |, ESE TS

public void deleteUser(lamClient client) {
// BRI %

String userName = "test_user_name";

client.deleteUser(userName);

@ IR/

FIERF  ESEM TS

SDK
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public void listUser(lamClient client) {
client.listUser();

@ RERFIIEHEER
EEERFREHEER  BSEN TR :
public void updateLoginProfile(lamClient client) {

// RBP4

String userName = "test_user_name";

UpdateLoginProfileRequest updateLoginProfileRequest = new UpdateLoginProfileRequest();

// RERFER ; EARNRNAREIR
updateLoginProfileRequest.setPassword("new_passwd");

/] FRERN R A EE BB
updateLoginProfileRequest.setNeedResetPassword(true);

// RAREREBE ZIRBIER %
updateLoginProfileRequest.setEnabledLoginMfa(true);

// ZIRBAEZEEY | B[ - PHONE-FAS , TOTPEEHUMFAIR %
updateLoginProfileRequest.setLoginMfaType("PHONE");

// BBEMISE = BSR YT | A% : UUAP-IMIKS , PASSPORT-B K-S
updateLoginProfileRequest.setThirdPartyType("UUAP");

// BERE=FEFTKS. GPE LB APASSPORTE AT RLE FAL. HAFsRAR K-S & #R

updateLoginProfileRequest.setThirdPartyAccount("PASSPORT");
client.updateLoginProfile(userName , updateLoginProfileRequest)

AR : 1. thirdPartyType SthirdPartyAccounts) i ZSF4F R IHRFRLEE ; 2. &R B enabledLoginMfa":true, AR ANRETS

%E loginMfaType

@ BT HIAERECE

ERRAFREHAEREE  FSEM TR

public void getLoginProfile(lamClient client) {

// RF%
String userName = "test_user_name";
client.getLoginProfile(userName);

@ KAEHIAERECE

(NP BRAE | VSN PORHIARR | WEEM TR :

public void deleteLoginProfile(lamClient client) {

// BP%
String userName = "test_user_name";
client.deleteLoginProfile(userName);

@ B F FiIAccessKey

KA S plE—HACcessKey A4 | iES 2N T/RED ¢

SDK
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public void createAccessKey(lamClient client) {
// RFP%

String userName = "test_user_name";

client.createAccessKey(userName);

@ Z AR FPiAccessKey

A PRTERE — B AccessKey iR EAR BN AKRE , E5EMTRE

public void disableAccessKey(lamClient client) {

// RF%

String userName = "test_user_name";
// ak

String accessKeyld = "test_user_ak";

client.disableAccessKey(userName, accessKeyld);

@ B FPKAccessKey

Y5 PR — B AccessKey iR BR B NS AIRAS | WS BITFAD :

public void enableAccessKey(lamClient client) {

/] BF%

String userName = "test_user_name";
// ak

String accessKeyld = "test_user_ak";

client.enableAccessKey(userName, accessKeyld);

@ Mk A FiIAccessKey

MR B s E—2HAccessKey iR 240 | B S E I TR :

public void deleteAccessKey(lamClient client) {

/] BF%

String userName = "test_user_name";
// ak

String accessKeyld = "test_user_ak";

client.deleteAccessKey(userName, accessKeyld);

@ FJZEF P iIAccessKey

FI12$ A £ EBAccessKey R B4 | ES £ TRES ¢

public void listAccessKey(lamClient client) {
// AP

String userName = "test_user_name";

client.listAccessKey(userName);

fAaEEEEN

SDK
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@ HIEAE

BlEAE  ESEM TR :

public void createRole(lamClient client) {

CreateRoleRequest createRoleRequest = new CreateRoleRequest();

// BERBS

createRoleRequest.setName("test_role_name");

// REfAERHER
createRoleRequest.setDescription("test_description”);
// TERE SRS GRIEKR
createRoleRequest.setAssumeRolePolicyDocument("{\"version\":\"v1\", \"accessControlList\":
[{\"service\":\"bce:iam\"," +
"\"permission\":[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-
id\"}, \"effect\":\"Allow\"}]}");

client.createRole(createRoleRequest);

o BHAG

BEWAE  ESEN TR

public void getRole(lamClient client) {

/] e
String roleName = "test_role_name";
client.getRole(roleName);

> BFAG

EHAE , ESEW T :

public void updateRole(lamClient client) {

// |BIABE%
String roleName = "old_role_name";
UpdateRoleRequest updateRoleRequest = new UpdateRoleRequest();

// RERHNAEL

updateRoleRequest.setName("new_role_name");

// B G

updateRoleRequest.setDescription("new_role_description");
// B RV A EREIR
updateRoleRequest.setAssumeRolePolicyDocument("{\"version\":\"v1\",\"accessControlList\":
[{\"service\":\"bce:iam\"," +
"\"permission\":[\"AssumeRole\"],\"region\":\"*\", \"grantee \":[{\"id\":\"grantee-
id\"}, \"effect\":\"Allow\"}]}");

client.updateUser(roleName, updateRoleRequest);

@ ks

ks €, ESEM A
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public void deleteRole(lamClient client) {

/] %

String roleName = "test_role_name";

client.deleteRole(roleName);

@ FEmE

FIEABE  FSHM T :

public void listUser(lamClient client) {
client.listUser();

% EIEEO
> QUL SRR

BIERRIRRE | ESHA TS

public CreatePolicyResponse createPolicy(lamClient client) {
CreatePolicyRequest createPolicyRequest = new CreatePolicyRequest();
// REREE
createPolicyRequest.setName("test_policy_name");
// RERIERR
createPolicyRequest.setDescription("test_policy_description");
// KEEANA , ACLIETFF3L RT3 2 String
createPolicyRequest.setDocument("{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\",\"resource\":
\"*\"L," +
"\"permission\":[\"*\"], \"effect\":\"Allow\"}]}");

client.createPolicy(createPolicyRequest);

@ B

BRI |, ESEN T :

public void getPolicy(lamClient client) {
// K&
String policyName = "test_policy_name";
// BEEWRRIEZEEY | KSystemBf B ARG RRE ; ACustom B 1A 5 i LR
String policyType = "System";

client.getPolicy(policyName, policyType);

@ MR

HBRA PR SeBE | ESEN TRED -
public void deletePolicy(lamClient client) {
// R %
String policyName = "test_policy_name";
client.deletePolicy(policyName);
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@ FIZERE

FIZAR M , YpolicyTypeXSystemid , IS RGN EHIKRESIR | ESEIN TR

public void listPolicy(lamClient client) {
// EEWMEI I |, FSystemBIE R RSk ; HCustomBt &1 B iE SRR
String policyType = "System";

client.listPolicy(policyType);

@ RHXF AR

PR PR | ESE 0T

public void attachPolicyToUser(lamClient client) {
// BFP%
String userName = "test_user_name";
// R %
String policyName = "test_policy_name";
// RMEZEEY
String policyType = "System";

client.attachPolicyToUser(userName, policyName, policyType):

@ fif R A AR

figBRF A P REROAUR SRS |, BN TS ¢

public void detachPolicyFromUser(lamClient client) {

// RF%

String userName = "test_user_name";
// Rug %

String policyName = "test_policy_name";
// RMEZEEY

String policyType = "System";

client.detachPolicyFromUser(userName , policyName, policyType)

@ 12 AR

FIR A P RERBIR R | ESE 0TS

public void listPoliciesForUser(lamClient client) {
// BFP%

String userName = "test_user_name";

return client.listPoliciesForUser(userName)

@ KERZAARUR

AR FEREANPR RN , ESEN TR

SDK
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public void attachPolicyToGroup(lamClient client) {

// B2

String groupName = "test_group_name";
// Rug %

String policyName = "test_policy_name";
// RMEHETY

String policyType = "System";

client.attachPolicyToGroup(userName, policyName, policyType);

@ FRBRARIR

fiRBR A LA RERAOAN R SR |, ES A TS

public void detachPolicyFromGroup(lamClient client) {

// B4

String groupName = "test_group_name";
/] R

String policyName = "test_policy_name";
// REEHERY

String policyType = "System";

client.detachPolicyFromGroup(groupName, policyName, policyType);

@ FIZAA KEX AR

FIRA KB AAUR KRS | ESE A0 TS

public void listPoliciesForGroup(lamClient client) {
// B4
String groupName = "test_group_name";

client.listPoliciesForUser(groupName);

@ KB MR

PR EREAPRRN: | ESEN T :

public void attachPolicyToRole(lamClient client) {

/] P

String roleName = "test_role_name";

// K&

String policyName = "test_policy_name";
// REEIEEY

String policyType = "System";

client.attachPolicyToRole(roleName, policyName, policyType):

@ iR A AR

bR ERERBUR KR , ESE TS :
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public void detachPolicyFromRole(lamClient client) {

// BB

String roleName = "test_role_name";

// Rug %

String policyName = "test_policy_name";
// REGHETY

String policyType = "System";

client.detachPolicyFromRole(roleName, policyName, policyType);

@ 2R KR

FIE M EXREKBIR RN | ESE0 TS

public void listPoliciesForRole(lamClient client) {

/] BEE
String roleName = "test_role_name";
client.listPoliciesForRole(roleName);

HEEEN
o Gl

B | ESEM TS :

public void createGroup(lamClient client) {
CreateGroupRequest createGroupRequest = new CreateGroupRequest();
// %
createGroupRequest.setName("test_group_name");
// AR
createGroupRequest.setDescription("test_group_description");

client.createGroup(createGroupRequest);

@ B

BRA , ESHM TR :

public void getGroup(lamClient client) {
// B
String groupName = "test_group_name";

client.getGroup(groupName);

@ EFHE

A ESEMTAE

160



Baidu B B BaER Y

public void updateGroup(lamClient client) {
// A%
String groupName = "test_group_name";
// REBHPAREE
UpdateGroupRequest updateGroupRequest = new UpdateGroupRequest();
// REEHHES
updateGroupRequest.setName("new_group_name");
// RE BRI

updateGroupRequest.setDescription("new_group_description");

client.updateGroup(groupName, updateGroupRequest);

@ MifRLE

MikReR | ESH T

public void deleteGroup(lamClient client) {
// A%

String groupName = "test_group_name";

client.deleteGroup(groupName);

@ 5 Z4H

P | ESEMN TS

public void listGroup(lamClient client) {
client.listGroup();

@ N FEI4A

IR SR, EEEI TR -

public void addUserToGroup(lamClient client) {

// B%
String groupName = "test_group_name";

// RBP4

String userName = "test_user_name";

client.addUserToGroup(userName , groupName);

@ WARBIRA -

WARBIERAF , ESEW TS

public void removeUserFromGroup(lamClient client) {

// 8%
String groupName = "test_group_name";

// RFP%

String userName = "test_user_name";

client.removeUserFromGroup(userName, groupName)

SDK
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@ FIZF FIIA

SIZERFPERA | ESEWN TR

public void listGroupsForUser(lamClient client
/] BF%

String userName = "test_user_name"

client.listGroupsForUser(userName

o FIRANA -

SIBANR S, ESEN T

public void listUsersinGroup(lamClient client
// H%

String groupName = "test_group_name"

client.listUsersInGroup(groupName

PRI
@ FRAHE,

YA FARAPIEIIERET |, 2IR[E4A AN RAREIERERE | ETEMRE , FHEEEYRAME, B RAEESRN BT
Response BodylR ElVEMSERIEE , B TR ¢

e 2 CAE < U U

code String  FRNE{RERZET,

message String B IRXESIRMVEM AR,

requestld String SEZRMrequestld,

Hin
{
"code":"lllegalRequestUrl",
"message":"The requested url belongs to domain which is not under acceleration”,
"requestld":" 81d0b05f-5ad4-1f22-8068-d5¢9de60ald7"
1
@ AFHEERRD
. e HTTPK .
FRRL ERRIE -
403
AccessD . .
o Access denied. Forbidd JCAXPRV[RIXT R AR IR,
enie
en
| 400  EKPHISONIEKIER , BIE X ERFEEK.
napprop
150 The JSON you provided was well-formed and valid, but Bad MR DEMNNER |, SREEERIAILEZE, HT3k
riate
\ not appropriate for this operation. Reques BMEE , X TAATTRFRFIMIMN HiZZME ,
t RAZIR [EIXMER.
500Inte

_  TAREXHEASER. EEREHX A ST
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InternalE rnal
We encountered an internal error. Please try again. HEHRET (RIFERNMRBRESEENH) RYZ{E
rror Server
Error ’
InvalidAc 403
The Access Key ID you provided does not exist in our
cessKeyl Forbidd Access Key IDANTEFE,
records.
d en
400
InvalidH
The HTTP authorization header is invalid. Consult the Bad . .
TTPAuth Authorization3KIBi& 4R .
service documentation for details. Reques
Header
t
400
InvalidH N
Bad  HTTP bodyis =48R, BlaNARFETEEHEncoding
TTPRequ There was an error in the body of your HTTP request.
Reques %,
est
t
400 y . .
nvalidU Bad URIFEAARIER. Flan—LefRS% E LRI BER AR IL
nvali a
Could not parse the specified URI. Ac%, XTFIDARIGACEE R , B e SCEE AN ERAISE
RI Reques
IRED , Bla0NoSuchKey,
t
400
Malform Bad N
The JSON you provided was not well-formed. JSONKRAGIE.
edJSON Reques
t
404
InvalidVe .
_ The API version specified was invalid. Not URIKIRAS SR E 7%,
rsion
Found
403
OptinRe R .
A subscription for the service is required. Forbidd &BFFBEXTNAIARS .
quired
en
412
Precondi
The specified If-Match header doesn't match the ETag Precon
tionFaile N ETag,
header. dition
d
Failed
400
Request Bad ESKERET, XXXE W Aix-bee-datefI{H., FNRIEK+
Request has expired. Timestamp date is XXX.
Expired Reques R ADate , NIFEE Datettif fjdatetime.
t
Idempot
403
entPara The request uses the same client token as a
Forbidd clientTokenX$ N fIAPISER—1¥,
meterMi previous, but non-identical request.
en

smatch

The request signature we calculated does not match 400

Signatur

the signature you provided. Check your Secret Access Bad Authorization3K33= f 5 145 42 A0 IR S5 imBeniE R —
eDoesN

Key and signing method. Consult the service Reques E.
otMatch

documentation for details. t

ARAZEBICH

e Java SDKFFA&41[2020-07-06] jRAS v0.10.115 EXRKF# :
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- X, T EX. B SIxms
- IRFEERAFMEEHAES , HFER. XIEHAES
- XFFeE. 2R, BA. Bk, 5I2M SiAccessKey
- XFFAIE, B, FH. Bk SIEASA
- TRARIAFEIA , NANBIRRS , 512/ FAMARN A -
- XFAIE. B, B B SIxAe
- XFAIE. B, MR, FIRskRE
- ZFEREK fRER. FIEAPHAIR. ARUR. AR

Python-SDK
B

AAAEZRANRIAM Python SDKINZIRAME A, FEEAARRT , BRERET HIAMK—LERTR, BEERTRIAM , AT
SETRIRMPEN T,

2R SDKTAA
@ HEHER
1. BT
Python SDKX 3¥1EPython2.7F1Python3.x I E FIZ1T.
2. RiKpycryptofk#i
ZHSDKZ AT , FHREEMITEH4 pip install pycrypto 23 pycryptof#i.
WMREIHKKW , EPATpip install pycryptodome.,
@ FHHNZIESDK
AR : BidpipZi
AT UBIE pip R AT B B HRERPython SDKREFIEHIEF. BMRET , EHSTHRIITNTH4 -

pip install bce-python-sdk

RIaI# Python SDKZZE A,
AR BERE TREAEHTREK
1. I AE FIRF/ LT EPython SDKE4ET AR,

2. WSITHHRIERENERE , PITIN T R4 (versionB# ABEBHRFMARAS) : pip install bce-python-sdk-version.zip
RIAT#Python SDKZZHEI A,

EHATUMREERSEPITIN TG4 (versionBEH M EZFRTHIRAS) RITHSDKIMRE

cd bce-python-sdk-version

python setup.py install

SDKH R45#
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baidubce

F—— auth /VAHEBRE R
F— nttp //HttpiE KRR
—— services //REAFEEF
| L——iam //IAMB %
\ ——iam_client.py //\AMZ. i A\ 26
—— bce_base_client.py //BCEZ P N\ [ 2 EE 2
—— bce_client_configuration.py  //HttpClientfELE 2
—— bce_response.py //BCER FumiEsks
F——— exception.py //BCER i 52
—— protocol.py //PREEINE X
F—— region.py //XIBA R
F—— retry_policy.py //BCERRSAFHALE 2
L—— utils.py //BCE/ABT A

@ EIELSDK

TaHAEPE SDK B , {8 FpipiiE“bee-python-sdk BT,
A,

@ FfAEndpoint
BESRABANRT 2X8XF , Sk,

BeRF et b — M Xis,  JLHXIE : https://iam.bj.baidubce.com STRAZER :

Viim)Xis, %tz Endpoint TR
BJ iam.bj.baidubce.com HTTP,HTTPS
@ RIE4A

EFAEESERIAM , BRERE BB AK (Access Key ID) FISK(Secret Access Key) FISREHITREZINIE. AK/SKEH
RENEARAN  MAFERSE , BTRRRA , ARIAMBME LRI, aTRUBIE I T HBHEI T RIEMAK/SKEE

AN B EERERIKS
BIIZAK/SK
@ HiElamClient
lamClient2IAMRSHIZ it , AFFRESAMBESHITR IR T —RIIMFIX.

1, 7EFElamClientZ ] , EELARELE XX lamClient#H{TECE , LB IACE Sy & 4 iam_sample_conf.py , E{&HD
BEBNTHR:
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#HHHE 5| N R AR
import logging

#HH 5| NECE IR R e AEHEsR
from baidubce.bce_client_configuration import BceClientConfiguration
from baidubce.auth.bce_credentials import BceCredentials

##### W BHHost , Access Key IDFISecret Access Key
HOST = "

AK ="

SK ="

#HHH X E B S AR B S5

logger = logging.getLogger('baidubce.services.iam.iamclient')
fh = logging.FileHandler('sample.log’)

fh.setLevel(logging. DEBUG)

#HHH R E BRI . SRR E

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s’)
fh.setFormatter(formatter)

logger.setlLevel(logging. DEBUG)

logger.addHandler(fh)

##### B7FEBceClientConfiguration
config = BeeClientConfiguration(credentials=BceCredentials(AK, SK), endpoint=HOST)

2. fil#lamClient , £%&sample/iam/iam_sample.py

#i## o) NBCEES

import iam_sample_conf

##t# 5] NlamClientf&EE
from baidubce.services.iam.iam_client import lamClient

##### Bl lamClient
iam_client = lamClient(iam_sample_conf.config)

@ BtElamClient
BEME S

AP ORE— LML A

R B VS KGR B B[]
iam_sample_conf.config.connection_timeout_in_mills = TIMEOUT

i R BRI KN
iam_sample_conf.config.recv_buf_size(BUF_SIZE)

#H## BB R IEZ P AN

iam_sample_conf.config.send_buf_size(BUF_SIZE)
i R EIEREE R

#HH = CESUR B
iam_sample_conf.config.retry_policy = BackOffRetryPolicy()

SR

J@idBceClientConfigurationfEFS E T B SN T R/ :
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2% A
send_buf_size KIEZIFX K/
recv_buf_size BRI A KN

connection_timeout_in_mills YEKBETETE] (Ba{ : ZFD)
retry_policy EEEREE | VAt Client M ERA N = IRFEHURE
A AEEREN

@ RS

XFFR/PHAE | ESEMTHE

def create_user():
iam_client = lamClient(iam_sample_conf.config)
# I A FvEskohdict
# REHA P gname KE1-64uMF R, HFa"_"
# B F Piid description
create_user_request = {"name": "test_user", "description": "create user: test_user"}

response = iam_client.create_user(create_user_request)

print(response)

o BRAFS

FRPEN , ESEM TR :

def get_user():
iam_client = lamClient(iam_sample_conf.config)
#IRER %
user_name = b'test_user'

response = iam_client.get_user(user_name)

print(response)

@ EFA/,

SFFFRPNER , ESEWN TS

def update_user():
iam_client = lamClient(iam_sample_conf.config)

# BRIKWA 2

user_name = b"test_user"

# B A PvEsKk A dict

#REBEHENAFS

# REEHE AR itk

update_user_request = {"name": "test_user_new", "description": "test-new"}
response = iam_client.update_user(user_name, update_user_request)

print(response)
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@ Mk~

ST RPRER  ESE M TR

def delete_user():
iam_client = lamClient(iam_sample_conf.config)
# BRINA 4
user_name = b"test_user"

response = iam_client.delete_user(user_name)

print(response)

@ FIERF

IR/, ESHM TR

def list_user():
iam_client = lamClient(iam_sample_conf.config)
response = iam_client.list_user()

print(response)

@ BEERPIEHIa TR

EERFRERIARR , ESEM TR !

def update_user_login_profile():
iam_client = lamClient(iam_sample_conf.config)

# BCE A P R0ish) & 8 R vEsK A dict
# R E A FERpassword , {EAIEN A ZIR
# B BESKEBE ZIRIIE% FenabledLoginMfa

# ZRBAFZ R loginMfaType , A% : PHONE-FAHLS , TOTPEEIMMFAR %

# GBE I = J5 B3 2 thirdPartyType , A]3% : UUAP-INMK-S |, PASSPORT-H EK=

# GBE RISE = ARk SthirdPartyAccount , SBRE 2B APASSPORTES AT BLE FHL. HEFELAR IKS & FKR
update_user_login_profile_request = {"password":"Pa$$word4Demo", "enabledLoginMfa": True, "loginMfaType":

"PHONE",

"thirdPartyType": "PASSPORT", "thirdPartyAccount": "testPassportAccount"}

# HRIMNA 4

user_name = b"test_user"

response = iam_client.update_user_login_profile(user_name, update_user_login_profile_request)

print(response)

WiBA : 1. thirdPartyType SthirdPartyAccount4 A ZSFAF R IHRIEEEE ; 2. AR B enabledLoginMfa":true, ABANIRETS

€ loginMfaType

@ BEHTH A ERACE

BEWAFIEHIA BERACE | FESEM T

SDK
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def get_user_login_profile
iam_client = lamClient(iam_sample_conf.config
# BRI P4
user_name = b"test_user”

response = iam_client.get_user_login_profile(user_name

print(response

@ KAHEH A ERECE

RIMAFRERIAERECE , MXMAFPREFRAESR , BSEWTHE :

def delete_user_login_profile
iam_client = lamClient(iam_sample_conf.config
# REHAMA S
user_name = b"test_user"

response = iam_client.delete_user_login_profile(user_name

print(response

@ B3 F FiIAccessKey

FIF PRl —2HAccessKey i B4R |, WS Z AN TTRED

def create_user_accesskey
iam_client = lamClient(iam_sample_conf.config
# WEBEAMA %
user_name = b"test_user"

response = iam_client.create_user_accesskey(user_name

print(response

@ ZF FPiAccessKey

A PRTERE —tHAccessKey IR EAR BN AR , E5EMTRE

def disable_user_accesskey!
iam_client = lamClient(iam_sample_conf.config

# REBRINA P4

user_name = b"test_user"

# REHEZHKak
accesskey_id = b"test_access_key_id"

response = iam_client.disable_user_accesskey(user_name, accesskey_id
print(response

@ B FiIAccessKey

¥ PITEE—HAccessKeyTRAIZRSAR E A BRRE |, T2 TRE :
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def enable_user_accesskey
iam_client = lamClient(iam_sample_conf.config

# REBRIMA IS

user_name = b"test_user"
# REFELAakK
accesskey_id = b"test_access_key_id"

response = iam_client.enable_user_accesskey(user_name, accesskey_id

print(response

@ MR A Fi9ACcessKey

k& AR ek E —2H AccessKeyifT[RIZR4R | TE S 2N LR

def delete_user_accesskey
iam_client = lamClient(iam_sample_conf.config

# REBINAFS
user_name = b"test_user"

# REHEMRRak
accesskey_id = b"test_access_key_id"

response = iam_client.delete_user_accesskey(user_name, accesskey_id

print(response

@ 324 F FifAccessKey

512 Pt £ EBAccessKey ila %4 , WESE N TS :

def list_user_accesskey
iam_client = lamClient(iam_sample_conf.config
#REBRINA %
user_name = b"test_user"

response = iam_client.list_user_accesskey(user_name

print(response

fAEEEEN
@ A

BlEAE  ESEMTRE
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def create_role():

iam_client = lamClient(iam_sample_conf.config)

# A GRS K Adict

# RERAALname

# BB f afiiRdescription

# FEE SR R {KassumeRolePolicyDocument

create_role_request = {"name": "test_role", "description": "create role: test_role",

"assumeRolePolicyDocument”: "{\"version\":\"v1\",\"accessControlList\":[{"

"\"service\":\"bce:iam\",\"permission\":[\"AssumeRole\"],"
"\"region\":\"*\",\"grantee \":[{"
"\"id\":\"test_account_id\"}],"
"\"effect\":\"Allow\"}]}"}

response = iam_client.create_role(create_role_request)

print(response)

o BRAG

BRAE , BESHM TR

def get_role():
iam_client = lamClient(iam_sample_conf.config)

#REACS
role_name = b"test_role"
response = iam_client.get_role(role_name)

print(response)

> BFAG

EHAE , ESEN T :

def update_role():
iam_client = lamClient(iam_sample_conf.config)

# |BNfA B%

role_name = b"test_role"

# AT ERESK A dict

# REBHNA AL name

# WEEHNA AR description

# BB EHR AN EA BN X assumeRolePolicyDocument

update_role_request = {"name": "test_role_new", "description": "update role: test_role",

"assumeRolePolicyDocument”: "{\"version\":\"v1\",\"accessControlList\":[{"

"\"service\":\"bce:iam\",\"permission\":[\"AssumeRole\"],"
"\"region\":\"*\",\"grantee \":[{"
"\"id\":\"test_account_id\"}],"
"\"effect\":\"Allow\"}]}"}

response = iam_client.update_role(role_name, update_role_request)

print(response)

@ Mixs e
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Mibss € ESEW TR
def delete_role():
iam_client = lamClient(iam_sample_conf.config)
# RS %R
role_name = b"test_role"

response = iam_client.delete_role(role_name=role_name)

print(response)

@ FEHBE

FIEME  ESEM T

def list_role():
iam_client = lamClient(iam_sample_conf.config)
response = iam_client.list_role()

print(response)

R EIEEO
> QISR

BIRANRIRRE | ESE THES

def create_policy():
iam_client = lamClient(iam_sample_conf.config)

# B IRBK AOTE SR A dict

# RE KM Zname

# R B RRg iR description

# 1R BRI B document , ACLAE P8Ik /513 EIKIString

create_policy_request = {"name": "test_policy", "description": "create policy: test_policy_1",
"document": '{ "accessControlList": [ { "region": "bj", "resource": [ "*" ], "effect":’

""Allow", "service": "bce:bos", "permission": [ "READ" 1} ]} '}
response = iam_client.create_policy(create_policy_request)

print(response)

@ BRI

AR ERS | 552N TR ¢
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def get_policy():
iam_client = lamClient(iam_sample_conf.config)
# REE 4
policy_name = b"test_policy"
# EEWRREE T | JSystemBfE IR RSk ; ACustomBTE A B E Xkl
policy_type = b"Custom”

response = iam_client.get_policy(policy_name=policy_name, policy_type=policy_type)

print(response)

@ MR

MIERANPR SR , B0 TR

def delete_policy():
iam_client = lamClient(iam_sample_conf.config)
# RE& A
policy_name = b"test_policy"

response = iam_client.delete_policy(policy_name=policy_name)

print(response)(policyName);

@ FIZE M

FIZAPRTRE , HpolicyTypeASystembf , AJSIHRFENERKILS IR , FSEZM TR :

def list_policy():
iam_client = lamClient(iam_sample_conf.config)
# EEWRREE AT | JSystemBfE IR RSk ; ACustomBTE A B E Xkl
policy_type = b"Custom”
# RRTFIIR
name_filter = b"test"

response = iam_client.list_policy(policy_type=policy_type, name_filter=name_filter)

print(response)

@ KEXF AR

PR PRBAPRRH: | ESENTAE :
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def attach_policy_to_user():

iam_client = lamClient(iam_sample_conf.config)

# HERBORIEH A

user_name = b"test_user"

# RERA SR

policy_name = b"test_policy"

# EEWMPIREEIEE] | ASystemBTEIRARLGLEKME ; FICustomy & 18] B 7E Sk
policy_type = b"Custom”

response = iam_client.attach_policy_to_user(user_name, policy_name, policy_type)

print(response)

> fifRliR AR

figBRF A P REXROAUR SR |, B0 TS ¢

def detach_policy_from_user():
iam_client = lamClient(iam_sample_conf.config)

# B RECRRG I

user_name = b"test _user"”

# REREI RS

policy_name = b"test_policy"

# BEWRKREE DY | JSystemBf IR RSk ; ACustomBYE I B & Xkl
policy_type = b"Custom”

response = iam_client.detach_policy_from_user(user_name, policy_name, policy_type)

print(response)

@ 2 AR

FI2E R P RERAOBUR KR |, ESH N TARD

def list_policies_from_user():
iam_client = lamClient(iam_sample_conf.config)
# P4
user_name = b"test_user"

response = iam_client.list_policies_from_user(user_name)

print(response)

@ KERZAARUR

AR FERBAPR RN , ESEN TR
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def attach_policy_to_group():
iam_client = lamClient(iam_sample_conf.config)
# FHERBORRE A A P4
group_name = b"test _group"
# RERE SR
policy_name = b"test_policy"
# EEWRIREE ST | ASystemIf BRI ARG RAE ; ACustomITE 1R TE KA
policy_type = b"Custom”

response = iam_client.attach_policy_to_group(group_name, policy_name, policy_type)

print(response)

@ fRERAEAR

iRk A P2 REXAOAUR SR , B N TRAD ¢

def detach_policy_from_group():
iam_client = lamClient(iam_sample_conf.config)
# B RERRG 0 4
group_name = b"test_group"
# REREI RS
policy_name = b"test_policy"
# BEWRKREE DY | JSystemBf IR RSk ; ACustomBYE I B & Xkl
policy_type = b"Custom”

response = iam_client.detach_policy_from_group(group_name, policy_name, policy_type)

print(response)

@ B2 REXIANR

FIZAE RERAOAUR KR , ESH N TS

def list_policies_from_group():
iam_client = lamClient(iam_sample_conf.config)
# R PA%
group_name = b"test_group"

response = iam_client.list_policies_from_group(group_name)

print(response)

@ KA AR

AR EREAPRKE , ESEM TR
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def attach_policy_to_role():

iam_client = lamClient(iam_sample_conf.config)

# HERICRI A€

role_name = b"test _role"

# RERHI SR

policy_name = b"test_policy"

# EEWPIRIE IR | A SystemBTEIRARLGLKME ; FICustomy & 18] B 7E Sk
policy_type = b"Custom”

response = iam_client.attach_policy_to_role(role_name, policy_name, policy_type)

print(response)

@ A AR

bR EREBUR KR , ESE TR :

def detach_policy_from_role():
iam_client = lamClient(iam_sample_conf.config)

# HERKRENAE

role_name = b"test_role"

# REREI RS

policy_name = b"test_policy"

# BEWIREE Y | K SystemBf B RSk ; ACustomBYE I B & Xkl
policy_type = b"Custom"

response = iam_client.detach_policy_from_role(role_name, policy_name, policy_type)

print(response)

@ 2R EKAR

FIE M ERBKBIR KRS | ESE 0TS

def list_policies_from_role():
iam_client = lamClient(iam_sample_conf.config)
#ABg
role_name = b"test_role"

response = iam_client.list_policies_from_role(role_name)

print(response)

BN
@ Q4

B | ESENTARES
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def create_group():
iam_client = lamClient(iam_sample_conf.config)
# B A RS K Adict
# 1% E A 4% name
# R B PR description
create_group_request = {"name": "test_group", "description": "create test_group"}

response = iam_client.create_group(create_group_request)

print(response)

@ BRA

BAA , ESEINTARE :

def get_group():
iam_client = lamClient(iam_sample_conf.config)
# A%
group_name = b"test_group"

response = iam_client.get_group(group_name)

print(response)

@ BHA

BHA  ESEWTRE

def update_group():
iam_client = lamClient(iam_sample_conf.config)

# BRI A FE %
group_name = b"test_group"

# AT PGSR Adict

# R B F4H%name

# % B PR description

update_group_request = {"name": "test_group_new", "description": "update test_group"}

response = iam_client.update_group(group_name, update_group_request)

print(response)

@ MfReE

MikReR | B0 TR

def delete_group():
iam_client = lamClient(iam_sample_conf.config)
# BRINA A%
group_name = b"test_group"

response = iam_client.delete_group(group_name)

print(response)
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@ FIZELH

SR | ESH I TR

def list_group
iam_client = lamClient(iam_sample_conf.config
response = iam_client.list_group

print(response

@ RN FEIA

NINFAFEIA , ESEZNMTRE :

def add_user_to_group
iam_client = lamClient(iam_sample_conf.config
# %
group_name = b"test_group"
# FEMANRAFAEFHWAF
user_name = b"test_user"

response = iam_client.add_user_to_group(group_name, user_name

print(response

@ WARBIA -

BRI, , ESEN TS

def remove_user_from_group
iam_client = lamClient(iam_sample_conf.config

# A%

group_name = b"test_group"
# SE N FAF RGN R -
user_name = b"test_user"

response = iam_client.remove_user_from_group(group_name, user_name

print(response

@ FIZEH FrIA

SR FHENA | FSEN TR

def list_user_group
iam_client = lamClient(iam_sample_conf.config
# P4
user_name = b"test_user"

response = iam_client.list_user_group(user_name

print(response
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()

FIZELAN A P

FIZLARNRF , EEEN TR

def list_group_user
iam_client = lamClient(iam_sample_conf.config

group_name = b"test _group"
response = iam_client.list_group_user(group_name

print(response

FRRG

@ FERAGAR T

L FiEAPIE INAERET
Response BodylR ElVEMERIEE , BRI THE ¢

e 2 CANNES (R
code String  FREMAFRAER,
message String B IRZXFNREVEMRER,

requestld String SEZEEREIrequestld,

Bign :

{

"code":"lllegalRequestUrl",

RIRELE A AN RERIDAERES , ETEMAS , FihELmE, ERRERRN BT

"message":"The requested url belongs to domain which is not under acceleration”,

"requestld":" 81d0b05f-5ad4-1f22-8068-d5c9de60ald7"

AccessD
Access denied.
enied

Inapprop
The JSON you provided was well-formed and valid, but
riateJSO

not appropriate for this operation.

InternalE ) )
We encountered an internal error. Please try again.
rror

InvalidAc

The Access Key ID you provided does not exist in our
cessKeyl

records.
d

InvalidH
The HTTP authorization header is invalid. Consult the

HTTPRK

- R

403

Forbidd JCANBRYR) ST A &R,

en

400  EKRAEISONEEIER , (BB FRGESEK,

Bad  ZNERDEMNLEWR , SEERAAE. BTk
Reques AMXIE , S THATEKRNKRY BiE2H ,
t FAZIR EX AR,

500Inte
FTBERE XA R, ERIAMT N AR

SR (BIEEANMRS B EXN) RYxE

rnal
Server

Error

403
Forbidd Access Key IDARTZFE.

en

400
Bad

SDK
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TTPAuth

Header

InvalidH

service documentation for details.

TTPRequ There was an error in the body of your HTTP request.

est

InvalidU
RI

Malform

edJSON

Could not parse the specified URI.

The JSON you provided was not well-formed.

InvalidvVe

rsion

OptinRe

quired

Precondi
tionFaile

d

Request

Expired

Idempot
entPara
meterMi

smatch

Signatur
eDoesN

otMatch

The API version specified was invalid.

A subscription for the service is required.

The specified If-Match header doesn't match the ETag

header.

Request has expired. Timestamp date is XXX.

The request uses the same client token as a

previous, but non-identical request.

The request signature we calculated does not match
the signature you provided. Check your Secret Access
Key and signing method. Consult the service

documentation for details.

ARAZEBICH

e Python SDKFF&RF1[2021-11-24] fRAS v0.8.63 B AS : :

XEFelE, T, EH. Bk, SRS

Authorization3KIBA& AR
Reques

t

400
Bad  HTTP bodyt&s = 4&iR. BIaNARHETEEMEncoding
%,

Reques

t

400
Bad

URIFERRIERS, fBila0—Le R S5 RE X A 95R1a AR DL
fe%. T IDARMLACE RS |, B iE A ARAEE
Reques

JRED |, f5lanNoSuchKey,
t

400
Bad X
JSONREAAREIE.

Reques

t

404
Not URIIRAS A ETE.
Found
403
Forbidd &BFFEXTVAIARS .

en

412
Precon |
HNETag,
dition
Failed
400
Bad  VEKIBAES. XXXEBUHix-bee-dateflifE. RIEKF
Reques R fDate , NIFEER Datett e Fdatetime,

t

403
Forbidd clientTokenXt i AIAPIS ¥R —FE,

en

400
Bad Authorization3k3g = f 28 4 F IR S-S A~ —

Reques ZE.

XFEERFRERIGES  SFEH, XPEHIEER

XFRE. 2. SR, Bk, 512 FiIAccessKey

MFRE. B, EJR. Bk, SR AA

SRR FEIA , NARBIRA S, 312 M PrAAR A -

SDK
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o FFAlE, BW. FH. Mk IEHE

o FGlE. W, MR, FREHRRE

o STHFFREL. fiRER. FIEAFHBUR, HAIR, BEUR
Go-SDK
9%

AIREZRNAIAM GO SDRKZEANMER . EERASAT , BRRET MAMK—LERMIR. BEERTRIAM , AJUS
E PR AR,

L SDKT A A,
@ BITHIE

GO SDKTT A 7Eg01. 3% ML FERE TIE4T.
@ TISDK

HiEMNMgithub TE

A go get T A MgithubBHT 2K

go get github.com/baidubce/bce-sdk-go

SDKE R£4H
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O
o
(0]

bce-sdk-go
--auth //BCEZ 2 FIABRIAE
--bce //BCEZ A RtZA ¢
--http //BCEMIhttplB SR
--services //BCEFMIXARS B %

|--appblb / /N R AT RS B R

|--bbc /7R AR 2

--bce // =R

--bec //BEN%TE

--bie /B ESEh%

—bls //BERS

--bos //BOSHR%-HR

|--bos_client.go //BOSH Fim A\
|--api //BOSHHXKAPIE R

|--bucket.go  //BOSHIBucketAH 3 APISTEY
--object.go  //BOSHIObjectAH F<APISSIR
--multipart.go //BOSEMultipartd8 5<APISLEL
--module.go  //BOSAHRAPIFEIEIETY
-util.go  //BOSHR<APISCHE AT A
//BERIE

|

|

|

|

|

|

|

|

|

|

|

|

-

|--cdn //NB TR

|--cert //SSLIEH RS

|--cfc //EREOTH

|--cfs //CFS3 T fE iR %

|--cfw W=\l &

|--csn /I =R

|--ddc //DDCYUR L BERF

|--dts / /IR R RS

|--eip / /B IP

|--endpoint //SNICHRE- M+

|--eni //ENICREME R

|--esg //eb R4l

|--etGateway V3515 ES

|--iam //SHER

|-rds We=:83:3

|--scs //SCSHRS B 3%

|--sms //SMSHR%B %

|--sts //STSHRS- B3R

|--vca //VCARRS- B

|--ver //VCRARS- B

|--vpe / /T WL

|--vpn //VPNP %

|--mms [/ EEEERRRAR

--util //BCEA AT A

@ EPERSDK

TRAAENZRSOKES | MR T ZRAURRDED AT,

VAt sdk

@ HfAEndpoint

TERA L FISDKBSACE AIEndpointlt , BT SCENETF & A SFERE T IAMI A5 SRSy | IRfREndpointAl XA,

BRIFFRT ZRESHF | §SE DO,

@ KENVEHA

EHERAEERIAM , SEEHE— N EBHAKAccess Key ID)FISK(Secret Access Key) B T&ZINIE. AK/SKEBZRSHED
HRAFH, IAFRER , BTRRRF , AEIAMAEE L IAIE,

SDK
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https://cloud.baidu.com/doc/Reference/s/2jwvz23xx/
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ATRURE AN T B RR AR T RIEHNAK/SKIER ¢

EMEERKS
BIEEAK/SK
@ HFEIAM Client
LIBRYAM ClientZ AMBRSHR Fut , AFF R B SAMRS S TR EIR T —RININ A TE.
{EFIAK/SKHFTEEIAM Client

BILAK/SKARIAIIAM |, A AET S % 40 FAEDHEE—MAM Client :

import
"github.com/baidubce/bce-sdk-go/services/iam"

func main
// Fl PBIAccess Key IDF1Secret Access Key
ACCESS_KEY_ID, SECRET_ACCESS_KEY := <your-access-key-id>, <your-secret-access-key>

// Fia—NAMClient
iamClient, err := iam.NewClient(AK, SK

T EE{REDTF , ACCESS_KEY_IDXY /%4 & i) “Access Key ID” , SECRET_ACCESS_KEY Xf M5 & i “Access Key
Secret” , IKNARNESHE (RIETER WNAIRENAKSK) .

{5 FASTSAIZEIAM Client

EA{ESTS token

IAMB] OB IS STSHLHISREL S = AT RGBT IRALAA]. STS (Security Token Service) 2 E B =IZHAIGEHEZARS . BISTS ,
BRI E = AR PIE—4 B E X SABERAGARIEIE. $5=77F Fa] AE Bk ﬁE%ﬁFﬁEFaEﬂAPWSDKﬁ@
BECRE.

BESTSARVIEIAM , A AEELBEISTSHMclientR iE—/MAEFZHS , FIEARAI S LA ERSTSHERN
FASTS tokenFiZE1AM Client

ERELFSTSE , AIH4STS TokenELEEIIAM Clientd , ATMSRELEITSTS TokenfliEIAM Client,

IS ZER])

GO SDKSRIL T STSHRE-RI3EA , A RTAS 240 T T8 AL |, SLHLEESTS TokenF1AIZEIAM ClientS{ £ :
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https://console.bce.baidu.com/iam/#/iam/accesslist
https://cloud.baidu.com/doc/Reference/s/9jwvz2egb
https://cloud.baidu.com/doc/IAM/s/gjwvyc7n7
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import (
"t

"github.com/baidubce /bce-sdk-go,/auth” // S NAEES
"github.com/baidubce/bce-sdk-go/services/iam"  //S NIAMARS- 15
"github.com/baidubce/bce-sdk-go/services/sts"  //SASTSAR S 15

func main() {
// BIFESTSARS-HIClientXi5R , Endpoint{f FBERIAE
AK, SK := <your-access-key-id>, <your-secret-access-key>
stsClient, err := sts.NewClient(AK, SK)
if err |=nil {
fmt.PrintIn("create sts client object :", err)
return

}

// BT AEtoken , BEGHA608 , ACLAZT
stsObj, err := stsClient.GetSessionToken(60, "")
if err I=nil {
fmt.Printin("get session token failed:", err)
return

ki
fmt.Printin("GetSessionToken result:")
fmt.Printin(" accessKeyld:", stsObj.AccessKeyld)
fmt.Printin(" secretAccessKey:", stsObj.SecretAccessKey)
fmt.Printin(" sessionToken:", stsObj.SessionToken)
fmt.Printin(" createTime:", stsObj.CreateTime)
fmt.Printin(" expiration:", stsObj.Expiration)
fmt.Printin(" userld:", stsObj.Userld)

// {ERFRERIER STSAZIAMAR S HIClientXi 5 , Endpointfs FRERIAE
iamClient, err := iam.NewClient(stsObj.AccessKeyld, stsObj.SecretAccessKey, "")
if err I=nil {

fmt.Printin("create iam client failed:", err)

return

}

stsCredential, err := auth.NewSessionBceCredentials(
stsObj.AccessKeyld,

stsObj.SecretAccessKey,

stsObj.SessionToken)

if err I=nil {

fmt.Printin("create sts credential object failed:", err)

return

}

iamClient.Config.Credentials = stsCredential

}

A& - BRIEASTSELEIAM Clientf} , FTLiSXTMIAMAR S REndpointfEMPE , STSHIEndpointEERCE
SAhttp://sts.bj.baidubce.com, _ER{CALER 413 STSX 5 A (i FA L ERIA(E.

@ BEBEHTTPSHMYIR)IAM

IAMSZFEHTTPSIE RN | EET LU IS ZEAUZRIAM ClientXd 5 BN +E E Endpointth $5BAHTTPSIN AR, , 7EIAM GO SDKH{#
HTTPSAAIAMARS: :
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// import "github.com/baidubce/bce-sdk-go/services/iam"
ENDPOINT := "https://iam.bj.baidubce.com" //$5BR & FAHTTPSH/1YX

AK, SK := <your-access-key-id>, <your-secret-access-key>
iamClient, _ := iam.NewClientWithEndpoint(AK, SK, ENDPOINT)

@ BLEIAM Client

MR FFEECEIAM Clientf— LTINS H , FTIAFERZIAM ClientfR 2 f5 , fERAX SRS HF K ConfigitiT A E X AT
B, TCAR FInEEAIE , RRIEERESH.

fEARE

TE—BARDA LR FinfE BAIRVIRIAMARS

// import "github.com/baidubce/bce-sdk-go/services/iam"
//BIEEIAM ClientSi5
AK, SK := <your-access-key-id>, <your-secret-access-key>

ENDPOINT := "iam.bj.baidubce.com
client, _ := iam.NewClient(AK, SK, ENDPOINT)

/ /AR5 A #8080tk 1
client.Config.ProxyUrl = "127.0.0.1:8080"

WEMESH

FFRT U@ 20 T HURBHRRL A TRE S BIRE

// import "github.com/baidubce /bce-sdk-go/services/iam"

AK, SK := <your-access-key-id>, <your-secret-access-key>
client, _ := iam.NewClient(AK, SK)

// BEEAHATER , BiAABack OffEE i
client.Config.Retry = bce.NewNoRetryPolicy()

// BCEIEHER BB E) ) 3040
client.Config.ConnectionTimeoutInMillis = 30 * 1000

[Wegdn g2 2t iian

// import "github.com/baidubce/bce-sdk-go/services/iam"

AK, SK := <your-access-key-id>, <your-secret-access-key>
client, _ := iam.NewClient(AK, SK)

// BEEZ £ AHTTPIER KA Host™
headersToSign := map|string]struct{}{"Host": struct{}{}}
client.Config.SignOption.HeadersToSign = HeadersToSign

// BEEZA BB A30%
client.Config.SignOption.ExpireSeconds = 30

SHH

FFERGO SDKIIRIAMET , BIZZEKIIAM ClientX$ 5 i Config FER STIFIIFTE SHAN T RATR

185



Baidu B EEHER Y

LB AR E-Sit] aX

Endpoint string ERRE RIS A

ProxyUrl string % FPuma SRR

Region string BRI IRAIX,

UserAgent string BAPFLZFR , HTTPiEK M User-Agentsk
Credentials *auth.BceCredentials &SRR |, 55T IBAK/SKSSTSFF
SignOption *auth.SignOptions  IATEFAF SR &5 £ %50

Retry RetryPolicy EEE R

ConnectionTimeoutInMillis int EHGRIER) | SR, BRIA205 4

WtRE :

1. CredentialsFE%{# FJ auth.NewBceCredentials-5 auth.NewSessionBceCredentials ER¥3E , BHAEFRFIE , FEREHESTS
YA A , EDL 5 FISTSAIZIAM Client™/)NTT,

2. SignOption=FBCAAE AR 4 4 SRS AGET , LT3R :

2FR Sl aX

HeadersToSign map[string]struct{} 4 R4 4 4% SR i d FIEIHTTPk

Timestamp  int64 RN RFHEDERRNEE , BAMERERAENRE
ExpireSeconds int R FHBRE R

HA |, HeadersToSignZXiA A Host™ , “Content-Type™ , “Content-Length™ , “Content-MD5" ; TimeStamp—fi& AZE(H , &
NE A A BGAEZ T SRR AR, , A P — MR NMZERRHE X F B IME ; ExpireSecondsEXiA A 1800FbE1304)
o,

3. RetryFEIEEE R , BRISXIFMFh : NoRetryPolicyH BackOffRetryPolicy, ZXMAEAGE , ZEH R EEERAER
wE, RKERNREMERELY , RREXEIRU KRS KM ARITER , BRRRIRAERMARERKER
EfiE AL,

A PEEEN

BIEAF BE TR TR/,

name := "test-user-sdk-go"

args := &api.CreateUserArgs
Name name

Description: "description"

result, err := client.CreateUser(args
if err I=nil
fmt.Printin("Create iam user failed", err
else
fmt.PrintIn("Create iam user success", result

RN

o FHAMSERLE RIRBISKME | AJIAS£IAM APISCRYCreateUsertliE f /.

SDK
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%259B%25E5%25BB%25BA%25E7%2594%25A8%25E6%2588%25B7

Baidu B B BaER Y
HWA P/, BE L TRERAERRANFR .

name := "test-user-sdk-go"
result, err := client.GetUser(name)
if err |=nil {
fmt.PrintIn("Get iam user failed", err)
}else {
fmt.PrintIn("Get iam user success", result)

}

R :

o VEAMSHECERIRBISKM , FTASEIAM APISCASGetUserE 1 -,

EHAF BY TR ERF R/,

name := "test-user-sdk-go"
enabled := false
args := &api.UpdateUserArgs|
Description: "newDescription",
Enabled:  &enabled,

result, err := client.UpdateUser(name, args)

if err !=nil {

fmt.Printin("Update iam user failed", err)
}else {

fmt.Printin("Update iam user success", result)
}

1R

o RS EELE RIRBIGKME | nJAS£IAM APISCAR4UpdateUserEHT A /.

SRR/ BE TR SEET A,

result, err := client.ListUser()
if err I=nil {
fmt.Printin("List iam user failed", err)
}else {
fmt.PrintIin("List iam user success", result)

}

R

o NS HECE RIRFISKM , FTASEIAM APISCASListUsertl i /.,

WX BT AT AE R,

SDK
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E6%259F%25A5%25E8%25AF%25A2%25E7%2594%25A8%25E6%2588%25B7
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%259B%25E5%25BB%25BA%25E7%2594%25A8%25E6%2588%25B7
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%2597%25E4%25B8%25BE%25E7%2594%25A8%25E6%2588%25B7
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name := "test-user-sdk-go"
err = client.DeleteUser(name)
if err |=nil {
fmt.Printin("Delete iam user failed", err)
}else {
fmt.Printin("Delete iam user success", name)

}

R :

o FAMSEILE RIRBIKAE | AJIAS£IAM APISZA4DeleteUserfitlik A .

EERFEHASER B TRETUEERPREHAESR , ARRERREN, FRERMFA, BREB=AKSHES.

name := "test-user-sdk-go-login-profile"
args := &api.UpdateUserLoginProfileArgs{
Password: "1@3Qwe4f",
EnabledLoginMfa: false,

LoginMfaType: "PHONE",
}

result, err := client.UpdateUserLoginProfile(name, args)

if err 1= nil {

fmt.Printin("Update iam user login profile failed", err)
}else {

fmt.PrintIn("Update iam user login profile success", result)

}

£ VNN

o VHAKSIALE RIRGIEM |, AT #IAM APISCRSUpdateUserLoginProfile il & F Fiastl & 535 .

EEHEEREE B TRETUE0M a6 8 B RECE.

name := "test-user-sdk-go-login-profile"
result, err := client.GetUserLoginProfile(name)
if err = nil {

fmt.Printin("Get iam user login profile failed", err)
}else {

fmt.Printin("Get iam user login profile success", result)
}

E NN

o VEMPNSIELE RIRGIZLME , TTLS2IAM APISCARYGetUserLoginProfiled VA P54 53R,

KPHEHIAERECE XIMAFREHIaEREE  RIXMAFRERaER.
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%25A0%25E9%2599%25A4%25E7%2594%25A8%25E6%2588%25B7
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E9%2585%258D%25E7%25BD%25AE%25E7%2594%25A8%25E6%2588%25B7%25E7%259A%2584%25E6%258E%25A7%25E5%2588%25B6%25E5%258F%25B0%25E7%2599%25BB%25E5%25BD%2595
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E6%259F%25A5%25E8%25AF%25A2%25E6%258E%25A7%25E5%2588%25B6%25E5%258F%25B0%25E7%2599%25BB%25E5%25BD%2595%25E9%2585%258D%25E7%25BD%25AE
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name := "test-user-sdk-go-login-profile"
err = client.DeleteUserLoginProfile(name)
if err I=nil {
fmt.PrintIn("Delete iam user login profile failed", err)
}else {
fmt.Printin("Delete iam user login profile success", name)

}

R

o WS BICERIRSISLE , TTEASHEIAM AP DeleteUserLoginProfile 3 F Sl A H 3.

BT AFRERY BEUT RGBS A FRIERP.

userName := "test-user-sdk-go-switch-operation-mfa"
enableMfa := true
mfaType := "PHONE, TOTP"
args := &api.UserSwitchMfaArgs{
UserName: userName,
EnabledMfa: enableMfa,
MfaType: mfaType,
1
err := IAM_CLIENT.UserOperationMfaSwitch(args)
if err I=nil {
fmt.PrintIn("switch user mfa failed", err)
} else {
fmt.PrintIn("switch user mfa success", result)

R :

o VEMSHMECERIRBISKM | ATRAS5IAM APISCARY(E 41 R E(R T,

BYF R BTG ST R R,

userName := "test-user-name-sdk-go-sub-update"
Password := "Baidu@123"
args = &api.UpdateSubUserArgs|
Password: Password,
1
res, err := IAM_CLIENT.SubUserUpdate(userName, args)
if err !=nil {
fmt.PrintIn("update sub user failed", err)
}else {
fmt.PrintIn("update sub user success", result)

R

o WAKSHECERIRBIFM , ATLSEIAM APISCAYE ST 36,

BIE A FPiAccessKey BT BT RS A A AU —2HAccessKey i[RI 4R
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2585%25B3%25E9%2597%25AD%25E6%258E%25A7%25E5%2588%25B6%25E5%258F%25B0%25E7%2599%25BB%25E5%25BD%2595%25E9%2585%258D%25E7%25BD%25AE
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E4%25BF%25AE%25E6%2594%25B9%25E5%25AD%2590%25E7%2594%25A8%25E6%2588%25B7%25E6%2593%258D%25E4%25BD%259C%25E4%25BF%259D%25E6%258A%25A4
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E4%25BF%25AE%25E6%2594%25B9%25E5%25AD%2590%25E7%2594%25A8%25E6%2588%25B7%25E5%25AF%2586%25E7%25A0%2581

Baidu B B BaER Y

name := "test-user-sdk-go-accessKey"
result, err := client.CreateAccessKey(name)
if err I=nil {
fmt.PrintIn("Create accessKey failed", err)
}else {
fmt.PrintIn("Create accessKey success", result)

}

R

o NS EECE RIRBISKM , FTRASEIAM APISCASAIE A FitAccessKey,

A FiAccessKey BT AT R ES 022 A A FEAccessKey.

name := "test-user-sdk-go-accessKey"
accessKeyld := "<your-access-key-id>"
result, err := client.DisableAccessKey(name, accessKeyld)
if err I=nil {
fmt.PrintIn("Disable accessKey failed", err)
}else {
fmt.Printin("Disable accessKey success", result)

}

E NN

o FHAMSEELE RIRBISAE | TS £ IAM APISCAYEE I A P HYACcessKey,

JEFA FiYAccessKey BT AT D4 B FHIAccessKey,

name := "test-user-sdk-go-accessKey"
accessKeyld := "<your-access-key-id>"
result, err := client.EnableAccessKey(name, accessKeyld)
if err 1= nil {
fmt.PrintIin("Enable accessKey failed", err)
}else {
fmt.PrintIin("Enable accessKey success", result)

}

£ VNN

o EHARSEECE RIRBISM |, ATRAS 1AM APISCAY S A A FitAccessKey,

B A FiAccessKey flfk A TS E—2H AccessKeyiAlal#4H.

SDK
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%259B%25E5%25BB%25BA%25E7%2594%25A8%25E6%2588%25B7%25E7%259A%2584accesskey
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%259B%25E5%25BB%25BA%25E7%2594%25A8%25E6%2588%25B7%25E7%259A%2584accesskey
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2590%25AF%25E7%2594%25A8%25E7%2594%25A8%25E6%2588%25B7%25E7%259A%2584accesskey

Baidu B B BaER Y SDK

name := "test-user-sdk-go-accessKey"
accessKeyld := "<your-access-key-id>"
err = client.DeleteAccessKey(name, accessKeyld)
if err 1= nil {
fmt.Printin("Delete accessKey failed", err)
}else {
fmt.Printin("Delete accessKey success", accessKeyld)

}

E VNN

o EHARSEECERIRBISM |, ATRAS 1AM APISCASMIR A FitAccessKey,

SIZEF PidAccessKey 31126 P2 BRAccessKeyiila) 240,

name := "test-user-sdk-go-accessKey"
result, err := client.ListAccessKey(name)
if err I=nil {

fmt.PrintIn("List accessKey failed", err)
}else {

fmt.Printin("List accessKey success", result)

}

R
o FERNSHECE RIRGISZRM , ATRASEIAM APISLAYS 2 A FifAccessKey,

EHEHAMAFEKAERE EWAMAFEKSER , SINRmES © LA A7EEsl>sMNEk S \->IAMA FECS TRAERNAN
B,

result, err := client.GetSubUserldpConfig()
if err I=nil {
fmt.PrintIn("Get subUser idp config failed", err)
}else {
fmt.PrintIn("Get subUser idp config success", result)

}

R

o VAMSHECERIRBISKM |, FTASEIAM APISCRAE ] AMA A SRR,

EHAMA FERETIRERE EHAMA FERETIRERE.

status := "disable"
result, err := client.UpdateSubUserldpStatus(status)
if err |=nil {
fmt.PrintIn("Updte subUser idp config status failed", err)
}else {
fmt.Printin("Updte subUser idp config status success", result)

}
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%25A0%25E9%2599%25A4%25E7%2594%25A8%25E6%2588%25B7%25E7%259A%2584accesskey
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%2597%25E4%25B8%25BE%25E7%2594%25A8%25E6%2588%25B7%25E7%259A%2584accesskey
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E6%259F%25A5%25E8%25AF%25A2iam%25E7%2594%25A8%25E6%2588%25B7%25E8%2581%2594%25E5%2590%2588%25E4%25BF%25A1%25E6%2581%25AF

Baidu B B BaER Y

$eR :

SDK
o HANSHECE RIRBISAM | TTLS%IAM APISCRYEE HTIAM A FECETIERIR .

SEHAMA FEXSTHRERCE EHIAMA FEXSThRERCE.

var request api.UpdateSubUserldpRequest

fileName := "ok.xml"

request.AuxiliaryDomain = "<your-auxiliary-domain>"
request.FileName = "<your-file-name>"
request..EncodeMetadata = "<your-encode-metadata>"

result, err := client.UpdateSubUserldp(&request)

if err 1= nil {
fmt.Printin("Updte subUser idp config failed", err)
}else {
fmt.Printin("Updte subUser idp config success", result)
}
R

o VHAKSMECERIRBIZRM , ATLSHIAM APISCAYSE HTAM A FECE TIRERCE .

BIERIAMA FEXSBCE BIFRIAMA FECS THRERCE .

err := IAM_CLIENT.DeleteSubUserldp()

if err |=nil {
fmt.Printin("Delete subUser idp config failed", err)
}else {
fmt.Printin("Updte subUser idp config success")
}
1R

o WHAKSHECERIRBIFA , ATLSEIAM APISCIERAMA FECS B E.

fAeEEE

flEAE BTUTREMZAE
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https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E6%259B%25B4%25E6%2596%25B0iam%25E7%2594%25A8%25E6%2588%25B7%25E8%2581%2594%25E5%2590%2588%25E5%258A%259F%25E8%2583%25BD%25E7%258A%25B6%25E6%2580%2581
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E6%259B%25B4%25E6%2596%25B0iam%25E7%2594%25A8%25E6%2588%25B7%25E8%2581%2594%25E5%2590%2588%25E5%258A%259F%25E8%2583%25BD%25E9%2585%258D%25E7%25BD%25AE
https://cloud.baidu.com/doc/IAM/s/mjx35fixq#%25E5%2588%25A0%25E9%2599%25A4iam%25E7%2594%25A8%25E6%2588%25B7%25E8%2581%2594%25E5%2590%2588%25E9%2585%258D%25E7%25BD%25AE
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roleName := "test role_sdk_go"
args := &api.CreateRoleArgs{
Name: roleName,
Description: "description",
AssumeRolePolicyDocument: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\"" +
":[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-id\"}], \"effect\": \"Allow\"}]}",
}

result, err := client.CreateRole(args)

if err 1= nil {

fmt.Printin("Create role failed", err)
}else {

fmt.Printin("Create role success", result)

}

$eaK :

o NS HECERIRBISKM , ATASHIAM API UG f &

EAfE BTN TREZAAE

roleName := "test_role_sdk_go"
result, err := client.GetRole(roleName)
if err I=nil {

fmt.Printin("Get role failed", err)
}else {

fmt.Printin("Get role success", result)

}

HEaR :

o NS HMECERIRBISKM , ATASHIAM API SIE A H &

EHAG BT TREZRE

args := &api.UpdateRoleArgs|

Description: "newDescription",

AssumeRolePolicyDocument: "{\"version\":\"v1\",\"accessControlList\":[{\"service\":\"bce:iam\",\"permission\"" +
":[\"AssumeRole\"],\"region\":\"*\",\"grantee \":[{\"id\":\"grantee-id\"}], \"effect\":\"Allow\"}]}",

}

roleName := "test_role_sdk_go"

result, err := client.UpdateRole(roleName, args)
if err I=nil {

fmt.Printin("Update role failed", err)

}else {

fmt.PrintIn("Update role success", result)

}

R

o WAKSHECERIRBIFA , ATASEIAM AP TR i &
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https://cloud.baidu.com/doc/IAM/s/ek5eq1zp1
https://cloud.baidu.com/doc/IAM/s/ek5eq1zp1#%25E6%259F%25A5%25E8%25AF%25A2%25E8%25A7%2592%25E8%2589%25B2
https://cloud.baidu.com/doc/IAM/s/ek5eq1zp1#%25E6%259B%25B4%25E6%2596%25B0%25E8%25A7%2592%25E8%2589%25B2
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Hizfe B TREERAE

roleName := "test_role_sdk_go"
err = client.DeleteRole(roleName)
if err I=nil {
fmt.Printin("Delete role failed", err)
}else {
fmt.Printin("Delete role success", roleName)

}

R

o VRS IMECERIRBISKM , FTASEIAM API ST 7 &

FiEfe BE U TRIESIRAE

result, err := client.ListRole()
if err I=nil {
fmt.Printin("List role failed", err)
}else {
fmt.Printin("List role success", result)

}

R :

o VNS BEERIRBIEIE  TUSEIAM AP SR 14 &

SRl EIE R

BUEESRNE 181D DAT AL A 5Rng

name := "test_sdk_go_policy"
args := &api.CreatePolicyArgs{
Name: name,
Description: "description",
Document: "{\"accessControlList\": [{\"region\":\"bj\",\"service\":\"bcc\"," +
"\"resource\":[\"*\"],\"permission\":[\"*\"],\"effect\":\"Allow\"}]}",
}

result, err := client.CreatePolicy(args)

if err I=nil {
fmt.Printin("Update policy failed", err)
}else {

fmt.PrintIn("Update policy success", result)

R

o WHAKSHECERIRBIFA , FTLSEIAM API STRAGIZ 5

BRI BT RBEERRE
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https://cloud.baidu.com/doc/IAM/s/ek5eq1zp1#%25E5%2588%25A0%25E9%2599%25A4%25E8%25A7%2592%25E8%2589%25B2
https://cloud.baidu.com/doc/IAM/s/ek5eq1zp1#%25E5%2588%2597%25E4%25B8%25BE%25E8%25A7%2592%25E8%2589%25B2
https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2588%259B%25E5%25BB%25BA%25E7%25AD%2596%25E7%2595%25A5
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name := "test_sdk_go_policy"
policyType := "Custom"
result, err := client.GetPolicy(name, policyType)
if err 1= nil {
fmt.Printin("Update policy failed", err)
}else {
fmt.Printin("Update policy success", result)
}

E VNN

o HMMSHECERIRFISM , ATAS5IAM API UG S

iR sRmE 8T DUT AESRIER SR

name := "test_sdk_go_policy"
err = client.DeletePolicy(name)
if err I=nil {
fmt.PrintIn("List policy failed", err)
}else {
fmt.PrintIn("List policy success", name)

}

E NN

o EMMSHECERIRFISA , ATAS5IAM API ST S

FZsRng BT DT AADE 2 5

name := "test_sdk_go_policy"
policyType := "Custom"
result, err := client.ListPolicy(name, policyType)
if err 1= nil {
fmt.Printin("List policy failed", err)
}else {
fmt.Printin("List policy success", result)

}

£ VNN

o MMSHECERIRFISM , FTAS5IAM API US| 2E 5

KEXR AR 83 LT ARDRECR FAUR
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https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2588%259B%25E5%25BB%25BA%25E7%25AD%2596%25E7%2595%25A5
https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2588%25A0%25E9%2599%25A4%25E7%25AD%2596%25E7%2595%25A5
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userName := "test_sdk_go_user"
policyName := "test_sdk_go_policy"
args := &api.AttachPolicyToUserArgs{
UserName: userName,

PolicyName: policyName,
}
err = client.AttachPolicyToUser(args)
if err !=nil {

fmt.PrintIn("Attach policy to user failed", err)
}else {

fmt.Printin("Attach policy to user success", args)
}

E 7NN

o MMSHMECERIRBISM |, ATAS5IAM API SCASCEC A FALR

fRER A AR 1813 DU ACRDARRR A AXER

userName := "test_sdk_go_user"
policyName := "test_sdk_go_policy"
args := &api.DetachPolicyFromUserArgs{
UserName: userName,
PolicyName: policyName,
}
err = client.DetachPolicyFromUser(args)
if err 1= nil {
fmt.PrintIn("Detach policy to user failed", err)
}else {
fmt.PrintIn("Detach policy to user success", args)

}

£V

o RS EELE RIRBIGKME | nJASEIAM APl STR%fi#R% B AR

FIZE A FEABR 181 DL TRALS2E A AR

userName := "test_sdk_go_user"
result, err := client.ListUserAttachedPolicies(userName)
if err !=nil {

fmt.Printin("List user attached policy failed", err)
}else {

fmt.Printin("List user attached policy success", result)
}
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groupName := "test_sdk go_group"
policyName := "test_sdk_go_policy"
args := &api.AttachPolicyToGroupArgs{
GroupName: groupName,

PolicyName: policyName,
}
err = client.AttachPolicyToGroup(args)

if err !=nil {

fmt.Printin("Attach policy to group failed", err)
}else {

fmt.PrintIn("Attach policy to group success", args)
}
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groupName := "test_sdk _go_group"
policyName := "test_sdk_go_policy"
args := &api.DetachPolicyFromGroupArgs/{
GroupName: groupName,

PolicyName: policyName,
}
err = client.DetachPolicyFromGroup(args)

if err 1= nil {

fmt.PrintIn("Detach policy to group failed", err)
}else {

fmt.PrintIn("Detach policy to group success", args)

}
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groupName := "test_sdk_go_group"
result, err := client.ListGroupAttachedPolicies(groupName)
if err !=nil {
fmt.Printin("List group attached policy failed", err)
}else {
fmt.PrintIn("List group attached policy success", result)
}

$eaR :

o VHAKSHECERIRBIZRM , ATASEIAM APl A4S ZHANR

KEKA AR BT LT ARDREA @R

SDK

197


https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2585%25B3%25E8%2581%2594%25E7%25BB%2584%25E6%259D%2583%25E9%2599%2590
https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E8%25A7%25A3%25E9%2599%25A4%25E7%25BB%2584%25E6%259D%2583%25E9%2599%2590
https://cloud.baidu.com/doc/IAM/s/Wjx35jxes#%25E5%2588%2597%25E4%25B8%25BE%25E7%25BB%2584%25E7%259A%2584%25E6%259D%2583%25E9%2599%2590

Baidu B B BaER Y

roleName := "test_sdk_go_group"
policyName := "test_sdk_go_policy"
args := &api.AttachPolicyToRoleArgs{
RoleName: roleName,

PolicyName: policyName,
}
err = client.AttachPolicyToRole(args)
if err !=nil {

fmt.PrintIn("Attach policy to role failed", err)
}else {

fmt.PrintIn("Attach policy to role success", args)
}
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roleName := "test_sdk_go_group"
policyName := "test_sdk_go_policy"
args := &api.DetachPolicyToRoleArgs{
RoleName: roleName,
PolicyName: policyName,
}
err = client.DetachPolicyFromRole(args)
if err 1= nil {
fmt.PrintIn("Detach policy to role failed", err)
}else {
fmt.PrintIn("Detach policy to role success", args)

}
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roleName := "test_sdk_go_group"
result, err := client.ListRoleAttachedPolicies(roleName)
if err !=nil {

fmt.Printin("List role attached policy failed", err)
}else {

fmt.Printin("List role attached policy success", result)
}
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policyld := "test_policy_id"
entities, err := client.ListPolicyAttachedEntities(policyld)
if err |=nil {
fmt.PrintIn("List policy attached entities failed", err)
}else {
fmt.PrintIn("List policy attached entities success", entities)

}
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name := "test_group_sdk_go"
args := &api.CreateGroupArgs|{
Name: name,
Description: name,

}

result, err := client.CreateGroup(args)

if err 1= nil {

fmt.PrintIn("Create group failed", err)
}else {

fmt.PrintIn("Create group success", result)

}
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name := "test_group_sdk_go"
result, err := client.GetGroup(name)
if err !=nil {

fmt.Printin("Get group failed", err)
}else {

fmt.Printin("Get group success", result)
}
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name := "test_group_sdk_go"
args := &api.UpdateGroupArgs{

Description: "newDes",
}
result, err := client.UpdateGroup(name, args)
if err 1= nil {

fmt.Printin("Update group failed", err)
}else {

fmt.Printin("Update group success", result)

}
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name := "test_group_sdk_go"
err = client.DeleteGroup(name)
if err I=nil {
fmt.PrintIn("Delete group failed", err)
}else {
fmt.Printin("Delete group success", name)

}
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result, err := client.ListGroup()
if err 1= nil {
fmt.Printin("Delete group failed", err)
}else {
fmt.Printin("Delete group success", result)

}
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userName := "test_user_sdk_go"
groupName := "test_user_sdk_go"
err = client. AddUserToGroup(userName, groupName)
if err 1= nil {
fmt.Printin("Add user to group failed", err)
}else {
fmt.PrintIn("Add user to group success", userName)

}
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userName := "test_user_sdk_go"
groupName := "test_user_sdk_go"
err = client.DeleteUserFromGroup(userName, groupName)
if err 1= nil {
fmt.PrintIn("Add user to group failed", err)
}else {
fmt.PrintIn("Add user to group success", userName)
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userName := "test_user_sdk_go"
result, err := client.ListGroupsForUser(userName)
if err 1= nil {
fmt.Printin("List groups for user failed", err)
}else {
fmt.Printin("List groups for user success", result)
}
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groupName := "test_user_sdk_go"
result, err := client.ListUsersInGroup(groupName
if err |=nil
fmt.PrintIn("List user in group failed", err
else
fmt.Printin("List user in group success", result
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