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LogFormat "%{X-Forwarded-For}i %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\""

1.2 R REFIEEMITE

B AEt , JAVEEE FIRIPRAtpMHEAD , REIKARS RFEFZEHEADKINARA—H , TEAAINAE BFREFIIE
Bk

* ASPFEFF

Request.ServerVariables("HTTP_X_FORWARDED_FOR")

e PHP

$_SERVER["HTTP_X_FORWARDED_FOR"]

e JSP

request.getHeader("HTTP_X_FORWARDED_FOR")

@ 23HAEAN (TCPHMY)
X FTCPAL IR TR ZNETTMAR 5 REARREI R P B SRIRIP , MERT RASE AR FTIE FEFF R TIMIRR,

BMHARTRAPIALSTEEFTBTIMIEE (RAKAITR) . BERRE : Farks->4mE/ AR TCPERYBrlks.

H OEEBRE pMakE =8 a B & ow oex 12 o sw ox ous oz
ERE < BEBPIEIIE v allES
snEa
=8
IS S48 WAF | ZifER
DDoSEIP @B  ~ WS HHEO TCP v 8000
o [ 2 wEsE: [ memews 7]
* BHEPLES @D

REREBI BRI BB TR v
* WEPEE ion

? R | s

© ERIR

TEA MRS SRD

O w %85 [7] %0 BIE
T
BERE ERHE
& EEE
EERE ®i hd
& DDoSE A
I ™ Oxn @8 [ I
| BrirsRes
FAEIRIR B v | ¢ @n
2.1 TTMER U

EABREIEREATEMIPE AR , S EIEENFBIFGEOS , UREIPEIRAMIEFNGEOS. AT ¥R FisE RPN
IASARERSIE , SAIPEAIR AR R FinE SCRIPHNG O SRINEITCPIRS Mtep optionF B, SN TTMAE SR

Ja , TIMEEBIEBIThook LinuxPAZTCPHMNARAIAR BRI %R , MTCPIRIZAItep optionF B R4 H & i B SURIPFAINR S |, 140
RN

1. Linux TCPHMMARFERIEM B B P = KB FRIACKIRSL /G , £V Mtep_v4_syn_recv_sockiR#., TTM#EHhookT
tep_v4_syn_recv_sockiR ¥R , hookjgtitcp_v4_syn_recv_sock_ttmeR ¥ e 448 B RSk mtep_v4_syn_recv_sockeRi# , SR Ja
W Aget_ttm_data_from_ackiR%k , MACKIRICHitep optionFEr® |, $2ENH & Fis B SURIPFE S |, 7 E7Esocki
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sk_user_dataTES , HPEKIRXFE—4 sock,

2. BN R FTEA PV Bgetpeernamel FacceptE O , A EFA I AZinet_getnamet&% , TTMiEERhook T
inet_getnamesR#} , hook /Gflinet_getname_ttmeR ¥ & e A A R A Minet_getnametR%y , SR fF¥I¥Tsock flsk_user_data
TERBNT , WMRsk_user_dataTEBRATNNEZFEFIRREE FEHEKIRIPHGAS |, B [FFinet_getnamel& [EfK
BEIPEF GO S |, XER PR AL A RgetpeernameskFacceptik N RERZIM 2 & Fin A KIRIPAIRA S .

2.2 TIMBER T FFIRIER S

e Linux

R

1. BRSGEAENEREIA TN | FFAThREIES Hia1TieE e B ElE AR IEHIE.
2. TIMIESR B BN FFIPv4 , B R IF64MHRER L.

3. JFTCPEMYASIFRERE Fin B SKIRIPAIR A S .

4, INRIFEETAINE T ZEBEHERR | hook T LinuxiMXAkitep_v4_syn_recv_sockFlinet_getnameRi¥k , INEXTTMAESRfE |
S EBESRTEBER A,

5. tBEWE (HTTP/HTTPSHNY) BJRALENttp headerd BH3EEi1X_forwarded_forg Bt BN Fup B STRIP,

2.3.TIMERZIRBIR

1. THLinuxXtARARITTMARSR | SR TinEk

5 BES g%
CentOS 3.10.0-514.26.2.el7.x86_64 https://sdk.bce.baidu.com/console-sdk/3.10.0-514.26.2.el7.zip
CentOS 3.10.0-693.el7.x86_64 https://sdk.bce.baidu.com/console-sdk/3.10.0-693.el7.zip

CentOS 3.10.0-957.1.3.el7.x86_64 https://sdk.bce.baidu.com/console-sdk/3.10.0-957.1.3.el7.zip

wget https://sdk.bce.baidu.com/console-sdk/3.10.xxx.zip
unzip 3.10.xxx.zip
cd 3.10.xxx
mv bce_ttm.ko /lib/modules/$(uname -r)/kernel/net/ipv4/
insmod /lib/modules/$(uname -r)/kernel/net/ipv4/bce_ttm.ko

HE
NSRI%A /lib/modules/$(uname -r)/kernel/net/ipvd/BF , WA bce_ttm. kolEREEEERR , U TRIESENKRZ
HhEEEH fbce_ttm. ko TFEE &

2. BARTIMESRMEBIE R

Ismod |grep bce_ttm

3. MRFBRISNERRREASNMEATTIMIER | ATHITA T a4

echo 'insmod /lib/modules/$(uname -r)/kernel/net/ipv4/bce_ttm.ko' >> /etc/rc.local

4. MNBREBERTTIMAES | s ABITa0 T d S 3t TEIE
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rmmod bce_ttm

2.4 BHETTMERR
RTIM T EFNRBIZH X N LinuxhR A TIMAESR | ] DURRRLUT SERFahBIETTMAR T InER.

1. REMFFE
yum -y install gcc kernel-headers kernel-devel
2. TaEkbce_ttmiERRIR M , FIHITHRE

wget -c¢ "https://codeload.github.com/baidu/ttm/zip/master" -O bce_ttm.zip
unzip bce_ttm.zip

3. GnETTMIRER | @iF [ fE 477 H RAEMbee_ttm.koXX

cd ttm-master/
make

4. MNETTMAESR | INER AR TTMAE S 245 5 0R

2.5 55k SP/EimER A K EREaBLBEE HAL B R MIEIN , FEXMBLBEEHMMBMERENTOMER (55
BITTMIARZR) , [E)RRAHRBLBEE AR TAEINMIR & FFFBFULL NATH R AR,

RAUEFFP SR E
FERMFERFLS , ERIEANE /SR, BIIEA I R BB R , BRI
VRIUEA AT
@ 1.REEREAN
1.1 B 25 E
o B AMhosts A , BHF hostsILHFK1Z : macT /ete/hosts , windows FC: \windows \system32\drivers \etc \hosts

o {ERXAYRIERTTIFhosts XX | FERE—1TAN : SFIIP FHPMsEA | FSHREFXCH. B0 0 112.xx.xx.76

www.baidu.com

127.0.0.1 localhost
255.255.255.255 broadcasthost
-3 B localhost
112. . .76 www.baidu.com

o FHTH—MNaS (BNATR) Ailige. BEFAETR , WAREEESESHIP , FEMATEARNESFEM
BB, ZRAAEFIIPHAL | 1522 RIS AHIFIDNSZERE (windows#Ems S e HiE]Tipconfig /flushdnsiz<: , macEZ&

¥ia{rsudo dscacheutil -flushcache)
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Baidu F B SRER SRS DDoSE

< cC (i https://www.baidu.com [ui} ﬁ)

ME  haot23 A ME  WR ERF RNE EZ

SEE > O#—i%
1 BTERESRSHEERD 4 ERFEARLHISTH TAER26)

&x dl TR #He RUB O RE Mg AFE 0 NR  R2 Lighthouse ~ Recorder &
® O Y Q  GREAT  QeERsgs EEATRERX v || 2 &
o4 O &% O BERIEMLE 28 Fetch/XHR JS CSS MK i Fk X4 WS Wasm jgg Hin O HEREM Cookie O WEMMIER O B=HER
E=1 x iRk TR MR B AE  Cookie
[El www.baidu.com v ER
© newfanyi-daOceasf7e.png ERFLE: https://www.baidu.com/
= newxueshuicon-a5314d5c83.png SERAE: GET
jquery-1-edb203c114.10.2.js SRS © 200 0K

esl-d776bfb1aa.js
polyfill_9354efa.js
all_async_search_b183b88.js
sbase-47057af807.js

gin-when-cross-origin

v MRz#Rsk BEERRD

R

EE
HTTPRIHTTPS L4 ZE S} BT AU , 255755 TR T IEZHEA.

1.2. )@ curl TARIE
o cuBESMIP , SAIEE (B GSTRIPHIEER AKFRIK S FHIPHIEL)

M3 https :

curl -v https://www.baidu.com -H "Host:www.baidu.com" --resolve "www.baidu.com:443:112.xx.xx.76"

Mhttp :

curl -v http://www.baidu.com -H "Host:www.baidu.com" --resolve "www.baidu.com:80:112.xx.xx.76"

RELER
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| I

idu.com 7a"

* Added .76 to DNS cache

* Hostn p

*  Trying 11200 76

* TCP_NODELAY set

* Connected to www.baidu.com (112, p.76) port 443 (#@)

* ALPN, offering h2

* ALPN, offering http/1.1

* successfully set certificate verify locations:

* CAfile: /fetc/ssl/cert.pem
CApath: none
TLSv1.2 (OUT), TLS handshake, Client hello (1):
TLSv1.2 (IN), TLS handshake, Server hello (2):
TLSv1.2 (IN), TLS handshake, Certificate (11):
TLSv1.2 (IN), TLS handshake, Server key exchange (12):
TLSv1.2 (IN), TLS handshake, Server finished (14):
TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
TLSv1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1.2 (OUT), TLS handshake, Finished (28):
TLSv1.2 (IN), TLS change cipher, Change cipher spec (1):
TLSv1.2 (IN), TLS handshake, Finished (28):

ALPN,

A R U U . = B I I

S5L connection using TLSw1.2 / ECDHE-RSA-AES1Z28-GCM-SHAZG6G

server accepted to use http/1.1

Server certificate:
subject: C=CN; S5T=beijing; L=beijing; OU=service operation department; O=Beijing Baidu Metcom Scie
ce Technology Co., Ltd; CN=baidu.com
start date: Jul 1 81:16:83 2821 GMT
expire date: Aug 2 @1:16:83 2822 GMT
subjectAltName: host "www.baidu.com" matched cert's "#.baidu.com"
issuer: C=BE; 0=GlobalSign nv-sa; CN=GlobalSign Organization Validation CA - SHAZGE&E — G2
SSL certificate verify ok.
GET / HTTP/1.1
Host:www.baidu.com
User-Agent: curl/7.64.1
Accept:

* /%

% curl -v https://www.baidu.com -H "Host:www.baidu.com" --resolve "www.bal

Etag:

HTTP/1.1 288 0K
Accept-Ranges: bytes
Cache-Control: private, no-cache, no-store, proxy-revalidate, no—transform|
Connection: keep-alive
Content-Length: 2443

Content-Type: text/html

Date: Mon, 24 Jan 2822 12:21:29 GMT

"6BE6B41d-F8L"

Last-Modified: Mon, 23 Jan 2817 13:24:45 GMT
Pragma:

no—cache

L R R Rm——

Server: bfe/1.8.8.18

o curlE#ER |, H4TE]SE

iMiEhttps :

curl -v https://www.baidu.com

Mzhttp :

curl -v http://www.baidu.com

H#EWR) , BRELGER

DDoSE P
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ey g e —ewws 7 CUYL —-v https://wew.baidu.com
Trying 112.77 D.T6. ..

TCP_NODELAY set

Connected to www.baidu.com (112.0e._we.76) port 443 (#8)

ALPN, offering h2

ALPN, offering http/1.1

successfully set certificate verify locations:
CAfile: fetc/ssl/cert.pem

CApath: none

* O H H H o H L

TLSw1.2 (OUT), TLS handshake, Client hello (1):
TLSw1.2 (IN), TLS handshake, Server hello (2):
TLSw1.2 (IN), TLS handshake, Certificate (11):
TLSw1.2 (IN), TLS handshake, Server key exchange (12):
TLSw1.2 (IN), TLS handshake, Server finished (14):
TLSw1.2 (OUT), TLS handshake, Client key exchange (16):
TLSw1.2 (OUT), TLS change cipher, Change cipher spec (1):
TLSw1.2 (OUT), TLS handshake, Finished (28):

2

TLSw1.2 (IN), TLS change cipher, Change cipher spec (1):
TLSw1.2 (IN), TLS handshake, Finished (28):
SSL connection using TLSv1.2 / ECDHE-RSA-AES12B-GCM-SHAZG6G
ALPN, server accepted to use http/l.1
Server certificate:
subject: C=CN; ST=beijing; L=beijing; OU=service operation department; O=Beijing Baidu Netcom Sc:
ce Technology Co., Ltd; CHN=baidu.com
start date: Jul 1 81:16:83 2821 GMT
expire date: Aug 2 @1:14:83 2822 GMT
subjectAltName: host "www.baidu.com" matched cert's "s*.baidu.com"
issuer: C=BE; 0=GlobalSign nv-sa; CN=GlobalSign Organization Validation CA - SHA2G6 - G2
S5L certificate verify ok.
GET / HTTR/1.1
Host: www.baidu.com
User—Agent: curl/7.64.1
Accept: #/%

HTTP/1.1 288 0K

Accept-Ranges: bytes

Cache-Control: private, no-cache, no-store, proxy-revalidate, no-transform
Connection: keep—alive

Content-Length: 2443

Content-Type: text/html

Date: Mon, 24 Jan 2822 12:19:19 GMT

Etag: "GBB&6B41le-9BL"

Last—Modified: Mon, 23 Jan 2017 13:24:46 GMT
£ Praogma: no—cache

< Server: bfe/1.8.8.18

o HRABIRIRASEE S HIPIRIR EINE—K.

AR VOV OV W # #F F R D #H E R R R E R R R R R

HE

HTTPFIHTTPS ik ZE 5 FIHH T RIS UE , £EB7FE TR AT IEZCHEN

@ 23FAFEAN
2.1 8858384 AT hiP
o B AMhostsXH , NARL.1

o FEAHITEANARIGT X B RIS R I1Z1TPingts & . BAIENTEIRGIPHIULE Frhosts X1 FSEEHISBTIPHIAL, ZTRAAETIE
Hiht | EEE R AFIDNSE 7 (windowsZEry S 1En TP E  Tipconfig /flushdnsin< , macfELimFia rsudo
dscacheutil -flushcache)

o WHARMIEATELYIREISHIPLUE |, 8 A ECRANE 2T |, tnREEEE ARG E B 44N,
2.2 HiEARSIP
o {FASIPANMIMRS , BESHIPEL112.x.xx.76 , S IHA X443,

o EidteinetdSAIEMIP : 112.xx.xx. 76443 H . w<SEFE (iFHK ST HIPHAEH 9 SHREISBIPHEAL)

telnet 112.xx.xx.76 443
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E ommomm me ~ % telnet 112 g w.-76 443
rying 112 g 5.76...
Connected to www.baidu.com.
Escape character is '*]'.

o telnetdy 4 BEEIR N AREE & RN

A& R BRAG & Bl 5+ 5 sk

ElAH
@ 1B =R

DDoSEFIffFEE RAAEM AR AR FRESHIPIFRS , A& ST RN @A RRE. BrfEREt
FEEE , BelEERENRHMFEERERER KR PEREREIREE, 7EmIRIGHAN , SOFICE IR RIGE K
%, XHE B FITAFERIREARH TR , MRER P EIERIRL,

@ 2. Ml FECERRKE

BCEE1Z : 7E°DDoSEIP M SATLERE Bk 5> 4whs S RN B MISE R INFT I Pk

| @EnE

BT () %@ (OFid=]

I o A B ) 5 e

RS E B0 e

T R _ﬂ 5 o
2 3.5 5

SRR 8 11 2 0
2 3.5 5

BLEM ik

RERIE MENTSHEIE Y a1 el | AN A Pl

IR ARTEE RIS ERERE RN | AR B HIE KM , 33F1-60[a%% , BAK5SH

REKRBERE  FSERAERIME , THF20-120/8%%k , ZHAK60R)

g/ eREE ESRIXNRESHIIEARERES. HEHRE BB RERTRIREA , EEREIEE
@ 3I3pAP AL ERFERE

SR S RIGE REIFFIS |, RREXM. AREWF aJIEE1EHRF , Bin I WHBIE £ 1N Fe,, VRELENA
T

3.1.TCP#MY

ACE 12 1 7E'DDoSE P Z M S AL Fitr Lk - >R 2 AR A TCPEMX IR A Mk 5 SR N
LB SMEGARR | VEE R WuhiE RAG B RCEMIRA.

3.2.UDPHRX

ACE P12 : 7E°DDoSE P M S AL Hitr Lk 5 — 4w 2 AN A UDP I i F Mk S B0 AN HT K
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| RENE

tEFHE: 100\010T\00401400\001\00100100400\05ba

I o A B ) 5 e
BT EE: 60 ]

TEEaE: _ﬂ N

[=2]

[
La
o
5]

SR 11 2 |7

[
La
o
5]

EEW ik

EF PRSI A% A FEETHENUDPETIME RS |, IR EmRSFZITIES |, NEEB USRI R
KEY KBREGAHATERE. SHRSEERET B3R EINUDPE |, BAREZRERK.
TR ATREAE , REFHRE—FAL6HHIRER , MRBFTEBASCIFER , Al UAASCIFFRERMEYENE.
ERIA{E Abaidu.com (00\01\01\00\01\00\00\00\00\00\00\05baidu\03com\00\00\01\00\01)

HAbBCEM SMILAEE , FAEE R M@ REER BT,

B —#YAYI LS

de B2
@ 1.E =R

DDoSEBHXIFCNAMEIZ R, AICFRHEESH=FHEAAR. CNAMERMAIZRIEAN , FEATL RSHAEFTERARL S
L fRITER S ECRSHICNAMES SBIIPTER , EIERNERFERERE LS £, YANHEH. RREXESHR , FRESA
FEREFERROAEN, FAEEESHEASHOBERT , BRZDDoSHEATFRIELFTMRS , F3 AFFAE=IRM
HIET) BIEVIABET , FEFEMET S T A AR,

@ 2384 ERE

DDoSEFTRERERAERZR , 3B AERE. SSINBESHRIATFREE RSN, BSHIERE , AT,
BHESHIER |, e BT —RYINSH | EIERRERNE. RITIANK.

- BF T RTEDS
ERSS
& s N -~
1D
_ = DDoS - -
- B N sy - @ RWHL,
@ 3AETEEE 4

[T HTTP/HTTPSHNXSMCPEUDPIMY , RHESTIFERAAEINEE, FRIERINTCPERUDPHNN LS , Aifissa Aol
%, FHASXNAEIEA. SBWFELRPERLS |, ¥ EshTT iR EEA KRR
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E O EEBES SHagk 28

=Re < BEREF UL ST
SBRA v
=8
RIRBIAHE WAF | =itfz
DDoSEMHIP @B ~ A 3s HIRO TCP ~ | 8000
" B wiEEE: % S EFELS|7] | wwwbaidu.com
. BFLS @ £mE, BRI PHPLE
- HEER ABTOEBP: | WEERHEHP (ZF5E) v
. WHPRS
| e
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o ow s [7]
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Z2EIES SRD
ARFI v
SRR i v
RERE
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° | mps
R
e

Q 8B B w & 12

RINBAIF LSS

BRHIE

o FE—EIHE , BAECAHBRESEICNAME | FXBAERIMNSHIZSIP ;

@ AHPAFIEE AT IRSE

¥ BE TR WS &S AEEE °v

B

F Q Q

DDoSE P

FTRAWSFEMPIAWERING  BESEETAENISA | FRANLSIEAL YECEN AT RL. RrTRe e XA

TETERAATHRIEHIED , FEA AR E W 848 X KA TR | DURIERN G AT ARSI — Y] 4.

WEKRZ - BAFE-> QS N SIS R it

H O EESES SwWeRE 2R
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sHEA v
FIFERA K18 WAF - o LFEEN
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] WSEE/ATHRE EAKS ¥ EECNAME
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= BIPEIR

* RENE
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FENEE

& DDoSBALEAH
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E (I EEEES pHags 28 Q B B v &% Ip uM
RS < REEEEEIIE REEEE
SRR v
FIFRRA A WAF | pirRs
DDoSERIP @D ~ WssiEE www baidu.com BECNAME:  www.baidu.com-edec009d76d.baiduads.com
. BIERE [ 17 @ FECEMIP:  192.168.50.156 ©
BoiF s Q@ED | FRE
P L RS + mm
* BEIPTEH
O 4@ ik B
+ BRI
. BPEIE O | EneEsE v ®7F BOH
© BEIR
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FEAMES SRD
T Y| EEEP
RERER
ECNAME TTL: 60 v
& ENEE
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EEEm WA
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HE
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RIFBSEEREERLR | SFRE. BB, B3). HEMBIA
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WE  ET
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£ O Q

o BAEYIREBNRELE |, WHIHA X N ASHCNAMERIRIBECE /A TS | 2 48m FEEf#ATICR .

DDoSE BT

o FECNAME , SFSBIECATEREBIIP , SAFHPSBIBGAER A AT R. EERBEAG , FHARKAEREEHER
K, RMBECATER RS E RV L BN F AT A ST | B,

@ 5. BTN/
HETARENG , TELEA AT —RIY A S,

BAEIRAL - BAFE-> RIS ML SR RAEFTIN /Y.

E O BEBRS EHakE =R _—
nRE RiEE
THEN -
REFERA X I WAF 2 mr TR
EMRES
DDOSEMP @B ~ & —wasA B ‘
DDo!
- BIPER s T e Cop—
- BIPLS @D
.« HEEE
BPsEal IEEEIN 3T BARS Y EECNAME BEEE ¥
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BiPRIR Biik: bakdrcam » TIL: 608 e
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BRIEM

ENBETARBEEHTR , A TRVIASHTR , 357

PIA

SEYIN , BEECNAMEL TSR XTI & ;
EBAVINTERRLR, | ILACERMERE | K E CNAMES A5 X R AT AR
EAVINFERIRL , RIBATHRVARCERZR | KA CNAMESN IR TER XY R A A1,

ENEBIEA AT RUIEERES , ASBITRUIEEISATR | 35F
P 2EBYE , BAECNAMESERTER X R A E A TR ;

YN DUAGEIFAZES | VA B CNAMES LK TEIR XTI AT s A TRk,

R

o HRFSEET ATHRYL , FREREVIA. Y1 ;

o NHPHFRFIXZFAMTR , AT REUZHLEYIN ;

@ 6. X EB YA FHRE

RERR : BREE-> QIR 842 R YRS

H OEEBEE mHasE 2R Q B B W s% I8 XH Bl =5 U 45 AREE ov
prE3 < EREERETIE REEBREE
SHEN v
L WA | BiPRRE
DDOSEHIP @B ~ ASEEE www.baidu.com EECNAME: www.baidu.com-1d59{5ac4d0.baiduads.com
. BPEE i3 L+ FEKESRGIP:  192168.50.168
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- RERE
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BCE™ £

Vi EECNAME
1TT|_ WESFAKCNAME , FEDNSARS ERZ T E], 33560 ~ 300[BJHI%EER , IR E 6O,

FEENATFESERT] RN , BYIACSIRE | 3X5F
DINER  YIALENLS , HBECNAMERT2EER =S ;
ARPINRAT RIS | (CEARA] RATFIP /84 RS N R B R R B R ==

WREQFFR RS R , TRREERE BIREVINKKEE , A ECNAMERITESE| S BIPTE AR B 3h
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WRiP iR

EIPER)
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BRBErE
BERE
TEIGNIES SRD
REET
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& ERE

& DDoSEH A

HE

o FHYASHIFArRIESL , Aot TEVIL | RREFaRMEI LR,

API52%

BASIAEAPIZE
@ A

fEIf

BEERAE  EEAEEEMEIAEZRENIPHTONSARE. B AAEEESRaEIRns & MKEHF) , FHEe
BIFHANN ; EIPESIEN , AAFRBMARERD  FREBAEZSHIE  EsiilBEEERTHRER  RIE\ES
BEMRBIBCEIFRHARAN , W IERRERFEFEEB M ; WELREN , AAFhERRRRENEED , REESTNX
P, ZIHRECER , FEECAEIP, privateXigh, SFHsRAI,

WMRER YRR B EERERMNAP , ATROREAPIAIIATER , tRIEREEAFRAPIKEES.
R%184

FAREL B, IBE18,4 Radas.baidubce.com,

B FER

APHE FIEEHTTPENY , HUBATHAETNISON |, fiBrequest/response bodyN AR FAUTF-848ES, URLZ%R frfd FRKIPH{§E
BASTHFIFRR,

APRAVERLHI

FTBAPIZ 2 INIE— 12X FAccess KeySiER&E &4, Access KeyFHAccess Key IDFISecret Access Key2RRE , 34 0F
$, XTFEMHTTPER , R TEAERNEZER —MAEFRH, RASNEFF S BFEAuthorizationSIBE . IRFImIRYE
EREERIBAEFRFRAERME, IANEFFBAEI A bee-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{signhedHeaders}/{signature},
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e version 2 IEE¥,
o timestampRA A% 4 I UTCHTE],
e expirationPeriodinSeconds R /R%& 4 B HHAMR.

o signedHeaders2& 4 EixH IS RIS %R, IIBLZEASS ;) 268 , fnhost;x-bee-date, F|FRIRIBZHLFHEFI,
(ZAAPIZ 4 (X {sf FBhostFx-bce-datef{~header)

e signature 2 256U & K+ NHHIFIR , 4N NEFRAM.
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ERCAENBIRIF AN B ES LLELOAIL,
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YRRFELEANINRER TERKENSIRS RNEER , APl ERER , XA P& clientTokenS #0413
IR Z W RIR | BMRIDEKNFEFME.

&M E T clientToken , clientTokenE—MEE R BIT 64 KIASCIZER & |, IBE HfEquery stringE® |
AN http://bee.bj.baidubce.com/vl/instance?clientToken=be31b98c-5e41-4838-9830-9be700de5a20,

R A FERE—NclientTokenfEEAMEED , WRSHSEREIMRKERER. RAAEREFRITERWNINER , 7]
s tAERIfclientToken(d |, SRAGIR RABIE—NRIR ; RAFRET —AELE AT MclientToken , {BHEMERSE
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[ , BAEISO 8601 , FHMIA TR -

1. FoREHI—EZAYYYY-MM-DDAZ, , #I412014-06-01% x201446 5 1H
2. FREE—ZEFAh:mmiss AR , HFEREMN—NKXEFRZRRUTCHTE]., $Ia023:00:10Z3R RUTCHTE]2355043 1085,

3. SR BIFIN R IHRRE , FEMEPEIMAKEFHT , 6/202014-06-01T23:00:10Z5% RUTCH}E]20144F6  1H 2310
531085,

ERSEEEIN T 47

BHAR B

URI 1B E BT AESR, 20:PUT /v1/schedule/{scheduleld}
Query2¥  URLFETHRIER S

HEADER BITHTTPISAE N, 20:x-bee-date

Requestbody IEiTJSONA& LA LRMIE SKEIB (K
IR [E{EEA

REMES AR
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HTTP STATUS CODE #[200,400,403,404%

ResponseBody JSONA& AR LR ANE R $h (A

T&RFHE T FrAAdasSchedule APIFTETH AR, HTTPHRNEIARHERISARELLAL S

KI5 (HEADER) REMR Bt

Authorization 2 A& Access KeySiFRE £
Content-Type s application/json; charset=utf-8
x-bce-date D FRBHNFTE , FEBCE APHISE
IRy Sk

TRIIH T fHAdasSchedule APIFI/AHNARY SkIg, HTTPHRXEKIAR AR R SKISARFELEAR 51

4% (HEADER) AR
Content-Type R FFISONI&Z |, application/json; charset=utf-8

x-bce-request-id  AdasSchedule/GiAEAY , IFB IR ERIIMA Kig+
FERIG
B KA A RET BT respone bodylR [EEREEREE , BRI THER :

e % C N < LR L
code String RS
message String  4EIRHEIA

requestld String  ZAMiEKMIrequestld

T~

{

"requestld" : "ae2225f7-1c2e-427a-alad-5413b762957d",
"code" : "NoSuchKey",

"message" : "The resource you requested does not exist"

}
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o HTTPHR
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403
AccessD
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ntermnalE FIEEREXNEMER, ERAMITNAEMIER
nterna

We encountered an internal error. Please try again. tna HERE (AFFERNFREEENRN) RYZE
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rror

InvalidAc
The Access Key ID you provided does not exist in our
cessKey
records.
d
InvalidH
The HTTP authorization header is invalid. Consult the
TTPAuth
service documentation for details.
Header
InvalidH
TTPRequ There was an error in the body of your HTTP request.
est
InvalidU
Could not parse the specified URI.
RI
Malform
The JSON you provided was not well-formed.
edJSON
InvalidVe
The API version specified was invalid.
rsion
OptinRe
A subscription for the service is required.
quired
Precondi
The specified If-Match header doesn't match the ETag
tionFaile
header.
d
Request
Request has expired. Timestamp date is XXX.
Expired
Idempot
entPara The request uses the same client token as a
meterMi previous, but non-identical request.
smatch
The request signature we calculated does not match
Signatur
the signature you provided. Check your Secret Access
eDoesN
Key and signing method. Consult the service
otMatch
documentation for details.
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- N HTTPR
R R EmX
=8
SchedulelnstanceNotFound  The specified schedule instance does not exist. 404 VAE SSHIARTEE
UnsupportedSchedulelnstanc The status of specified schedule instance does not 00 FEREHVEE SRBPRERIF
4
eOperation support this operation. L ERRE
AdaslInstancelsinvalid The specified adas instance is invalid. 400 EVISFIASIE
ScheduleNatAlreadyExist The specified schedule nat already exist. 400 VEnatELEE
ScheduleNatNotFound The specified schedule nat does not exist. 404 VAEnat N ZE
VpclnstanceNotFound The specified vpc instance does not exist. 404 VPCSRBI A TELE
NatInstanceNotFound The specified nat instance does not exist. 404 natSL R EAE

ZAfRRE

TRFH T FrAdasSchedule APIRE R ZIE X524 18 KRR .

e 22
WEXSIP FEEREBAERSHIP, HAFEHEIP
BXEIP B rmERERSISEIP
SHERP  RERER , SFHEIREIAFERRESARENIRP
SAEESE EBBAT  MITEEESEIP  HERER , BIEISEIRBIP
@ YA BESCHIAR XN
B SH)
o fHk
BlE—MREH , ATHERENIP,
FBRITEMNELH : AdasAutoSchedule (SFiE3NLIAK) 1 RouteOpenSourceAddress (BREMIKHEZH) .
B EHIFEREINE , BRIEIXAIAERT AATE S LR E W26 & PR ESINE TR IAETHTIAE.
o BHKIEE

POST /v{version}/schedule?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization: authorization

string
o BHRKIH
FRAFIFS | TOHAMFA SIS
o HRSM

WA 2 BRELT SERMNE WA

version String £ URLS%L APHRAES |, YuiEEL
clientToken String =& Querys# M Token

o Ry kin
BRoaFEImA |, TeE ARSI

o Iz 2%
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SHEH KB R
scheduleld String  BIEERVEEESLflid

R

POST /v1/schedule?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRz 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"scheduleld":"sche-12345678"

BCE R BESCH)

o R

REEAERGIESKRET , ZRESH{TECE , BMAE KA statussiZnormal,

DDoSE BT

2@ Fschedulelp , region , adasld, H , regionfl &R Ajprivate , &/rschedulelp REEFEHAE , BN , FR/~"schedulelpBEa]

AFsmARE , XAJLAfE BxregionfilZ B SRR ; adasld@ssiioA A Al RS 4EID.

o IEKLEH

PUT /v{version}/schedule/private/{scheduleld}?action={action}&clientToken={clientToken} HTTP/1.1 Host:

adas.baidubce.com Authorization: authorization string

{ "schedulelp": "182.61.1.1", "region": "private",
"adasld": "adas-5e501b83", }

o iER

BRadeSssst | TTR AR SIN

BHEHR KB RENS sBuE 3%

version String & URLS#K APIRRZAS | YETH{EL

scheduleld String £ QueryB ¥ AERBID

action Sting  Z QueryZ¥} MSRBIBATHENE , RO XS HE{Hupdate
clientToken String & QueryZ¥x B MToken

schedulelp String 2 RequestBodyZ ¥ BLEEEIHIIP : HRECKIP

region String £ RequestBodyZ-%k 3 B X1,

adasld String & RequestBodyZ2¥1 FAFBHMISHIKHIID

o laR KR
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o Nghy kin
BRIESIFA | TR ARSI

o MRS

TCAFIRIR 128
HRRHI

PUT /v1/schedule/private/sche-1234abcd?action=update&clientToken=be31b98c-5e41-4838-9830-9be700de5a20
HTTP/1.1
HOST adas.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"schedulelp": "182.61.1.1",
"region": "private",
"adasld": "adas-5e501b83",

N R 7~ 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

R RBITIxR

o ik

ATAFEEschedulelp , region , status , EIAFERE S B SRBIRT R .
regionihsR Aiprivate.,

1R#fEstatusFER , ATAB AL TR ERE B T AR B Sk,

o IHKIEE
GET /v{version}/schedule?schedulelp={schedulelp}®ion={region}&clientToken={clientToken} HTTP/1.1 Host:

adas.baidubce.com Authorization: authorization string
o BHRKIH
BRateSgsth | TTH MR IS

o EREM
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SREHF B ERET SBNE #R

version String & URLS# APIKRAEAS , Y4piEUEL

schedulelp String 7 QueryZ ¥ BEEMAIFREHGIIP , RHTEEH)

region String &2 Query3¥ ERAIXIHK

status String & QuenyZ ¥l BEEMAIFRSHMKZT

marker  String & QuenyZ ¥l HERMIIZWERNILIAMNE , B— T HASERNTFTHR
maxKeys int & Query2¥t BEAMNRANE , RAWEES NRIL1000. FREEH1000
clientToken String & QueryB ¥ B%MToken

o NiE7IR EMRASED

RRZNIRME 200 , KGR @ R5E D
o IfRY3ki%,

BRASESKIRSN | TOH MR KI5
LREIVE =3¢

E 5 C2 S i::p

scheduleList list<SchedulelnstanceModel> & B S451%13%

marker String BRI E , BERIIRAT , WIRATEE

isTruncated boolean truezR/NEEICBEEIR | falseR/RELERG—R

nextMarker  String PR F—RATEESERmarker{l, YisTruncated Afalsel , iZiHAHIL
maxKeys  int FUAESHEREE

C-E N

GET /v1/schedule?region=bj&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-

date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRz 7451

DDoSE BT
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HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"nextMarker": "sche-62a7vb3m",
"marker": "sche-1234abcd",
"maxKeys": 1000,
"isTruncated": true,
"scheduleList": [
{
'scheduleld': 'sche-1234abcd’,
'schedulelp’: '1.2.3.4",
‘region’': 'private’,
'scheduleBandwidthinGbps': 5,
‘cname': '1234abcd.baiduads.com’,
'status': "normal”,
'rslp': '180.76.1.1",
'healthCheckPort': 80,
'‘adasBgplp': '180.76.198.100°',
'adasld': 'adas-0343ebb9’,
'updateTime': "2018-04-23 14:14:16",
'scheduleStartTime': "2018-04-23 14:14:16",

EMAE KBNS
o jHA

BREVA B SKID, BV SKAENENE.

o EXKEL
GET /Vv{version}/schedule/{scheduleld}?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization:

authorization string
R
B Imsh |, FoH AR SIS
HREH

SREHF KB ERDT SBNE #R

version String & URLS#L  APIRRAS |, YETE{EL
scheduleld String & QueryZ:¥% A ESBIID
clientToken String =& Querys# M Token

o R KASHE
AENIR[E]200 , MR [B] W 4510
o Ny ks

BRI | THARR I I

DDoSE BT
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o BREH

SWBHR KR i::p

schedule SchedulelnstanceModel & EAI{ZE
Bkl

GET /v1/schedule/{sche-1234abcd}?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRz 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

{

"schedule": {

'scheduleld': 'sche-1234abcd’,
'schedulelp': '1.2.3.4",

'region': 'private’,
'scheduleBandwidthIinGbps': "5",
‘cname': '1234abcd.baiduads.com’,
'status': "normal",

'healthCheckPort': "",

'adasBgplp': '180.76.198.100°',
'adasld': 'adas-0343ebb9’,
'updateTime': "2018-04-23 14:14:16",
'scheduleStartTime': "2018-04-23 14:14:16",

IS
o ik
PR S,
o BREE

DELETE /v{version}/schedule/{scheduleld}?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization:

authorization string

o WERIIE

BRAFEIIES, | TTH AR IS
o HRSH

2WAEHK 2 BRELT SEMNE #R

version String £ URLES%L APHRAS |, YuiEEL
scheduleld String 2 Querys¥ B SBIID
clientToken String & QueryZ ¥ &% Token
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https://cloud.baidu.com/doc/DDOS/s/0k0nte8gz

Baidu B EERER Y
o IaRRER

ARTHIR([E]200 , JBUR [E] W45 D
o lahy Skin
BN SImA | ToE AR SIS

o RSN

TCAFIRIR 128
ERRHI

DELETE /v1/schedule/sche-1234abcd?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

iRz 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

filk . MREREEESNE

o ik

RAWER , ARE , BIREVEREISHIRAIP,
WHERA | BRAE , FREVIRENEESEIP,
o KB

PUT /v{version}/schedule/public/action?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization:

authorization string

{ "scheduleList": { "sche-1111aaaa": { "message": "ATTACK_STARTED", }, "sche-2222bbbb": { "message":
"ATTACK_STOPPED", }, ...

11
o sk
BRI | TR AR IIR

o ERSM

b5/ C S BEAYSE SBuE 2323

version String = URLS#K APIIRAS |, YaiE{EL
scheduleld  String 7z QueryZ¥k VESHIID

clientToken String = Query& ¥k FE M Token
scheduleList list<ScheduleActionModel> & RequestBodyZ ¥k A& SLBIPITHIBNES IR

o MRk EPKRARD

DDoSE BT
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https://cloud.baidu.com/doc/DDOS/s/bk0nthvyf
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Baidu B E &80 DDoSE AR
MENIR[E]200 , SR [B] W 450D

o Nghy kin
BRESIFA | TOEAAFIA I

o RSN

TOAFIA IR [ 2%
BRI

PUT /v{version}/schedule/public/action?clientToken=be31b98¢c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"scheduleList": {
"sche-1111aaaa": {
"message": "ATTACK_STARTED",
b
"sche-2222bbbb": {
"message": "ATTACK_STOPPED",

b

N R 7~ 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

@ EWEFIHAXEA
&S FhERIPME
o ik
B EFEIRIPREL.
MR BERMENRTET BiscE | EECESFEIRIPME AFED |, Bk EIRTERENT.
o KB

GET /v{version}/adasBackendlp?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization: authorization

string
o iERKIE
BRateSmsth | TR MR IS

° HERSH
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https://cloud.baidu.com/doc/DDOS/s/bk0nthvyf

Baidu B E &80 DDoSE AR

SREHF B EROT SBNE #R

version String & URLS# APIERAEAS , YpiEUEL
clientToken String 2 QueryZ ¥ &% M Token

o ERARAR

RRPIR[EI200 , KU [ W5 R
o Nahy3Kisk

BRAFESIEAN |, TTHAMARA KIS
o gz 2%5

£ 5 X KRR R

adasBackendlp Array & FEIRIPMIELSFR

o

GET /v1/adasBackendlp?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N Ry 7~ 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

{
"adasBackendIp": [
"119.188.178.0/23",
"150.138.240.0/20"

]

@ [f371
ModelXt%E N

SchedulelnstanceModel
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https://cloud.baidu.com/doc/DDOS/s/bk0nthvyf

Baidu B E & EE= Y DDoSE AR

SWEIR 311} £

scheduleld String VESHIID

schedulelp String VA B SCHIP

region region VAL SCHIIP AT B X,

scheduleBandwidthInGb .
String A& T A8V BB BT

ps

chame String [=s %
schedulelnstanceStat .

status VA ESBIRPRE
us

healthCheckPort String {32 aekr |

adaslp String =P

adasld String =t Tl o)

WESFIRFT—XREFCKENE , RERSEHRRAEREETHSEINX
updateTime String X
BFiE)

scheduleStartTime String VA BT AT R)

ScheduleActionModel

sWEHR XK R

scheduleld String VESBID

message actionMessage BB SEAEINEHE

BIgEmRLAE X

region

XK R

private FAFBEEAIP
bj NERALR
gz NE=TM
su NE=-7M

hk02 LNEX-BHEBEZX
hkg NEE-BHBE=ZX
fsh NEr- L
REGRIDE L
schedulelnstanceStatus
KE R
normal o=
startScheduling filA& A
scheduled ERE

stopScheduling fi&f&EE+

FESMEHEREX
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Baidu B E & EE= Y DDoSE AR

actionMessage

ATTACK_STARTED HihJTH#4

ATTACK_STOPPED I 4AHR

=B AEAPIS
@ it

Gkl

BGPEFBIMLAE , RIEANEX K EWEIPARIGISEISRBIFHH1TONSHE. FEPERHERN , BEDNSHEMNARERE
BAERSHIE , £@sPUNEEERERER , KIESRERIRINEEEP , RAZXEPSBERBCC/BLB ; WELERE
BENERDONSHE , RBIERTRAEP, ZWHREEN  FRETAEEP, AR, #FEEERA.

MRERHAR A EERERIMMAP , ATRUREAPIN ISR | tRIEERERAPIKEES,
MB35

FAEL B, IBE18.4 kadas.baidubce.com,

B FAER

APHE FIEEHTTPENY , HIBATHAETNISON |, fiBrequest/response bodyN AKX FAUTF-84rES, URLZS% frfd FKIIPHAf§E
ARaTi#EsERR.

APRAERLHI

P APIZZ 2 INIE— 12 FlAccess KeySiEs K& &1, Access KeyFHAccess Key IDF1Secret Access Key2RRY , #1407
B, NFEMHTTPIEK , FRTHEMERNEIEAER—MAEFR SR, RANEFR R RTEAuthorizationIHE . RS ImARIE
HEREFREIBANEF T RNEMME. IAEFRRREIA bee-auth-

v{version}/{accessKeyld}/{timestamp}/{expirationPeriodInSeconds}/{signedHeaders}/{signature},
e versionZIFE¥,

o timestamp 24 A & I EKIUTCRN ).,

e expirationPeriodinSeconds RRE & AR,

o signedHeadersB& L2 BIAF IS REIRNKNET IR, KBR2ZEANS ;) HF& , Ahost;x-bee-date, FFRIRABFHFHESI,
(ZAAPIZ 4 (X s FBhostFx-bce-datef{~header)

e signatureZ 2561y & K+ NHHIFIR , 4N NEFRAM,

YHEERSREEIAANERE | ROEERAERRSKMBEHEINENSIERANEFHS | FF5RAERFAERIALETS
BHTELY . WRINEFHEMER , REANHAFABEERRIERIR | FHFHITHXIRE | MRNEFFERRE , RO 20
GERAEFIR [ ERAD,

LERCAENBIRIF AN B ES LLELOAIL,
=

YRRFELEANINRER TERKENSIRS RNEER , APt ERER , XA @ clientTokenS#0 S 4152
HEETAE Z IR |, RMRIEE SRR EME.

&M E T clientToken , clientTokenE—MEE R BIT 64 KIASCIZFER £ |, IBE HfEquery stringE® |
AN http://bee.bj.baidubce.com/vl/instance?clientToken=be31b98c-5e41-4838-9830-9be700de5a20,

RA FERR—clientTokenEAMAIEHEN , NRSIHSREMRMERGER. FWAFAEESERHITERKR , 7T
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https://cloud.baidu.com/doc/APIGUIDE/index.html
https://www.json.org/
file:///%25E9%2589%25B4%25E6%259D%2583%25E8%25AE%25A4%25E8%25AF%2581%25E6%259C%25BA%25E5%2588%25B6/%25E7%25AE%2580%25E4%25BB%258B

Baidu B E & EE= Y DDoSE AR

Pl 4R it AR R fclientTokentd , SRR RAAIE—DRIR ; 2RAFRET — A BELEREMclientToken , {BHEAMEKSE
(B¥EqueryStringflirequestBody) REEZEurl PathA[ , R4IRE]lldempotentParameterMismatchHIsE =D,

clientTokenfIBEHI 24/, AR S-Sz fE— R E & clientToken e, k@ , MNRE A A AXR—4
clientToken , f-AZclientTokenKHIB %

SEUELRE R

B SHEIRNFEREZMHAR. AFE—RL , BRIEEATHESEEHNATEHN , LEE AN ERR S — 2K BUTCH
(8], BWAEISO 8601 , HMILATAE :

1. FRBEH—2ZAYYYY-MM-DDAE, , #I412014-06-01% x201446 5 1H
2. FREE—ZFA:mmiss AR , HFEREMN—NKEFRZRRUTCHTE]., $Ia023:00:10Z3R RUTCHTE]2355043 108D,

3. S E BHAIET R & HFoRES , ZEREFEMAEFHT , $/212014-06-01T23:00:10Z5%/RUTCH}E]20144F6 A 1H 230
53108,

ERSEEEIN T 45

B B

URI IBE BT /ESR, 20:PUT /v1/schedule/{scheduleld}
QuenyB¥  URLFPHEHHIER S

HEADER BITHTTPKIEE N, 20:x-bee-date

Requestbody BT JSONAE LA LRGSR EIB (R

R [EME A
IR BIES ARFREN :
RENE il

HTTP STATUS CODE %1200,400,403,404%%

ResponseBody JSONK& AR LR MBI $h (A
TRIIE T FrAAdasSchedule APIFTIE RIS, HTTPHMY SRS AR FEL AL 51

3% (HEADER) &M Bt

Authorization 2 A& Access KeySiFRE £
Content-Type = application/json; charset=utf-8
x-bce-date D FRBHNFTE , FEBCE APHISE
IRy Sk

TRIIH T fiAAdasSchedule APIFI/AHNARY SkIg, HTTPHRXEIAR AR R KIS FELEAR 51

335 (HEADER) vi8H
Content-Type R FFISONIE |, application/json; charset=utf-8

x-bce-request-id  AdasSchedule/GiAEAY , IFBE IR ERIIMAE Kig+

R
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https://www.w3.org/TR/NOTE-datetime

Baidu B E &80 DDoSE AR
BER A LRI B T respone bodylR [ENEAFRIEE , BIEN TR :

e 2 CAE < iU
code String  §R0G
message String GHRHEA

requestld String  ZAMiEKMIrequestld

R~

{

"requestld" : "ae2225f7-1c2e-427a-alad-5413b762957d",
"code" : "NoSuchKey",

"message" : "The resource you requested does not exist"

AR
- . HTTPK —
R JHE - |
403
AccessD e .
Access denied. Forbidd  JFoANBRI[RIX R B IR
enied
en
| 400  EKPHISONISHIER , BE X ERFEEK.
napprop
The JSON you provided was well-formed and valid, but Bad MR DEMNNEIR |, BB ERBALES, T3
riateJSO
not appropriate for this operation. Reques AMEIR , X TFHBIFARNRNY BFEZR , &~
N
t MAZIR BlX MR,
500Inte . o .
ntermalk | TR E N HHEHASR . £ BRI M A h R
nterna ma
We encountered an internal error. Please try again. HERRET (RIFERNMRBRESEENH) RYZEHE
rror Server
.
Error
InvalidAc 403
The Access Key ID you provided does not exist in our
cessKeyl Forbidd Access Key IDANTFFE
records.
d en
400
InvalidH
The HTTP authorization header is invalid. Consult the Bad . .
TTPAuth Authorization3KIBi& = 585R
service documentation for details. Reques
Header
t
400
InvalidH .
Bad  HTTP bodyis =48R, BlaNARFETEEHENcoding
TTPRequ There was an error in the body of your HTTP request.
Reques %%
est
t
400 5 N .
validu Bad URIFERAIER. Blan—LehR$5-E L RI<aEim AL
nvali a
Could not parse the specified URI. fc%, XTFIDARILACEE R , B e L AN ERAISE
RI Reques
IRED , Bla0NoSuchKey,
t
400
Malform Bad . .
The JSON you provided was not well-formed. JSONKRAGIE
edJSON Reques

t
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Baidu B E & EE= Y DDoSE AR

404
InvalidVe .
_ The API version specified was invalid. Not URIKIRA SR &%
rsion
Found
403
OptinRe R .
A subscription for the service is required. Forbidd &BFFEXTR A RS
quired
en
412
Precondi
The specified If-Match header doesn't match the ETag Precon
tionFaile VN ETag
header. dition
d
Failed
400
Request Bad VESKERAT, XXXEMW Aix-bee-dateflI{H., aNRIEKT
Request has expired. Timestamp date is XXX.
Expired Reques RADate , NIFEE Datettif fjdatetime,
t
Idempot
403
entPara The request uses the same client token as a
Forbidd clientTokenX$ & fIAPIZEAR—1¥,
meterMi previous, but non-identical request.
en
smatch
The request signature we calculated does not match 400
Signatur
the signature you provided. Check your Secret Access Bad Authorization3k33= f A 45 4 0 IR S amBeniE R —
eDoesN
Key and signing method. Consult the service Reques E
otMatch
documentation for details. t
AdasScheduleMb £-5 1200
- e HTTPR
FERAY HRHR EX
D
SchedulelnstanceNotFound  The specified schedule instance does not exist. 404 VA ESBIREE
UnsupportedSchedulelnstanc The status of specified schedule instance does not &R E SR EARFF
400
eOperation support this operation. I 2ERIRE
AdasInstancelsinvalid The specified adas instance is invalid. 400 EfhRFIAEIE
ScheduleNatAlreadyExist The specified schedule nat already exist. 400 AEnatE L7
ScheduleNatNotFound The specified schedule nat does not exist. 404 VB natR727E
VpclnstanceNotFound The specified vpc instance does not exist. 404 VPCSRBIRTEE
NatInstanceNotFound The specified nat instance does not exist. 404 natSe B R~ 1Z4E
ZiAfER:

THRFE T FrAAdasSchedule APIFIH R B Seb2 2 1R R ke

ZAD %

AERGIP  FREERERSFHIP, A FEP

BPRBIP  AERER , SIRNSHISREIS AP

BHERP  AERER , SHEREIRFERRS SERENIRP
BAEEAE EBEAT  MITEEESEIP  BERER , BEISHISBIP

@ A E KB X IR
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Baidu B E &80 DDoSE AR
ARV B SCH

o ik

Bl —MARERS , ATHERERIP,

BEIFEM B L HE : AddasAutoSchedule (SFTEEIEIAK) M RouteOpenSourceAddress (EEXHHELH) .
BIEERE SRBIFERRINE , HREBT RLIAERT AT A EFEEE MiEh) & P RR2IAE PR IAEFHITIAE.
o FRIEE

POST /v{version}/schedule?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization: authorization

string

o BHRKIH

FRAFIHS | TTHAMRA SIS
o HRSM]

AT 2 BRELT SEMNE WA

version String £ URLS%L APHRAES , YuiEEL
clientToken String =& Querys# M Token

o [ljghy kia
BRFEISTA |, TeHE ARSI
o gz 2%

SWEH KB R
scheduleld String  BIEERYE B SLAlid

EEwN!

POST /v1/schedule?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRz 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002¢ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"scheduleld":"sche-12345678"

BCE R B
o jHk

REEAERBIESRET , FRESH{TECE , BMAE KA statussiiZnormal,

58


http://console.bce.baidu.com/qualify/#/qualify/result

Baidu B EERER Y DDoSE Al
2 Fschedulelp , region, healthCheckPort, & , region R BEA/AB =MIXIE , healthCheckPort A fRimt/lLa8 FF K TCPG
He.
o IHKIEIE
PUT /v{version}/schedule/{scheduleld}?action={action}&clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com

Authorization: authorization string

{ "schedulelp": "182.61.1.1", "region": "bj", "healthCheckPort": 80,
}

o iERNI

BRateSssst | TR ARSI

WA KR RENE SBE £

version String & URLS%1 APIEASS |, YRTEEL

scheduleld String & Query3 ¥ W EESLAIID

action Sting  Z QueryZ2¥) SSRBIBITHENE , AFEOTZSEHE{Eupdate
clientToken String £ QueryZ¥k B MToken

schedulelp String £ RequestBodyZ ¥t BCERESLAIIP : eip

region String £ RequestBodyZ-¥k 1A B S IP AT /@ A X3

healthCheckPort String =2 RequestBodyZ# AT REREN/EHHRKIEO.

o MmN AR

REHR[EI200 , KIMOR [ R 5
o MER7SKIE,

BRI | THARRR I I

o MRS

TR [ 2%
HRRHI

PUT /v1/schedule/sche-1234abcd?action=update&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T708:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

"schedulelp": "182.61.1.1",
"region”: "bj",
"healthCheckPort": 80,

Mg Rz 451
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https://cloud.baidu.com/doc/DDOS/s/gk0ooxj5i
https://cloud.baidu.com/doc/DDOS/s/gk0ooxj5i
https://cloud.baidu.com/doc/DDOS/s/Rk0op36v0

Baidu B E & EE= Y DDoSE AR

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

EEEHITIR
o A
A FEE schedulelp , region , status , VS RE &IV B SLBIb% 3%

tRifEregionF B , ATAEWFEEDIRANRE M. regionbj , gz , su, hk02 , hkg , fshA] EWHEREXIFHIBGPE B A K
ENTIIE

IR{Estatus= B , ATIAE AL TR ERA KA T oA B S,

o WsRERHG

GET /v{version}/schedule?schedulelp={schedulelp}®ion={region}&clientToken={clientToken} HTTP/1.1 Host:

adas.baidubce.com Authorization: authorization string
o iERKIE
FRAFIHS | TOHARIA SR
o IEKRSH

AT 2B BEELT SEMNE #R

version String £ URLES%L APHRAS |, YuiEEL

schedulelp String & QuenyZ ¥l EEMAIARIHIP , Ryt

region String & QueryZ ¥l EEIMAIA B SCHI AT /BRI

status String & QueryZ ¥l BEEMAIFEKHMKZE

marker  String & QuenyZ ¥l HERMIIZNERNILIAMNE , B— I HASERNTFHR
maxKeys  int & QuenZ¥ BERBEEHNERANE , RAREREFARIT1000, HRAEHEHF1000
clientToken String =2 Query2%1 F5EToken

o EROK ARG

RRPNIR[E]200 , S WUk [ W5 A
o iRy SIs

FRAFIHS | TOHAMFA IR
o IER S¥

E 5 S S i::p

scheduleList list<SchedulelnstanceModel> 1 B 3451%13%

marker String NCEWRERIANE , BERIIKRAT , WRAEFIE

isTruncated boolean true RNEEEEEIE | falseRRELERE— T

nextMarker  String PR T —RATEESERmarker{8, YisTruncated Afalsel , iZigAHIL
maxKeys  int HENAEHRAHE
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Baidu B E&EER Y

HRRHI

GET /v1/schedule?region=bj&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1

HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adfl11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

Mg Rz 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

"nextMarker": "sche-62a7vb3m",
"marker": "sche-1234abcd",
"maxKeys": 1000,
"isTruncated": true,
"scheduleList": [
{
'scheduleld': 'sche-1234abcd’,
'schedulelp': '180.76.1.1",
'region": 'bj',
'scheduleBandwidthinGbps': 5,
‘cname': '1234abcd.baiduads.com’,
'status': "normal",
'rslp': '180.76.1.1",
'healthCheckPort': 80,
'adasBgplp': '180.76.198.100',
'adasld': 'adas-0343ebb9’,
'updateTime': "2018-04-23 14:14:16",
'scheduleStartTime': "2018-04-23 14:14:16",
},

EMAE KBNS
o R

FEE A ESBIID, EEEE SBENS,
o EKEL

GET /v{version}/schedule/{scheduleld}?clientToken={clientToken} HTTP/1.1 Host

authorization string
o KK
B IEA |, FUE AR SIS

o EREW

: adas.baidubce.com Authorization:

DDoSERIbR
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Baidu B E &80 DDoSE AR
SWEHR KB EANT SBNE #R

version String & URLS# APIKRAEAS , Y4piEUEL
scheduleld String £ QueryZ:¥ A ESLHIID
clientToken String £ QueryZ ¥ &=E 1M Token

o iRHK ARG

RRPNIR[E]200 , S WUk [ W5 A
o iRy SIs

FRAFIFS | TTHAMFA IR

o 3%

SWEHR KR i::p

schedule SchedulelnstanceModel EERFI{EE

KRB

GET /v1/schedule/{sche-1234abcd}?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com
Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

Mg Rz 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cbh4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

{

"schedule": {

'scheduleld': 'sche-1234abcd’,
'schedulelp': '180.76.1.1",

'region': 'bj’,
'scheduleBandwidthIinGbps': "5",
‘cname': '1234abcd.baiduads.com’,
'status': "normal”,

'healthCheckPort': "80",

'adasBgplp': '180.76.198.100',
'adasld': 'adas-0343ebb9’,
'updateTime': "2018-04-23 14:14:16",
'scheduleStartTime': "2018-04-23 14:14:16",

M BE S
o IR
A BE S,

o WREE
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DELETE /v{version}/schedule/{scheduleld}?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization:

authorization string
o ERE
BRAFESIESN |, TRHAMARRA KIS
o FRESH]

SREHF B EROT SBNE #R

version String & URLS¥L APIRRAS |, YRIE{EL
scheduleld String £ QueryZ¥ AESLHIID
clientToken String =& QueryZ ¥ &=E 1M Token

o IHRARZSED

REZNIRE 200 , KWOR @ R5E D
o MRz SIs

BRAFESIESN | ToH MR SIS
o I S%

TAFRIR E1 52K

KRB
DELETE /v1/schedule/sche-1234abcd?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adfl11ae475ba95f1bd38228b44f/2016-04-10T08:26:527/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N Ry 7~ 451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

@ NATECEAR XM

R A FEIPSRERREBCCEAEFNARSMNNMTER, AT EUAEIPSRE KBV ATERVPCELENATS , A HHRER |
RIEFFFNHASNRRIBES

BMNATRCES 3R

o iR

BENATRLE IR,
a[FE5Evpeld, regionHH4TE M),

o EKIEE
GET /v{version}/scheduleNat?vpcld={vpcld}®ion={region}&clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com

Authorization: authorization string
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Baidu B E &80 DDoSE AR
o BRI

BRI | THARRF I I

* iERSH

SREHF KB EROT SBNE #R

version String & URLS¥L APIRRAS |, YRIE{EL

vpcld String & Querys¥r E&f)vpcld

region String & QueryZ ¥l EEMMVpcIE, REEANBRXIH
clientToken String & QueryZ ¥ &= Token

o NN KRG

RRENIR[E1200 , KUk @] B5H R0
o iRz ki

BRAFESIESN | TR A SIS
o ISR

WA KB R

natList list GERSIES

R

GET /v1/scheduleNat?region=bj&clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

N R 7~ 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

{
"natList": [
{
'natld": 'nat-bu2hiyq4270h’,
'vpcld': 'vpc-Oh82pchdvmzc!,
'region': 'bj',

ANV BENAT
o IR

ARIINATRCE.
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Baidu B EEHER Y DDoSE R
EEFREEENKHEE LA : RouteOpenSourceAddress,

#efEEregion | WK : natldXRHINATSRBUAE FvpoldHIZHIVPC , B—MPCRAEALE — MAENATIA,
o EREE

POST /v{version}/scheduleNat?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization: authorization

string

{ 'natld": 'nat-bu2hiyq4270h’, 'vpcld': 'vpc-Oh82pc5dvmzc', 'region': 'bj', }
o ERKIE

BRateSssst | TR ARSI

2WeHR KB EANE SBuE E1:%3

version String & URLS#1 APIRRZAS |, YpiEEL

clientToken String & QueryZ¥i B MToken

natld String & RequestBodyZ: % ERNMInatld

vpcld string £ RequestBodyZ¥ natld%t iz Kvpcld

region String & RequestBodyZ ¥ vpcHTEBHIXIS, , MU/ AR =X

o laRRER

REPR[EI200 , KIMUR [ R 5

o ik k3%,

BRateSimsh | TR MR SR

o Ry S¥

P77 SAEIE 24

HRRHI
POST /v1/scheduleNat?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T708:26:527,/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

{

'natld': 'nat-bu2hiyq4270h’,
'vpeld': 'vpc-0h82pchdvmze!,
‘region': 'bj',

}

iR 51

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

BB ABENATACE
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Baidu B E & EE= Y DDoSE AR
o JlA

IFRNATACE .

o EKIEE
DELETE /v{version}/scheduleNat/{region}/{natld}?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com

Authorization: authorization string
o BRI
BRate3msth | TTR MRS
o EREM

AT 2 BRELT SEMNE #R

version String £ URLS%L APHRAES , YuiEEL

region String & QueryZ ¥ natFT RIS, , IIAAB =X, , B Aprivate
natld String £ QueryZ ¥ Ei&Hnatid

clientToken String =& Querys# M Token

o IHRARZSED

RRENIR[E]200 , SKIWUR @] BG5S
o NSz Skis

BRAFESIESN | ToH MR SIS
o 3%

Tk TRIR [E1 5%

HRRHI

DELETE /v1/scheduleNat/bj/nat-bu2hiyq4270h?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com
Authorization bce-auth-vl/5e5a8adfl1ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

g Rz R

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-ch4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

@ BWEPEXED
S HHENRIPME
o Hiik
EWRSHEIRIPME.

MR BERMENETRT s | EECESFEIRIPMER AR |, Bk EIRTERENT.
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Baidu B E&EER Y 20254
o EKIEL

GET /v{version}/adasBackendIp?clientToken={clientToken} HTTP/1.1 Host: adas.baidubce.com Authorization: authorization

string

o SRS,

BRI | TR S,

o EREU

BHAH AW RENE SBAE R

version String & URLS# APIRRAEAS , YUriEUEL

clientToken String QueryZ¥ &E 1M Token

bl

o IHRRZSED

RRZNIRE 200 , KWOR @ R5E D
o NSz SIs

BRAFEIIESN | ToH MR SIS
o I 3%

SWABIK KR @R

adasBackendlp Array &S FEIRIPMERSIFR

R

GET /v1/adasBackendlp?clientToken=be31b98c-5e41-4838-9830-9be700de5a20 HTTP/1.1
HOST adas.baidubce.com

Authorization bce-auth-vl/5e5a8adf11ae475ba95f1bd38228b44f/2016-04-10T08:26:52Z/1800/host;x-bce-
date/ec3c0069f9abb1e247773a62707224124b2b31b4c171133677f9042969791f02

MRz 7451

HTTP/1.1 200 OK
x-bce-request-id: 946002ee-cb4f-4aad-b686-5be55df27f09
Date: Wed, 10 Apr 2016 08:26:52 GMT
Transfer-Encoding: chunked
Content-Type: application/json;charset=UTF-8
Server: BWS

{
"adasBackendIp": [
"119.188.178.0/23",
"150.138.240.0/20"

]

@ [fsR1
Model3t5 E X

SchedulelnstanceModel
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Baidu B EERER Y 20244

SWEIR 311} £

scheduleld String A B SC511D

schedulelp String VA B SCHIP

region region VA BESCH1IP AT B Bk
scheduleBandwidthInGb .

Hemanaw String AR T A4V B RO 5T

ps

chame String [=s %

schedulelnstanceStat .
status VESBIRPRE
us

healthCheckPort String {32 aekr |

adaslp String EbEAEIP

adasld String SHSAID

WESFIRFT—XREFCKENE , RERSEHRRAEREETHSEINX
updateTime String X
BFiE)

scheduleStartTime String VA BT AT R)
X3IggrbsE X
region

Xy R

bj AB=-IR

gz NE=TM

su NPV

hk02 LNEA=-BBZKX
hkg NER-BEB=KX
fsh NE=- L
PRAEGRRLE L
schedulelnstanceStatus
normal e
startScheduling fih & VA &=
scheduled SAE

stopScheduling R E+
EER TR

AN BDDoSEHIIKHNBER THITR

20254
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2025-6-26 HTTPSUERMITLSFEE L3RS , A IR Bk IEINIASFIIALK BBtk %
2025-3-05 MV S i5 H SR ol {EF1 A 95U EIT 5} VS TR

20244

AGBH  DEEEE PSS =

2024-11- N _

o7 EESBREPTR , ZiFLR,. RE. HilregionfE WK DDoSEFHEIP
2024-07-

o1 R EPH IR = AR TR EIP# Bk & BhB

2024-05- F E&ERSHT R, BREEE ATFRER. RABHELREER
S " AR MEER | AR S R

01 3.1Tbps
2024-03- VAT S A IRER B EE AL
iy THEEINBALE, BADEELAEIL 6Tops E AITEE

@ 20234
AHBY ThHEHE AR
2023-08-

16 IR RRE , BRI R A T ERAA- S M

2023-08- BIdBLSHE St EH

s DDoSTIH A BLS A A SRS LR BT A ATHIRE e

2023-07- _FESFHE R, HIEAEEZ DDoSH AN R\ & IR {24/ NI G B S BB L
DDoSK &t

27 R

2023-06-

20 RERIIFHRKNTBARAMTEIE BEMREWE

2023-06-

15 HTTPSMV % 3 35BR BIMRARASTLS B %

2023-02- . _

" X FFIPveE NS BAFN BT MKDDoSERHAIP

Q@ 20224
A®GBH  ThEEEE P =]
2022-09-19 £ EBNMRGEZTIEE , HXHFEH AR EMEFPISE SEhRIRE 5%
2022-06-17 FEIBLEE  EATHREREE BN S Baisk—BI AL S
2022-05-22 ZIFENH , mAFHEELLIEE]1.4Tbps H3ZDDoSE 1P
2022-02-22 &SP
Als, \— H
5 DL[a) el
NS i

@ {HFAZR)E

o EXf/Z3IDDOSHIF MRS ?

20244
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Baidu 5 E &8z 30 ——
o SHIPEIEHIIE T IPVENT 2

o {EMEBIPEAIRS A P ESRIR)IP ?
o BHARBER  AIMEABEEMER DDoS S IP %05 ?
o BABCEHEMSHLER  FEHAAEERER DDoS S IP BHABRS] 2
o [iFZERIATRLE 2
¢ DDoSEHAEIXEA ?
o DDoSEHMXFFE L &HRAE ?
o DDoSE[-5DDoSEBHFHIX R 2
o CCRHP#FZ/Mgg . MmO 2
o W33RDDoSERAMRS Ak B iR ML 2
@ THERZ A
e DDoSH##IT ?
13 FAZE[R) el
@ EF EEHDDOSH RS 2

DDoSHPRS , S AP SRR,

e DDoS ERtifHHF , BASTIMNNIZELIR S HIEIPEFAZIASFNDDoSH RS | RIB XIS A R ABEB 1R (£5GbpsHIBH
BB, YHERERE R RENFAMAERN |, FENEBERREHITREEL.

e DDoS ERAfHF RS , thFRADDOS S IP |, MBI {4 384R135Gbps A ERIBFIFRES | e B MSK B R ELE RS A BT XRAD
BTREEA.

@ &AIPEIFbHE X FFIPveIT ?
3R, FEBHARBNEMIPVEIIIP , 1Etcp/udpliiF k% KEXIPVE S [iIP/G, T BCEIPVEIRYL
@ fE AEBIP/E AR A A KV R)IP 2
o LREWE (HTTP/HTTPSHIY) BJLAZENttp headerh HIEEITX_forward_forF B RIRER & Fum B SCIRIP ;

o MEWFMREmMEH/EBERBCC , THRHTIINIECE , MFF[RMEIWHME R FIHAKIRIP , R EHRFHFRE
BEZRBCC, AT LUES FE MRS 28 MERTTMAR SR SICRER & i ELSQIRIP |, VER AR S = AR P ELSRIRIP

@ BEEEER , JUERAKEERER DDoS S IP R 2
BEERRXEEEK , DDoS & IP BRFAIFARE IR AR ETIRSE.
@ BABEHERFELER  ERBEERER DDoS B IP B4R ?
o EEMIBIEAEREEMER , NIREHERS
o EEMRTER RSk  UEEHIENEREEEARERAMIITEN
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