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NEER MICK
@ TBEAMITR
KAitE]  DhEEEER

2025-05 o BCEZEA Sidecar JEA , VEIES N, & ILIAE- 2022 A sidecar JEN.

o CSM ¥Ry FMBASOMADREEALT Sidecar RIF | EES N, RIEEHIRE R TET Sidecar 1€
I8,

2025-04

2024-10 e CSM X FF#F Wasm Filter I R AR WA FIBEAIBES , ¥EIES N, (EH Wasm Filter ¥ REUEMH.

o CSM STFFHERIBERMIBE , AIRERAET MBS HRIREEE =AML , UEEHITHENR T, REHE
b2, VES I SR TR,

2024-09
o CSM X HRERCLE Pod ifARERGLET Sidecar (\IE , LUBERIFEIZEEXK , BN RiEEHRE4T
223 Sidecar {XI#,

2024.08 o ITEMIRH Istio WRXIFFRERIEMER | BB ITE MRS Istio BIFACE |, ¥ES N FLEMIE

KHIECE.

2024-03 o RAREBIKEVRE , SIIFRENDERAE , FIES N REIKE,

202312 o FIESWITHR , FHEMFMEFESTREERIPREMGIRERE , ¥FES R 28 LA,

S

2023-09 o FOEAMEIE | XEFE=AEMFO (consul) |, FHES N ALFEE,

o JRIT AR HTIE 1.16.x hRAS
2023-08

o FLEMKZIHF ingress

o JhSTRA& 374 Dubbo, bRPC R EHHY
2023-06

o JHSTAL IS 1.14 x BRA

2023-05 o fRE-MAE CSM BUEA

o LEMITHF Prometheus 535 |, ¥E1ES N, FEEM - FF /3 Prometheus 1479%,
2023-03

o FEEMIRSHF TLS AR, SRENURAEE | 5SS IL MCEHE,

2023-02 o FEEMXRIHR BLS HEMS , SFBIERAERFANL , F#ES N RS MiE i BLS,

o BN XL EIETNGE , XIF HTTPS | VS I MBI 4 BT,
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o [RS-RIAE CSM HFT M
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2022-12 o EFHILEMX , BAREM MRS MKEES | VEES T MEE,

o FHEIEE MRS MR | B CSM $£%5 Istio f2HIFEMFROAM | FRAHXIFIR Istio RFMIE. EATIEE
2022-11  MERBESWATTHR , A&HEA, {EE. SR, THE4EHE Istio 2HFHAMNER , HES L 6%
H,

o AINUMABESIIEIR | XY4% Prometheus YTiRARSS , —BETEMMITIEM KB KRE RN,
o WERMRAI : X IFhRSERERN CCE £HEE |, ITARSRUMECE FAWE.
2022-06
o XIFZMPIEHES) IAM | RREARSTREEM A 7B E KM , SKHL CSM PR A SRABILR HIAPRIZH) .

o SHFBRENX Sidecar WRACE , AR RIEALE Sidecar RIRFAE.

o RARFMIE CSM fRSS , RHEATAM |, iFedt-duat, db-RE. #m- T M. efikeh-RiX. FEES
H.

2022-04 o mamkk CSM =R , RTEIRAEAE Istio [REMAS | {SMtEE M. Bk, BNEL. BHIRA.
IR | SRR 2ES. SN RALRSAE  ERSARENEE. BE. B2, 578
B ETa,

- H
FE a D/A [
CSMEZER AN/ E
BEEER RS MIE=FCSM (Cloud Service Mesh) A7 FEIA FEFREAKRI =5 , RET20234F0583LHLEER AN ,
F3t AT E A EEFR.
FHAFETERSREERE , JUEEFEHACSM , ERAARAZERAMRKE, EERANE , CSMERTFAAFRERS , B
REEAMRTRNEIRERTEE (20BLB, ENI)
IR A2 F55t A
IstiohRAs ZFFAERHIRA
1.13.2 1.20.X. 1.22.X

1.14.6 1.22X, 1.24X

1.16.5 1.22X., 1.24X
AR
PRI

@ ik

BEEERRSEMIE (Cloud Service Mesh , BIFRCSM) £HEFRAREIstiofRF M , IRELFEFMRIIE . BBR. BN
B, AR, MEBEAERNE . FEEH. 285, 2 HECRSIAE  ERSEARAEMERE. I8E. B2,
STHER. ETEE. BURSME  BHRSIARENTNEIEMREE | b S A2 SRS AR , RHBET%
5T ERda.
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Baidu B B &BRER Y LA
BEEEES RS MigHIstio AL M, BEIREENNIEHI T , BMX. SidecarRIBAHHEIRE A TFEN N FEMAR | &
SRS VAIRRORN |, SR RS T AR, BURTEmMITRE.
e R A XKIstio, Envoy , BB B EEERITHIE . BEAPIEZ M AR TIRES MK F=REE.

o UEREEH
 smeR  (wErsmsem|| swmosus | memon | seas | - |
______________________________ SR | Webf2BA/Open AP!, REMKIFEAP, EHKubect!, ot

P

BAREIR RIS AERg | REZRS | BEXTR

o FEEMIE
IstiofB XEBMHEBBAEFEE R , M1 FEE4E , BT msdEs .

o IEHISFIE
ST I EVSIE PR ERERAY , M. BERE  FEEE R5SidecarRIRIH T B IHEH]Istio i 55 M
1. FERRNSBRRMERT , MERESRARERSARERGIE , EEFEHEEREN , JEFEBAERD TRt
TREHA.

o BUEFm
IstioBRIAK FHEnvoyfE A1SidecarflGateway M SR ¥R , Envoy(RIBWVSIRE |, FHRIEHIE T RARIEHITHR. RS ML
CSMERAXRFEnvoy , (RIFSHXLMEMNIRE , R F:EProxylessFHE FEIEMEIER,

e |stio HIR
MEMIEHREEE, TN, ZL£F8EN , BidistiofIARZ CRDOFTINMKMACE | XLECRDIE RS ML CSMFHRZ Alstio
RiR, BEVirtual Service, Destination RuleZ , fR$MA&CSMTTL F A4 XIstiof)ICRD, FHCRDEFER AL , &#Istio®
FI3CH,

o £RFEIE
E—ANRS-MAE B, ATRAREVAIE S S KubemetesERER I RS , SERBIRRENA PR KubemnetesEE BER INZECSMEX,
WCSMIEH . EHHIRRINEAIKubernetesEE B IZ1TAGAIR A 238517 AR 55 WIA% S5 58 B 45l bk .

e Sidecar JE\
MRS MAEHIARIER S |, PLSidecarB 2R & A 28EBER— 1 PodF , Sidecar(VIEARABER P4 T ERERES
FEIRM. B e 2T RS T EREKAMotationFARR |, BREMEMAETERBAER , B IEFSidecarVIER
2, X—IFEFRASidecariE N, BT ARERIAECSM= , FTRASCELSidecar® 28 WIRECEIA 2 B BIE IR R E.

o B%
FR% MM HEZE(F FiKubernetes RS- ATHLE] , [RIES AR % MIAE 35 FiBid Service Entry CRDFENK RS IEMZE RS Mg, AR
FMIECSMPRIMRS , ARE—MREMFWALFIX A TEREK. HZMKubernetes ServicegkService EntryEHKIZ R
—AREHNOR , T IREMIECSMIAAZE—NIRSE , Kubernetes ServicedkService EntrySt (& A TEE , H9FLA
X—MREHIZEHI.
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https://istio.io/latest/docs/concepts/

Baidu B EERER Y TREAT
o IstiofiXABMHEIBEILESRIT , MAEFIFEz4 , AATHE4HE .

SELFHA Istio

o HRERIMXEH. TLIEARLIstioFEnvoy , JRIT M STHFIstio 1.13 , 15 IR A& X F¥F Istio 1.14,

o AR stiodt XARAZRY EFATHM. ME , SRETRAAERHHENEAE.
SERG—RETE
o AN EIERZ KubemetesE B , KMEBEHE—MFEN , L—REBRE.
FEMIAIRRIE
o RUFEMBIING, IKibHAR. BNER, BMIRR. MELPCREE.

@ Thige

ILE%IE

£

o MREMiEFEFIMEETEAN AT LAILLR FENIESI RS 2 MKRE | IRETTERIAGET. RIR. EAFMEN. FHE
BHTE MR, BAtLRE. BT RGNRBEFERAN.

AT
o MRS MIRRKIAAIBEITRANARFARENEISE , ATRURAOHRRTERR, HHNREATTBRIR B E.
£
o RMUTIERMGH, BAREE, BRNTLSINE , IERIE, RAEIT ARG SRS ALEE.
Nz
@ N fAsps
ZEEHREIEE
PRk -

o WERBSRFARBE
ET Lib/SOKIIARS-/ATE , SO, FHREABLEMEN RENLEP TR, WETFRSHRSF FHEAEHL).

o HMMFIELIGIERENER K
F—FMERTTESF L EE MRS, ERARRNBEABRIFAMMSTHRIFLERIRTT , MRS AEFRESER
¥

BAiIRER M -

o FREBEHRERNS
B RS MR | B IRSIAIEREN Sk S AR , KA BRI,

* B—HIHRFIAEAR
MRS MISREB T L FMITRES MR FIAE, TR SMITLES L EMBSEARR , BT EHANEE.

EER/ MK E
Pk -

o MREIEMATIXE
WS BRI BT KubernetesfI RS (Service) HHTERMNMRS R, BEMIZHFT , MAVMNBEIM+O , BISIAFSME
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P RA A A& Kubermnetes A AR NS A RAEZ .

o MEAEALEAR
ERANOBRAHIES KR, B— MRS RENERFTEEERYIR , AT RERART 2ANRELEN , Wk B
EAR. RRIRFEFRHE

BeAiTRELR ML -

o THABEHRFEI
T HBRMSNDB MO . BT Kubemetes RAE RS A2 B ShSELESHUBA RS LIS , SKETFELDEL.

o HE%&&‘}EEWE
ARSI, ATASKELRSRANE VIR EMKE. RIBTEE/N , RIREED.

RS &0
Bk

o HFEEHFMELE %
WRFHBERS , FMIURFHIKBINE | RALESH B ISRBIRAIFM RS RARRE | X EXIEETRFRFE I e
HT REHER,

o AIXNE
WS EREARES , BRFUENGIBERS , KIERERY , MIEEAE.

AaER M

o WIEfEE
B EHNEARFRENS , RER RN BB BIESS) | RERIR. BETRES , ERFEARIERLER , BiLE
AR, RIES 0] A,

o HIEEN
RFAHEERS . TEES) , AR, PIEFERFRZME | RAIRIHBRFSERTAERARRZ.

o ZFPEFLF
SMFFRNEIEERIREHE ETERER , RIMAEREIIR | SFERALOIRE , BiEEXERT 3.

o HUERGITWINEE S
SidecarPJ & Exporter , XFFOpenTelemetry# , AI LR AREREIENR. REAEFAREEE.

RERHSWAFRER

Pk

o RERTHELH  MELFKREERANL , REREEE KB RRFHEESHARRI LA,

o MAKIMRAE RN TES , BAMHMSAIMRAR , MFREIERE LTS MRS |, ERTBEMANRIRSE.
BeAipete st -

o RIEMIRER LRI
REMIETTET AL, REFHIEZMHARNMTREN X , XERFETRAERRAOKELHTRK.
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@ HRENITRFE

AL ERANMAT {5 PRI G PR R B2 AR 55 WA CSMSCHBI (ML AR STEERIAE) | KRS N AN RS AR ETE |, RIS RL9F 5
i,

BEABRERIRN TEFUR

BRRRESS
RS RERH EIBKubernetsHE Sidecar SFENER REESHEAN Prr
EERSRREH AR~ RS FRFIRANS MKubernetstE AEFHETONTERBATIET iidistio CRORERERS IR BIRSFRNENRETEEL
SRS, WS RAEEHISRE B, SRSENRSAI. BERR Sidecar SERENTISH, KREE R, SHMARSE, WA, B LREE, TRESMRIMAEN
Istio& Envoy apiz2iE. BEE. BEOERRSORIELEE, Al HRNBSEROREAR SRR,
.
elasepl TREREE T#SdecarE AR T BIstioRREIE TRARNERE
o fERES
N RN
@ IEM R SRAIAUE

ERAEEERECREMIECSMAT , BFRRERAE M EEERERKSHTARREIALE , AERENT :

1 SRR EEERRTE  BEEMER.,

2. TARRLIALE , REETESERLINLE , RBINEEZ T FHERS MWIZRCSM,

3. FERIEE , A EEREAETA SAETEETRRSE > =RE > REMIE CsM”, BIRTFFE(E RS MWiZCSM,
@ B

1. RIEIRS MARCSMSKHI , BERAFMisCoMiztla |, mdr B SKHI" FFEMS | MRS MARCSMAMSIIAR . FEEMIE =M%
BARFRERSE , BRRFEAERRRB RS T %.

2. REMIZAZREN , AT RABINEBLBRA] , FEENIKFARMATRET1007T, XTRME , 5 R
{&,

@ FHafEA
@ BIEE KA

1 EXERARSMIRCSM , BREEERERESA | EF MRS >aRE> REME CSM” , KB\ 2 FBE>1531"T
M, A R Bl SRABI B2 AR 55 MRS KA.

2. {EBEMS AR , FTTARERACE |, VR IREER >0 EIE,

3. R HA RS AR TR TIREIGNE | EMRSIRTE , ATIAEEIEF HRFMIERS) , KA LaHEREN BT
H,

@ BARS
KRS N RS P SHTIATRBIER M ODIRIE |, RS AINANAR 55 MA& (K IESidecarfiEN :

1. SEEEMRS MRS , BT RS MG E RSP IS CCEERRMERS MG , HING , RS MI& T B3 RINCCELRE
_EiE1THKubernetes ServiceMIXS N T ETEL , VEN R ETEr > R ETE,

2. X¥FKubemnetes T{ETAZL , RS MIA&HIA{RCRDIAIHERRSMIPIT SN , ?JBEENEANAR , TTHIRS Mg Sidecar{t
HASRMEN , ERIEEERE-ENEE,
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https://console.bce.baidu.com
https://console.bce.baidu.com/csm/overview/guide
https://console.bce.baidu.com/billing/?_=1567132907317#/renew/list
https://login.bce.baidu.com/?redirect=https://console.bce.baidu.com/
https://cloud.baidu.com/doc/CSM/s/kl2irbq9z
https://cloud.baidu.com/doc/CSM/s/Ql2iy2330
https://cloud.baidu.com/doc/CSM/s/Cl2iy4nz3

Baidu B EERER Y TREAT

RE-MF&CSMIETT Istio B (4N Virtual Service, Destination Rule) AR JAIRERE | “Istio R REE T INES . B4E
APIEARARIRZ N RIFEHITRR , B AAE Istio® IR ARG Mok &8, NS IETER>Istio BIREHE,

& M & FIDemo

@ 1.GZFEE RS WA

HANBEERERIESEG > EFERE R CSM -> QIR (EFRFIZIATEEMR, HELENEE. EHTEXAIFEN
MERIEE) -> FAGIZEIE],

SEfIE FEENE THIZRAHE
SR e - bR K -TM
* RAERTR: 0/65

IEFEANNEFE., BF. PXUAR-_ JIFHRFR, DANTFERkL, KERNBE65TTN
* IstiohRAx: v

{24 EBLB: Z@EBLB

API Serverijial: HERMiER], BNIEBISNRIAEIAPI Server,

* R

RERITERE: @

@ 2. AN SRR
ARINTHEEAE MRS A AL SR |, DUE CSM FEE MRS SKBImT LUEIR A R ERURS R .
R FRRATESE— N EEERERR AR5 % CCE &1, ATHERAINBREF. BERERDRUISHEIA | 225,
HE

o FTEMIEAEICCESRRY , MREFvpc-eniPXEN , FEMHREFMN R LA HILHNACE T BEVIRIFEE ML SKBIvpcib
B

o CCE&ER:fIEworker T &l |, 55 Runbuntu

o Baidulinux IR{ERSIE T S <Az tE R
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https://cloud.baidu.com/doc/CSM/s/7l2iy3rnm
https://cloud.baidu.com/doc/CCE/s/zjxpoqohb
https://cloud.baidu.com/doc/CSM/s/Eloguezvd#%25E6%25B3%25A8%25E5%2585%25A5-sidecar-pod-%25E5%2590%25AF%25E5%258A%25A8%25E5%25A4%25B1%25E8%25B4%25A5

. Lo —
Baidu B E BaE =30
< E hosting-mesh1 o &f7H
BEXER
SEarEE
e
REEE P LRIARSNELHIENE 1 KR, TRIMAINER. EHRRE—MIELHNENS P CCERFNBRMEREARNA, HCIDRERER. F—CCERRTIE, {XEERME— RSN
BELGIEE,
[ZES=¢:d
+ HmsERE BiEo%k, 1% 3221 Q C
IstioFREE
EHER ETRES KeSHRA — BHERMER Hofgh ARIESIE) VPCRIER EBATS 8E
BRESFIR
° EFR 1225 10.1.0.0/16 #4t - 4R 2022-12-19 20:05:43 192.168.0.0/16 ° BB SR
EINT

CCE SRR TTRUE , FI7E CSM FRIRINA FEERY |, 612 ENBEERERIEHIA > EF RS MR CSM -> QxR ARIAE S
Bl -> EREHE > RINEEE > WA,

@ 3.FF/=2SidecariE \

FRENTANEE , AT TRBIEN Sidecar (3 , & Sidecar (IEA TSRS Mg EMAES . FEMNGELTEE
HIENREE , ERHENIEN N GETE TR LIRS , JSHXH AR TR PodBEEANT Sidecar B2,

B2 ANBEERERIEEIA > RS RAE CSM > mdx N MG S >R INERE > NRE > FFRX N G2 =R A )
ENTFR.
CEREIN

FRAMEN, BRAnnotation}y <sidecar.istio.iofinject="false"> #IPodMI TIEA#, 1IRIEASidecar; HBZEFIWEEITE <istio-injection:enabled>, ZIFEIGIEX FRIHIBIR .

BP0k, H2%k WwEEE v Q ]
Ihisg EHBINR BRZNE K& Bli2ATE) amEN @
1t - 3t - test ® BT 2022-12-06 21:06:44
#it - R " default ® BT 2022-12-06 20:03:21 [ @)

@ 4.5 N TR
7£ CCE B3| Z LB I WHALE 3k YAML AT ERE TIERFRS .

12 FNAEERERITH A > EIEARES| % CCE > AN NNER > TR > TREBEIE > FFETTRESHBE/(F
B YAML 413,

AZASZ A YAML B3 541 , consumer-demofJK8S deployment YAML SEXANF :

TREAT
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apiVersion: apps/vl
kind: Deployment
metadata:
name: consumer-demo-deployment
labels:
app: consumer-demo
name: consumer-demo
spec:
replicas: 1
selector:
matchLabels:
app: consumer-demo
template:
metadata:
labels:
app: consumer-demo
spec:
restartPolicy: Always
containers:
- name: consumer-demo

image: registry.baidubce.com/csm-offline/bms-orignal-consumer:dev

imagePullPolicy: Always
ports:
- containerPort: 9999

RIETRIETR IR S5 PIAR ITNRE | TR E Aprovider-demoiE LA RIMIERAS , BIviAIv2,

provider-demo v1RZ<K8S deployment YAML XEXANF :

apiVersion: apps/vl1
kind: Deployment
metadata:
name: provider-demo-deployment-vl
labels:
app: provider-demo
name: provider-demo
version: v1
spec:
replicas: 1
selector:
matchLabels:
app: provider-demo
version: v1
template:
metadata:
labels:
app: provider-demo
version: vi
spec:
restartPolicy: Always
containers:
- name: provider-demo

image: registry.baidubce.com/csm-offline/bms-orignal-provider:dev

imagePullPolicy: Always
ports:
- containerPort: 10001

provider-demo v2hRZSK8S deployment YAML SEXANF :

TREAT
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apiVersion: apps/vl
kind: Deployment
metadata:
name: provider-demo-deployment-v2
labels:
app: provider-demo
name: provider-demo
version: v2
spec:
replicas: 1
selector:
matchLabels:
app: provider-demo
version: v2
template:
metadata:
labels:
app: provider-demo
version: v2
spec:
restartPolicy: Always
containers:

- name: provider-demo
image: registry.baidubce.com/csm-offline/bms-orignal-provider:dev
imagePullPolicy: Always
ports:

- containerPort: 10001

+ METRSHE | EAYAMLEIE TERHEEMR

TEREEH THERERS SEFRPOdE HATSPodE K8SHREE WREE

=

app:provider-demo
[} 1 (Fi&: 1/1) , BEM: 1, FA: 1 11 name:provider-demo  default

er-demo-

ment-v2

app:provider-demo
) 1 (Fig: 1/1) , BEH#: 1, A1 1 {84 name:provider-demo  default

app:consumer-demo
® 1 (Fi%: 1/1) , BEM: 1, A1 1 {94 name:consumer- default
demo

ETRIENBEERREFE > TR E CCE > RuX MR > MK > RS -

provider-demo Service YAML SEXENF :

apiVersion: vi
kind: Service
metadata:
name: provider-demo
annotations:
prometheus.io/scrape: "true"
spec:
selector:
app: provider-demo
type: ClusterlP
sessionAffinity: None
ports:
- protocol: TCP
port: 80
targetPort: 10001
name: http-port

Bl E)

2022-12-2115:10:06

2022-12-2115:09:27

2022-12-2115:09:01

> FERS.

ERATERHBMHTIER

BiE
Y
sxin 83 v G
R
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BHHG -

BFAR B v
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74

BRSSTIR BEEE:  default v ®

REIET: el LoadBalancer B Service? HN{II{EAEEPodiELoadBalancer Service?

+ MRS BEEH v mwARsSEmETe Q| G

B WREE ESad) &P PIERIR R ShERIR R SRS BRI
ider-d :80 TCP 2022-12-211
provider-demo default ClusterlP -, prov! er-demo 1824 MIER
provider-demo:0 TCP 5:12:10
Ak e
L oalla s

FEAR 7R BT Consumer Demo ijj[a) Provider Demo BFIEIT K8S Service #111R1 fEimAR S , BRESIEN(A) V1 F0 V2 hRAR
Provider Demo Pod , T TCiZAEAEEHIRE.

3 \consumer-demoffjpod 25 , Vil :

while true; do curl http://127.0.0.1:9999/echo-rest/hello && echo && sleep 1; done;
while true; do curl -H 'x-b3-user: admin' http://127.0.0.1:9999/echo-rest/hello && echo && sleep 1; done;

@ 5. FIAHERM TR
WMATA R LD T , BIRTHRIE(ER CSM R U IRS MR AR S IATERES.

—AMMIIF |, 1B RS PIAR AR 557438 AE BT SK3T, Consumer Demo 373]8) Provider Demo HIiiE 100% & 1EProvider Demo V1iR
&, MABEREATE Provider Demo V2 hRA , 20 FEIFTR :

CSM FEE = GIm

BETE Pod

Container

|
|
|
|
|
| I
| |
| |
| |
| |
| [p—— | | |
| |
T |
[ ' " 0% . | |
L Consumer Demo | | BETE Pod |
| e e | : | Container :
“r. ‘ e
| | | B
| : ' ] |
| I | =] |
| I | _Container, |
| | | I
|
| | |
| I l |
| | | o sa— D |
| ' | |
| : ' ;
_____________ i e

FEERERIEHIA > EIFIREMAE CSM -> drSf N AR 3K -> Istio BIRETE -> AR Istio BIR.

Istio &R YAML EXANF :
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apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: dr-provider-demo
spec:
host: provider-demo.default.svc.cluster.local
subsets:
- name: v1
labels:
version: v1
- name: v2
labels:
version: v2

apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata:
name: vs-provider-demo
spec:
hosts:
- provider-demo.default.svc.cluster.local
http:
- route:
- destination:
host: provider-demo.default.svc.cluster.local
subset: v1
weight: 100
- destination:
host: provider-demo.default.svc.cluster.local
subset: v2
weight: O

RIERE

TEARHI/RBIF Consumer Demo 3] Provider Demo B JRER 48] VA BRAR , MATEARIV2 iRAS |, i@id CSM ] sCELfE#
EHIREERKBK,

BT L3 A\ consumer-demofipod B 25 , VilaE0 :

while true; do curl http://127.0.0.1:9999/echo-rest/hello && echo && sleep 1; done;
while true; do curl -H 'x-b3-user: admin' http://127.0.0.1:9999/echo-rest/hello && echo && sleep 1; done;

F—MEIF , BRSFMIME NS FFistio [RAE fenvoyfilter IR

HNBEERERIZHA > EHERE WAL CSM -> Rdi S Bz PIA% S5 -> Istio BHRETE -> 41 Istio BR.
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: add-baibu-header
namespace: istio-system
spec:
workloadSelector:
labels:
istio: ingressgateway # A] UARIE 752 5 SUAMFRE N L1 RBGIR S
configPatches:
- applyTo: HTTP_FILTER
match:
context: SIDECAR_OUTBOUND
patch:
operation: INSERT_BEFORE
value:
name: envoy.lua
typed_config:
"@type": type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua
inlineCode: |
function envoy_on_request(request_handle)
request_handle:headers():add("baidu", "some-value")
end

@ 6.FEE MR B L%

BKR]2% « 3fHCpromSRILIZE

T

@ 7. BERFEEMIRIRIEIE

BEACSMIZFIG——>FEEMBERB——EAEE—BERMRFEIE , FNSHFVPCHIRIEIEA ARG , SRt T
TERIKEES]. EOTFAAREIERT kubect! 14 % AR Istio X CRD #IR(2N Envoyfilter, VirtualService,
DestinationRule%),

csm-istio-test  iEfi®

ExER ERASRE

4
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i
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apiVersion: networking.istio.io/vlalpha3
kind: Gateway
metadata
name: helloworld-gateway
spec
gateways
gateway-gw
hosts
vk
http
match
uri
exact: /hello
route
destination
host: helloworld.test.svc.cluster.local
port
number: 5000

SR SRR TRIT LU T A AKEE M 5 o450 %9 B2 BLB_E 4B 5E U EIPSET 8 El remote & B¥fhelloworld fR %
o INRMHIEA /A MMRITE AN , EHEBUN S RAE.
o INSRIEHIE A EARBCE DNSHEAT , RIEIT AT AR TRAE.,

o SFXFHTTPHMY , {5 $ curl -v http://helloworld.example.com/hello --resolve "helloworld.example.com:80:{BLBESXE X]

AP} BHTHUE

o EFXFTHTTPSHMY , {8 $ curl -v -HHost:helloworld.example.com --resolve "helloworld.example.com:443:{BLBZBE I/

XIP}" \ --cacert example_certs1/example.com.crt "https://helloworld.example.com:443/hello"

MR FRACE FIFAAIE R AT ARYE A P RS R istio RIREE T E T KM Crd, THERIECEhelloworldf{vi, V2RRASHKI;

[FIAE VA fR] BB

1. f&¥gateway-vs3CfF , MU THECE :

fRsllistio Bl
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apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata
name: helloworld-vs
namespace: istio-system-csm-6gdec53e
spec
hosts
helloworld.test-hu.svc.cluster.local
http
match
uri
exact: /hello
route
destination
host: helloworld.test-hu.svc.cluster.local
port
number: 5000
subset: vi
weight: 80
destination
host: helloworld.test-hu.svc.cluster.local
port
number: 5000
subset: v2
weight: 20

2. T %4helloworld-dr3zf4 :

BliistioBt il

10.10/v1alpha3

)

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata
name: helloworld-dr
namespace: istio-system-csm-6gdec53e
spec
host: helloworld.test-hu.svc.cluster.local
subsets

name: vi

labels

version: vl

name: v2

labels

version: v2

3. BR ER XA TIRELFIRIE.

@ BRAEMRIEE

RUT LSRR & LERITEEMKFE :

28
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1 BRAEEREREGE SRS > zRE > REMK Csm”,

2. EMEMIRITHIA | SRR MRS IR P IREIRIRERTTE XN RS AR SS6) |, RETSBI B FRAEAMAEER W

PSpLi

3. RIEFMXER TEKFEEMRRBILH , KBFERIMOHERR , ARERTINENT

EAER

RHEE

RXER

Istio B EE

[ £2009

EARE

BAES

SHEE

RXER

IstioBH i EE

BEFIR

EANEE

@ FFRAEHRE
BT SR A LERITEEMRFS -

1. BRAEEEREGE S TRES > zRE > REMIE CSM,

RXER

©

...........

FIXEE > gw-ugf26api

ERER

O

MEEG test
wEsL:  Em
PR

ramHeA F1-3

[ZEINa]

LS

ZGID:  gw-ugf26api

AR

EEBEEHN/ 0

BAn

AXER Q c
ot e
1
¥
VPC:  vpe-sh2me2vscBu
FA: sbn-8van09zatgux
PrEEs
Q
BLBHS oxzEgia
B
<

2. FEMFMARIEEIG | X RIS PR SIR PIREIZRERTEE LB RS MR RB) , RaTSREIBFRATEEMARZRE W

KEHE,

3. REMXER THNFEEMIRAILTR , REZINCGHERE , HE'BERE , REdwiE

BAER

HpEE

[ZES 3 )

IstioBH i I

WHIIR

EANRE

FXEE > gw-wp9ifogh

BREE HEER

s
MEER  gw-hu

BEAL: RN

ZHID: gw-wp9ifogt
LEELTEPN-]

KOS 2040

AR

EEBERFHY /MO

REREE , /A , FFEMXBEREMS , BRE B EEEEERHERFSBLS LR N B EETFERMEW
RAAREFRNAEREE
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< gz-bls-test

TEIE YEEE

ATNEESEN, ERBNMANSL
N T Q 2023-02-10 10:25:27

2023-02-10 10:26:12
stio-system-csm

ipudgl

istio-system-csm-pbcab61. 2023-02-101026413

istio-system-csm-pbcob61.

2023-02-10 10:26:14.

2023-02-10 102615

2023-02-10 102616

2023-02-10 10:26:16

2023-02-10 102617

[msse | misom | mvvam | x| 7% | 2029:0210102806 - 2023-02-10 102806

l0g": [2023-02-10T02:25:22.2712] *- - HTTP/1.1* 400 DPE hitpt.codec._error

ERAHAT asEs %

oo

17216.0.6:8080 176.13.115.142:64004 - - *s:

log" [2023-02-10T02:26:11.543Z] "GET fhello HTTP1.1" 200 - via_upstream - °-* 0 60 88 88 "111.206.214.32" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7)

-a7aeSedfcagd” *106.12.113.243" *10.16.1.8:5000" outbound|5000] helloworld.test-hu.sve.cluster local 172.16.0.6:43858 172.16.0.6:8080 111.206.214.32:49332 - -

2023-02-10T02:26:12.6782] "GET fhello HTTP/11" 200 - via_upstream

060 88 87 *111.206.214.32" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15._7)

ab307b6d95d1" *106.12.113.243" *10.16.2.8:5000" outbound|S000helloworld.test-hu.sve.cluster local 172.16.0.6:41480 172.16.0.6:8080 111.206.214.32:49332 -

109" [2023-02-10T02:26:13.279Z) *GET /hello HTTP/L1" 200 - via_upstream - *

06cdb67(5ab" *106.12.13.243" *10.16.2.8:6000" 1

b

060 88 87 *111.206.214.32" "Mozila/5.0 (Macintosh; Intel Mac OS X 10.15._7)

log": [2023-02-10T02:26:14.1652] "GET fhello HTTP/11" 200 - via_upstream
-350921fcb6d" “106.12.113.243" *10.16.2.8:5000"

Juster.local 2062143249332 - -

0160 88 87 *111.206.214.32" "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7)

2023-02-10T02:26:15.218] *GET hello HTTP/11" 200 - via_upstream

bfdBeebect?" *106.12.113.243" *10.16.2.8:5000" outbound|S000helloworld test-hu.sve.cluster ocal 172.16.0.6:41480 172.16.0.6:8080 111.206.214.32:49332

u.sve.clusterlocal 172.16.0.6:41480 172.16.0.6:8(

060 88 88 *111.206.214.32" "Mo:

1a/5.0 (Macintosh; Intel Mac OS X 10_15_7)

"log": [2023-02-10T02:26:15.751Z] "GET fhello HTTP/1.1* 200 - via_upstream - *-* 0 60 88 88 “111.206.214 32" *Mozilla5.0 (Macintosh; Intel Mac O X 10_15._7)

) * *10.16.28:5000" e

REA LA BEE EHTEFARNER

7 B

]

ARESEN 0%

o BEERS BEEN
s
N ga-bis-est
B
st ~  BEERE | 2®
kel QueryiB®): |1 select * linit 10
wiEmn
e ~ o
s
cerer =W 03128
. w©
P -
2
10

t-hu.sve.clusterlocal

B OB WR

2023-02-10T02:26:16.5417] "GET /hello HTTP/1.1" 200 - via_upstream - *-* 0 60 108 108 "111.206.214.32" *Mozilla5.0 (Macintosh; Intel Mac OS X 10_15_7)
1-448640054571° *106.12.113.243" *10.16.2.8:5000" outbound|5000] helloworld test-hu.sve.cluster local 172.16.0.6:41480 172.16.0.6:8080 111.206.214.32:49332 - - “stream” stdout “time

2023-02-10 10:31:32 - 2023-02-10 10:31:32

x
eam": stdout “time": 2023-02-10T02:25:23.032703136Z
(KHTML, e
stdout “time": 2023-02-10T02:26:12.0367538962
36 (KHTML, 36"
stream”: stdout “time": 2023-02-10T02:26:13.036018912Z
(KHTML, like Gecko) Safarif537.36" *
stream": stdout “time": 2023-02-10702:26:14.0366567512
(KHTML, like Gecko) -
stream”: stdout 2023-02-10702:26115.035815679Z
. ke Gecko) Safari/537.36"
stream": stdout “time: 2023-02-10T02:26:16.036067377Z
(KHTML, ke Gecko) Safarif537.36" *
stream": stdout “time": 2023-02-10T02:26:16.036085096Z
(KHTML, 36 1-ata
2023-02-10T02:26:17.0353660122
5%
=
FEBI v

111.206.214.32:49332 - -

172.16.0.6:8080 111206.214.32:49332 - -

o

@timestamp

2023-02-10 10:16:44.001

2023-02-10 1016:44.002

@ FF/EPrometheus!#%

2023.02-10 10:18:43 2023.02-10 102043

@stream @raw

2023.02-10 102243 2023.02-10 102443

@tag_container_image  @tag_container_s

{"log":"2023-02-10T02:16:43.6648222\u0009d

$ha256:776b65e891

y-55b4bBddB1-n9x]8_istio-proxy_cross_account 9] from

strea istio-prox
93a7e27236c15a3¢51 iiad
_gw-ebgkixti mstderr”time":2023-02-107T02:16:43 6649
acs7ccer3att22a1c
071962}
g
isto-system-csm-50lpu0gl_isto-ingressgatewa | %
¥-55b4b8ddBt-nxj8_istio-proxy_cross_account i istio-proxy
e

BT BRI A LERIEEMRHE -

1. BRAESREREGE B TRRE > zRE > REMIE CsMm,

2. FEMFMIRIEEIG | X RIS PR SIR PR RIERTEE RN RS MAERB) , RaErSREIBFRATEEMARZRE W

REH",

2023.02-10 102643 2023.02-10 102843

@tag_file_path @tag_pod_name
Iome/cce/docker/con
tainers/2593cecee3al
98ab33Bedaee0f731
5d5bb531ba7520256

@tag_pod_namespace

2023.02-10 103043

@tag_pod_uid

e 9

ar7702857ebdStanc/2
593cecee3a98ab331
8eddec0f7315d5bb53
1ba752625641774285
7ebdsfatc-json.log

55b4b8dd8f-n98  puOgl

Iome/cce/docker/con
tainers/2593cecee3al

-8282-80103bf137a0

I

88

5504b8ddBf-n98 puOgl
Qracan1a10RARAA

3. R MXER THKNFEEMIRAILTHR , KRBEZINSCHERE , 2 EISERRE" , RbwE

S MXEE > gw-fozaieem
ELT -
1
"
ISt SR RANN
MFEH:  2xytesteni
ST B
EARE ZOURE: 1026 [4
AERE: X [4
VPC: vpe-beagewkiwzes
[ZEINs]
BLBEH/ID

2xytesteprom
Ib-17ee6de8

HID

BEHT

B

PN T AR

- 17216013

gu-fozaieem
wER

1

Sbn-jyimas6tedta

ESBEET /WO

TcP:80
TCP: 443

MEEY AD

FHEHPA: RH (4

TSR X (4

BLED -

BLB S engeEl

-828a-80103bff372e

2023-02-28 10:27:45

FEAREMN
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7 - [ > cce-cluster-instance C cproma

rom3Efl, HERMMAVPC FEICCESR! (CC
)

RS AERPrometheus3Kff , RERIA  FFEMXUIREERERS. (FEFPrometheusSIBIRIARA : EXREXMVPC
TFECCESE B3 X CCEAE BT ¥ Prometheus Agent)
BRE , FOIEE E5EE=Prometheus 412 R %X R PrometheusSe IR ERE T |, BERIMXHALE REM

< 5B ywjtest ® iz

Y

mnn meow Ly ®EOE
E Targets  REME  AgentHiE
HERER
AR ° 7
BT + UREES a ¢
LERE
HEBEH BRXN ¥ WRE@R R BlEReE o WE
csm-amzi2wp3-gateway-stats BEXER Istats/prometheus L=t 2023-02-20 15:22:41 R R W
kubelet BaE Imetrics L -] 2023-02-02 19:31:22 LN
kubernetes-pods B Imetrics. L3-1:] 2023-02-02 19:31:22 IR R WS
cadvisor BEEE Imetrics/cadvisor Ly-1] 2023-02-02 19:31:22 R RA W
cce-telegraf BT Imetrics. L3-1:] 2023-02-02 19:31:22 Wi RE W
" " i dos .
it GrafanaflR 55" E & M XA M AR -
E3 Prometheusiiz Grafanaf§%s
ey
c
v
Grafanafiss Grafanaiki Grafana it REEEEMTE Grafana/2FliS& R ) 1R
gzProject S J— ) s ratans-ownzzupaz-pubcnc gz badupce. [ oo )
grafana-owwzzupg2 com

HHECSMB R Flistio Gateway Dashboardt&R . ¥R IRIERE T fiPrometheus3Lfl

RXERBH (X) REBHH

T Value:38 == S Valu

WRAIHER

SRR

— KRBT

LHIBIE - T RAIEHE

FAIRIE SHE3 P99OFEIR 404tE) SXXELY

ELIE ¢ ELIE ¢

@ Ingress[a)#

BT ARERERAR |, 208 Gateway, VirtualServiceZ:CRDACECSMMIKAL , CSMF=ERRACCER PRI T “Ingress[E 5T
B8 , (MRS ERE M CCER BT NI B ingressHEACSMM X |, FEH AW FIFICSMMREIAE . T T1E5THIKES
Ingress , CSMP KAERREMEAMERE_ EHBSCIN T BEMIR T

1. FRingress[El#

R MXEE TEAFTEM XKL , SBEEEIMOHERE , $REingressEH” , mifdwig
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<HEL ywjtest o R

=
B FXEE > gw-rbubxwhz
e EHEE  mame
[ZES:3:
G
IstoARER
FXER:  ywitest B gw-rbubxwhz
BRSIIE @A - BEAR a1
EARE RS 1626 [4 wan 1
BER%E: XM [4 x4
VPC: istio-test (192.168.0.0/16) FR istio-test-c (192.168.1.0/24)
[ZEINs]
wep -
BLBHAID e e BSRARITN B e s e
ywi-test-ga TCP: 443 [
e - = 10216814 Ten o st 2023-08-08 002053

ingress [@% X
BIERER ingressEL BRISERE

v 0 I v 110

kubezoo-ywj/cce-ozfn6fvm

EWH ffE

RIEEE , FEan TE AR

<CEE ywijtest e &R

HAES FXHIE > gw-rbubxwhz
anw AHEE AW
mxEE
SEFI¥E
IstioBAUE
ywitest SEHID: ‘gw-rbubxwhz ® BT
S5 BERN RER [ZESS:0 A0
EAEE &G 1026 [4 Bl 1 FHEHPA *H [4
BERE: Xd [4 i *H [4 TLSEHINER: * [4
VPC: istio-test (192.168.0.0/16) FM istio-test-c (192.168.1.0/24) ingress % kubezoo-ywj/cce-ozfnéfvm... [4
[ZEINs]
BLBID v Q
BLBEH/ID ARkt [SlEE:HTS BRSSEALOTIIL / O BLB 43 BUiRES(E
ywj-test-qa Tep: 443
- o8-
I-atabs288 . 19216814 Tom 80 © e 2023-08-08 00:20:53

P FRCCEER R MAM S

apiVersion: v1
kind: Service
metadata:
name: helloworld
labels:
app: helloworld
service: helloworld

sShec:

£ 0 Q

[ARCONRe]
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ports:
- port: 5000
name: http
selector:
app: helloworld

apiVersion: apps/vl
kind: Deployment
metadata:
name: helloworld-vl
labels:
app: helloworld
version: vl
spec:
replicas: 1
selector:
matchLabels:
app: helloworld

version: vl

template:
metadata:

labels:
app: helloworld
version: v1

spec:

containers:

- name: helloworld
image: docker.io/istio/examples-helloworld-vl
resources:

requests:
cpu: "100m"
imagePullPolicy: IfNotPresent #Always
ports:
- containerPort: 5000

apiVersion: apps/vl
kind: Deployment
metadata:
name: helloworld-v2
labels:
app: helloworld
version: v2
spec:
replicas: 1
selector:
matchLabels:

app: helloworld

version: v2

template:
metadata:

labels:
app: helloworld
version: v2

spec:

containers:

- name: helloworld
image: docker.io/istio/examples-helloworld-v2
resources:

requests:
cpu: "100m"
imagePullPolicy: IfNotPresent #Always
ports:

FEAREMN

33



Baidu B B BaER Y

containerPort: 5000

P FCCE& BN Eingress

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata
name: helloworld
spec
rules
host: helloworld.com
http
paths
path: /hello
pathType: Exact
backend
service
name: helloworld
port
number: 5000

apply ingress.yamlz ER§ELN AR |, BIT FE®GS , EF"ARIP"SRIET R N[ H A7 Mk,

curl -v http://helloworld.com/hello --resolve "helloworld.com:80:{/\ M IP}"

s RN T

csm-gateway curl -v http://helloworld.com/hello --resolve "helloworld.com:80:106. .

=
* Added helloworld.com:80:106. "k .84 to DNS cache
* Hostname helloworld.com was found in DNS cache
*  Trying 106. 1.84:80...
* Connected to helloworld.com (106. s .84) port 80 (#0)

GET /hello HTTP/1.1

Host: helloworld.com

User-Agent: curl/7.77.0

Accept: */*

Mark bundle as not supporting multiuse
HTTP/1.1 200 OK

server: istio-envoy

date: Mon, 07 Aug 2023 10:20:35 GMT
content-type: text/html; charset=utf-8
content-length: 59
X-envoy-upstream-service-time: 133

Hello version: v2, instance: helloworld-v2-54df5f84b-jsb8t
* Connection #0 to host helloworld.com left intact

2. XMingressR%

FI%&H:  test-gateway gw-43zygoky

HER

1

£OXM [

VPC istio-test (192.168.0.0/16) FMA: istio-test-c (192.168.1.0/24)
MEAD
BLB YD AL IR RS BRLNINK / 10

WELINES |, BRPITHS

® E{THR

A0

®E 4

- FH [

SiP i
e

BLEID

BLB e )
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curl -v http://helloworld.com/hello --resolve "helloworld.com:80:{Z\MIP}"

=

LIS
csm-gateway curl -v http://helloworld.com/hello --resolve "helloworld.com:80:106
Added helloworld.com:80:106. 11 = = .84 to DNS cache
Hosthame helloworld.com was found in DNS cache
Trying 106. .0 J.".34:80..
Connected to helloworld.com (106. i5r.84) port 80 (#0)
GET /hello HTTP/1.1
Host: helloworld.com
User-Agent: curl/7.77.0
Accept: */*

Mark bundle as not supporting multiuse
HTTP/1.1 |404 Not Found

date: Mon, @7 Aug 2023 10:32:49 GMT
server: istio-envoy

content-length: 0

Connection #@ to host helloworld.com left intact

3. EECAEPSInginddRaE | TRG) 1 BLEERARE

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata
name: helloworld
namespace: test-ywj
annotations
nginx.ingress.kubernetes.io/proxy-next-upstream: http_502
nginx.ingress.kubernetes.io/proxy-next-upstream-timeout: "5"
nginx.ingress.kubernetes.io/proxy-next-upstream-tries: "10"
spec
rules
host: helloworld.exal2.com
http
paths
path: /hellol
pathType: Exact
backend
service
name: helloworld
port
number: 5000

@ BIEFFEER X
TSRS A EBEREEMX
1 BRAESEREGE B TRRE > zRE > REMIE Csm”,

2. EMEMIRITHIE | S RHURK RAES IR PIREIRIRIEATTE RN MRS AR SB) |, RdrSRBI &R A A EE W
KEW,

3. Rl MXEE R EFEE M RSB EEN B R , BITREREEMX , RRSERIARIIBLBMN S S5EMEP :

14
ik mxER

sEREE RXEH c

IstioBHFEIE
i - 2 2] 2540 1 2022-12-05 151218
gw-ugf26api

L2203

ENEE
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Baidu T 58E= 308y FERREN

BERRX
A% test EXWOFRE, (FMEEMIRIG?

WHRXEHOROMETE S5 5%

4. ERBITERARBIZ G, B PBZ I8 T AR ER 58 Kistio crd—F iRk,
EIN =
@ BER

RS WIS BT B =3P Sidecar EFF RS EMIREFHPATHIRS RIAIEFRRE |, SRELXEREMSEBERHRAEE | flantasis
. MEAI. RELFE. AXNBNTEDIRS ML CSM 164 | X CCE BRI T MEEHT Sidecar KBENENER
&,

AR 55 WA 12 5

Pod Pod

@ BiFR &AM
B4 CCE &3¥8) CSM 3XHIF , SRR 2 0, S frEit,
@ Sidecar WIRALE
1. BR BEEGEAEA SRR > ZTE>AS > REME csm,

2. FEMFMARIZEIE |, ZEMISAREEMARSIR | MRS IR TE R G HIZRERMAREHR/ID | AN SAERENE
.

3. ENEENEAEMMER : Sidecar RIFACEMBZNTINAE. Sidecar WIRECER/R T HHIHK Sidecar CPU, AN HRIREC
BEE. BEATETEX—EE , TETHSEFIEHEHTRE |, Istio B AMKMHRENRNER 11Es%,
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Baidu B E &B8ERHY FEEREH
@ Sidecar BaENELE

RFRTEUEE Sidecar B ZNIEAMIRE , EWFEEBBTLALEMNERT , KIEPERIEN Sidecar R, FRFMIE CSM 1%
FIERET HATREAEANLREANA , AT ATE Pod KABTING , IV TAERBERAIKBSIEN.

@ A ZEEIFREFNEAN

1. A NBRERETHBNEANREER , \TUEERSME CSM KHIEIRRKITARHT MO TE. FTUER LARRIE
W\ e /R AR ERIEE SR T B Ard & (A,

2. AIEBETNENSIFFBESNEAT X , EAEEEF EENEANGL T , A EATFRIRA , B ATSEdh & S| IT
At &= RKAA Sidecar BEEN.

<EE test e EfTH

EXER . o
Sidecar R E
e
meE EHTEE, WAGER, FREAREN,
Istio B RETE CPUERER [1 %% AEFRG [ &5
BEFIE request: 100 m request: 128 Mi
limit 2000m limit 1024 Mi
ENEEE
BEEANRE
FRBMIEN, BAnnotation} <sidecar.istio.iofinject="false"> #IPodfI LIEf %, HIRITASidecar; BRZE!
<
Bigiho%k, #10% BREE Q C
¢
e EEET BRI ws BIRAIE] BN @ v
4 - R test-tanjunchen-hu show-case ® & 2022-11-30 16:23:53 [ @)
- 4R test-tanjunchen-hu test-hu © & 2022-11-28 17:19:39 [ @)
4t - b test-tanjunchen-hu test-fff © ETH 2022-11-09 16:29:53 [ @)
b - 4R test-tanjunchen-hu test-ece © iEFh 2022-11-09 16:29:51 @

3. JFJ3 Sidecar BFNENE , £ A& T AECEME istio-injection:enabled , XFBEENIEANILTEE istio-injection #R%E , B

RRIT -
BIE PR
FEEshiE NG 2Z% B Annotation A sidecar.istio.io/inject="false" f{] Pod , {5 & FRINMHEH S Pod L BTN
[8] Sidecar,
A R
i%ﬁ@zﬁ/{)\ﬂq o {¥ Annotation >4 sidecar.istio.io/inject="true” ] Pod £ B 3h/F )\ Sidecar,
A

Yl A BEIAREN , EEETTFRNIAERE , ALIBEASB Y Sidecar RIE |, ZEFERPITEERKESN
ENKEE , RFMAE CSM ARk TERBRNER.

4. EFBEHNINGHNGLTAFEENA , WIENAK Pod 2&EN Sidecar {RIE,
o LR CCE A#35|% , LMY RNMATEFEMLHRHNEEBR , ZNSAMAEETERE > R4,

o HERFAYIRTFTERITRTBENENNGETE , AT Pod BFRIANBRFAFER,

o ERIPEBERMMNBRINRFITLANEEIRE S Pod 4t , FET —1 %A istio-proxy A , RIFBBNEA Sidecar X

.
FRIIR
SBEA R SBErequest/imit) ARER BE®E BN B
proxy

registry.baidubce.com/fonline-csm/prox

‘‘‘‘‘‘ proxy sidecar ebSSH
yv2:114.6-baidu

bci-registry-bench-provider H
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@ A Pod hBafy , BhCA Pod REBNENECE

HEAFBUG 2 TRAEINEREBINENARE , o] A Pod REBNENAE. BITHA Pod BREEF
sidecar.istio.io/inject="true" BIET A Pod A FFEENEN.

AR S5-315%

@ ik

ARSI CSMA A AR - RT PAFS KubernetesEE 8 |, ARS A EILHIS FFE sh A M Kubernetes ServiceFi@ITIZ3Z Service EntryFahiE
MEIRS MG, AETHE,LTHR—DRENMR , FHTREEINNAETRE , RSIIRT RS ML TBHIFR RS HITT &
TRe

@ BRI

o YUMRKMIEEEES MKubemetes®ER , B PERRERMNMERGL2TET , AT HRLFRRRS . ETKubermetes
HRRE AL , 24 RARRR AR |, Ekan : service-name.namespace-name.sve.cluster.local, ¥AREFETRE
MG AARIBE & XA R, ARSI S RN RTEIZ N R R EFF RIPodidt |, FREIRELES MKubernetesE EEHIPod
R,

o FR%MA&FINT 45 A B Service Entry AR |, ¥ 3dEKubernetes ServicelEMZERREMA& , 2R iEMthoststl Ayservice-
name.namespace-name.svc.cluster.local , S4B REIE TR K MI&EIER &£ 1Eservice-name.namespace-
name.sve.cluster.local® , RS MA& KEHRE BT XAl | 2R RTEIKubernetes Service Xt fljPoditiik 1
Service EntryFihostsXf R (T ESaziititit , FHAEXLE T fEtagheh fazkiaf.

o XA VIR IS N A TAEGRE , BIAMART — DRSPS IRIARS .

o fRSMIEFIRER:

<EE test o BT

BERER

RBTIR

SHEE ° fiservice EntryBlA— M, HTSERON—RERE, SRS,

IstioZHREIR Q C

REBIIE ShisthE K8S Service Service Entry

5¥)\EE§ sleep.default.sve.cluster.local 1 0

nfd-master.kube-system.svc.cluster.local 1 )
1 )
1 0 Q
1 ) @
1 0 ©
o BEMRFIIFR

1. BRAEEREREGE SR T RRE> T RE> RS Mg CSM”,
2. EMFMIRIEHIAT | IREIT I ARARS WIAR B, mdr IR M SKBI B AR AT R A MO BRI RS 31K,

3. BZ A/ Kubernetes ServicezkService EntryiEHIE B — MEAER S M AR |, ST FARE MR CSMIARE— 1S
BRA—1T. BREMRIIRBRT EMZERSMEHIRS KR | FTREIET £ Kubernetes Serviceski@ i Service EntryiE
ERE MG,

4. mERSH Rt |, BPATE S RS BT A AT Kubernetes ServiceFService Entry,
Istio IR B
@ g

FR%-MF&CSMiE T Istio CRD&EIR (4nVirtual Service, Destination Rule) iR MARE JATRERS | “Istio ‘EIE T AN @it 5%
B, BREAPIEARARARIRRNEIRETRR , B A0]7E stio WIR AR EHITIEME ER k.
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@ EEEM

o SIFHEAT B MIREN TR , EAIRAEMIstio CRD , ETHARMAITEE | MA SR A E
L ERERES

@ Bl Istio IR
RIT A REEH S L8132 SEMstio CRDEIR :
1. BREERgEREG A SRS TITE>BE8 > REMig csv,

2. FEREMIRIEHIE | “PIESIR TUEEFIRG | TREIMEREN RS MAEIH , md RS MBIl R M= EE)
IstioBIREIE,

3. B BIEE Istio WIRRA , BIJ N IstioRiIFIER I , B ATE R3THFFYAMLEEAL.

<REl test © ETH

i

EAXER

i

Istio B IREIR

snER + listio BihoR, 105 &M~ a ¢

Istio B REIE

L3 BEREE x5 BFAdiE #BHE
Ll stats-filter-1.11 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:47 B B
ENEE stats-filter-1.12 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:47 BE B
stats-filter-1.13 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:48 =E MR
stats-filter-1.14 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:48 BE MR
stats-filter-1.15 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:49 = B
top-stats-filter-1.11 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:50 BE W
top-stats-filter-1.12 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:50 B4R W
tep-stats-filter-1.13 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:51 [T
tep-stats-filter-1.14 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:51 B B
tep-stats-filter-1.15 istio-system-csm-vbtiro9o EnvoyFilter 2022-12-0116:16:52 BE HIR

4. IstioWIRBIRR ST , SILRDT R ZE RS MAR A SR T AR SR ML,
Istio BRMEG L (A , BIgIstioWIRNFMENE , LMNTEEZ /ESpecTFBRiiA.

@ A HIstioRIE
1. fE“Istio WREITT , MBI i Istio B IEF R BLAR M) Istio B IR FREIRIED I Gt 154l , BN AT HHTARIRIRIE.

2. fE"Istio WIRER'T , BiTIstio IS IFRIRIEFIN bR 1R , "TATEIRHI A _ESTmistioBIRIIMIR ; 05 % R RIS TH
EMi% , TRUES FIE T Istio IR R EA M MR S THE EIR .

@ ZE R

HAVRIE_ LA SidecarAzEN . EHEREETFMHRETRE , Hil% sleep/helloworld i FIfCE Istio CRDERRE , BRI T AT
IR

VirtualService:
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apiVersion: networking.istio.io/vlalpha3
kind: VirtualService
metadata
name: helloworld-vs
spec
hosts
helloworld.test.svc.cluster.local
exportTo
test
http
route
destination
host: helloworld.test.svc.cluster.local
subset: vi
weight: 100
destination
host: helloworld.test.svc.cluster.local
subset: v2
weight: O

DestinationRule:

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:
name: helloworld-dr
spec:
exportTo:
- test
host: helloworld.test.svc.cluster.local
subsets:
- name: v1
labels:
version: v1
- name: v2
labels:
version: v2

B Istio W IREIRIRAL ik Yam| 3L4E/5 , A0 FAR ¢

<EE test o BTH

8
EXES Istio R

SRER + BliIstioB Eighoz, 2%k

IstioZ3RETE
=20 WHEREME ES:]
REZs3IE istio-system-csm-vbtiro9o DestinationRule
ENERE helloworld-vs istio-system-csm-vbtiro90 VirtualService
@ HAtiZZ R 5
Istio $tX 7R
ERERY .
% F FiialE
@ i

&

helloworld

EifdiE

2022-12-0117:41:56

2022-12-0117:41:43

RIE

iR AR

IR MR

% R PifsialiEsl(Identity and Access Management, 1AM) , T E AT HEERER S HERINAEHSH] , RATZK PREFERES
B RWENZESZLRAAMRELIESFRBR. 2 APAEEERTMONKREIRER G
BUR , UEZRK PRRER , SERNNITE, ROV EATESRAANELIE. SEREN , #HEERERS B AR

, YRR A AR R LI F =i iR R
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Baidu T 58E= 308y FERREN

=41,
AT 22 R AnEEshE i s

o FREMIEF : FRFRZNE VAR R TEHTEF RFMAREE ;
o MM FA(SV)ESaaSTFAR : MHAEE TR R RIEMAIREE ;

o FUNFRETVMEN | RINRE RARYMEE | HTRIFMBIREHE.

o BIEAF
1. IRSHAEREERGEaA LA | TF ARG, g Z B AhRES .
E O EESBES 28RN 25 Q B O W &% Iz i L ¥B M LS e"
Hin o gmd, SROER] wonnis, ni () mald B AKE
& e
EEE HAsSIAE
Z2UE

2 BRI

== @ @ @ @ @ O = m @QE  useh O B

fKEID: W . e cm— ]
BIEKS ERINE RERE MmAEF RELR
LEIBE—S INEENFTE £ EAEN TRNEEFRREN RARBRAIE TiRllSS, AR NE: BB PAINE

2. EEMSHIERT AFAEE, £ FRAAR , RE TR/

BEFRAP

PRV [ 4preinie BaptERAccessKey, FRABIAPIZSDK T AiAlE

O FRPERAKSERERREE

BREIFAL [mES o1
(Bt ARBRAT BIR/E A0

3. ERHM AT AAEET | SRRRE R HER  WE RRE TR AEE SR UEEZIRINEEZNF A
.

@ BCE R

JIR 5 RIS CSMTHF AR GE SRR AN AR 7 B R SURBEFIFH , 93 BISCHICSMIK = FERANBRANSCBILR AR .

ROkl - BEERERAGAEIE RIRMIUE LHAURE | KRR AT EHFAT R RN , ArRBEEAmAsES %,
BRENKE  HAFECAE , BAMMBEIRRIRHAURSE | TR B SKHBCEAUR | AEL RS HRIE I0 R IERH 2 K~
SRR FREFUAUREE.

@ FRGERME

ATTRIHENAMP = RARGREE | LATIRS MARCSMALRIR A S AR, EAPURMEIEAUR.,
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R BHR ARBREAA APRIEE
o BEEME
o BEEMIRIIEK

o BE, . MR, FERHA

o BEKMIIK
CSMFuliControlAccessPolicy TEaf2HIEIR AR % MA% (CSM)EIALR o HIN. &Rt

o TE, Y. . MiRistioRIR

o BERFIIER. BEHE

s BF, HEANINEKE

o B Sidecar®IRACAIE £ ERIRIE

o BEME

o BEHEMIETR

o BF, FHERHI

o BHEEIIR
CSMOperateAccessPolicy  ia4ERVEAR S MK (CSM)RIABR

o BE. HIE. WiE. MkistioRIR

o BEMKIIR. WIS

o BF, fWEANENELE

o B Sidecar®RACANEL Fikik

o BEMI

o EEMIKTR

o EEIHI

o BEEMIIR
CSMReadAccessPolicy R R) AR S5 A& (CSM) AR

o BEIstioRIR

o BEMRKIIR. REVEE

o BEEMENRE

o EESidecarFIRALENE SIEAUR

@ BRE Nk

AT AT U IAMF= G0 B R SR AR U R AURATERE . BRI NSRBI R TIRN , SRZRE
RE , RINEEMIEIER , ToiEpIRHHSRA,

1'% AR S RS M SRR ERE , AeRd s, RRERARIOARBERSR , AFEE
B, AR RS RIAECSMP BN T IH , $HTRAKSRBIMARE .
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TRBAXPR

| WREE

* AIRERSS: BRZSMHE CSM
CREAN: RESAERLRE | ARIEEREESIE
AR ®nn  Ope

+ o EEZAER [ MR - mESMIR [ TEEw o BEISOFEIIR [ | TEIstiom R o BEEHf [ TEHf &R
BRI

- PR O mssn @ wEmn
Kl -4k v | OREARRTBHTEER iR 1 PR
[ =#mo LHID
[] csm-2xTDkV5L csm-nKdixdmg

csm-nKdiXdmg

PRI

ANPRGEEA APRIEEE

o THEM

o BEMILIIFR

o BEIHBIER
ISR

o BEEMIIR

o BEIstioWIR

* FEERBIMHEERNR

AHRFRBIEETAUR :
o MiERsBI

ArEayp © M. SR
o A FistioBiR

o BIKMHEXERE

@ AR

ERAEE TR TR RET |, SNFRB/NRETIER RINAIR" , SR PR R SARRE B E R FF A TR,

Bt NREAERE B RIEARIE TEHEF A ARRER , Rse@ Bk EA R IR INFTRRIE RSN , Rae
BUHANEE LRI KSR AUR.

@ FRPESR

EWSTEXFRPMRRSE , TR EA TR, FRATUESIAMA FEREEERERSHETZHE | 1RIE
BRI SRR XS E K P RIRSHTIRIENES
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Baidu B B ERER IR
H ) BEBHES #Haki 2R Q 8B & W &k Is x# @l X M5 45 ev
SMPipaEs s
S : 44 2 17 0
e el mra B SRR REH
s
meu . HREEBEAD
SRS A v P FRIMO | FERMEBEA
RFERIANER) MPBIE: ecadfe8100b34909b34fb89164862968 “ mERe A FRAEXRR
BARE
HAERIRIESE - 2 H e,
VL]
ZUNER
@ i
FTNBIRS MAECSMF:FDubbo, bRPCERAE HMUAIAEKIRIE,
@ {ERRTR
BRI AR SCH) , FEEFFEXIFRE = AR,
@ BRI
RAT SRS & _E AU IR MG SKABIFF B FF B2 Wl -
1. BRAEEERE G R TRRE > tHE > B%F > REMIE csm”;
2. £ SRR TR I8 1 652 SR8 4R 1\ SRAU B2 TR
BRARESIS
CURARSS RIS EHBKubernetsSiB EEARSAEAN g
TITARSS PR A TOROIR— MR BRZSIATFRAS MKubernets ARFHEEEMTERRRIET JiTIstio CROR R B SS 1 e WITARSS FEA BN R AT RN
SMIEEH, BEMEZHSRE B, THSEMBSRN. BEIR Sidecar BENENTISH:, KREE HBE, STMABE. BEEN, R WRERE, TRESMENAAEN
Istio& Envoy apise 2 &, B, BEOTARSOREABE. SRIBHR, GREHE BRSIETIRES,
A,
TREHEE TRRIstioFREE TRAMNER
3. FERIEMEMISTNE , STTAREMECE ;
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= L EEEET SHakE

<l BIRME
SR EEME 1837 FfE
ELIhEE &L - dE L - RE e EF - B bt - IR TEEE
* MtEE 0/65
IREANEFE. 8F, PR~ FRFE, @aUFEFk, KEABE65TFH
* Istiokgs: 1148 ~
FEEE O ~
HinFEEEMNER, AL BIERCCESES .
HCSMBEECCESR 2T Al BEIRA T 214G WorkerTam.
HEEIREEEIRAMRACCE, MRMFACCEERRMIR, HEE HIREIER HiF,
FERBLB:
AT EERSMNEDEEHAHRAD, BETESHRSEIENEREER.
iEFERSER: @ ()
mREnRE: @ ()
zms=nni: oD
4. BREMEIIR , NTFHTR :
S peats Bl sm-rM v Q B & v sz
migsIR
RIS &R S Istiofzs AR (AR Sidecartts BRSO
Z:mmu - 1145 i 6 ”n
@ BPER R
R TS RIECCEE R BN -
1. fECSM/IENRLEALL | fhdefaultdn & ERIFFEEZNEN ;
< test e ER
HHme Sidecar AFEE
h O REZEE, RATEE, WEBTEEN.
Istio iR HIE CPURE [ Wil WEFESR [ =i
Jiv— request: 100m, request: 128Mi
imit: 2000m mit: 1024 Mi
ENRE
BENEARE
© AERDEA, <sidacaristio ofect= HPOATINR, BRI
BiEtOR, 0%
s RHEH =t s o
m-r test-dev o 2023-06-27 104453
wm-r test-dev default o 5 2023-06-23 192025

2. BiITCSMImBkEERICCESERY , SEN ;

Ie  x# R EES ME £S5  Engish ov

MEER a ¢
R B

2023-06-28 14:13:56 L1253

sEEE - a ¢
aiiEA @

a

«©

FEAREMN
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test o &
=A(ER
SpEE
Ll © LMESREZACHEITRE, STRASTRE. NARERS 0 EFR. B-CCERESH, MRS
IStio IR + S EiOR, 1% sHER
BETIE shEE BT KBSk L] i maia VPCHIE ERUS B
HAEE est-dev | EHM o szt 1208 10200718 - 2023-06-28 141356 19216800116 o il

3. ETERE/TORERBBREMAN .

E O EEBET swesx @l sm-rH v

< EETERalE FRRIIERE

TfFfas

* BETE

* TfEmmRE:

SRE Y A Yam IS T AR ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: dubbo-resolve-config
data:
dubbo-resolve.properties: |-

default

FRBEE (Deployment)

HRBAE | B

default
135 - containerkort: wogy
134~ volumeMounts:
135~ - name: dubbo-resolve-config
136 mountPath: /dubbo-resolve.properties
137 subPath: dubbo-resolve.properties
138 readonly: true
139+ volumes
140~ - name: dubbo-resolve-config
141~ configMap:
142 name: dubbo-resolve-config
143 fe-

144 apiversion: vi
145 cind: Service

146 - netadata:

147 | name: dubbo-sample-provider

148 - spec:
149+ | selector
150 app: dubbo-sample-provider
151~ ports:
152~ - name: tcp-metaprotocol-dubbo
153 protocol: TCP l
150 | POt 20850,

WE L) BGH

org.apache.dubbo.samples.basic.api.DemoService=dubbo://dubbo-sample-provider:20880
org.apache.dubbo.samples.basic.api.TestService=dubbo://dubbo-sample-provider:20880
org.apache.dubbo.samples.basic.api.ComplexService=dubbo://dubbo-sample-provider:20880
org.apache.dubbo.samples.basic.api.SecondService=dubbo://dubbo-sample-second-provider:20880

apiVersion: apps/vl
kind: Deployment
metadata:
name: dubbo-sample-provider-vi
labels:
app: dubbo-sample-provider
spec:
selector:
matchLabels:
app: dubbo-sample-provider
replicas: 1
template:
metadata:
annotations:

sidecar.istio.io/bootstrapOverride: aeraki-bootstrap-config

labels:
app: dubbo-sample-provider
version: v1
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service_group: user

spec:

containers:
- name: dubbo-sample-provider
image: registry.baidubce.com/csm/dubbo-sample-provider:latest

ports:

- containerPort: 20880

volumeMounts:

vol

- name: dubbo-resolve-config
mountPath: /dubbo-resolve.properties
subPath: dubbo-resolve.properties
readOnly: true

umes:

name: dubbo-resolve-config

configMap:
name: dubbo-resolve-config

apiVersion: apps/vl
kind: Deployment
metadata:
name: dubbo-sample-provider-v2

labels:
app: dubbo-sample-provider

spec:

selector:
matchLabels:
app: dubbo-sample-provider

replicas: 1
template:
metadata:
annotations:

sidecar.istio.io/bootstrapOverride: aeraki-bootstrap-config

labels:

app: dubbo-sample-provider
version: v2
service_group: batchjob

spec:

containers:
- name: dubbo-sample-provider
image: registry.baidubce.com/csm/dubbo-sample-provider:latest
ports:
- containerPort: 20880
volumeMounts:
- name: dubbo-resolve-config
mountPath: /dubbo-resolve.properties
subPath: dubbo-resolve.properties
readOnly: true
volumes:
- name: dubbo-resolve-config
configMap:
name: dubbo-resolve-config

apiVersion: apps/vl
kind: Deployment
metadata:

name: dubbo-sample-second-provider

labels:
app: dubbo-sample-second-provider

spec:

selector:
matchLabels:
app: dubbo-sample-second-provider
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replicas: 1
template:
metadata:
annotations:
sidecar.istio.io/bootstrapOverride: aeraki-bootstrap-config

labels:
app: dubbo-sample-second-provider
version: v2
service_group: batchjob

spec:
containers:

- name: dubbo-sample-second-provider
image: registry.baidubce.com/csm/dubbo-sample-second-provider

ports:
- containerPort: 20880

apiVersion: apps/vl
kind: Deployment
metadata:

name: dubbo-sample-consumer

labels:
app: dubbo-sample-consumer

spec:
selector:
matchLabels:
app: dubbo-sample-consumer
replicas: 1
template:
metadata:
annotations:
sidecar.istio.io/bootstrapOverride: aeraki-bootstrap-config

labels:
app: dubbo-sample-consumer

spec:
containers:

- name: dubbo-sample-consumer
image: registry.baidubce.com/csm/dubbo-sample-consumer:latest

env:
- name: mode
value: demo
ports:
- containerPort: 9009
volumeMounts:
- name: dubbo-resolve-config
mountPath: /dubbo-resolve.properties
subPath: dubbo-resolve.properties

readOnly: true
volumes:
- name: dubbo-resolve-config

configMap:
name: dubbo-resolve-config

apiVersion: vi
kind: Service
metadata:
name: dubbo-sample-provider
spec:
selector:
app: dubbo-sample-provider

ports:
- name: tcp-metaprotocol-dubbo

protocol: TCP

~Arks NNOON

48



Baidu B B BaER Y

pUIL. zUOOU

targetPort: 20880

4. THESBIN TR :

FTRTHBE BEZME default v

0 BEET NEAERLERESRIERE

ARSI CPUERE(H)
O- CPUEAE
® E5EAL 0
0
4 4
® iz 4
® BEsH o N~
—
smnsne | eaaven
1! SERRPodH HAf§Pod#L KBSHRE
dubbo-sample-provider-v2 o EIh @ 1 (G 11) BB, AR 1 fhig app:cubbo-sample-provider
dubbo-sample-second-provider ® ETE E 1 (BigE: 1/1) , BES: 1, G 1 1 app:dubbo-sample-secand-provider
dubbo-sample-provider-v1 ® ETP & 1 (BigE: 1/1) , BES: 1, FA 1 1 app:dubbo-sample-provider
dubbo-sample-consumer o EIh @ 1 (G 11) BB, AR 1 fhig app:cubbo-sample-consumer

WEERRMIB)

default

default

default

O

IHENUER

QAT

2023-06-28 17:55:09

2023-06-28 17:55:09

2023-06-28 17:55:09

2023-06-28 17:55:09

AR

_—

L —

£

B #3

EiAD B3

EHAR

ERiFER

5. f£ECSM/Istio &R EIRLL T A& destinationrule®L R

destinationrulefdYamI3C4Ea0 T EA7R :

apiVersion: networking.istio.io/vlalpha3
kind: DestinationRule
metadata:

name: dubbo-sample-provider
spec:

.

host: dubbo-sample-provider.default.svc.cluster.local

subsets:
- name: v1
labels:
version: v1
- name: v2
labels:
version: v2

1. B CCEERFTHTERBERUFAAITHES :

cce-unbusmir (test-dev) / F284 > dubb Pl 52251$tK © ETE | ML hmR
FHAIHE BEEAT  qubbo-sample-consumer A
WebSSH istio-proxy
maswnE 186652 51 2023-06-28T11:29/19.8967858447
g

ey sy A b s a0 L]
B& Hello Istio-Dubbo, response from
Hello Istio-Dubbo, response from 1
i Hello Istio-Dubbo, response from 7
Hello Istio-Dubbo, response from dubbo-sample-provider-v2-54c559cbe7-d7xdb/10.21.55
o e o L e v ) /810 R W2 5
Hello Istio-Dubbo, response from
Hello Istio-Dubbo, response from dubbo-sample-provider-v2-5dc559che7- amn/mzx 55
Hello Istio-Dubbo, respanse from 1
21D N L i T R S L i DR
Hello Istio-Dubbo, response from
Hello Istio-Dubbo, response from dubbo-sample-provider-v2-5dc559che7- d7x\1h/102\ 55
Hello Istio-Dubbo, respanse from
Hello Istio-Dubbo, response from dubbo-sample-provider-v2-5dc559che7- umn/mzx 55
Hello Istio-Dubbo, response from
response from 1
response from 2
Hello Istio-Dubbo, response from dubbo-sample-provider-v2-5dc559cbe7-d7xdb/10.21.55
I T T S BT R T DD
HelloIste-Dubbo, response from

MBEFTA %l] consumeris _Kprowder demo 2 iEEA VIS V2RRA |,

2. MCSM/IstioRIREIRLA T RIRETAIRREE , 2EVIEVIRA.,

oz 1080 E]

[ EEEECH

fe}

HETH.
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<ulbl BIEIstioBd iR

B 1 apiVersion: metaprotocol.aeraki.io/vlalphal
2 kind: MetaRouter
3 ta:
4 : test-metaprotocol-dubbo-route
5
6 hosts:
7 - dubbo-sample-provider,default.svc.cluster. local
8 routes:
9 - name: vl
10 match:
11 attributes:
12 interface:
13 exact: org.apache.dubbo.sanples.basic.api.DemoService
14 method:
15 exact: sayHello
16 foo:
17 exact: bar
18 route:
19 - destination:
20 host: dubbo-sample-provider.default.svc.cluster. local
21 subset: v1
=5
fRiA BLH

apiVersion: metaprotocol.aeraki.io/vlalphal
kind: MetaRouter
metadata:
name: test-metaprotocol-dubbo-route
spec:
hosts:
- dubbo-sample-provider.default.svc.cluster.local
routes:
- name: v1
match:
attributes:
interface:
exact: org.apache.dubbo.samples.basic.api.DemoService
method:
exact: sayHello
foo:
exact: bar
route:
- destination:
host: dubbo-sample-provider.default.svc.cluster.local

subset: v1

3. B CCEERTRNTHRBANBRWFBERTHEE :
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G cce-unbu8mir (test-dev) / B84 > dubbe pl 52z61#1§ ® ETE  vamL R <

FRE FEEAT  quobo-sample-consumer v
[ EEEE

S HIRAEE: 2023-06-28T11:45:51,3329676432 5) 2023-06-28T11:49:06,9970395372 “

WebssH

102153
10,2153
10,2153
10,2153
2153
2153
2153
2153
10,2153
10,2153
10.2153
2153
2153
2153
2153
2153
10,2153
10,2153
10.2153
2153
2153
2153
2153
2153
10,2153
102153
10.2153
2153
2153
2153
2153
2153
10,2153
102153
10.2153
2153

Irzz

Trzz

PR

SR

PR

})\ FEFATAEHN , consumenigsKprovider-demo, £ EREBVLIIRA , ST,

@ HH

B LV A S # aeraki FEL B aeraki,

HHETE

@ itk

FTNARS PIAECSMERHSTIFEMAF L (consul) FAMEETAE (RAMIMIEFMINGE , FTEEMIEILH)

@ BIEE KA

LT BRI & AR IRSI PIAE S5,
AESREREDE  EHETRRE > ZtE > B > REME CSM” ;

2. 12 P TS “BUEE S 1R B\ SRRV TUA |

BRARESIS
RIRARS MBS EiEKubernets R Sidecar SFENER RERSHEAN s
WS A BRI — MR B2 FUSAIFINS N Kubernetstk TR BT ARAET idlstio CROREREMBS ARE RS AR R A SR XA
SMIEH), BEMEEASHE B, THSEWRSA. BENR SidecarSFFENIZE, HREE S8, MBI, HEHEN. R WRER, TRESRETARY
Istio& Envoy apiz2HE. B, BEOEABHORRAHCE, RIGHT, HRNEEFEOREAE BEEARS,
.
elszsepl TRERER T Sidecar NER TRIstioRRER TRANNEE

3. EABEMRSMARTAE , STAREMECE |

FEAREMN
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https://github.com/aeraki-mesh/aeraki
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Baidu T 58E= 308y FERREN

<CrE o BIERMAE

_— —

ELk s 4k - bR #1e - RE *®

SHR-BN RRER-RR PEEE

* BRI 0/65
IRANEFE, BF. IXAR-_ [FHFH, STAUAFEHX, KETBISNFH

*EEH: O v

ERBAIBMER, FIEIE BIRCCESER .
LRCSMBECCEER A2 AIARIRAT 21246 Worker ¥ 25
IRBERIZ BB RINPRAICCE, WMRMEZBCCEEEAMIR, HaIE ARERE Rif.

BT RHERSMIENBRFIMIBEOND, ETFBEHRSAENEHEEE,
HEERSEN: @

4

wmmgg: @ (O

TRREZAH O

4. BREMEKBGIEAMHFE , TR

< iRME ? B = EFR

BERER
HHERE
ERHEE
g4) registry2istio &
3 N
Istio TR IREE registry2istio ¥HEMAUL (consul) |, @i
Service Entry EEEM A0 FRIMRS
BRZS T
AR
BB

@ BfZEconsul
FECCEEEE ZconsulfR%-.

AR A consulBYam TN T FTR ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: consul
data:
k8s-consul-config.json: |
{
"skip_leave_on_interrupt": true,
"acl": {
"enabled": true,
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"default_policy": "deny",
"down_policy": "extend-cache",

"tokens": {
"master": "14d54c5e-24ca-41cc-8c9e-987ba7a96ffv"

apiVersion: apps/vl
kind: Deployment
metadata:
name: consul
labels:
app: consul
spec:
selector:
matchLabels:
app: consul
replicas: 1
template:
metadata:
annotations:
sidecar.istio.io/inject: "false"
labels:
app: consul
spec:
containers:
- name: consul
image: registry.baidubce.com/csm-offline/consul:1.9.17
args:
- "agent"
"-server"
- "-bootstrap-expect=1"
- "-ui”
- "-node=serverl"
"-data-dir=/consul/data"
- "-config-file=/etc/consul /config/k8s-consul-config.json"
"-bind=0.0.0.0"
- "-client=0.0.0.0"
"-datacenter=dc1"
- "-enable-script-checks=true"

ports:
- containerPort: 8500
volumeMounts:
- name: data
mountPath: /consul/data
- name: config
mountPath: /etc/consul/config
volumes:
- name: data
emptyDir: {}
- name: config
configMap:
name: consul
apiVersion: vi
kind: Service
metadata:
name: consul
spec:
type: LoadBalancer

Anlantav.
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SeicuLwn.
app: consul
ports:
- name: tcp
port: 8500
protocol: TCP
targetPort: 8500

@ Lregistry2istiofA{E

1. SFHREMIES] |, EALHEEL SR Rregistry2istio , IHEconsulitiit Sacl token (FHconsulEEER B FFRacl tokeniA
iE) .

¢ pE TN B » 575

HEAXER
AHEE
SREE
) registry2istio TR
o R
IstioBTIREE registry2istio X iEMAL (consul) , @i
Service Entry BEEEMHOFAIES
AR5
EIN =T
BHER

2. consulzEEEM TR :

& Consul S X

* Co 3 Uit

Consul ACL token: A\ Consul ACL token

3. BRI, TR :
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CEE e w © ST

BEXEFE
i BEE

=

=a) registry2istio o ERR

OBES
Istio B RETE registry2istio Z#FEM AL (consul) |, &
Service Entry B M ORARS

fREFIE
HRIRRA: 1.0.0

EIN =1

AFEE

@ ERENF
TECCE&EMERENF -

1. ZECSMIENFLELL |, Adefault L =RFEETNEN ;

< EE - Eo. ® ETR

EAER .
Sidecar #REEE

REER RHEERE, EHTER, FERETEER.

Istio TR EE CPUERER [4 %4 WEEH [ &4

BREI%E request: 100 m request: 128 Mi
limit 2000 m limit: 1024 Mi

EIN

A

e EEARE

FREMEN, FAnnotationy <sidecar.istio.iofinject="false"> #IPodi T{E 1%, HIRTEASidecar;

Bigthok, % BEEE v Q
i SHEM HREE R Bl E BN @
wa-rM tanjunchen-csm default © &t 2023-08-25 14:53:44 [ @)

2. BidCcSMImmpkiERICCESERE | SRENA ;
<AL w mmlm @8R 5P

saEE
J—
RbEE O HERSAESACHE MR, FTNA MR, EHERRE rec EigFk, BCDRERER. H—MCCEREl, MERNE— BERETpE,
IstioAIREE B0z, M5 suen - a
FREsBIR mEEH ERE KesHiA R s B VPCRIER BRI 1t
ENEE sm  EfEE o BT 1.24.4 10.0.0.0/16 wm-rM 2023-09-12 14:49:56 192.168.0.0/16 ° BEE

AFEE

3. ELERE/TORERBBFENAN A ;

M YamISZ 420 T AR

£ O Q

oo
ag
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apiVersion: apps/vl
kind: Deployment
metadata:
name: provider-demo-vl
labels:
app: provider-demo
spec:
selector:
matchLabels:
app: provider-demo
replicas: 1
template:
metadata:
labels:

app: provider-demo

version: v1

spec:
containers:

- name: provider-demo
image: registry.baidubce.com/csm-offline/csm-consul-mesh-provider:dev-consul-acl-token
imagePullPolicy: Always
ports:

- containerPort: 10001

apiVersion: apps/vl
kind: Deployment
metadata:
name: consumer-demo
labels:
app: consumer-demo
spec:
selector:
matchLabels:
app: consumer-demo
replicas: 1
template:
metadata:
labels:
app: consumer-demo
spec:
containers:
- name: consumer-demo
image: registry.baidubce.com/csm-offline/csm-consul-mesh-consumer:dev-consul-acl-token
imagePullPolicy: Always

ports:
- containerPort: 9999

4. THEGBIATRTR :
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- registry2istio git:(master) kubectl exec -it consumer-demo-8696cd6b8c-18dr4 -- curl 10.0.1.167:9999/echo-
rest/aaaaaaaaaaa
echo() -> ip [ 10.0.0.84 | param | aaaaaaaaaaa | %

- registry2istio git:(master) kubectl exec -it consumer-demo-8696cd6b8c-18dr4 -- curl 10.0.1.167:9999/echo-
rest/aaaaaaaaaaa
echo() -> ip [ 10.0.0.84 | param | aaaaaaaaaaa | %

2. MAEERANTRHR

3. consul®flconsumer-demo5provider-demofiR & AN #Fistiod EIE |, FREVEFK TN,

MEKIE

MEIKERIR

REKER—FMAEEEZA , ATRRERRARNTEREMER SRR RMRF R AREFF. Bk , REIXER
VERIN ARERRERARE IKE” , B UKE XN —MFE AR S SN FAFE FRAhR A

i

FR 35 R#E CSMITIFARIE TR AL IAN SRS | KR ESNSHA BRI A RRIKET , UBERRL S FRIMERER AR,

FECSMF |, R FHRAB—HKELIKE , WKEFT R ARG TNAERS. HtKENTHEE TERARERRS.
LUMSEEIKENETRAN , ZEEFRBRFRELINKERN , ERERETOERLIKETHIMNY RS, —EEFRSEY
BIKEREARIL , BB R RKE, BEERERRENREKERER , CHNRREFOAEE— M BEBEENMA
FSERPIFEEBHERK , RIEREEERK | MRS MERIABIMFHER KA.

@ BiHR &AM
o DAIECSMMIARIH] , BhRASA1.14.6 R U E. BKIRE , ESNCSMELHIERT
o FNMCCELFEICSMIKAH,

@ HREN 4R

BN BRFVAEE — M B ERLARARERTBEERE (BRBEERKN) | BRREEETRINENTELKERE
EAHE. RN, SRRIEE—3IREERK , CSMPMKERRIES EKANNBHRERERRNREIKE | RIFHER
STEM , BARERHE.

o HERBEERK  ERSHERTIGEFTREREBHHTTPRENES |, X&headerZ BB BIEMTIRE., AECRHER:
BRIRI¥EE | 2ERERID (trace ID) . BffheaderBBITEEE £ 1 MR 55 (A AR 4EFFER_E TS AELME.

o SIRERK : FITATIRHMERRESBMHTTIPKEMEE | AR ERERMIA/BMAF . EITLEES|Rheader , AT
IRIBFFERIANR (ANRASEAFEA) BRESISERRRRSRASSE]. ATAERZIBAE RSN T
BE , BCRASE A FRHARIRE S| NSRRI IEIEAZ. 5liheaderZ SSHUSHIR BIZHI X TA.

PAservice-a, service-b, service-c=MREAHI , EATABIE=ANKE : s1, s2fs3 , EAINAINRKT REARFEN="TME
WA, Hep, sHEARLIKE , BEHAETX=MES ; s2BHE & service-afliservice-cFIM RS ; Ts3{X A S service-b—
MRS, BT XHECE , CSMMICATRMRIBS | ER KNG |, HRESEAMAAIKE , WML ARSA AR R &SI
MEBREREE,
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B kitsl
| |
service-b vl service-c vl
. PKIES2
ShERIER S G N S
: |
PKIES3
| |
| service-b v3 i
B igkiEs1
et |
___________________________________________________ LA |
!
’, %ESZ v ’I \\ ",
iy \ N [
RIEBIER 2 S —
N |
k8s service —  phaiaiaiaiiis service-a v2 K R service-cv2
/ i
__________________________________________ F R ————
| ’
[y !
PkiEs3 \ )
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, \ \,,,,,,,,’,,,",”,,,,,,,,,,”"””””,

1

g service-b v3 |

E L IREIENRERLSTIFCSM GatewayISMIRESK | 3T HFK8sE RIS HIPIEREK
@ HR— : BRERBIMS
1. Rdefaultds £ Z= () S A SidecarMigRIEBZEN . AEKIRME , B IINEE.

2. FENECCERRFTHITATH4 , BIERBIMRS.

kubectl apply -f service-a.yaml
kubectl apply -f service-b.yaml
nkubectl apply -f service-c.yaml

service-a/b/c.yam| XM :

apiVersion: v1
kind: Service
metadata:
name: service-a
spec:
selector:
app: service-a
ports:
- protocol: TCP
port: 80

FEAREMN
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targetPort: 8080
type: LoadBalancer
apiVersion: apps/vl
kind: Deployment
metadata:
name: service-a-vl
spec:
replicas: 1
selector:
matchLabels:
app: service-a
version: v1
template:
metadata:
labels:
app: service-a
version: v1
spec:
containers:
- name: service-a
image: registry.baidubce.com/csm-offline/service-a:dev
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
ports:
- containerPort: 8080
apiVersion: apps/vl
kind: Deployment
metadata:
name: service-a-v2
spec:
replicas: 1
selector:
matchLabels:
app: service-a
version: v2
template:
metadata:
labels:
app: service-a
version: v2
spec:
containers:
- name: service-a
image: registry.baidubce.com/csm-offline/service-a:dev
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
ports:
- containerPort: 8080

apiVersion: vi
kind: Service
metadata:
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name: service-b
spec:
selector:
app: service-b
ports:
- protocol: TCP
port: 80
targetPort: 8080
type: LoadBalancer
apiVersion: apps/vl
kind: Deployment
metadata:
name: service-b-vi
spec:
replicas: 1
selector:
matchLabels:
app: service-b
version: v1
template:
metadata:
labels:
app: service-b
version: v1
spec:
containers:
- name: service-b
image: registry.baidubce.com/csm-offline/service-b:dev
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name

ports:
- containerPort: 8080

apiVersion: apps/vl
kind: Deployment
metadata:
name: service-b-v3
spec:
replicas: 1
selector:
matchLabels:
app: service-b
version: v3
template:
metadata:

labels:
app: service-b
version: v3

spec:

containers:

- name: service-b
image: registry.baidubce.com/csm-offline/service-b:dev
imagePullPolicy: Always
env:

- name: POD_NAME
valueFrom:
fieldRef:
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fieldPath: metadata.name

ports:
- containerPort: 8080

apiVersion: v1
kind: Service
metadata:
name: service-c
spec:
selector:
app: service-c
ports:
- protocol: TCP
port: 80
targetPort: 8080
type: LoadBalancer
apiVersion: apps/vl
kind: Deployment
metadata:
name: service-c-vl
spec:
replicas: 1
selector:
matchLabels:
app: service-c
version: v1
template:
metadata:
labels:
app: service-c
version: v1
spec:
containers:
- hame: service-c
image: registry.baidubce.com/csm-offline/service-c:dev
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name

ports:
- containerPort: 8080

apiVersion: apps/vl
kind: Deployment
metadata:
name: service-c-v2
spec:
replicas: 1
selector:
matchLabels:
app: service-c
version: v2
template:
metadata:
labels:
app: service-c
version: v2
spec:
containers:
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- name: service-c
image: registry.baidubce.com/csm-offline/service-c:dev
imagePullPolicy: Always
env:
- name: POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
ports:
- containerPort: 8080

@ HR : ARBIKEAFIX K E
1. flERIkiEA
a. BRBAEERAEGA S TRMRE > TitHE > 74 > REMKE CsM”,
b. FEMFMARIEHIE , REHERERRE ISR, mE REKE".

BAES
suEn
mxEE
IstioigEE
IR

EARE

BIA

RS AR TR EKE
AR SEET

+ JENRAEE

c. FEREIKERME , HEIAHE , EORIKEHER , KKEMXER , RBBRET—5.

w f£ e
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MR ER X

o BARE 2) BE

* RiEE B lane-demo 9/65

HEEERERE: @ baidu-request-id

FHHEREIE 1R R & RIRME RS RA R &

BliiAR%: @ color

BREFE—TMERAHATES, BEERARETENNARK SRESARK), BNEE—THFHARLRE
FEHERAR K (5| TAR)

* SKiEARSS: Ak (3/9) Bk (3) B=
Q Q
AR 55 2R GRS EHEMID
testywj [
service-a default cce- testywj /
xl7eas3e service-a default cee- *
¥l7easde
testyw] /
service-b default cee- testywij |
%l7eas3e service-b default cee- x
%l7eas3e
testywj [
service-c default cce- testywj /
xl7eas3e service-c default cee- ®
¥l7easde

[ T=e TR

PKEH

EE

Rk HERBIESERK - BT RGN BEARERTEE T EKKbaidu-request-id , FILAIRGIALE Abaidu-request-id,
WE  SIRERK - BTFMSARIEERKNA A RREIKES | RRIKE LT XRSE , THERTEE. ARBIBCE Hcolor,
IKER  FIREE MG T AT BN E cce L R¥Ik8s RS- ServiceEntry, £ T A%IFRF &+ servce-a, service-bFIservice-
% chi% . AREREL , FINEAFRSRIEEEXE,

A/~ FIBCE Alane-demo,

ERERPARBESIRERK | sl NERKSHBBEFRIIAMEE (97 AversionHbaidu-request-id) . EXFHEN
T FRERBEFRRTFIANBHXIGOEREAMER (BIEREREREAME—RERID) . MREREEREEE
SRIFEEANRERK , M HEERBEEERIABRRLRRS) , AFRERBEERINNBRREIKES | RED

qJ,

d. BEEELIKE , E"EAIKE RE , REKELHINERER  ARBEHE.

& BEIKEWRAS TAKEARS , RHARRLEIKER , Bilk+ A RS Brsess.
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iR EXEE X

(v) age ——— @ maam

* FiEE: 51 2/65

NEERRES SANREMS RIERk value BRF—H

version v h1 i

HERERSKEMMESECE, SEEMREE, AMEilEeE
FRIEARES service-b(default). service-c({default). service-a(default)

HERBI S SR ANMERS

ECEm WA
ks BELIKBELE ML, IKERAHFFESURNKERS| FEKRK value ERFF—.
i
20 : FEARGIF REERPAE "color: sL'EEHIEK , HLILACRIRELIKEsL (JKBERFR) FXK.
. PRELZFR © AIRFLERRverison,

PR | ATRBIERERR VL,

TKERRS B4kl (BUADE) : EIEservice-a(default), service-b(default), service-c(default),

BINBIR T EEMELIKE G |, TR "istio W IREIR "th B KB A XM virtualService F DestinationRule, ~EIZNT :
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apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-delegate-service-a
namespace: {namespace}
spec:
hosts:
- service-a.default.svc.cluster.local
http:
- delegate:
name: vs-l-i4ew8u31-service-a
namespace: {namespace}
match:
- headers:
color:
exact: s1
- route:
- destination:
host: service-a.default.svc.cluster.local
apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-l-i4ew8u31-service-a
namespace: {namespace}
spec:
http:
- match:
- headers:
color:
exact: s1
route:
- destination:
host: service-a.default.svc.cluster.local
subset: s1

apiVersion: networking.istio.io/vlbetal
kind: DestinationRule
metadata:

name: dr-l-i4ew8u31-service-a

namespace: {namespace}
spec:

host: service-a.default.svc.cluster.local

subsets:

- labels:

version: v1
name: s1

2. FEEkiE
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s 2/65
EERBES STRBNSIRARS valve BRIT—H

REm B
IKERFR BFRIKESHIBCE RS2, s3.
ik PREAFR  1Fverison
PR  FRIKEAHERV2, v3,

. S2JKIE : % service-a(default), service-c(default),
KERS
s3jkiE : ¥FFservice-b(default),

3. QIEESIAMN a. FEREIKERE , Sdr BIRKERMIRIES T ROAR NS FAR,

b. FERMSIRMAELAE , LBEMXEE , REATME. ASCUKE RS SN ILECERINURLIA A /testAffl , Hservice-afii

SECESIRAN,

Pl ] B S
* KiBMNOARSSE : service-a

SIREHD fESIRANMMAMELRRNN AND &, SIFHNZEDN OR X4

MNP + B0 |« e test 4165
test o
PUhciRREIURL: ()
* [Chch=h: Fte] v
* MRCE: jtest 5 /65
Header [LECHIM:
BF [UfctR [UhcME E--413
caolor 5 [B5 (i 51 2 /65
+ 0

HE
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(el A
ABARSE EEservice-a,
HLN| 4 7R ZARA Atest,

PLACESRIURI  BCBEDUECATKERS | DLECRA A /test,

F— 43| FRRNEREAR I — MHeaderDUECHLU—— "(3 555K K) : (KiES
HeaderlILACHL #R})"
AR ERIAARID "color : s1"

BTN | REIBRIAT:

REKEA + 32 BAER TR

b1

lane-demo

+ i

S| BGKE  versionvl

W RGN WIS
il (BE=E)

pNat e SI5RAN ©

BfE
eeeeee -a test | ftest(##) | color:s1(F#i) wE WIE
2 versionv2 W RGN WIS
KK (BEE) ¢ service-a(default), service-c(default)
DRSS BmAN & #fE

BRI, 03T

c. BIERTNE . 283X NKSIFRAMN , B EHARRS VirtualService, 64N , §13tikiEs1Hservice-afRFa4 mian T B EIN
AR % VirtualService,

apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: vs-l-idew8u31-service-a
namespace: {namespace}
spec:
http:
- match:
- headers:
color:
exact: s1
name: test
uri:
exact: /test
- headers:
color:
exact: s1
route:
- destination:
host: service-a.default.svc.cluster.local
subset: s1

@ HR= : WIELHER K ETNRER DLW
SHARF I

1. fEccefEfENdefaultiy 2 T [B T F AsleepR% , sleepfR$s MistioE 34 sleepfi .
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kubectl apply -f samples/sleep/sleep.yaml

2. ZfdsleepfR$rpodIFE TN |, WAIFLHERE X EINBER B,
a. PUTA T @4 , BHRSLKERAEHRER.

foriin {1..20}; do kubectl exec -it {sleep-pod-name} -c sleep -- curl -H 'color: s1' -H'baidu-request-id: x0000'$i
http://service-a/test ; echo ''; sleep 0.2; done;

RS RINT

Handled by: service-a-v1-548ch45968-fj2rc -> service-b-v1-64c976c64c-n2m6w -> service-c-v1-8f9c58dcd-ctjhl

BTHRS H158) , MR EHTTPARkcolor: s1FERARIRERM s1IKE FRMXMS , FETHA,
b. BITA T84 , ESZJ]( BIIRIER

foriin {1..20}; do kubectl exec -it {sleep-pod-name} -c sleep -- curl -H 'color: s2' -H'baidu-request-id: x0001'$i

http://service-a/test ; echo ''; sleep 0.2; done;

THEALERINT

Handled by: service-a-v2-585865d66f-z76zl -> service-b-v1-64c976c64c-n2m6w -> service-c-v2-579b589c¢f9-vAwcp

RTURE H482) , BIREHTTPARkcolor: s2FEEARIRE IR s2/KE FAAEXIRS . HREBREIKES 2P AFENRSE
service-bif , MEBAFELKIKEsIF Mservice-bfR % , FERE R Eservice-cRFET , BAREINAE Fs2ikiE+ Kservice-cfj
%, HETmH,

c. PUTUAT 44 , EFESIIKEAIARIMR.

foriin {1..20}; do kubectl exec -it {sleep-pod-name} -c sleep -- curl -H 'color: s3' -H'baidu-request-id: x0000' $i
http://service-a/test ; echo ''; sleep 0.2; done;

THRLESRINT

Handled by: service-a-v1-548cb45968-fj2rc -> service-b-v3-6bdc685945-r97zt -> service-c-v1-8f9c58dcd-ctjhl

A AR, BT R EHTTPAR Kcolor: s3FEAKRERA s3KE FTHMFRE. UREAEKESIFAREENRS
service-a, service—cETf , REEERELIKEs1F Mservice-a, service-cRE , FETRHA.

FEEMKEAE AR - DI EMAESSH) |, FFRAIETIHEMR, SIEMIIEFNMCEHE,

1. FEUTEMRHILRIP CRIETRI RN E A7 Mkt )

2. BEWEAE |, xx 0 xx.xxock _E—H 3B HIP,

export GATEWAY _[P=xXX.XXX.XXX.XXX

3. FEistioWIREIE "WHET , F , E¥gateway-vs , RINTRFAAR AR S| AN, F1g0 : BEBE—s1ikiEEservice-afi %
B 3 RA AN
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apiVersion: networking.istio.io/vlbetal
kind: VirtualService
metadata:
name: gateway-vs
namespace: {namespace}
spec:
gateways:
- gateway-gw
hosts:
- service-a.com
http:
- match:
- headers:
color:
exact: s1
uri:
exact: /test
route:
- destination:
host: service-a.default.svc.cluster.local
port:
number: 80
subset: s1

4. BIELFERKENRERBEM. ARFIRIBERMEEMXBERIKESL , PITU T dH< , EFSLIKERTIRBR.

for i in {1..20}; do curl -H "baidu-request-id: 11" -H "color:s1" http://{service-afJR 55 XJ N/ 1544} /test --resolve "{service-afi
55 XF /1842 1:80: ${GATEWAY_IP}" ; echo "; sleep 0.2; done;

1 |
FHALER

Handled by: service-a-v1-548ch45968-fj2rc -> service-b-v1-64c976c64c-n2m6w -> service-c-v1-8f9c58dcd-ctjhl

T H SR | BT R EHTTPARKcolor: s1FERARIRERM s1iKE FHMXRS , FaTUH.

A XN SR
Xf3ECprom I L&

@ ik

JIR 35 WOA% BT SSEUBUIR 55 TR N\ AR AT AR 55 (IS SR MR TEAR SR | AR BN AR P SRELAR 55 AR CSMF=fa Xy 4% Prometheus i 1%
MR35 (CProm=gh) , SKELXY AR MIARPIEARM LIRS R B AR RR.

@ R &M

1. BAlEEKubernetes&E B FEIHITMICPromSf , VEIFESE | 41 CProm={l,
2. STFEETIERERIKubernetesERE |, FELIRCPromE&EAgent , AT RELMR , B ESE : AgentBFIH,

3. IR BRSNS AT MR RS,

@ AL

FEERRE FFSEHIETEAR YIS I8 | SRS RSB ENCCEERE , SERECPromFEfEAgent , BRITCHOEFH XM
Cprom3&4il

LEREESEREGE | ST RRE> BT E> B 8> REMIE CSM>MigFIR"

2. B EERMESHIETR , RRENS I EETVIRETR > Prometheusif? , ZEPrometheus M MIEIEFENFF /S | FFik
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Xt R Cprom /sy

e
Q

Prometheus ¥31Z — iZFHKiE
BREE, TA%RARS MR EistiodtBXAIEREIE, JLUBTISIERRER B EBEETRPrometheusiz TR K
HIZBEERRRIRER (REIEIRARETERRE) , FrA7EPrometheus iR RS ECEBMNIEFNIRIZEE, BE2ER
BRI, THEMN

MEIFFE

RERENRIEES, AJAECIELA

BCEEHIETEA R FHRRtmistrinies | Ed T IilEE > Prometheus KIE A

i Prometheus
WSIERS ( ) C  *HRS
XIFESEIstiodIEIZIRE, ESEETEFLHE, 1HHEMAN
SEHIBFR SE6) ID SEHPRAS SEHIMAE iR Grafana g5 B
n Running EhikhR 15d cprom EEIFE RESE

o %&FEGrafanalR%: , BHiEZEGrafanafs B , #E0]i@id Grafana/s Wiis 4 AR X B i 4 TG [a) Grafana K 4% ;
o ERBEFRHE , LIEBEURICoromLHFHZE ;

o ERAEEE B ECoromM N NHEHTRE , AAHERERREEANEETSE T :

ZHIER < BE AREE
WA
A RESE
REKER
EEmE: FEBEE | @R
RERE
Targets i FEREN
P
i * BN (PromQL):
EERE
BAMS
* SRR : © LEBRERTH, HEECESEHE HEERERERE 1 DHE, ATESEEH
sEsy: @ v
EENE
#7% (Labels): + RIARE

7 (Annotations): 4+ FHIIFE
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Ei 2llIAMAE S N
TEARAFR Sl 353
endpoint_no_pod LastValue J&H <BEPodiif R
pilot_endpoint_not_ready LastValue &INALFRBLER SRS
pilot_destrule_subsets Lastvalue MEFEN.BHHMUNES F&
pilot_duplicate_envoy_clusters Lastvalue HABHRENRZHRS KBS RHKER envoyEif
pilot_no_ip LastValue 7ESGERTIAZIPod , ATRETCIN
pilot_eds_no_instances LastValue (&8 KBIHERE
pilot_vservice_dup_domain LastValue BHESIBMEIMRSHE

citadel_server_root_cert_expiry_timestamp LastValue CitadeiRiEHiTHIKunixBE)E; (#)) . fabfERmMEBEIH

galley_validation_failed Sum FRIRIE R MU R
EHmEERES®
#iHHHE Pilot

- alert: IstioPilotPodNotInEndpointTable
annotations:
summary: "Pilot pods not found in the endpoint table"
description: "Pods not found in the endpoint table, possibly invalid"
expr: > pilot_no_ip > 0

- alert: IstioPilotEndpointNotReady
annotations:
summary: "Pilot endpoint found in unready state"
description: "Pilot endpoint found in unready state for 30 second"
expr: > pilot_endpoint_not_ready > O
for: 30s

- alert: IstioPilotDestruleSubsetsException
annotations:
summary: "Pilot pilot_destrule_subsets is greater than 0"
description: "pilot_destrule_subsets Duplicate subsets across destination rules for same host"
expr: > pilot_destrule_subsets > O

- alert: IstioPilotDuplicateEnvoyClustersException
annotations:
summary: "Pilot pilot_duplicate_envoy_clusters is greater than 0"

description: "pilot_duplicate_envoy_clusters Duplicate envoy clusters caused by service entries with same hostname
expr: > pilot_duplicate_envoy_clusters > O

- alert: IstioPilotDuplicateEntry

expr: sum(rate(pilot_duplicate_envoy_clusters{}[1m])) > O

for: 1m

labels:
severity: critical

annotations:
summary: Istio Pilot Duplicate Entry on clusterID {{ $labels.clusterID }} and region {{ $labels.region }})
description: "Istio pilot duplicate entry error.\n VALUE = {{ $value }}\n LABELS = {{ $labels }}"

- alert: IstioPilotEndpointNoPodException
annotations:
summary: "Pilot endpoint_no_pod is greater than 0"
description: "endpoint_no_pod Endpoints without an associated pod"
expr: > endpoint_no_pod > O
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- alert: ISUOrIIOTEASNOINSTancesLException
annotations:
summary: "Pilot pilot_eds_no_instances is greater than 0"
description: "pilot_eds_no_instances Number of clusters without instances"
expr: > pilot_eds_no_instances > O

- alert: IstioPilotVserviceDupDomainException
annotations:
summary: "Pilot pilot_vservice_dup_domain is greater than 0"
description: "pilot_vservice_dup_domain Virtual services with dup domains"
expr: > pilot_vservice_dup_domain > O

##### CITADEL
- alert: IstioCitadelRootCertError
annotations:
summary: "Citadel root certificate internal error occured"
description: "Citadel root certificate internal error occured on clusterID {{ $labels.clusterID }} and region {{
$labels.region }}"
expr: >
citadel_server_root_cert_expiry_timestamp < O

- alert: IstioCitadelCertlssuanceFailure
annotations:
summary: "Citadel certificate issuance failed"
description: "Citadel certificate issuance failed in last 1 minutes"
expr: >
(citadel_server_csr_count - citadel_server_success_cert_issuance_count) > (citadel_server_csr_count offset 1m -
citadel_server_success_cert_issuance_count offset 1m)

- alert: IstioCitadelCsrSignError
annotations:
summary: "Citadel CSR signing error"
description: "Citadel CSR signing error occured in last 1 minutes on clusterID {{ $labels.clusterID }} and region {{
$labels.region }}"
expr: >
(absent(citadel_server_csr_sign_err_count offset 1m) == 1 and citadel_server_csr_sign_err_count > 0) or
(citadel_server_csr_sign_err_count - citadel_server_csr_sign_err_count offset 1m > 0)

##### GALLEY
- alert: IstioGalleyValidationFailed
annotations:
summary: "Galley validation failed"
description: "Galley validation failed in last 1 minutes"
expr: >
(absent(galley_validation_failed offset 1m) == 1 and galley_validation_failed > O) or (galley_validation_failed -
galley_validation_failed offset 1m > 0)

P PAG FF BB E AR Y
EE BRSPS ERcce e Bt , EERICPromFEEAgent , BNITTHHEIEH 5AHCpromLfl

o AR~ : TEMFMARSSBICBRES | FFE MITHEARR R FH 1L X N AICpromRA)
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ISR Rz
Ll REs=
==
RERER
FERR
REMLE
Targets g TERE
mRE + EEHRM(PromQL)
=ERE
EAMS
* R E @) HEBREWERN, HEFEEREE YEEFFRESE HWE, AFESESS
FESFH pcti)
PHERNE
53 (Labels) + RS
j+# (Annotations) + R
BRI AR
B &l
biet: 2 Y /3 ThiE

Envoy  IstioEnvoyInternalUpstreamReq503TooHigh 503NER_LilIaN EKEST 1% , LhlES.

Envoy IstioEnvoylnternalUpstreamReq200TooLow 200pNER_EiiNE N I E (KT 99.9% , ELBITIR.

Envoy lIstioEnvoyUpstreamReq503TooHigh Envoy @] HTTP 503 _Lila B Sk S
Envoy  IstioEnvoyUpstreamReq200TooLow Envoy [{] HTTP 200 _EiiImE B E S ELiE (K

Envoy IstioEnvoyClusterBindErrors

Envoy Cluster &£ B4 E IR

Envoy IstioEnvoyClusterDstHostlnvalid Envoy Cluster S8 B #RFEM.TTH

PRI S ERRES®
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- alert: IstioEnvoylnternalUpstreamReq503TooHigh
annotations:
summary: 'Envoy Percentage of HTTP 503 internal upstream responses is too high'
description: "The amount of 503 internal upstream responses is higher than 1%. It is too high"
expr: >
rate(envoy_cluster_internal_upstream_rg_503[1m])/rate(envoy_cluster_internal_upstream_rg_completed[1m]) > 0.01

- alert: IstioEnvoylnternalUpstreamReq200TooLow
annotations:
summary: 'Envoy Percentage of HTTP 200 internal upstream responses is too low'
description: "The amount of 200 internal upstream responses is lower than 99.9%. It is too low"
expr: >
rate(envoy_cluster_internal_upstream_rg_200[1m])/rate(envoy_cluster_internal_upstream_rg_completed[1m]) < 0.999

- alert: IstioEnvoyUpstreamReq503TooHigh
annotations:
summary: 'Envoy Percentage of HTTP 503 upstream responses is too high'
description: "The amount of 503 upstream responses is higher than 1%. It is too high"
expr: >
rate(envoy_cluster_upstream_rg_503[1m])/rate(envoy_cluster_upstream_rq_completed[1m]) > 0.01

- alert: IstioEnvoyUpstreamReq200TooLow
annotations:
summary: 'Envoy Percentage of HTTP 200 upstream responses is too low'
description: "The amount of 200 upstream responses is lower than 99.9%. It is too low"
expr: >
rate(envoy_cluster_upstream_rgq_200[1m])/rate(envoy_cluster_upstream_rq_completed[1m]) < 0.999

- alert: IstioEnvoyClusterBindErrors
annotations:
summary: "Envoy cluster binding errors"
description: "Error in binding cluster with {{ $labels.pod_name }} pod in {{ $labels.namespace }} namespace."
expr: >
envoy_cluster_bind_errors > O
- alert: IstioEnvoyClusterDstHostInvalid
annotations:
summary: "Envoy cluster destination host invalid"
description: "Envoy cluster destination host {{ $labels.pod_name }} in {{ $labels.namespace }} namespace invalid for 1
minutes”

expr: > envoy_cluster_original_dst_host_invalid > O
for: 1m
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1. FANTRBINE , A3 jaeger.yaml LHF

apiVersion: apps/vl
kind: Deployment
metadata:

name: iaeger
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namespace: istio-system
labels:
app: jaeger
spec:
selector:
matchLabels:
app: jaeger
template:
metadata:
labels:
app: jaeger
annotations:
sidecar.istio.io/inject: "false"
prometheus.io/scrape: "true"
prometheus.io/port: "14269"
spec:
containers:
- name: jaeger
image: "registry.baidubce.com/csm-offline/all-in-one:1.35"
env:
- name: BADGER_EPHEMERAL
value: "false"
- name: SPAN_STORAGE_TYPE
value: "badger"
- name: BADGER_DIRECTORY_VALUE
value: "/badger/data"
- name: BADGER_DIRECTORY_KEY
value: "/badger/key"
- name: COLLECTOR_ZIPKIN_HOST_PORT
value: ":9411"
- name: MEMORY_MAX_TRACES
value: "50000"
- name: QUERY_BASE_PATH
value: /jaeger
livenessProbe:
httpGet:
path: /
port: 14269
readinessProbe:
httpGet:
path: /
port: 14269
volumeMounts:
- hame: data
mountPath: /badger
resources:
requests:
cpu: 10m
volumes:
- hame: data
emptyDir: {}

apiVersion: vi
kind: Service
metadata:
name: tracing
namespace: istio-system
labels:
app: jaeger
spec:
type: ClusterlP
ports:

FEAREMN
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- name: http-query
port: 80
protocol: TCP
targetPort: 16686

# Note: Change port name if you add '--query.grpc.tls.enabled=true'

- name: grpc-query
port: 16685
protocol: TCP
targetPort: 16685

selector:
app: jaeger

##### Jaeger implements the Zipkin API. To support swapping out the tracing backend, we use a Service named Zipkin.
apiVersion: vl
kind: Service
metadata:
labels:
name: zipkin
name: zipkin
namespace: istio-system
spec:
ports:
- port: 9411
targetPort: 9411
name: http-query
selector:
app: jaeger

apiVersion: vi

kind: Service

metadata:
name: jaeger-collector
namespace: istio-system

labels:
app: jaeger
spec:
type: ClusterlP
ports:
- name: jaeger-collector-http
port: 14268

targetPort: 14268
protocol: TCP

- name: jaeger-collector-grpc
port: 14250
targetPort: 14250
protocol: TCP

- port: 9411
targetPort: 9411
name: http-zipkin

selector:
app: jaeger

2. PATUA T @4 | HAACEN REBIRE SR -

$ kubectl apply -f jaeger.yaml

3. HRBTTEESE , B jaeger RS | A pod F service IIEFE jB3)

FEAREMN
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$ kubectl get pods -n istio-system
$ kubectl get svc -n istio-system

4. ¥TFF jaeger WA :

$ istioctl dashboard jaeger

BR=  BEWRS N REF

1. JFj3 Sidecar BEhjEAN

AR~ Bl CSM =HlE | EEEARMARSRG] , EF DEARE]  EENEAREEREFTRDENGETR , [&
[FF/2] BIRIFFS Sidecar B3iEN , WAIEE YISIFRKETRESNIEA.

i O EEBRS o nwask Bl ek ix Q ® E w B crsr I$ s 2w oz oms oz @ -
<EE - SRR R e BT
EHER Sidecar FIFRE
HREE EHTEE, WHTER, FREAREN.
A EE CPURER [ 4 WERE [ =
e request: 100 m request: 128 Mi
stiomif e
limit 2000 m limit 1024 Mi
BRESFI=R
| B EREIN
PHTAR FREMEN, fon <sidecar.istio.iofinject="false"> #Podf T{Ef %, RENSidecar:
<o
i 3l Bistho%, Ha%k sEzE a ¢
[
S
aRaEE o e P suzR s eisRET B @
¢
~
BN [R5 ® iEFH 2024-09-13 09:07:17 28
Prometheus 512 4t - % ° EFR 2024-09-12 14:02:52 [ @)
B #16 - 4bR ° TR 2024-09-12 11:32:42
23 o«

AR : {#H kubectl FFIZBEBhIEN Sidecar THRE :

# FF/aBzhEN Sidecar TBE

$ kubectl label namespace ${namespace} istio-injection=enabled --overwrite

2. PUTL T4, BMIAN A consumer-demo # provider-demo SfEBZE|&E+ :

$ kubectl apply -f consumer-demo-deployment.yaml
$ kubectl apply -f provider-demo-deployment.yami

consumer-demo-deployment.yaml 3C#E0F :
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apiVersion: apps/vl
kind: Deployment
metadata:
name: consumer-demo-deployment
labels:
app: consumer-demo
name: consumer-demo
spec:
replicas: 1
selector:
matchLabels:
app: consumer-demo
template:
metadata:
labels:
app: consumer-demo
spec:
restartPolicy: Always
containers:
- name: consumer-demo
image: registry.baidubce.com/csm-offline/bms-orignal-consumer:dev
imagePullPolicy: Always

env:
- name: OTEL_TRACES_EXPORTER
value: otlp

- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: http://otel-collector.istio-system.svc.cluster.local:4317
- name: OTEL_JAVAAGENT_ENABLED
value: 'true’
ports:
- containerPort: 9999
resources:
limits:
cpu: 350m
memory: 612Mi
requests:
cpu: 350m
memory: 612Mi

provider-demo-deployment-vl.yaml 3X#20F :
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apiVersion: apps/vl
kind: Deployment
metadata
name: provider-demo-deployment
labels
app: provider-demo
name: provider-demo
spec
replicas: 1
selector
matchLabels
app: provider-demo
template
metadata
labels
app: provider-demo
spec
restartPolicy: Always
containers
name: provider-demo
image: registry.baidubce.com/csm-offline/bms-orignal-provider:dev
imagePullPolicy: Always

env.
name: OTEL_TRACES_EXPORTER
value: otlp

name: OTEL_EXPORTER_OTLP_ENDPOINT
value: http://otel-collector.istio-system.svc.cluster.local:4317
name: OTEL_JAVAAGENT_ENABLED
value: 'true’
ports
containerPort: 10001
resources
limits
cpu: 350m
memory: 612Mi
requests
cpu: 350m
memory: 612Mi

3. PITAT a4, FEN A Service :

$ kubectl apply -f consumer-demo-service.yaml
$ kubectl apply -f provider-demo-service.yaml

consumer-demo-service.yaml SCEFINF :
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apiVersion: vi
kind: Service
metadata:
name: consumer-demo
annotations:
prometheus.io/scrape: "true"
spec:
selector:
app: consumer-demo
type: ClusterlP
sessionAffinity: None
ports:
- protocol: TCP
port: 9999
targetPort: 9999
name: http-port

provider-demo-service.yaml 3 {440F :

apiVersion: v1
kind: Service
metadata:
name: provider-demo
annotations:
prometheus.io/scrape: "true"
spec:
selector:
app: provider-demo
type: ClusterlP
sessionAffinity: None
ports:
- protocol: TCP
port: 80
targetPort: 10001
name: http-port

SR - VRl AR N A=A BREEE 3\ consumer-demo f pod B28F , VilalEA

$ while true; do curl http://{consumer-demo-pod-ip}:9999/echo-rest/test && echo && sleep 1; done;

B ERERERNIRE

1. PITA T4, $THF jaeger WA :

$ istioctl dashboard jaeger

2. &% tracing XEHIE , M LT ¢
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JAEGER Ul Search Compare System Architecture Monitor _ About Jaeger v

Search JSON File sms | §
3
Service Ops
consumer-demo.default
50008 Time
Operation 06:13:20 am 08:00:00 am 09:46:40 am
all
1 Trace Sort:  Most Recent Deep Dependency Graph
Tags
Compare traces by selecting result items
Lookback
Last Hour
demo.default: d default.svc.cluster. H * 1d7df40 6.31ms
Max Duration Min Duration 3 Spans Bl consumer-demo.defaut (2) provider-demo.default (1) Today  1:00:50 pm
minute ago

Limit Results

20

3. RIEAAEELVIRGER TmERMRIT
JAEGER UI Search Compare System Architecture Monitor About Jaeger v

consumer-demo.default: consumer-demo.default. s T
race Timeline v

e
svc.cluster.local:9999/*
August 12 2024, 13:00:50. 6.31ms 2 3 3
Ous 1.58ms 3.16ms 4.74ms 6.31ms
Service & Operation vV > ¥ »  ops 1.58ms 3.16ms 4.74ms 6.31ms

+ | consumer-d default consume

v | consumer-demo.default

provider-demo.default p:

HIEDSTR EMEIBIEA ST , "R T SRATHE -

1. AR BBINEE jaeger.
B AT 4EE jaeger #) pod F service R BIIEFE 53h

$ kubectl get pods -n istio-system
$ kubectl get svc -n istio-system

2. Wy jaeger RSB imA B BIEM.
BT RSB EEEERIBERATILE N R SIS jaeger-collector fREHIERIBAR A3 :

$ kubectl get svc -n istio-system | grep jaeger-collector

3. WA ENHIRS N FBFERF pod BERIhEN sidecar,

$ kubectl get pod -n ${namespace}

RIEEHIRNE RT3 Sidecar{tIE

g
aob
2

Sidecar RIEFEATEERFEIRE, MET2ME, ATINNM, iwﬁﬁﬂ' Sidecar RIE &2 =E 3L Pod KIIRE. A
M, fE—ETEZa ~ , B KRIFRE Pod PO HRE R BT Sidecar A1,

ASCELARLE B s O MR EARLRT Sidecar {tIE (sidecar-include-inbound-ports="") , T 80 [ I uk iR ELR T
Sidecar f{if (sidecar-include-outbound-ports="80") i , R/RAMTSIUFERAIERE ST Sidecar RIF |, HFEHI
LB Sidecar 1L,
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Container A Container C
A
Pod A Pod C
Sidecar
T Port: 80
Port: 9999
> Container B
Pod B

@ EfERE
TRITMERESLTRLA , IEMRANT

. sidecar-exclude-inbound-ports'T & E A% LECERO FERERROAOREARLT Sidecar (32 , HAgO AR
Ak IET Sidecar fIRAME, EAZMNEO |, FTLUEE AI—PNLUEESSEHNiEOFIR | 40 : sidecar-exclude-inbound-
ports: "9999"

e sidecar-include-outbound-ports : £ & TAIKA LR E RO F ELEMNAFTE B ARELT Sidecar RIE , HfHOQREALE
i Sidecar 38, ZHAZ MmO , STLUEEA—IMBUESHREIEESIER |, 40 : sidecar-include-outbound-ports: "80,8099"

e sidecar-include-inbound-ports : #E#y 4% ZRAIZKA_LECE IO E FLERFEAORELT Sidecar IR , Hih DIREALET
Sidecar {38, ZAZMNpO , ATLUREAA—BUESAREERESIE |, 40 : sidecar-include-inbound-ports: "80,8099"

o WRMILFABERIEAONOQRESALT Sidecar , ATRLXE A sidecar-include-inbound-ports="" , X FBHKREAS
#25¢ Sidecar {38,

AR RALREE har & TIERF , FEEACE.

ﬁﬂ%/mi’ﬁﬁﬁ%k?&&ﬁﬂi—lc‘}ﬁ?lﬁﬁﬁFFT Sidecar JEN , NEEECE Client i[O HORELT Sidecar {AIE |, T Server ¥
ANAREARET Sidecar IR | ZIATELHIN TLS 5, 2EBFIF : 2I&E Client i sidecar-include-outbound-
ports="80" , & E T Server i sidecar-include-inbound-ports="", #&ERKE&IREEEFHEE R TLS error: 268435703:SSL
routines:OPENSSL _internal:WRONG_VERSION_NUMBER

@ AR &1
o EABZCSMMAEIAI, BIKIRIE , ES NCSMRBIEIE,
o EIRMCCELREICSMIRA,
o EIFEE ARG AT sidecar BENEN.
@ BRAFLIR
@ AN % ZE R A AR
FBRBATARNATER  DEB AR NNERERET Sidecar IR , RINHHE 80 ifH M IERELT Sidecar

I8 -

kubectl annotate ns default sidecar-include-inbound-ports=""
kubectl annotate ns default sidecar-include-outbound-ports="80"

AEA MRGLTETES Pod , FEEFXLE Pod UIFEACEAERN., WECEAGLTIARINERER , EEHEESEX
A ZTIA A Pod EFERE B HISFE
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Baidu B B BaER Y
@ ERE

1. BT CSM > £ RHE1E L% CCE &5 , TN AEE.

< me_ ® ETP
=8

EEnE pEE

wEER O LMMSFEZATHE IR, TTNNO MR WHRER
R EE + RINERRE BiEROF, H1F

Istio B REIE wraEn EFRE KesHiA

.

L IstioZEil ® EfTHh 1.24.4
ENER

BHIA

TR kil

2. i "TAEREK > TOKRERRE > EAYAMLERE” ,

AR YamISTHan T s

apiVersion: apps/vl
kind: Deployment
metadata:
name: pod-a
labels:
app: pod-a
spec:
replicas: 1
selector:
matchLabels:
app: pod-a
template:
metadata:
labels:
app: pod-a
annotations:
sidecar.istio.io/inject: "false"
spec:
containers:
- name: pod-a

0 187734, ACIDREFER. F—CCERREE, {RHERMHE—MHSMETHER,

FRME i

172.16.0.0/16 4t - bR

BN,

image: registry.baidubce.com/csm-offline/helloworld:vl

resources:
requests:
cpu: "100m"
imagePullPolicy: IfNotPresent
ports:
- containerPort: 5000
apiVersion: apps/vl
kind: Deployment
metadata:
name: pod-b
labels:
app: pod-b
spec:
replicas: 1
selector:
matchLabels:
app: pod-b
template:
metadata:

ERER
ARP0ES 8]

VPCRIER

2024-09-25 10:58:00 10.0.0.0/8

BRIE
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1apels:
app: pod-b
spec:
restartPolicy: Always
containers:
- name: pod-b

image: registry.baidubce.com/csm-offline/bms-orignal-consumer:dev

imagePullPolicy: Always
ports:
- containerPort: 9999
apiVersion: apps/vl
kind: Deployment
metadata:
name: pod-c
labels:
app: pod-c
spec:
replicas: 1
selector:
matchLabels:
app: pod-c
template:
metadata:
labels:
app: pod-c
annotations:
sidecar.istio.io/inject: "false"
spec:
restartPolicy: Always
containers:
- name: pod-c

image: registry.baidubce.com/csm-offline/bms-orignal-provider:dev

imagePullPolicy: Always
ports:
- containerPort: 10001

THERE T AR :
Y TREEHE HERZE:  default v
PRER 4 O EBRET: NAEBLERRURIFRE?
et N N
KSR CPUERIR ()
-O- CPUfERE
HREE ® BxA 0
e o
TREAI v 8
® BT 8
] ~ -
[LiFRs BELH ° BExK 0
TR E
a4
wETE
BBES +HRaRsnE I EAvAMLeiR
ERHES
TfEn@EH TERBRS SRFPodH HfEPodH KBS
Pt
pod-b ® BT 1 (k& 1/1), BEHF: 1, A1 1 {4 app:pod-b
BRESEE
pod-a ® TP B 1 (FR&E: 1/1), BEH: 1, TA: 1 1 {8 app:pod-a
SRR
REEA " pod-c ® EFh 1 (sReE: 1/1), BB, AWM 1 846 app:pod-c

3. R “MEEA > B > ERYAMUERE” , BB NN RS .

MR YamISC a0 T B -

@ ey
WFERR(MIB) X
-O- wHERE
1
Ifen@eEn v al e
EEED eIRESE BRE

default

default

default

2024-09-26 15:20:54

2024-09-26 15:20:04

2024-09-26 15:20:04

BHAR B v

BWAR EE v

EMAR EI v

FEAREMN
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apiVersion: vi
kind: Service
metadata:

name: service-a

labels:
app: pod-a
spec:

ports:

- port: 5000

name: http
selector:
app: pod-a

apiVersion: vi
kind: Service
metadata:
name: service-b
annotations:
prometheus.io/scrape: "true"
spec:
selector:
app: pod-b
type: ClusterlP
sessionAffinity: None
ports:
- protocol: TCP
port: 9999
targetPort: 9999
name: http-port

apiVersion: vi
kind: Service
metadata:
name: provider-demo
annotations:
prometheus.io/scrape: "true"
spec:
selector:
app: pod-c
type: ClusterlP
sessionAffinity: None
ports:
- protocol: TCP
port: 80
targetPort: 10001
name: http-port

AR service BIFEI/R ¢

FEAREMN
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SEEfEIT
SREE

TIREAI

ERMES
SR
BRESEE

SRIERYE

ik SEIN

RS

@ TREUE

Bt )\ pod-b pod H istio-proxy

BRSFIR

@ BRIET: WEEIRLoadBalan:

&

BEEE

service-a

default

default

default

default

default

#EService ?

v

ClusterlP

ClusterlP

ClusterlP

ClusterlP

192.168.155.216

192.168.202.230

192168128177

B PITTRG SIS pod-b

curl -s -X POST 127.1:15000/logging \?level\=debug

0{e{EFA B EPod#iizt f9LoadBalancer Service?

service-a:5000 TCP
service-a:0 TCP

service-b:9999 TCP
service-b:0 TCP

provider-demo:80 TCP
provider-demo:0 TCP

kubernetes:443 TCP
kubernetes:0 TCP

e og

2214 Sidecar debug BiE :

A pod-a BIRFPITUA T4 , FFEFE pod-b # Sidecar debug A7E.

curl http://<pod-b-podIP>:9999/echo-rest/hello && echo

, TRB NG RIRE.

BIERE 8]

2024-09-26 14:
54:06

2024-09-26 14:
54:06

2024-09-26 14:
54:06

2024-07-2417:2

7:57

25 Bk

e

WHEE , Y4 Pod BIIRE T iR traffic.sidecar.istio.io/excludelnboundPorts. traffic.sidecar.istio.io/includelnboundPorts
gk traffic.sidecar.istio.io/includeOutboundPorts , BiXEEiHRE-S6 % &= RIKERER—EET , Pod ARG MMATHRE

[EIERIERE

{6/ Wasm Filter ¥ BR¥3EE

@ itk

WebAssembly ({##k Wasm) £—FMEi i bIRIGsE | E AT A EHMDHIESEMEZE Envoy ITIEREEH | Y
RS PARROSGE DAL, SHOTASILT Envoy 1 59 RAHZ MRS , BER AT I RIEEMESEH Envoy TR

BYRFEEBRRAH Envoy, BESh , Wasm iBH3 T S MBALE TN R LBEFBEMRE. £
AR S5 MM BRI REN .

@ HE— : MFE wasm XHFFHEEZE configmap

N

N4A{E A Wasm Filter 3~
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1. BUTF A4/ wasm-example-filter.wasm [ wasm 324451,

2. Bl configmap , 3§ wasm filter 7£f&%Z! configmap &,

#### B 4% K wasm-example-filter (] configmap , J§ wasm-example-filter.wasm £ A\ZI configmap &
kubectl create cm wasm-example-filter --from-file=wasm-example-filter.wasm

@ HR_ : A TEEKT) wasm JEN
1. J@iF configmap ¥ wasm filter 35 E| T{EfE L.

2. BREMIAE CSM Rt & R AIE wasm JEN , FTRURE A6 & =ERIIARE sidecar-injection-wasm-configmap:
{configmap 34} MARTFER LT EEN wasm X , RIBESKTERE configmap FHINAHEEFEE 2 ZEMNTE
T{etadmh. BEZE) istio-proxy A 25 /var/local/lib/wasm-filters BT,

3. Pod EFBIEST , £ istio-proxy {8 /var/local/lib/wasm-filters B3R T A] A& FHFI| wasm-example-filter.wasm L4,

#### 4 test Ap R T A)FFIE wasm JEN , K44/ wasm-example-filter f configmap 3£25Z| sidecar Bzs
kubectl label namespace test sidecar-injection-wasm-configmap=wasm-example-filter

VB : IEEEE(TPHI Pod EREASER.

@ HBR= : BIZ EnvoyFilter

1. BRIELRINERIEEH wasm LAHERET Envoy F |, {BIKET Envoy FFANAIE XA SCHHE ASRIT4m. Eit , FE4
B—N4 4 EnvoyFilter i) CRD &iEX % |, & wasm filter RANZEIXT R T Ea#EK M envoy filter chain &, AR,

2. bban eI AE A T ERACE SR wasm JEfFFEEEE] Envoy ¢
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#### my-envoyfilter.yaml
apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: my-envoyfilter
spec:
workloadSelector:
labels:
app: appl # FT/RAXT appl X4~ Pod #HTITIE
configPatches: # FITHCE Envoy HIdiE2%
- applyTo: HTTP_FILTER
match: # FIFULEE Envoy BTS2
context: SIDECAR_INBOUND # 1Y% A\ ki &13HTid 8
listener:
filterChain:
filter:
name: envoy.filters.network.http_connection_manager
subFilter:
name: envoy.filters.http.router
patch: # T8 EEHEM wasm
operation: INSERT_BEFORE # 7E router Z Bijiii )\
value:
name: mydummy
typed_config:
"@type": type.googleapis.com/udpa.type.vl.TypedStruct
type_url: type.googleapis.com/envoy.extensions.filters.http.wasm.v3.Wasm
value:
config: # $57& T fFIECEZE AR wasm F{FHIEE1R
configuration:
"@type": type.googleapis.com/google.protobuf.StringValue
value: dummy
root_id: "regex_replace"
vm_config:
code:
local:
filename: var/local/lib/wasm-filters /wasm-example-filter.wasm
runtime: envoy.wasm.runtime.v8
vm_id: myvmdummy

3. MAEEREIRY R

kubectl apply -f httpbin-wasm-filter.yaml
4. Zt, , wasm filter BETM.
EH4EER
F D[R]

BEEETA

1. BEEHITFERdebugR AN AE |, 418 deploy istiod --log_output_level=default:debug

2. B4 Pod K istio-proxy HEELR , & envoy WHEE

IEAEER
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#### 1. B BEERF] (B&none, error, warn, info, debug)
istioctl -n namespace proxy-config log <pod> --level BHiEZK 7

#### 2. FE envoy T HERF

kubectl -n default exec -it pod£&#x -c istio-proxy bash
#### A F envoy FRIFTEAE MK BERR

curl -s -X POST 127.1:15000/logging?level=trace

#### A E envoy P lua BERT
curl -s -X POST 127.1:15000/logging?lua=debug

3. &FE Envoy ¥ xds BLE

oo oo

##t## 1T istio-proxy Bas
curl localhost:15000/config_dump > config_dump

4. 3FEX istiod 24 EE T FTER CRD {58,

curl -s 127.1:15014 /debug/configz

5. FESHIPAMPEPRSHHE SR

curl -s 127.1:15014 /metrics

6. FREVMUEF M Envoy YRR MRS RILAISBIE B BAREIEN

curl -s 127.1:15000/clusters

@ BCE 5T DestinationRule f§HII503
HEE -
AUEZRABHT DestinationRule 52 FK TLS KA HRIH , WERRBARKMAZEAT B3WE TLS BALEE.
fEFEEFEMm :
{F{AT B2 F DestinationRule , EFE/G{R trafficPolicy TLS mode 14 BHIELE —3K.
@ 1% mE HEL pilot_eds_no_instances &R
BERA :

TRERE service selector FREIRAILACEIAEELR pod , BF# service 52 KB pod I&H 330,

H&E -

AJLHEE pod HIFREES Service selector FEXRZABILAC , DestinationRule FEARE R BACEIEM , BT E ep BAXRKTX
A pod,

e

FBJK istioctl ps AN FFI/R :

Fzh4wtE DestinationRule review name v1 ] version 34 vi-bug,
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SFTHFIUE , review TUHE LIRSS,
BookInfo Sample

The Corpedy of Errors
Summary: Wikipedia Summary: The Gomedy of Errors is one of William Shakespeare's early plays. t i his shortest and one of his most farcical dpmedies, with a major part of the humour coming from slapstick and mistaken identity, n addition to puns and word play.
Book Details Error fetching product reviews!
Type: oy, product reviews are currently unavailable for tis book
paperback
Pages:
200
Publisher:
PublisherA
Language:
Englisn
1SBN-10:
567890

1. &FE istiod I=H I FEMBE , HIT pilot_eds_no_instances FETERR,

2. & productpage Pod MV istio-proxy HiE.
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3. Bt \F| productpage Pod F (] istio-proxy & , & clusters, AJBLEFE envoy JXH reviews vl HXH cluster , v2/v3 T
EAMRXK cluster,

curl localhost:15000/clusters | grep reviews

4. BFE productpage Pod F] istio-proxy B config_dump T4,

kubectl -n default exec -it productpage-v1-7795568889-npt8f -c istio-proxy -- curl localhost:15000/config_dump >
config_dump

5. {#f istioctl THA , pc. ps & all. bootstrap, cluster, endpoint, listener, log, route, secret % envoy i={THIHS
.

4545 Destinationrule reviews Pk E1FE .

@ =5 E B I pilot_conflict_inbound_listener FE#K

B -
FRA :
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IR BT IR B .
HiE -
B RHE k8s Service 1R , REFAEMFIG LRE T REPRUMIEA.
@ RERTHET , KRR TR R4
Hi# -

1. ATRAHER VirtualService B host FE R BRBECESER , match FEXMIILACHINIZ AR , MAXTFENIER DR , ©F
DestinationRule FAr&EFF & 2 AILACEAHE.

7

2. RINSBRACERHZ , TRELIIS0345R , XEBTAEMEERIESH. MHERNLIUER , ERMECERN , MM4EE
¥ DestinationRule , BB H VirtualService IECE X FIiR I FE3H TS . LB FE0T , Y4 2eMiis VirtualService St
1A FEM3I B , BEH DestinationRule , MIFRRBHFE.

3. AJaEH IECA R E NFIER /B AT SRR VirtualService SRIRTRIA 4. Istio R FFER— VirtualService FELE il
EAMEATGRN KRR , IRBULTR , ATRUET EnvoyFilter JE \#E.

@ BCE ServiceEnvoy K4MIB AR S TEE RIA& PRERAT R A9
Hi&E -

TJBEE MAE PN ERARFF/EXF DNS (A XELE , AT E T istio-system #44 Z5[E) T4 configmap istio proxyMetadata=2E .
v_yangjialiang@acBook-Pro java-test % kubectl -n istio-system get cm istio -o json
"apiVersion": "v1",

"data": {
"mesh": "accessLogFile: /dev/stdout\ndefaultConfig:\n discoveryAddress: istiod.istio-system.svc:15012\n proxy

Metadata: \n ISTIO_META_DNS_AUTO_ALLOCATE: \"true\"\n ISTIO_META_DNS_CAPTURE: \"true\"\n | tracing:\n zipkin:\n
address: zipkin.istio-system:9411\nenablePrometheusMerge: true\nextensionProviders:\n- envoyOtelAls:\n port: 4
317\n service: otel-collector.istio-system.svc.cluster.local\n name: otel\nrootNamespace: istio-system\ntrustDomain
: cluster.local",
"meshNetworks": "networks: {}"
@ sidecar BFNEANKK
Hi& -

1. B SR pod 4E kube-system BX kube-publicfy & Z=[EF., XLdy % ZAIF M Pod 1§28 Sidecar BaEN .
2. TR Pod SEXHIZH hostNetwork : true, hostNetwork : true f] Pod ¥ 2185 Sidecar B3hiEN.

3. K& webhook T BT ANKREESHINRE 2k istio-system €54 Z5[8] FH configmap istio-sidecar-injector FIZRIATE
AR ESFIR,

4. HEE pod FRIFRES sidecar.istio.io/inject: "true" E/IRBEFIR , true FERHIEN , false NIARELIBHEN sidecar,

5. TEENSKRKM Pod B Deployment _F1z4T kubectl -n namespace describe deployment name, B BEESEM4HEEARAEN
webhook kK ERA.

@ EHIFEm N pilot_total_rejected_configs FE4R
% :

W& RIS E LT B4 Gateway
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apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: testl
spec:
selector:
istio: ingressgateway
servers:
- hosts:
- testl.example.com
port:
name: https
number: 443
protocol: HTTPS
tls:
credentialName: example-credential
mode: SIMPLE
apiVersion: networking.istio.io/vlbetal
kind: Gateway
metadata:
name: test2
spec:
selector:
istio: ingressgateway
servers:
- hosts:
- testl.example.com
- test2.example.com
port:
name: https
number: 443
protocol: HTTPS
tls:
credentialName: example-credential
mode: SIMPLE

WK https://testl.example.com IEEIR[E] 404 , BRAEEIT |, K https://test2.example.com HILFH .,



https://test1.example.com
https://test2.example.com

Baidu B E BaE =30 E4ETERS
ER :

81T istiod Y& pilot_total_rejected_configs TEAr575E , BIR default/test2 FLEHIELE , SBMIELNFER R §/MIRE
E—ip0_ERAERLE—X TLS , FA1IXE testl.example.com 7£ 2 4 Gateway f] 443 SO #ECE T TLS , SEHB—MHIE
4 AT AISHIA BRI R test2 | test2.example.com F testl.example.com ECETE test2 HIEI—A Server , Server LB #
IEESEVEREE |, RAULRIE TR test 1k, MERE , ERIKELES.

@ Envoy B B3 headers size exceeds limit §5i%

EE

AR FAEAmeshGETAPHENAALK , envoy B&inbound, outbound®ANATE , BEIREEFEES T AR,

WREERE -

HEIRsE 2022-12-31T14:24:27.501043Z  debug envoy client  [C4689] protocol error: headers size exceeds limit

AKX -
https://github.com/envoyproxy/envoy/issues/13827
RRAR :

BT envoyfilter AKX ERABRFIE.,

apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: max-header
namespace: istio-system
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"@type":
"type.googleapis.com/envoy.extensions.filters.network.http_connection_manager.v3.HttpConnectionManager"
max_request_headers_kb: 80
common_http_protocol_options:
max_headers_count: 500
- applyTo: CLUSTER
match:
context: ANY
cluster:
portNumber: 5000
patch:
operation: MERGE
value: # cluster specification
common_http_protocol_options:
max_headers_count: 500

24
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Baidu B B BaER Y
A1 : pod FFSITHERO-SEF G S Iriis O ALES , £S5 2 503 (6

FE2 : envoy BEXHT header $rEMIIRT] , 2B 502 Y@, 7]
I, @ https://github.com/envoyproxy/envoy/issues,/13827

HHERMRAR -
503 R AT LB R FEF R NTAER S Pod BCEAIRH R —HK.

502 $5IRTTLE FE header HEII KT , 18T istio-proxy debug HFEFTAMER,

1. https://github.com/envoyproxy/envoy/issues/13827
2. https://www.gl.sh.cn/2022/04 /11 /network_filter-httpconnectionmanager.html
3. https://github.com/envoyproxy/envoy/issues/11774
4. https://github.com/envoyproxy/envoy/pull/12216
@ WA EnvoyFF [EAccessLogiiiRl B &
BT LB Telemetry API, Mesh Config, EnvoyFilter =F A= 3 Envoy ) access log Hik.

@ Telemetry API

cat <<EOF > ./telemtry-example.yaml|
apiVersion: telemetry.istio.io/vlalphal
kind: Telemetry
metadata:
name: mesh-default
spec:
selector:
matchLabels:
app: helloworld
accesslLogging:
- providers:
- name: envoy
EOF

kubectl apply -f ./telemtry-example.yaml

FAEF helloworld FH) istio-proxy FHIBE , ATABEI T &K Telemetry BLEAERT .

IEAEER

101


https://github.com/envoyproxy/envoy/issues/13827
https://github.com/envoyproxy/envoy/issues/13827
https://www.gl.sh.cn/2022/04/11/network_filter-httpconnectionmanager.html
https://github.com/envoyproxy/envoy/issues/11774
https://github.com/envoyproxy/envoy/pull/12216

Baidu B EERER Y IEAEER

$ kubectl -n test logs helloworld-v2-7d55d87964-6tnc;j -c istio-proxy --tail=10
2023-04-17T09:27:13.557757Z info xdsproxy connected to upstream XDS server: 192.168.0.6:15012
2023-04-17T09:57:43.387553Z info xdsproxy connected to upstream XDS server: 192.168.0.6:15012
2023-04-17T10:30:52.106631Z info xdsproxy connected to upstream XDS server: 192.168.0.6:15012
2023-04-17T710:59:38.5321447 info xdsproxy connected to upstream XDS server: 192.168.0.6:15012
[2023-04-17T11:02:59.500Z] "GET /hello HTTP/1.1" 200 - via_upstream - "-" 0 60 119 119 "-" "curl/7.87.0-DEV"
"4d166eba-cb47-4147-a182-7a3896643d06" "helloworld:5000" "x.x.x.x:5000" inbound|5000|| x.x.x.x:37311
X.X.X.x:5000 x.x.x.x:54644 outbound_.5000_._.helloworld.test.svc.cluster.local default
[2023-04-17T11:03:00.923Z] "GET /hello HTTP/1.1" 200 - via_upstream - "-" 0 60 123 122 "-" "curl/7.87.0-DEV"
"fbd2b87a-913c-4d6f-8f8a-c625f1aaf80e" "helloworld:5000" "x.x.x.x:5000" inbound|5000]| x.x.x.x:38235 x.x.x.x:5000
X.X.X.x:54656 outbound_.5000_._.helloworld.test.svc.cluster.local default
[2023-04-17T11:03:39.534Z] "GET /hello HTTP/1.1" 200 - via_upstream - "-" 0 60 119 119 "-" "curl/7.87.0-DEV"
"bc364db9-dc03-4331-95db-ffea73fe5c0a" "helloworld:5000" "x.x.x.x:5000" inbound|5000]|| x.x.x.x:52206 x.x.X.x:5000
X.X.X.X:54644 outbound_.5000_._.helloworld.test.svc.cluster.local default
[2023-04-17T11:03:42.2817] "GET /hello HTTP/1.1" 200 - via_upstream - "-" 0 60 116 116 "-" "curl/7.87.0-DEV"
"b88fa88a-5ec1-4747-945b-8ace802db94f" "helloworld:5000" "x.x.x.x:5000" inbound|5000|| x.x.x.x:33526
X.X.X.x:5000 x.x.x.x:54644 outbound_.5000_._.helloworld.test.svc.cluster.local default
[2023-04-17T11:03:43.371Z] "GET /hello HTTP/1.1" 200 - via_upstream - "-" 0 60 120 119 "-" "curl/7.87.0-DEV"
"dd20b26a-af35-411b-a2e5-bc7f7f847c87" "helloworld:5000" "x.x.x.x:5000" inbound|5000]|| x.x.x.x:55067 x.x.x.x:5000
X.X.X.X:54656 outbound_.5000_._.helloworld.test.svc.cluster.local default
[2023-04-17T11:03:44.500Z] "GET /hello HTTP/1.1" 200 - via_upstream - "-" 0 60 116 115 "-" "curl/7.87.0-DEV"
"be3a1993-0502-4f50-ad2d-c1672594962c" "helloworld:5000" "x.x.x.x:5000" inbound|5000]|| x.x.x.x:34296
X.X.X.X:5000 x.x.x.x:54644 outbound_.5000_._.helloworld.test.svc.cluster.local default

@> {8 Mesh Config

&K istio BLE:

kubectl -n istio-system edit configmap istio

ARIMATRE :

apiVersion: vi
data:
mesh: |-
# 2 FE% Envoy #it accesslog
accessLogEncoding: JSON
accessLogFile: /dev/stdout
accessLogFormat: ""
defaultConfig:
holdApplicationUntilProxyStarts: true
rootNamespace: istio-system
kind: ConfigMap
metadata:
name: istio

accessLogEncoding: 37~ accesslog #itH#&=, , istio FiE X T TEXT #1 JSON Bt HEHEMR, BOAMA TEXT , @
FATSHEBUAR JSON BURF AT | FbHtFIF HAER4E,
accessLogFile: 7R accesslog HitHEIMBE , BEBITHEEE /dev/stdout (WrrEifith) , LUE(EFR kubect! logs k& & H
&, ERATAERSE.
accessLogFormat: 2NRAAB(E istio TAE M i accessLogEncoding , BATH AT A X MECE Sk A X BEm A&,

> {# i EnvoyFilter
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cat <<EOF > ./envoyfilter-example.yaml
apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter

metadata:

name: enable-accesslog

spec:

configPatches:
- applyTo: NETWORK_FILTER

match:

context: ANY
listener:
filterChain:
filter:
name: envoy.http_connection_manager

patch:

operation: MERGE

value:

typed_config:
"@type":

"type.googleapis.com/envoy.extensions.filters.network.http_connection_manager.v3.HttpConnectionManager"

access_log:
- name: envoy.access_loggers.file
typed_config;:
"@type": type.googleapis.com/envoy.extensions.access_loggers.file.v3.FileAccessLog
path: "/dev/stdout"
log_format:

EOF

json_format:
authority: "%REQ(:AUTHORITY)%"
bytes_received: "%BYTES_RECEIVED%"
bytes_sent: "%BYTES_SENT%"
downstream_local_address: "%DOWNSTREAM_LOCAL_ADDRESS%"
downstream_remote_address: "%DOWNSTREAM_REMOTE_ADDRESS%"
duration: "%DURATION%"
method: "%REQ(:METHOD)%"
path: "%REQ(X-ENVOY-ORIGINAL-PATH?:PATH)%"
protocol: "%PROTOCOL%"
request_id: "%REQ(X-REQUEST-ID)%"
requested_server_name: "%REQUESTED_SERVER_NAME%"
response_code: "%RESPONSE_CODE%"
response_flags: "%RESPONSE_FLAGS%"
route_name: "%ROUTE_NAME%"
start_time: "%START_TIME%"
upstream_cluster: "%UPSTREAM_CLUSTER%"
upstream_host: "%UPSTREAM_HOST%"
upstream_local_address: "%UPSTREAM_LOCAL_ADDRESS%"
upstream_service_time: "%RESP(X-ENVOY-UPSTREAM-SERVICE-TIME)%"
upstream_transport_failure_reason: "%UPSTREAM_TRANSPORT_FAILURE_REASON%"
user_agent: "%REQ(USER-AGENT)%"
x_forwarded_for: "%REQ(X-FORWARDED-FOR)%"

kubectl apply -f ./envoyfilter-example.yaml

@ EB4> workload J2F accesslog

W SRABERETAE R FEE M workload J2F8 accesslog , AJRAE EnvoyFilter Ei1—F workloadSelector:

IEAEER
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spec:

workloadSelector:
labels:

app: helloworld

FAEE helloworld FH) istio-proxy FHIBE , ATAEEIT A& EnvoyFilter BtE F4ERT .

{"authority":"helloworld:5000","method":"GET","user_agent":"curl/7.87.0-
DEV","bytes_received":0,"route_name":"default","upstream_host":"x.x.x.x:5000","upstream_service_time":"117","request.
-28a0-4dc3-a490-
6547474ff858","upstream_local_address":"x.x.x.x:39069","bytes_sent":60,"duration":117,"x_forwarded_for":null,"path":".
-04-17T11:22:56.569Z2","response_flags":"-","protocol":"HTTP/1.1","response_code":200}

J | o
@ {if FSidecarCRDI& K EHE T T Envoy BRI HFE

@ B
4 istio 3N Sidecar ELE , FER¥UETE Envoy HRIRIHFE.
@ BinamespacesRf5l

BnamespacefE B flIsidecarBitBEIN T :

apiVersion: networking.istio.io/vlbetal
kind: Sidecar
metadata:
name: test-sidecar
namespace: test
spec:
egress:
- hosts:
- test/* # W& FTEMIdr 2 A
- istio-system-csm-testtest/* # istiod FTAERIES 4 ZSI1E) , csm S

@y Znamespaces~{l
e SR Mnamespace : test, test-1

sidecarBit BN :
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#### nsAtestisidecars~Fl
apiVersion: networking.istio.io/vlbetal
kind: Sidecar
metadata:

name: test-sidecar

namespace: test
spec:

egress:

- hosts:

- test/* # WK FTEMNH L TR
- test-1/* # WS FTAERI & T /E)
- istio-system-csm-testtest/*  # istiod FTifEAIar & ZIE] , csm L4

#### ns_Atest-1fsidecar
apiVersion: networking.istio.io/vlbetal
kind: Sidecar
metadata:
name: test-sidecar
namespace: test-1
spec:
egress:
- hosts:
- test/* # WS FTfER 6 4 Z51H]
- test-1/* # W FERNGH L TIE
- istio-system-csm-testtest/* # istiod FT7ERIEZSS(A] , csm S5

@ Envoyfif&ER4rHeader
@ WK
W& EANR Envoy 5 , IR[EI) Header F4H x-envoy 152 , WEEEMIF x-envoy-decorator-operation header,
@ RH
envoy BUIASARGXLLAFER) header,
@ RRFAR

{#EF envoyfilter flf&IXLE header, £#H header 0T iR :
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apiVersion: networking.istio.io/vlalpha3
kind: EnvoyFilter
metadata:
name: response-headers-filter
spec:
configPatches:
- applyTo: NETWORK_FILTER
match:
context: ANY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"@type":
"type.googleapis.com/envoy.extensions.filters.network.http_connection_manager.v3.HttpConnectionManager"
server_header_transformation: PASS_THROUGH
- applyTo: HTTP_ROUTE
match:
context: SIDECAR_INBOUND
patch:
operation: MERGE
value:
decorator:
propagate: false # removes the decorator header
response_headers_to_remove:
- X-envoy-upstream-service-time
- x-powered-by
- server

W

5%
https://janine.pcfe.net/posts/2022-10-10-istio-envoyfilter-strip-headers/
@ F & Fprimary Istiod BEER

@ M

FE B Istiod BEAKHLE OOM § Istiod Pod E 5 , HMHUETEFFEERERE istiod %61,

Exec lifecycle hook ([pilot-agent wait]) for Container "istio-proxy" in Pod "podName" failed - error: command 'pilot-agent
wait' exited with 255: Error: timeout waiting for Envoy proxy to become ready. Last error: HTTP status code 503 ,
message: "2023-03-31T01:30:00.2319897 \tinfo \tWaiting for Envoy proxy to be ready (timeout: 60 seconds)...\n2023-
03-31T701:31:00.457233Z \terror\ttimeout waiting for Envoy proxy to become ready. Last error: HTTP status code
503\nError: timeout waiting for Envoy proxy to become ready. Last error: HTTP status code 503\n"

@ A

istiod ATFERK) k8s £ &f node. pod % Endpoint TTHUIR RS , G xds HEEINE , HERZ KR , P istiod BH O0OM,
@ fRIRFTR

FER— : &R primary {1 node & , fRIE istiod BEMSIEREE.

HEZ : [ sidecar [R#| istiod 1TEIEE. FHIIN TR :
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apiVersion: networking.istio.io/vlbetal
kind: Sidecar
metadata:
name: healthsvc-sidecar
namespace: healthsvec-xxx
spec:
egress:
- hosts:
- healthsve-xxx/* # MV FTTER 6 4 Z5|A)
- istio-system-xxx/* # istiod FT7EMIEH 4 =5 [A]

W

&%
1. https://istio.io/latest/docs/tasks/observability/distributed-tracing /jaeger/
2. https://istio.io/latest/docs/tasks/observability/metrics /customize-metrics/
3. https://github.com/istio/istio/issues/44266

@ FW KL EEOHEAMeshFAE

@ W

MWL ERFHN Mesh J7 , FANEA KL 502,

1EE : curl -1 'http://x.x.x.x:8080/test/hospitallmjjh /card3/s?word=FaZZ5E/(M&" -H 'host: xxxx.baidu.com'

SE : curl - 'http://x.x.x.x:8080/test/hospitallmjjh/card3/s?
word=%E8%A5%BF%ES%AE%S9%ES%86%A0%ES%BF%E83%ET%97%85' -H 'host: xxxx.baidu.com'

Envoy KIHREE BELN T AR ¢
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2023-03-31T702:56:51.929765Z trace envoy filter [C5806] upstream connection received 14240 bytes,

end_stream=false

2023-03-31T02:56:51.929785Z  trace envoy connection
2023-03-31702:56:51.929795Z trace envoy connection
2023-03-31T02:56:51.929798Z  trace envoy connection
2023-03-31702:56:51.929801Z trace envoy connection
2023-03-31T02:56:51.929802Z trace envoy connection
2023-03-31702:56:51.929844Z trace envoy connection
2023-03-31T02:56:51.930000Z trace envoy connection
2023-03-31702:56:51.930015Z trace envoy connection
2023-03-31T02:56:51.930020Z trace envoy connection
2023-03-31702:56:51.930039Z trace envoy connection
2023-03-31T02:56:51.930049Z trace envoy connection

[C5806] writing 14240 bytes, end_stream false
[C5807] socket event: 2

[CB5807] write ready

[C5806] socket event: 2

[C5806] write ready

[C5806] write returns: 14240

[C5805] socket event: 3

[C5805] write ready

[C5805] read ready. dispatch_buffered_data=false
[C5805] read returns: 14333

[C5805] read error: Resource temporarily unavailable

2023-03-31702:56:51.930055Z trace envoy http [C5805] parsing 14333 bytes

2023-03-31702:56:51.930063Z trace envoy http [C5805] message begin
2023-03-31T02:56:51.930076Z trace envoy http [C5805] completed header:

value=text/html;charset=utf-8

2023-03-31T02:56:51.930089Z trace envoy http [C5805] completed header:

value=chunked

2023-03-31T02:56:51.930107Z trace envoy http [C5805] completed header:
completed header:
2023-03-31T02:56:51.930129Z trace envoy http [C5805] completed header:
2023-03-31702:56:51.930139Z trace envoy http [C5805] completed header:

]
2023-03-31T02:56:51.930118Z  trace envoy http  [C5805]
]
]

02:56:51 GMT

2023-03-31702:56:51.930143Z trace envoy http [C5805] completed header:
2023-03-31702:56:51.930146Z trace envoy http [C5805] completed header:

key=Content-Type

key=Transfer-Encoding

key=Connection value=close
key=Vary value=Accept-Encoding
key=Server value=nginx/1.8.0
key=Date value=Fri, 31 Mar 2023

key=Vary value=Accept-Encoding
key=Set-Cookie

value=58D4878A25DC3FOCOE2FB62870D096D3:FG=1; max-age=31536000; expires=Sat, 30-Mar-24 02:56:50 GMT;

path=/; version=1; comment=bd

2023-03-31702:56:51.930156Z debug envoy client [C5805] Error dispatching received data: http/1.1 protocol

error: HPE_INVALID_HEADER_TOKEN

2023-03-31702:56:51.930160Z debug envoy connection
2023-03-31T02:56:51.930162Z  debug envoy connection
2023-03-31702:56:51.930199Z trace envoy connection

[C5805] closing data_to_write=0 type=1
[C5805] closing socket: 1
[C5805] raising connection event 1

2023-03-31T02:56:51.930206Z debug envoy client [C5805] disconnect. resetting 1 pending requests

2023-03-31T02:56:51.930210Z debug envoy client [C5805] request reset

2023-03-31T02:56:51.930213Z trace envoy main item added to deferred deletion list (size=1)
2023-03-31T02:56:51.930222Z debug envoy router [C5804][S6039679106682162641] upstream reset: reset

reason: protocol error, transport failure reason:

2023-03-31702:56:51.930231Z trace envoy connection
2023-03-31702:56:51.930244Z trace envoy connection
2023-03-31702:56:51.930247Z trace envoy connection

@ KRR

1. AFARMNER , HB—MEKREE B/ 416 2

BT REBEENRER | REUAK TCP L3R,

[C5806] socket event: 3
[C5806] write ready
[C5806] read ready. dispatch_buffered_data=false

IEAEER
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9 77812
77813
77814
77815
77816
77817
77818
77819
77820
77821
77822
77823
77824
77825
77826
77827
77828
77829
77830

77831
77832

77833
77834
77835
77836
77837

77838
77839

2. FBEZMERIRENRER

2023-03-31T06:39:54.5509562
2023-03-31T06:39:54.5509652
2023-03-31T06:39:54.5509672
2023-03-31T06:39:54.5509702
2023-03-31T06:39:54.5509722
2023-03-31T06:39:54.5509742
2023-03-31T06:39:55.0671812
2023-03-31T06:39:55.0672092
2023-03-31T06:39:55.0672112
2023-03-31T06:39:55.0872772
2023-03-31T06:39:56.5477032
2023-03-31T06:39:56.5477542
2023-03-31T06:39:56.5478282
2023-03-31T06:39:56.5478782
2023-03-31T06:39:56.5478902
2023-03-31T06:39:56.5479072
2023-03-31T06:39:56.5479162
2023-03-31T06:39:56.5480052
2023-03-31T06:39:56.5480152
buffer length=0
2023-03-31T06:39:56.5480422
2023-03-31T06:39:56.5480832
ess 10.220.67.53:8080
2023-03-31T06:39:56.5480932
2023-03-31T06:39:56.5481152
2023-03-31T06:39:56.5481342
2023-03-31T06:39:56.5481362
2023-03-31T06:39:56.5481712

ients_.size(): 0, connecting clients_.size():
size(): 1 per upstream preconnect ratio:

2023-03-31T06:39:56.5481832
2023-03-31T06:39:56.5482052

80058
80059
80060
80061
80062

80063
80064
80065
80066
80067
80068
80069
80070
80071

80072
80073

80074

80075
80076
80077
80078
80079
80080
80081

80082

I023-03-31T06=40:27.0959362
2023-03-31T0 0:27.0959392
2023-03-31T0 0:27.0959442
2023-03-31T0 0:27.0959712
2023-03-31T06:40:27.0959902
t=utf-8
2023-03-31T06:40:27.0959452
2023-03-31T06:40:27.0960062
2023-03-31T06:40:27.0960092
2023-03-31T0 0:27.0960282
2023-03-31T0 0:27.0960292
2023-03-31T06:40:27.0960962
2023-03-31T06:40:27.0961262
2023-03-31T06:40:27.0961332
2023-03-31T06:40:27.0961402
7 GMT
2023-03-31T06:40:27.0961462
2023-03-31T06:40:27.0961502

A19EB891E90DB75916FF92:FG=1; max:

comment=bd
2023-03-31T06:40:27.0961622
HPE_INVALID_ HEADER_TOKEN
2023-03-31T06:40:27.0961722
2023-03-31T0 0:27.0961742
2023-03-31T0 0:27.0962142
2023-03-31T06:40:27.0962222
2023-03-31T06:40:27.0962292
2023-03-31T06:40:27.0962322
2023-03-31T06:40:27.0962452

trace
trace
debug
trace
trace
trace
trace
trace
trace
debug
debug
debug
trace
debug
trace
trace
trace
debug
trace

debug
debug

debug
debug
debug
debug
trace

debug
debug

trace
trace
trace
trace
trace

trace
trace
trace
trace
trace
trace
trace
trace
trace

trace
trace

debug

debug
debug
trace
debug
debug
trace
debug

ocol error, transport failure reason:

2023-03-31T06:40:27.0962962

debug

envoy connection

envoy conn_handler
envoy conn_handler
item added to deferred deletion list (size=1)
item added to deferred deletion list (size=2)
clearing deferred deletion list (size=2)

envoy main
envoy main
envoy main

[C27069] raising connection event 0
[C27069] connection on event 0
[C27069] adding to cleanup list

envoy upstream Stale original dst hosts cleanup triggered.
envoy upstream Stale original dst hosts cleanup triggered.
envoy upstream Stale original dst hosts cleanup triggered.

envoy main

envoy filter
envoy filter
envoy filter
envoy filter
envoy filter

flushing stats

original_dst: new connection accepted
tls inspector: new connection accepted
tls inspector: recv: 136

http inspector: new connection accepted

envoy filter
envoy filter
envoy filter
envoy connectio!

envoy filter [

[C27070] new tcp proxy session
o7 &5aD

7

rror code:

SdpI€t dlsable=true disable_count=0 state=0

C27070] Creating connection to cluster inbound|8080] |

envoy upstream transport socket match, socket default selected for host with addr

envoy upstream Created host 10.220.67.53:8080.

envoy misc
envoy pool

trying to create new connection

envoy upstream addHost() adding 10.220.67.53:8080

envoy pool

1
envoy pool

ConnPoolImplBase 0x55eef954d7a0, ready_clients_.size(): 0, busy cl
0, connecting_stream capacity : 0, num_active_streams_: 0, pending_streams_.

creating a new connection

envoy upstream membership update for TLS cluster inbound|8080|| added 1 removed 0

envoy connection
envoy filter
envoy http
envoy http
envoy http

envoy connection
envoy connection
envoy connection
envoy connection
envoy connection
envoy http
envoy http
envoy http
envoy http

envoy http
envoy http

77827,93-102 96%

[C27090] read error: Resource temporarily unavailable
[C27091] downstream connection received 0 bytes, end_stream=true
[C27090] parsing 1191 bytes
[C27090] message begin
[C27090] completed header: key=Content-Type value=text/html;charse

[C27092] writing 0 bytes, end_stream true
[C27092] socket event: 2
[C27092] write ready
[C27092] socket event: 2
[C27092] write ready
[C27090] completed header: key=Connection value=close
[C27090] completed header: key=Vary value=Accept-Encoding
[C27090] completed header: key=Server value=nginx/1.8.0
[C27090] completed header: key=Date value=Fri, 31 Mar 2023 06:40:2

[C27090] completed header: key=Vary value=Accept-Encoding
[C27090] completed header: key=Set-Cookie value=BAIDUID=C590DB1FDF

-age=31536000; expires=Sat, 30-Mar-24 06:40:25 GMT; domain=.baidu.com; path=/; version=1;

envoy client I

[C27090] Error dispatching received data: http/l1.1 protocol error:

envoy connection
envoy connection
envoy connection
envoy client
envoy client
envoy main

envoy router

envoy http

pstream reset_before_response_started{protocol_error}

[C27090] closing data_to_write=0 type=1
[C27090] closing socket: 1
[C27090] raising connection event 1
[C27090] disconnect. resetting 1 pending requests
[C27090] request reset
item added to deferred deletion list (size=1)
[C27089][S17527852526966740131] upstream reset: reset reason: prot

[C27089][S17527852526966740131] Sending local reply with details u

80058,1 99%

IEAEER
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80058 2023-03-31T06:40:27.095936Z trace envoy connection [C27090] read error: Resource temporarily
unavailable
80059 2023-03-31T06:40:27.095939Z trace envoy filter [C27091] downstream connection received O bytes,
end_stream=true
80060 2023-03-31T06:40:27.0959447  trace envoy http [C27090] parsing 1191 bytes
80061 2023-03-31T06:40:27.095971Z trace envoy http [C27090] message begin
80062 2023-03-31T06:40:27.095990Z trace envoy http [C27090] completed header: key=Content-Type
value=text/html;charse t=utf-8
80063 2023-03-31T06:40:27.095945Z  trace envoy connection [C27092] writing O bytes, end_stream true
80064 2023-03-31T06:40:27.096006Z trace envoy connection [C27092] socket event: 2
80065 2023-03-31T06:40:27.096009Z trace envoy connection [C27092] write ready
80066 2023-03-31T06:40:27.096028Z trace envoy connection [C27092] socket event: 2
80067 2023-03-31T06:40:27.096029Z trace envoy connection [C27092] write ready
80068 2023-03-31T06:40:27.096096Z trace envoy http [C27090] completed header: key=Connection
value=close
80069 2023-03-31T06:40:27.096126Z trace envoy http [C27090] completed header: key=Vary value=Accept-
Encoding
80070 2023-03-31T06:40:27.096133Z trace envoy http [C27090] completed header: key=Server
value=nginx/1.8.0
80071 2023-03-31T06:40:27.096140Z trace envoy http [C27090] completed header: key=Date value=Fri, 31
Mar 2023 06:40:2 7 GMT
80072 2023-03-31T06:40:27.096146Z trace envoy http [C27090] completed header: key=Vary value=Accept-
Encoding
80073 2023-03-31T06:40:27.096150Z trace envoy http [C27090] completed header: key=Set-Cookie
value=C590DB1FDF A19EB891E90DB75916FF92:FG=1; max-age=31536000; expires=Sat, 30-Mar-24 06:40:25
GMT; path=/; version=1; comment=bd
80074 2023-03-31T06:40:27.096162Z debug envoy client [C27090] Error dispatching received data: http/1.1
protocol error: HPE_INVALID_HEADER_TOKEN
80075 2023-03-31T06:40:27.096172Z debug envoy connection [C27090] closing data_to_write=0 type=1
80076 2023-03-31T06:40:27.096174Z  debug envoy connection [C27090] closing socket: 1
80077 2023-03-31T06:40:27.096214Z trace envoy connection [C27090] raising connection event 1
80078 2023-03-31T06:40:27.0962227Z  debug envoy client [C27090] disconnect. resetting 1 pending requests
80079 2023-03-31T06:40:27.096229Z  debug envoy client [C27090] request reset
80080 2023-03-31T06:40:27.096232Z trace envoy main item added to deferred deletion list (size=1)
80081 2023-03-31T06:40:27.096245Z  debug envoy router [C27089][S17527852526966740131] upstream
reset: reset reason: prot ocol error, transport failure reason:
80082 2023-03-31T06:40:27.096296Z  debug envoy http [C27089][S17527852526966740131] Sending local
reply with details u pstream_reset_before_response_started{protocol_error}

WHREIE

0x03d0: 7061 7468 3d2f 0d0a 5374 7269 6374 2d54 path=/..Strict-T
0x03e0: 7261 6e73 706f 7274 2d53 6563 7572 6974 ransport-Securit
0x03f0: 793a 206d 6178 2d61 6765 3d31 3732 3830 y:.max-age=17280
0x0400: 300d 0a54 696d 6520 3a20 5475 6520 4f63 0..Time.:.Tue.Oc
0x0410: 7420 3138 2031 313a 3234 3a35 3020 4353 1.18.11:24:50.CS
0x0420: 5420 3230 3232 0d0a 5472 6163 6569 643a T.2022..Traceid:
0x0430: 2031 3638 3033 3535 3131 3530 3537 3335 .168035511505735
0x0440: 3937 3435 3038 3739 3139 3332 3734 3131 9745087919327411
0x0450: 3330 3639 3832 3438 0dOa 5661 7279 3a20 30698248..Vary:.
0x0460: 4163 6365 7074 2d45 6e63 6f64 696e 670d Accept-Encoding.
0x0470: 0a58 2d47 732d 466¢ 6167 3a20 3078 300d .X-Gs-Flag:.0x0.

0x0400: 300d 0a54 696d 6520%3a20 5475 6520 4f63 0..Tim .*.Tue.OC
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EL 163 HIF 1T R EEIRAVIRIEIES| Te AR

ETAXFEMNRIGFRS, RIE"FRHBEI6HT"ZE, BEESR FTANXSMER RRIBEN16HFIFRS; 18
R, RE"16#HFEFRFHE"RE, BIFHE16HSFR SR BMRIAFES.

MRERIBLIGHS FRFBEMRFRGTMAZHGG, WHER: EAI6HEITHEEHTE

BRMAEHT 165 7R BIEIR NFR.
54696d65203a20547565204f63

SIGERE16) (Encode) | 1635135458 (Decode) e G- CE)

163 HIFRIBER NER: O %R/BIEBEEHNEIR
fTime : Tue Oc

AlalBK header key

0x0400: 300d 0a54 696d 6520 3a20 5475 6520 4f63 0..Time.:.Tue.Oc

"Time " XBBHANEHE , TS header F3E , ik envoytaMiheaderi R4,

Error dispatching received data: http/1.1 protocol error: HPE_INVALID_HEADER_TOKEN

LR EIAER

TEkenvoy ({A1.18.3hRA) , {F AN T RIACE X /ashenvoy , HAREFNV S RS
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admin:
address:
socket_address: { address: 127.0.0.1, port_value: 9901 }

static_resources:
listeners:
- name: listener_0O
address:
socket_address: { address: 127.0.0.1, port_value: 10000 }
filter_chains:
- filters:
- name: envoy.filters.network.http_connection_manager
typed_config:
"@type":
type.googleapis.com/envoy.extensions.filters.network.http_connection_manager.v3.HttpConnectionManager
stat_prefix: ingress_http
codec_type: AUTO
route_config;:
name: local_route
virtual_hosts:
- name: local_service
domains: ["*"]
routes:
- match: { prefix: "/" }
route: { cluster: some_service }
http_filters:
- name: envoy.filters.http.router
typed_config:
"@type": type.googleapis.com/envoy.extensions.filters.http.router.v3.Router
clusters:
- name: some_service
connect_timeout: 0.25s
type: STATIC
Ib_policy: ROUND_ROBIN
load_assignment:
cluster_name: some_service
endpoints:
- Ib_endpoints:
- endpoint:
address:
socket_address:
address: MV %IP
port_value: MmO

EsRenvoy ZIXMEEK , BIRTBRZIANTIREE (FFBenvoyHEF R Adebug) .
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[2023-04-01 18:14:44.358][1535551 J[trace][connection] [source/common/network/raw_buffer_socket.cc:38] [C17]
read error: Resource temporarily unavailable
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:555] [C17] parsing 1079
bytes
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:834] [C17] message
begin
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=idcinfo value=hba
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Bdqid value=43e2823cd8d4f5df
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Bdqid value=43e2823cd8d4f5df
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Bdsvrtm value=2374
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Cache-Control value=no-cache
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Content-Type value=text/html;charset=utf-8
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Date value=Sat, 01 Apr 2023 10:14:44 GMT
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=P3p value=CP=" OTI DSP COR IVA OUR IND COM "
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Rpql value=1
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Server value=apache
[2023-04-01 18:14:44.358][1535551 ][trace][http] [source/common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=7F014F6421F98673E55D5BA0FO2EBO3D:FG=1; max-age=31536000; expires=Sun, 31-
Mar-24 10:14:42 GMT; path=/; version=1; comment=bd
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=delPer=0; path=/
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=search_mapping=deleted; expires=Thu, 01-Jan-1970 00:00:01 GMT; path=/
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=bzt_device_sn=deleted; expires=Thu, 01-Jan-1970 17:00:00 GMT; path=/
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=bzt_username=deleted; expires=Thu, 01-Jan-1970 17:00:00 GMT; path=/
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=BDSVRTM=2374; path=/
[2023-04-01 18:14:44.358][1535551 J[trace][http] [source /common/http/httpl/codec_impl.cc:475] [C17] completed
header: key=Set-Cookie value=PSINO=1; path=/
[2023-04-01 18:14:44.358][1535551][debug][client] [source/common/http/codec_client.cc:149] [C17] Error
dispatching received data: http/1.1 protocol error: HPE_INVALID_HEADER_TOKEN
[2023-04-01 18:14:44.358][1535551][debug][connection] [source/common/network/connection_impl.cc:133] [C17]
closing data_to_write=0 type=1
[2023-04-01 18:14:44.358][1535551][debug][connection] [source/common/network/connection_impl.cc:243] [C17]
closing socket: 1

BETime\s: #SCA ARG

FEETR NN RS |, B — 1 nginx , A REZNZRS , B Nheader Time : xxx , ¥enovyZA AL E A F M nginx
R, BRI EH4tR , BRTRUBT AR BRINheaderskRETE.,

location / {
add_header "Time " "xxx";

prox_pass http:/ /&%

Envoy JRAGHREEE L
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HiEdebugl5E

source/common/http/http1/codec_impl.cc:475 [C17] completed header: key=Set-Cookie value=PSINO=1; d
source/common/http/codec_client.cc:149 [C17] Error dispatching received data: http/1.1 protocol error:

HPE_INVALID_HEADER_TOKEN

RS headerfi & : https://github.com/nodejs/http-
parser/blob/5c5b3ac62662736de9e71640a8dc16da45b32503/http_parser.c

http_parser.c

1255
® 1256 case s_header_field:
1257 {
1258 const charx start = p;
1259 for (; p != data + len; p++) {
1260 ch = *xp;
1261 C = TOKEN(ch); f—
1262
1263 if (lc)
1264 break;
1265
1266 switch (parser->header_state) {
ez Ve B |, IS T DY
430
431 #define STRICT_TOKEN(c) €= ((c == ' ') ? 0 : tokens[(unsigned char)c])
432
433 #if HTTP_PARSER_STRICT
434 #define TOKEN(C) emmmmfp STRICT_TOKEN(c)
435 #define IS_URL_CHAR(c) (BIT_AT(normal_url_char, (unsigned char)c))
436 #define IS_HOST_CHAR(c) (IS_ALPHANUM(c) || (c) == '.*' || (c) == '-")
437 #else
438 #define TOKEN(c) tokens [(unsigned char)cl
439 #define IS_URL_CHAR(c)
440 (BIT_AT(normal_url_char, (unsigned char)c) || ((c) & )
441 #define IS_HOST_CHAR(c)
447 (TS ALPHANIM(e) |1 (€) == '.* 1l (e) == '=' Il () ="' ')
1255
® 1256 case s_header_field:
1257 {
1258 const charkx start = p;
1259 > for (; p !'= data + len; p++) {-
1374
1375 if (p == data + len) {
1376 e 'H
1377 COUNT_HEADER_SIZE(p - start);
1378 break;
1379 }
1380
1381 COUNT_HEADER_SIZE(p - start);
1382
1383 ifitchi== Yot)
1384 UPDATE_STATE (s_header_value_discardyws);
1385 CALLBACK_DATA(header_field);
1386 break;
1387 }
1388
1389 SET_ERRNO(HPE_INVALID_HEADER_TOKEN);
1390 goto error;
1391 |
1207
@ fRRAE
fRRAI BB PAEXMEONRD |, ¥ header T key REIEH.
@ &%

IEAEER
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1. https://github.com/istio/istio/issues/36711
2. https://github.com/istio/istio/issues/31458

3. https://stackoverflow.com/questions /72808664 /istio-error-dispatching-received-data-http-1-1-protocol-error-unsupported-

tra

4. https://github.com/istio/istio/issues/39706

@ FWFEEAMeshEANFEAARTR
@ Mz
EMEHEN Mesh f5 , E303A LI 502,

WIRAT %A |, BEH#RME 502,

curl -v 'http://x.x.x.x:80/api/v1l/hub/meta/attachment?attachmentld=20230303035842-
xhchy&fileName=%E7%A7 %8 1%E5%AF%86%EI%AL%BO%E 7% IBBAESES%SF%S2%EA4%BSHSESEA%BA%BA%ES%I1%O8%E4S
' -H'cookie: xxx' -H'host:xxx.baidu.com'

Envoy f{) trace HER :

2023-03-06T13:23:40.384836Z debug envoy client [C14158] Error dispatching received data: http/1.1 protocol error:
HPE_INVALID_HEADER_TOKEN,

2023-03-06T13:23:40.381998Z  debug envoy router [C14938][S1043862392353535809] upstream headers
complete: end_stream=false
'date’, '"Mon, 06 Mar 2023 13:23:40 GMT'
‘content-type', 'application/pdf'
‘content-length’, '108860'
'accept-ranges', 'bytes'
'‘content-md5’, '+e4pDfRHe+JDTswwbMGeOw=="
'etag', '"f9ee290df4477be2434ecc30e4c19e3b""
'expires’, 'Thu, 09 Mar 2023 13:23:40 GMT'
'last-modified', 'Thu, 02 Mar 2023 19:58:42 GMT'
'server', 'envoy'
'x-bce-expiration-date’, '2022-11-25T00:00:00Z'
'x-bce-request-id', '358f4bdc-5d3e-4209-92¢5-8156b65a1a06'
'x-bce-storage-class', 'STANDARD'
'X-envoy-upstream-service-time', '52'

2023-03-06T13:23:40.384836Z debug envoy client [C14158] Error dispatching received data: http/1.1 protocol
error: HPE_INVALID_HEADER_TOKEN

2023-03-06T13:23:40.384855Z debug envoy connection [C14158] closing data_to_write=0 type=1
2023-03-06T13:23:40.384904Z debug envoy client [C14158] request reset

2023-03-06T13:23:40.384913Z debug envoy router [C14935][S15319585049759823265] upstream reset: reset
reason: protocol error, transport failure reason:

2023-03-06T13:23:40.384978Z  debug envoy http [C14935][S15319585049759823265] Sending local reply
with details upstream_reset_before_response_started{protocol_error}

2023-03-06T13:23:40.385016Z debug envoy http [C14935][S15319585049759823265] encoding headers via
codec (end_stream=false):

":status', '502'

‘content-length’, '87"'

‘content-type', 'text/plain’

'date’, '"Mon, 06 Mar 2023 13:23:39 GMT'

'server’, 'istio-envoy'

'x-envoy-decorator-operation’, ':0/*'

IEAEER
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@ FEHE

[RIBHRE : WEAEEIEIR Eresponsel Fiitiheader , headerd kencode3 4 , S E 50244 % .,
response.addHeader( "Content-Disposition”,

String.format("attachment;filename :fks , | fileName) )I;

fRRF B S HPAAHEO RS |, ¥ fileName IEAf Encoding,
@ FWEAREIRS meshBLE el
@ BWHR

FAVSBLE T envoyfilter£4aE ki Mheader , ESKERNIIMRS Hheader , ERERIMIIRE IR Hheader,
@ RHA

J:/Jj’?ikﬁzélﬁﬁlﬁlﬂﬂﬁ%ﬁr HiEE, %’&outboundﬁﬁ:T .&ﬁ#t FﬁF‘EEﬁE‘]envoyﬂlterE%o

,lﬁ
9.11.1.159:80 10.220.105.130:16930 - -

@ fRRFTE

KR R %5 BB serviceEntry(5 B S NZIE R+, $Fhttps://istio.io/latest/docs /reference /config/networking/service-

entry/
@ Istiod B I R4S
@ HH

istiod JEEhidFEP LA T R4A.

Warning FailedMount 8s (x6 over 24s) kubelet MountVolume.SetUp failed for volume "istio-token" : failed to
fetch token: the API server does not have TokenRequest endpoints enabled

@ RR

B{K[a)# , B] I, https://istio.io/latest/docs /ops/best-practices /security/#configure-third-party-service-account-tokens
@ MRRFTR
1RIE k8s FA B BHF jwtPolicy third-party EEhH% values.global.jwtPolicy 5RH .,
istioctl manifest generate --set values.global.jwtPolicy=first-party-jwt > first-party-jwt.yaml

istioctl manifest generate --set values.global.jwtPolicy=third-party-jwt > third-party-jwt.yaml

W

%

@

https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/#service-account-token-volume-

projection

@ poddbFterminatinglk s |, REZKR)HE
@ [A]H

podibFterminatingk s |, REEKRE,

@ FRE

IEAEER
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AP ERfEF , ERSMESHIRA pod FEFEER LSS , XHZIBARZS pod 4&bF terminating R , W5 preStop
LELEPRER pod BRI AERRE | ERIRSMEHTHR. BEEAsidecarBa g , sidecarF 247 pod REALH
terminating JSEIFRLERE , SRETEN /L8 S IBIRA pod HRESIBEXK.

@ fRRAE
(LSS

HiEfLsidecarfcm siprestop,

{{- else if $holdProxy }}
lifecycle:
postStart:
exec:
command:
- pilot-agent
- wait
preStop:
exec:
command:
- sh
--C
-
while true; do
if curl -s http://127.0.0.1:8080/health; then
sleep 5
else
break
fi
done

{t end }}

AR
terminationDrainDuration

https://istio.io/latest/docs/reference/config/istio.mesh.vlalphal/
gateway workloads.

uration The amount of time allowed for connections to complete on proxy shutdown. On receiving SIGTERM | No
Or SIGINT, istio-agent tells the active Envoy to start draining, preventing any new connections and
allowing existing connections to complete. It then sleeps for the termination_drain_duration and
then kills any remaining active Envoy processes. If not set, a default of 55 will be applied.

cm istioP IFEXSE. ®EA30min/g , BHEfenvoyBENT -
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K, ERREEAERT | cunEBF

Agent draining Proxy
accept tcp
Graceful termination period is 30m0s, starting...
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Khealthin 2 4%1ELE , Bk SR —2 , BET HEK.

https://github.com/istio/istio/issues/36517 https://github.com/istio/istio/pull /35059

Q> istio XFF openTelemetry IR BWEE trace IR

OpenTelemetry RNEEWEZ! trace ¥R,

root@prﬁvider—demo—deployment—v1-7b87cffff7—thcdg appl#
root@provider-demo-deployment-v1-7b87cffff7-thcdg appl#

root@provider-demo-deployment-v1-7b87cffff7-thcdg appl# telnet _

rying 3.0

onnected to ®._s.® .
scape character is '*]'.
(]

»*  kubectl (vi)

- .*zookeeper.*
- .*meta_protocol.*

tracing:
zipkin:

address: zipkin.istio-system:9411
extensionProviders:
- name: opentelemetry

opentelemetry:

port:
service

|
[ [

B .. J...8

enableTracing: true
enablePrometheusMerge: true
rootNamespace: istio-system

trustDomain

@ BR

cluster.local

istio configmap ACLE Rl LK R,

DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
DRAINING
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reason:

2023-08-16T13:16:38.534429Z debug envoy http async http request response headers (end_stream=true):
':status', '200'

'content-type ‘application/grpc’

'grpc-status', '14'

'grpc-message', 'upstream connect error or disconnect/reset before headers. reset reason: connection failure'

2023 08-16T13:16:38.534429Z debug envoy http async http request response headers (end_stream=true):
status A '200'
/grpc’

corinect error or disconnect/reset before headers. reset reason: connection failure'

‘9
‘g

2023-08-16T13:16:38.534449Z debug envoy pool invoking idle callbacks - is_draining_for_deletion_=false
2023-08-16T13:16:38.534449Z debug envoy pool invoking idle callbacks - is_draining_for_deletion
2023-08-16T13:16:38.534470Z debug envoy router [C0] [S13727444527920063367] cluster 'outbound|31198| |ptel-trace.dev.com' match for URL
' /opentelemetry.proto.collector.trace.vl.TraceService/Export"'
23-08-16T13:16:38.534497Z debug envoy router [Co] [S983716602175759168] cluster 'outbound|31198| |ptel-trace.dev.com' match for URL
' /opentelemetry.proto.collector.trace.vl.TraceService/Export"'
2023-08-16T13:16:38.534509Z debug envoy router [Co] [S13727444527920063367] router decoding headers:
':method’, 'POST'
:path', '/opentelemetry.proto.collector.trace.vl.TraceService/Export"'
authority', 'ptel-trace.dev.com'
:scheme', 'http'
'te', 'trailers'
'content-type', 'application/grpc’
'x-envoy-internal', 'true'
'x-forwarded-for', “_s-8._" )'

2023 08-16T13:16:38.534522Z debug envoy router [Co] [S983716602175759168] router decoding headers:
':method', 'POST'
path', '/opentelemetry.proto.collector.trace.vl.TraceService/Export"’

:authority', 'ptel-trace.dev.com'

:scheme', 'http'

Protocol _ Lengtt Info

60434 - 31198 [SYN] Seq=0 Win=64240 Len=d MSS=1460 SACK_PERM TSval=2537800195 TSecr=0 WS=128
60448 -+ 31198 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2537800327 TSecr=0 WS=128

[SYN] Seq=0 Win=64240 Len=d MSS=1460 SACK_PERM TSval=2537810:
46998 -~ 31198 [SWN] Sﬂ‘ Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2537!
47008 -~ 31198 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM TSval=2537

O R
BB IERfRY trace Hbdik,

5%
https://istio.io/latest/docs/tasks/observability/logs/otel-provider/

o, istio-proxy j&F access_log Hi&

istio-system #5544 ZS[B)ECE T accesslog , 1B istio-proxy JXBBE.

=g
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apiVersion: vi
data:
mesh: |-
accessLogEncoding: JSON
accessLogFile: /dev/stdout
defaultConfig:
discoveryAddress: istiod/istio-system.svc:15012
holdApplicationUntilProxyStarts: true
meshld: csm-u7r86kt8
proxyMetadata:
ISTIO_META_DNS_AUTO_ALLOCATE: "true"
ISTIO_META_DNS_CAPTURE: "true"
proxyStatsMatcher:
inclusionPrefixes:
- thrift
- dubbo
- kafka
- meta_protocol
inclusionRegexps:
- .*dubbo.*
- *thrift. *
- *kafka.*
- .*zookeeper.*
- .*meta_protocol.*
tracing:
zipkin:
address: zipkin.istio-system:9411
enableTracing: true
extensionProviders:
- name: otel
opentelemetry:
port: 31504
service: X.X.X.X
enablePrometheusMerge: true
rootNamespace: istio-system
trustDomain: cluster.local
meshNetworks: 'networks: {}'
kind: ConfigMap
metadata:
creationTimestamp: "2023-08-11T07:31:14Z2"
labels:
install.operator.istio.io/owning-resource: unknown
istio.io/rev: default
operator.istio.io/component: Pilot
release: istio
name: istio
namespace: istio-system
resourceVersion: "1536380"
uid: d89e1f61-f9af-4f5e-Oeaa-b26616fh267e

@ FE
discoveryAddress: istiod/istio-system.svc:15012 BEE4EiR , AJBUEIT istiod #5HFEREE HES H k.
@ fRRFAR

¥ discoveryAddress: istiod/istio-system.svc:15012 & AIEREHIHE discoveryAddress: istiod.istio-system.sve:15012,

%

%

()

https://cloud.tencent.com/developer/article /2172765
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@ JEN sidecar pod 235K

[AE : FRARCSMIRIETAE , FAPodFFfasidecariE NS5

, BRI, BHEpodhistio-initFSHE | AR ¢

2023-11-02T02:25:27.723319Z info Running command: iptables-restore --noflush /tmp/iptables-rules-

1698891927723191413.txt835755000

2023-11-02T702:25:27.724588Z error Command error output: xtables parameter problem: iptables-restore: unable to

initialize table 'raw’

Error occurred at line: 1

Try “iptables-restore -h' or 'iptables-restore --help' for more information.
2023-11-02T02:25:27.724604Z error Failed to execute: iptables-restore --noflush /tmp/iptables-rules-
1698891927723191413.txt835755000, exit status 2

JRR : CCEE R TIRETZFE Istio AT IFAINode s

R —EELT g A Linux{F Fiptables-nftables , AN{§ Fiptablest&ik,

netfix linuxPNAZIERR

RN -

KA LW (FEEE SGCCEERE_EHINode s mila%)

A, fnBaiduLinux, Centos8%Nix%., EKERER]Z NIstiopIE 4. Centos8
IstiolB i {8 AiptablesiRNnatiL NS EIRE , LinuxiZk

, 757 SNode_EHITIA T H24E -

cat >/etc/modules-load.d/99-istio-modules.conf <<EOF

br_netfilter
nf_nat
nf_nat_redirect
xt_REDIRECT
xt_owner
iptable_nat
iptable_mangle
iptable_filter

EOF

#### TS TR

reboot

IR A3 (R TR

modprobe br_netfilter
modprobe nf_nat
modprobe nf_nat_redirect
modprobe xt_REDIRECT
modprobe xt_owner
modprobe iptable_nat
modprobe iptable_mangle
modprobe iptable_filter

@ ANAT2E A Sidecar JEN

NRGLZEBRAT Sidecar B3NN |, {BFLE

S

template:
metadata:
labels:
sidecar.istio.io/inject: "false"

A cronjob A5l

EZdn 2 TR TREA pod RiEA Sidecar ,

HREGCCEL R ERNodeTT mtllas , MATER/ARE , £ mNode EHATLATH4E ¢

ATRABIEAE Pod HEARSERIN label

%2

IEAEER
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apiVersion: batch/v1
kind: CronJob
metadata:
name: hello-cronjob
spec:
schedule: "* * * * x"
jobTemplate:
spec:
template:
metadata:
labels:
sidecar.istio.io/inject: "false"
spec:
containers:
- name: hello
image: registry.baidubce.com/csm-offline/busybox
command: ["/bin/sh", "-c", "date; echo Hello from Kubernetes CronJob"]
restartPolicy: OnFailure

e LTHE

@ i

AN AT KHE CSM fRHLRE LW ThAE.

GINRERAT X AR BIREBCE TR0 , MEERERRAIEENEERRMEER. CREBIIMARIERAR KB E L TIR
BE , WbEE, RN, BERAFHERRSMERERREER. SRS MRGY |, AERrRaikiEr
AR | SETRET AT AINE T TR (A8

@ BRFEI

RUTSRERH A LERRE MM
1 B AEEERRGA | S TRES> TR B4 MEME CcsV,

2. EMFMIRITHIA | WARSR TAEF G | REAERRIERRSMAESSE) , RE MRS MESRBIEFR AEANDEER]
[ZWTA] .

3. A [BWITA] THERTFESN, BIAEARAE.

SR IR T MR 4 R TSR RS AR RER.

BEAER

PEITR
iR HRZH: [ [ A
IstioBRERE default
2, ERRENDREZE

istio-system
BRSFIE

test-2
ENRE B EE-ITHEEE

D2 TABIREEMEHRE Istio ZVRE™M, BRI

L %R (2B A]
0 L1 Istio B&E o REERE

Bat RS AZENFERT RIERF BN R B Epod R EE S

AEE
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BEER
1]
Istio MWIE
-
-

g -]

T ]

@ RERE
@ ThEEE A

GINRERTIAE B MM R , 1B 47T XOS B , SREASURE SIEHE MNECERSAEN , 2EBF sidecar UK
EESTTERIFRYL. MRENMILEBHIERHSIRT , MRRZAIREHIERE) istiod X6 , RHHITHEREEMERE
ER.

BoRTFERABLE

e CDS: Cluster Discovery Service (CDS) K , REAKHAIMRS EBSHBAERL.

e LDS : Listener Discovery Service (LDS) K7 , RRULITRALIRE EESEMELERS.

e EDS : Endpoint Discovery Service (EDS) K7 , FNmRAILBEF R ESHAEERY.

e RDS : Route Discovery Service (RDS) KE , &RAHERIKRFEESHHEERL.

e ECDS : Endpoint Configuration Discovery Service (ECDS) KZ , R RinmilEAIRS ESEMEACERS.
KEEEWT -

e SYNCED : 3%7R Envoy #iA T istiod 13 RMACE.

e NOT SENT : 7R istiod ¥IXH KIXACEE] Envoy. ZRA istiod YATRARERENRERES.

e STALE : 3R istiod KT —NEHFE| Envoy , {BIREHREIRIA. BE KRR Envoy F istiod 2 [BJFQIMIEE HEL T [ , 2k
istio 25 HIL T bug,

@ BREARIERE
1. 7% [ TA] RadAIERE, RIeJE AT,

SIHERIR T MR 5 4 25 (8 IR XDS IBIVIKAS., I8 IZ TIH 7] IAARER AR SR H-4% - S 2Rl IR

BEER

suw

RER [¢]

sssssssssssssssssssssssss

ccccccccccccccccccccccccc

ccccccccccccccccccccccccccc

ZINBERTIAE FE— Envoy SN EKECEERE , BT EMIUEBEITEE istio BLEMN A P RIRAIAIE)S

B
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e cluster : Pod 71 Envoy RIFIEERECE , BIF Envoy aNIIEREIHMERTRRSHEER.

e bootstrap : Pod # Envoy {5 § (bootstrap) BLE , A& Envoy EIFTHHEARLERER.
e listener : Pod & Envoy {RIBFMENTES (Listener) BLE , A3F Envoy 2N MSITIE NIEHMIECE.
e route : Pod % Envoy fIRHIEACE , AFEE R Z AT BRI A E RS HMEER.

e endpoint : Pod 1 Envoy fRIZfiz A (Endpoint) BLE , A& AR /Al RS Aot Anis 0.

e secret : Pod # Envoy RIERIZ4ARCE |, £1F Envoy {# FBRIINERSAEER.

@ BEEnvoylitE

1. 7 [ZHTA] ARfRIPRE

2. WRAGKE—RE SEHAN , BIEE envoy KEIRMAECEERE.

catalog-68666d4988-qg57f.default LTaRE X
nnnnnnn ®E  bootstrape®  listenerl2®  route®®  endpoint®®  secreti®i
WERSMERE w0 ¥R RERS AR B0

uuuuuuuuuuuuuuuuuu

uuuuuuuuuuuuuu

InboundPassthroughClusterlpva = - ORIGINALDST

nnnnnnnnnn

uuuuuuuuuu

uuuuuuuuuuuuuuu

nnnnnnnnnnnnnnn

uuuuuuuuuuuuuuu

@ THEE

o ZIhBETT LI, istio-proxy & config_dump —4EFEK .

1 B% Envoy BCER |, Rl LA THRECER A,

124



Baidu B B BaER Y

catalog-68666d4988-qg57f.default

clusterft & bootstrapf & listenerfic &

RETERELSZ

BlackHoleCluster

InboundPassthroughClusterlpv4
PassthroughCluster

agent

catalog.default.svec.cluster.local
heapster.kube-system.svc.cluster.local
istio-eastwestgateway.istio-system.svc.cluster.local
istio-eastwestgateway.istio-system.svc.cluster.local

istio-eastwestgateway.istio-system.svc.cluster.local

routefic &

o jm|

3000

80

80

15010

15011

15012

FH

endpointfii &

M7

inbound

outbound

outbound

outbound

outbound

outbound

2 3 > kR

L THEE

secretfid B

e~ B oty

ORIGINAL_DST

STATIC

ORIGINAL_DST

ORIGINAL_DST

STATIC

EDS

EDS

EDS

EDS

EDS

Go

X

IEAEER
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