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2.1 ##

S

BEBEEMRS (Baidu Messaging System BMS ) 2 23 AApache KafkafIn k. =93
B, SEENREESAIIRS, BTUEREZAKafkaw R SCHINEMLE S REEHIE
4, HiRBERENE,

2.2 KafkafEMLEHRRIMUEFIER
AEBUF LI —RERMEANERHIZNG, N BKafkarEPERHOMBEFER,
C ERER, HRERRAMET:

- Web M AEREETRS 2R L, A MABRMEBIAFRIGRIRS.
- SQLEUREEE o Web [ A IR (LRI A (LA BB E 18,

« BMER: BT USHRERRE, WETFWNTF:

- WEINEFRS, NMmB#ESQLIREERIE .,
- BEAEREFZEHadoopMEBLAIE, NMENMERAEFITA.
- BIELEERECE, NMRBRENRE,



Baidu BEERET X 2.2% KafkafEM L&Ay EF1FR

- DOASERERFIIM SRR EFF,

) s

EF

M RERYEENT
- FNEARFZEBRIERE
- RGBT RiEE

« B=PER: Fm8KafkatEHRIZHLE SRS, WebR IR R FRIAGIRIRINEBIE, MWL
REYS BT R RORIZEREIEF BITAE, STERR:
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Kafka I I

) g o0 8 =

HEGE

MET BHEROEBLEIME, MARETRAANERE,; BERESERE, BN FRATNERHEENE
BO, 8NFRARMUIGEOMAERRE L, KafkaRiBEmREUESEER,

2.3 Apache Kafkaf&if

Apache Kafka@ 3 VROR KR G, BEBE=Xi5!t:

MR

+ RH#tPub/SUbHREYBEIBELIE,

KafkaiZ ftFIPub/SUbTI R BB R T IH B, HEBMNAME (Pub) RFEEH
SR, MAFSTTHEE (Sub) RE; iTHERERITHN—ME/LNERENHE
B, RHESITHENEBIRNT BRSEREOMANLIETRE, flgl, &=
FBRSS 2R EEHNEVEM IR S CERRER (Topic) , ZERIEETHELERED
FHl, RIRBECE. AAAMREBEXRRSHEBEEM, TEXIRSEHE
YIBX 1% &,

- 4IED im0
i
" BERNRRRRNENEN = -
=0 EEo
BEEEE < .
i BERRRRREEE s —
| I | B aE2 EE e
gt ] Kafka TR
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B, Kafkai§EBMEIDHSAFK (Partition) , ARBESEXMNUERBEEFHENIX, BEHXAN
RESE, WAEHHEERIIYNAHITNENSXF, FIKMAHiIEMKET R,

« USFBENAREFHEERER.
SMITHEABTUN—NEREZS NI XPERERE, UZEBERELIEE, E
B TRIEBUBRICI FEHE, Kafka BEANPXIRE— Leader, LeaderfiRFIBRIIE
E1%1E, FollowerR5LeaderEZHR. IEREAR XA, LeaderjnHE 2 HFollower
SHIBUEMS N &, WRFollowerksl, Kafkaz MBI MIFollowerktE4 Leaderfd
[AEEE; tNRLeaderkss, HfthFollowerpy nFffLeaderdk£:ARs3.

* RIERHRRBIIRE.

BN RHERIZRKatkad XHEERRBRIAFEY, 1THER AMRBXNRIEHTTE
SRR, INFEHEFNNELEEIERTS, EKakaeEHRNWERRIEZ —.

2.4 BEBRRSZA

BEHERSZETApache KatkatI3 . SAIT R, SEBE. SHXMSEIFHRER
BRATIRRS. BEERRSIHR T KaftkaRBi T, HURERSHEARME, BeTUEERE
AEEHARRSEIBEEAREMAMESHIANA, MEFSRECHE, NRBEAEX
TRRRIENEA. BN TERANERRS, BEERRSEUTHS:

c PEXDHESI TR LENRESEE,

« BITEEREL (Consumer Group ) RZIFEANBEFEE UGS EPUb/SUbERETER
HEE, AESNERERHINFEREE.

 EFEENERERSRE, MATERILERT

X

« A[IEIE S X (Partition ) SR ESUKEH R,
7]

rrmiLs

- —REE: AENEABRERRS, TEFRARNA, TERERNILZR. 6
E, BE. BiATEIPER,

- BRERMNTE: TEEAERERERA, REFERSHBEERNZRGE, AT5H
X#yKafkask®s, EIBMARIE, BERAEOERABE,

« BIERE: BRI FFSSLINZMARHEEE, SRIEBIEEEAMIER RN
FEEN, RIEFFPRENZS,

- AT A RIS I AREIRTT, BILERIEENARFEE. NI sREESIRE
BIPER &K,

st
. REME, RESNARFOSRALNE, SF. ERELIELEIN A,

LR HRNANERBERERRITLE,
« XiEEEMapReducefg itf9Spark StreamingSCISCRY R E4HE 79 4.



3.1.1 RiIERE

s X
EeiRIEEE
ENIE-S

o ig3%: Kafka#URBRHUitEE T, U\ZSKBﬁx‘&ﬁH—Iﬁ'%
RRBfREREWEE, 1,

W%, 1MBERIREB40MERINEE,

XTEEHRRSNESER, BEFRERMAIIER.

3.1.2 it#

BEHEERRSRSRARMELN, REEGHNXIMEAESXMNITE, BIER

MEHmBERM %,

MISTRITBRIENK P R 3K, B RIEIK P> RERAI T AR & 5 B A F S F 507,

NXREASTHEREM, — NI XEHTMB/REIEEHAN2MB/M i EE,
ERBEBRAAMFNDIXEE, ARNERENDEGE, TE/NE

MNEERHIERKE, ~EA

T 2RI BM (AERKE/INK | 84 (FEXE)
)
palbd 0.17¢/5 X //) vt 0.117¢/53 X/ /\ef
HE & 0.11T/BRAMER 0.1257T/BRAMER
HBEAX BA=-B2MIEXNMBERRNK+B2N<EHIERE

g &GN

EWiE—XRB10{ZIER, BFREKTEXR/NAIKBIEREABEHRRS

1) HESWEARE

1000000000 /24 /60 /60 x 1/1024 =12 ([a_LEYZE)

N8B NRELIHN12MB/s,

FRERNDEX
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https://cloud.baidu.com/doc/Kafka/QuickGuide
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2) HEMENXHEE
12/1=12
BFTR S X BER121

3) LAfEJEX g AG, M—RKEAEERR
0.1x12x24+0.11 x 1000 = 138.8 ENEX{E&X H138.87T,

RENEREETI R AL IR

« RETEIREE:
- RIEERIASKRMK B ZHRFBIZHOK,ARE (STARES ) REEB(T
RRIXMZEA, ENBUZT, RAREEEREE,
- RIEERIT TR B SERFIBTEHKARE (STARES ) EEEUXZM
RRIRWER, EREUZT, RAKRELERE,

« REGAE:
- ERREBRRELENKFARARES LA (AKX Kafkalk A2 (WNILRET

B REREKFRARERUZMIORENRNIKEER) , HERABUXZIT,
BAR%E, RERRASRIEREZE,

- REBUMER, RASKERBERBEN, LIEHIEHREBIXR, HHEHET
%, | XRARZENERZR. HTAZMENRS, BIESEERKafkaltZR
IEMK P REEHE 883217,
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BlEE
83 Consumer Group
TEIEP
ERERS

El e

4.1.2 RIEE:

1. EMAEREESRTTE, BERRFEESEIMNER,
2. BRGE, &R “TRES > BEERRST , ff “TA" EHEATEIIRI
3. Ml “BIEEE" , REFTHASMAMO R

s EWMATERBHE “demo” , MRALSBIE—/FEM: <accountID>_demo,
s PEXBERET AT UL IBHEEEE (throughput ) , BRIESERE

%o

o


https://cloud.baidu.com/doc/Kafka/QuickGuide.html#.E5.88.9B.E5.BB.BA.E4.B8.BB.E9.A2.98
https://cloud.baidu.com/doc/Kafka/QuickGuide.html#.E5.88.9B.E5.BB.BAConsumer.20Group
https://cloud.baidu.com/doc/Kafka/QuickGuide.html#.E4.B8.8B.E8.BD.BD.E8.AF.81.E4.B9.A6
https://cloud.baidu.com/doc/Kafka/QuickGuide.html#.E8.BF.9E.E6.8E.A5.E6.9C.8D.E5.8A.A1
https://cloud.baidu.com/doc/UserGuide/Account_Password.html#.E6.B3.A8.E5.86.8C.E7.99.BE.E5.BA.A6.E8.B4.A6.E5.8F.B7
https://cloud.baidu.com/doc/UserGuide/Account_Password.html#.E7.99.BB.E5.BD.95

Baidu BEERET X

ES e S
+ elEEs
B ..o
£l
ETEER |
ETERR
SEAE

2b62df953d634049bca74fc623c76039

demo

4. RF “ME" BRIETEEESRSEE, TEEER,

FRE7E

=]

2b62df953d634049bca74fcb23c76039__demo

X

5. a]miEi “EFEIUER" UEE/REZEBIEHINR,

E=rlE
+ SEES
=] Hx
d58120¢ 8c50__demo ®TE

6. IERBMRARR “FHUER"

FEER v | BRATEERRGEE Q ]
FEEE FE SRR =E
raskE fsEm
KAFKA_D1 2 2018-07-27 11:41:50
- ==

“EBIER” 0 “hARER" IWiZEBAINER,



Baidu BEERET X 4177 BFRE

| demo X

HEFES
EBFFIS SEBER SR SR
35574ac 53t
HHTEIS
FEFFIS ERER SRR SR
SEIE
CASGES  + F
EHFFIS =1 SRR SR

i=EAEE I

BIES: NRERATHEETANERILS; HEILEH: NREBTHEEEANESR
EH; ARES: APAELRNMARIESR, 58 CERMIZ/SRENSGMHA
ST, BNEMHARKRENRIYSAFED

4.1.3 g¢lEConsumer Group

Consumer GroupZKafkaiZ2 R el R B EE R HBMHAIBEEREVIF, BidconsoletlEHY
Consumer GroupZEBTEMLT2RIPIE, BIEERFPRXAXMANFERBEEEADN
E\EO

1. FMASREESESTEES, ARRIEFESEIMNER,

2. BRME, EFR TRES>-EEERRS", SE“Consumer GroupEHIE"Fi# NIRRT,

3. (k) EEXiE, EiRIELRERIRIERE,

4. mE"elEConsumer Group”, #iAConsumer Group&ff,

10



Baidu BEERET X

417 BERE

7E: iBid consoletl#RIConsumer Group&7E B FR1E 31N L Account IDRILR, AP

EFAR T A TTERConsumer Group &,

RE% | EEARES - THR%

Consumer Group &2

=+ i Consumer Group SHAER ~

Consumer Group H#iE
ik Consumer Group X

bbede3fBcd2ed113b6971d09a5] "
pbede3facdzed 13b6071id0gas;  Account ID: bbede3fBca2e4113b69711d00a571494 S
bbededtBed2ed 113bE97 1140945, Consumer Group:  your_consumangroup_name pp—
bbede3(Bcd2e4113b6971fd09a5] m .-
java-group-bbede3fBed 2e4113bE o
bbede3fBcd2ed113b69711d09a571494_11 2019-03-14 20:19:51 WS
bbede3fEcd2ed11306071fd00a57fa04_0 2019-03-14 20:19:48 W WAES
bbede3Bcd2e4113b6971d09aET1404_0 2019-03-14 20:19:45 i WAiE
R dn SO A AT AT TR ENTHANDAETEARA T AntA AT 14 Nanan S~

4.1: g

(%]

5. Consumer GroupRMfERMRRSIERHAE, AIRE " EFIER"UEER/RiEZConsumer GroupHy

EBAXER,

Consumer Group B8

<+ {3 Consumer Group =L b
Consumer Group i Lol Hhiv
bbede3fE." b F 1 T R =R 2019-04-26 16:37:37 E
bbede3iGcadme | | sl el [ - i 2019-04-26 13:51:21

4.2: g

6. IEBPPRRERIFPUER ", “ZBIEH" " AFNESR " ¥iZConsumer GroupfIiXpR., FF{ER
Consumer GrouphY, &¥FIERMNERHITER, BIEREHZConsumer GroupRIfERAE,

iE: WFRiBiTconsoletlZE ) Consumer Group NFEITINPRIZSI, B

Zeo, BIUEINEFETconsoletIEFHiFITER,

A] RETFIE AN

11



Baidu BEERET X 4177 BFRE

| bbede3f8c42e4113b697 W TbuMbus__ M X
HEVSIGES
EBFI= BRI {EFRRR

97f366441e3bd8 @y 'Y Zlh_ad W _oMsiel

5bb3312cef44f0d8dS. .5 dim =

2f823320f0c742€ " 'hured 2=

BHEEIES

ERFS IERATR fERHRR

12b55c3bae83466 M E em, _

4.1.4 THIEH

KafkaZ FinfEE B ERRRS ZAMFERHENMEBRAUENER, EERRESHE
ZEEN "TRERS-EEHEERS-ER” NUTHATANEZEFMIZRSNSMHINES:
kafka-key.zip,

ValE SRS
RS R %=1 =2 = BIF
=5 &% | iTE sample-with-kafka-key.zip kafka-key.zip EFrsal
1iBA:

- BRERFLESR, ZIEPATENSSLER, ENAFIAEEFHAccountld, —BERKM
i, FEAEERTTaEMEMN.

- HERTEEBNRS, FARIEHBEMETEXE, BUEEEFEXETHNNMMIES,

- BSANXEMIERAEMI, BB XKIEER,

- TNFIAEREIESR, HEALRERERIBXEER,

ERERE IERIRFEIEFUEBIAXRESR: B FIIS. KB = SIERE; 7T
EE EWREMT BEER, &8 “MRIER" BRZIES; EF "EEXH EE/RFE

12



Baidu BEERET X 417 BRIERE

ZIEBIERHINEE, &R “ESHBConsumer Group” BE/YRIBIZIEHIFConsumer Group
HIAX PR,

T L twtis O
<+ fERUEY
EXER EXFNE ing 13- = iR e HfF
2¢17373317694d0dbeD. FHiMiEs 20082050 LA E
4.4: g

ERTHRERAEEE T RMUIFGINEERBEBERRS, the]hKafkaB M T #HKafka—
HERBRFESEERXEREERERBERS.

BTG EERS

1. THRBHG, BEREZHE, ITH “TRRS>-BEEERRS-ER" 071, |KRENE
LA “REEE" , THEERM, THEREE.

2. BEEERSEHMNKEHEFIZMavenliBE, fHiFMavenIENIEERZBESER
1#MavenIi B,

3. BITHEIKE, cdEZRBESR “sample-with-kafka-key” &, #iTas<run.bat _demo,
BITRENENY T 5B EHERSERE,

tE4h, F AR # Kafka AR 55 B Python A Golang B M iE S X 1B 14, E £ & EGitHubH
#IPythontE IR Golang##fl, &rNEIEGitHubZ A EARMIZTT B SRR,

ELREERERRS

1. MKafkaB M T #iKafka —i#HlIB: http://kafka.apache.org/downloads.html, B&i
B2#FT70.10mR 7,

2. iBiTJavaifio)KafkalRSZ BB ~EER)avaZE Fispomk# : kafka-client/0.10; il
WA P {ER)DK 7 3JDK 8 hr A, RiEECEFiK)ava 1.7.0-b147,

3. EE&client.properties, BEBESHKTTLANEE “FRERZ>EBEEBERRS-KIRY
®" TUT# “sample-with-kafka-key.zip” , &4 zipEfR[E Elkatka — il B1AVIR B K
F, client.properties, client.keystore.jks, client.truststore.jks&#ZEER %K B K+,
fRIEfS¥T Fclient.properties, ZXHRUTFRIBIIX AN, BERITAE:

security.protocol=SSL
ssl.truststore.location=client.truststore.jks

ssl.truststore.password=<your certificate password>

13


https://cloud.baidu.com/doc/BMR/QuickGuide.html#.E7.BC.96.E8.AF.91Maven.E9.A1.B9.E7.9B.AE
https://cloud.baidu.com/doc/BMR/QuickGuide.html#.E7.BC.96.E8.AF.91Maven.E9.A1.B9.E7.9B.AE
https://github.com/BCEBIGDATA/kafka-sample-python
https://github.com/BCEBIGDATA/kafka-sample-golang
http://kafka.apache.org/downloads.html
http://mvnrepository.com/artifact/org.apache.kafka/kafka-clients/0.10.1.1

Baidu BEERET X 4.2% ZRPLEES

ssl.keystore.location=client.keystore. jks
ssl.keystore.password=<your certificate password>

ssl.key.password=<your certificate password>

4. EFREFPHRABPHONASEEERRSER, EEEESSLINE, RIERBEEFRLE
WHETSEN, UMERILRKIENBEREERRS I, BERRENT (REMERER
client.properties, client.keystore.jks, client.truststore.jks&B7Ekafka_— &I EHIIEE
x®F):

1. BEESRE, TASGSITIEHBMAUT®HS: sh bin/kafka-console-
consumer.sh -topic __demo -bootstrap-server kafka.bj.baidubce.com:
9091 -consumer.config client.properties -from-beginning -
new-consumer

« #t¥twindows, BEIGHLETF: bin\windows\kafka-console-consumer.bat
-topic _ _demo -bootstrap-server kafka.bj.baidubce.com:
9091 -consumer.config client.properties -from-beginning
-new-consumer

2. RMHBE A TGS ITIEFABAMNTEGS: sh bin/kafka-
console-producer.sh -producer.config client.properties -topic
__demo -sync -broker-list kafka.bj.baidubce.com:9091

« #r3dwindows, &faLWTR: bin\windows\kafka-console-producer.bat
-producer.config client.properties -topic __demo -broker-
list kafka.bj.baidubce.com:9091

3. HERZEME, BBREGSITHROEREZEMERIER, > iHA: >
> - bR M IEZFiH O S 2: kafka.bj.baidubce.com:9091; > - 74l
(X 13 3 Bz f9 18 Z FN % 0 S 2 : kafka.gz.baidubce.com:9092; > - i X 15 ¥ iz
i EfMiEO=2: kafka.su.baidubce.com:9091; > - ;85 X 15 ¥ [z #9315 & F1
im0 S &: kafka.fsh.baidubce.com:9091; > - FEXFH N M IIFRE MmO S
&: kafka.hk02.hk.baidubce.com:9092; > - RE Xig¥ MR MIHOS 2:
kafka.bd.bj.baidubce.com:9071,

4.2 ZRAFiAEES

ZRPIAEER, TERTHEPAFEEZKF THRRNGRNR, ERFERURNARER
&, JUANAENTFEARRFER~RIANENER, SENEITFES AP hEIRIFRIR
B, HEEFEERS AP EES,

BRATTIERAR:
* PREBWER: WASRSIMRIENER;
* {REXARZvendorsl SAASHITE S : WRIBEFHITRRMNRERE;
s RUNFRBESUNEN: RIIE M GAEIMES, #ITHRIREIE,

14



Baidu BEEEET XY 4,27 SHEPiAE)EE
4.2.2 GIERAF
1. THEAPEREEEHE®E “SAPHaEE” #ARPSERRE,

025 a B ® o & o @

FHS2 A
2% ¥0 TFRER mp: 7 269T8: 0
= == ¥145.13 ST 0 sestE 611 "

B sAmaEEs | O B
s =8 SR

®
®
(C]
o
®

2. EEMSMERE "AFRER" , £ “FRAFPEENR" W, =& “HERF" .

3. BN “HEAF WEESR, THIES “AFPE" MWiA, BE “FRFEES
&' XEIAEERRIRICIZMFRAF,

4.2.3 NRRBEE

PPRRISE MR RAENFRRER 70 BE XNPRRES, 535)<MBMSHY = m AR FRFNSE
IR FRI= .

* RBRES: BEBRTRANEETREMINE XHINRE, XERBITERATAF,
B, BPREEERmAEEEN,

- BEXREE: HAFECEIR, EACHEERRNNRE, TUHNENLFIEE
MR, EMRERHEKFNAERFPHEFCNRERE, .

RENRRE RENRRBERAFEEERANNRES, FrIBRAFHRE, Kaftka®lil
R TIFRANRREE, HECERFNRRIGAITER, ITxR:

RRR R iR ZEDE

KAFKAReadPolicy HiZANPR topic B ENR; iEH
EiRRIEANR;

KAFKAWTritePolicy IRENPR topic E 1R R EXBR; topic

FEHIRENE; IEPEE
RUEIR; IEPEHIIRIEN
PR

KAFKAFullContro IPolicy ST HIANBR kafka7=m AV 2 ERANPR ;

15
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https://cloud.baidu.com/doc/Kafka/QuickGuide.html#.E8.87.AA.E5.AE.9A.E4.B9.89.E6.9D.83.E9.99.90.E7.AD.96.E7.95.A5

Baidu HEEREE XY 4.275 ZRPEES
BEXXRFRE BEXNRRELITAFRIESCHERREGEEERCHNRREE; &
AREE2FFHEIN: RIGERLE 0 wRERBMY,

{5 FA SR 4 i 2R EC B AR

REGEMZE, EETHREEFRRUIRINIGSR, kafkafXfRIZHIMIZH R E iEtopicHIEH R
M, ERARIEEMZIE XK, ATERZIRSBAZILERNEIR; ttal: ATRERF
RVFFEMPLIES, thrCAiRE R ] MECRAI BRI Ltopic,

1SR4 EEERF AT EANES,
BRIFTR:
BIENPRIRME: 2 AP RS -> RISEIE -> SIRRES;

9 2R Q ® o & ©® wmum @
2 AFBEEE
BPER R ERBEIR
REE
+ iR | RAHES
_—
REER e e
SHEKTHRN
ARERR
RIFIZREMF)
UseOnlyAccessPolicy RUEABMRIALR, i HFIR
EBRRE

RS WIRSCSHNR

FERHTRTMIORER

RS EIEITMEIRR

FER A EEB TSR

IEHBTSAYINR

IBERIREM, ERRSER D [BEERMRS KAFKA] ;

RERERMAI, ER [REEERMR] ;
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Baidu BEERET X

| EXER
* HEEEFR:

AR

| WREEE
* BRESHEL:

* RERERL AT

e, TARISECE;

* kafkail#: [ s&EsisE [ S2iEs
* EREE RS
® #if-dtxw
[ SEHmss ol

m|

[[] 4d7¢1c28b2304bbat 1t - 4b3

e615b276197340748 it - bR

5eeb7a81383d4fbeb  #db - b5

db1609ec2d814719a 4k - b5

[] 5725584ef7a84cecd 4t -

4.275 ZRPAREES

download_certificate test

RVFR P THIBERIES

BEHEBERS KAFKA

RERERZE b= Es

EAHAMNANEEEH WtopickIAE, FAUAFEREkafkaEBAINFR, EREFECEkafkaiE iy
R, EF [FHIEB) R > EFIEBAERME > ERERNMIES; <& [T

WEES ] ERIES

fj:a

fzx_test04_updated

fax_test03

f2x_test02

fzx_test01

fzx_abe

TS

FHEGE

HIBIES

HIBIES

T

S

TS

[ SHEEHMopicy&E

BIEREHIE)

2018-10-17

2018-09-28

2018-09-28

2018-09-28

2018-09-25

‘|

[ BuERatopictl | o TRBRIRAR

17



Baidu BEERET X 4.2% ZRPLEES

LERS ARESEIER) [ BRE X REE] FIRA ] AR ZIRINIE HIRES;

SRPHEEH PR EL
APEE IURERERT I
s
e - e ] downiomd
SREEEIR

HEEER B8 1R
SAEBIRSIEN

SFBP T HEEMITES H6E R B

BRIFER(ANE)
EEnE - - N

{E FACLSRAE ST EC B AXFR

ACLSRBSECE X F, PILAEME NECENFRRIEHMBjsonF T, TIERRARBTRAF,
BE XK, REEHKMEIR—MACLRjsonER, ERACLERIBREXH, AFPTIUIES
RIEMEXRFKEE, ERFEAFERACLFRHIE N, Kafkaigft T —2ABIACLES
EFTHEENR, AFRIUSBRIREEESCHRE, bl EEEBMA— M EIE opichIN
PRIRHE ; ZRABACLINPRRIR BB/ AR S5 N RIRIEE,

1p=E): ERELIRtopickIINRRES, FIEMNLAF.
BRIESR:
IR RRAS : 2 A ILRIES > RISEIE -> elERE;

9 25 a B © @ & ® wmm @
2 AP LIFRID ) L]
mPER IPREREETIR
i
e + it | R
—
REEBIR W 1#RiE
SN
RinEER
WAEBR WD)

SUEMBMRIMZIR, #HTIMfEL

EEWIESCSIINR

R

ITMEDIZIR

5 WIRI TMESIRIR

FERIEWEIEBTSHURE

BTSOperatePalicy IEHBTSHIER

IEERIERM, ERRSZEE N [(BEERRS KAFKAY , RIBEMAN, EF [FHEXR
BEX ], SRESIRIRERE [kafka_acl] ;
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https://cloud.baidu.com/doc/IAM/GettingStarted.html#IAM.20ACL.E8.AF.AD.E6.B3.95

Baidu BEERET X

| EXER
" BB

WiBA

| YREES

* BRS53%

[

* RERERLA T

REEHRAR -

create_topic_test

Bl ZEtopict¥ R

BEHBESS KAFKA

REEEMNZ: [ ek

kafka_acl

4.275 ZRPAREES

EACLFRH, E26I1EopicAXPR, BlIEtopiciXPR{EF CreateTopicFRFHRIRIR; HEMN
FRIRER] B85 T IR RIZEL PRI PRARES,
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https://cloud.baidu.com/doc/Kafka/QuickGuide.html#Kafka.E6.9D.83.E9.99.90.E6.A8.A1.E5.9E.8B

Baidu BEERET X 4.2% ZRPLEES

* o Z] 1 {
REEAE 2 "id": "policy_89e9c¢98e5b9a42bfb2629ac497da6d40" ,
3 "accessControllist": [
4 {
5 "service": "bce:kafka",
6 "region": "*",
7 "resource": [
8 B
9 1,
10 "
11 "permission": [
12 "kreateTopic”
13 ]
14 }
15 ]
6 }
SERE BH

=i [5TR] /&, FICAE [BEXRIE] JIRFPEBEIFENRE;

mewE 1R PR BRI R
HET - -
+ thiksins WECHCEN EE R a
RS
RBER oA R
SHEIESHRA
create_topic_test B3R topictRR =6 R
RIFIRENF)
download_certificate_test RERAF TRERIOTES B R
EHRE
list_topic the deseription B% S B
read_cert_list the description B Y
abe the description it
kafka_resource_strategy kafka i FIREG =5 B B
kafka_create_certificate_strategy kafkaliiEHHE =L
kafka_create_topic_strategy kafkatiliEtopicHERl BE RE B

4.2.4 FPER

E “APEE>TRPEEIRIT WNNFAF “BIE° JIEE “RIORER" , FRA
PR RN PREE E SCRISE TR,

20



Baidu BE

BReEn X

124X fzx_test01

4.275 ZRPAREES

[ s 153BA BlIE2ATE) Ex/E4RIERTE)
| download_certificate_test SIFFF THIEFEMIES  2018-10-29 16:05:31 2018-10-29 16:05:31|

[ list_topic the description 2018-10-25 11:39:29 2018-10-25 11:39:29

| read_cert_list the description 2018-10-25 11:34:05 2018-10-25 11:34:05 |
[] abc the description 2018-10-22 19:11:34 2018-10-22 19:11:34
[] kafka_resource_strategy kafka#RERES 2018-09-27 12:52:15 2018-09-27 15:24:42
[] kafka_create_certificate_s kafkaBlZIEF 5B 2018-09-27 14:45:52 2018-09-27 14:45:52
[] kafka_create_topic_strate kafkaflliZtopicHE% 2018-09-27 12:04:09 2018-09-27 12:39:50

HE B

YR MRAENMESREBREMUEIB R TEXRFRAFPINR, REBEIHRES

ROSRER FH R INFTAOSREESRILI, AEEEUE 2L B 2RI A SRER AR,

4.2.5 FRAPEX

EWSTAFRAFHENGE, FIMFBERRETFREP; FRAPITNEIIAMAFRE R
EEXIWSHEREGE, REWZNORESEKS ZREITIRIFFMES,

SRS T AR
BesE FEREEE
=== 1A 2 : hitp://abc814b2bb2e4c41b307d5a17dc9bd2 login_ beetest baidu.com ) Shav
HEREEE
+ sFEEMFE

SHEEMSEN

ArE =5 i)
ERAECE (L)

HitiFMRFSE: SHPAEES,
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https://cloud.baidu.com/doc/IAM/index.html

Baidu EEEEET MY 4.2% ZRAPHEEH
4.2.6 KafkatXpRAZEL

kafkatX PRAE AL Z 1548 A - B EATZ U MPLEIR AR ROARER, DA IZHIARBRAVALE,

ListTopic EFtopichllE ©
TopicReadOperiSiglF © Desclopic © ZEtopiciFfE @
| "-_ DescTopicCertificate EFtopicITRAERAIE @
. ) | CreateTopic #Etopic @
- AdminTopic |& /
| | | AlterTopic {Edltopic
TopicWriteOperS###E | DeleteTopic © Hltopic @
‘:_ AddTopicPartiton © fidtopicX @
UpdateTopicCertificate ©  {Z#ltopiciEBiZN ©
ListCertificate © EFIEHIE @
| | DescCertificate © ZFIIBERE ©
CertificateReadOperiS=igiE O
*ﬂpﬂﬁﬂ f | DownloadCertificate THIER @
| | DescCertificateTopic EFIEFRtopicFlE @
1 |
1 AdminCertificate |lo CreateCertificate = #IEIEE ®
\ | AlterCertificate © {Z3FE &
| CertificateWriteOperS{E | DeleteCertificate BMEES @

|
| RebuildCertificate EFEMWES ©

| UpdateCertificateTopic ©  {ZMil5ETtopictlfs  ®

' FULLCONTROL © soisiR
- EHEEAMUR | =

+ kafkatX PRASELH K 2Fh 5 RN PREIR : topicAXNFRFIEBNFR; ItopicAXFRHIEEIE,
BNF AP X topicE MR ERIACR; FIE, WEBNEMNERE, BFAFPNIERE
BILEIREANPR ;

« YN EEFR, BAMURERES B3R, EFHFHRANERMANRE X, SR
BT — N FRHEREE—IRR, ATEEXAXERENX SR, RS XMT
x;

WPRITE | B4 | #R |

— ==

FULL\_CONTROL | 1 | ERFHE "RMS 2 HILIBIXEE; |

AdminTopic | 1 | ¥ ¥ftopicRIIEMAEIRFR, ERFTE M topiciRIERVBFIEINPR, tban:
8lZtopic; |

AdminCertificate | 1 | ¥ XHEBINERKENPR, BSFAENEBRRIENMAKENRE; |
TopicReadOper | 2 | topicRIEIBIRIEINER, B RtopicdIR, FEFEIRRME; |
TopicWriteOper | 2 | topicBIEFIRIEINPR, B StopiclIBIER, 182k, MIFRSEIRIE; |
CertificateReadOper | 2 | IEBHIEEIRIENPR, BRIERIIR. FTHIEBFEWIRE,; |
CertificateWriteOper | 2 | iEBRIEFIRIER, BESIEPRIGIE. B0k, MR, SMHEM
FiRE; |

ListTopic | 3 | &E&topicd|RINPR, W FBMIIRITE; |

DescTopic | 3 | E&topici¥ENPR, W EMI|FRA [ StopicAMEHARITIE; |
DescTopicCertificate | 3 | EHtopiciZANAVIERBIIRINPRE, WNEHIIRIEFR [EFIE
B BRIE; |

CreateTopic | 3 | EEtopiciZFINAVIERFIRNPR, W EMIIRIIE R (BIRER] B15E;
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Baidu BEERET X 4.2 ZRAPLRIEES

|

AlterTopic | 3 | f&ktopicTTiE2NPR, EBEFINEHIEFEENIRIE; |

DeleteTopic | 3 | MiIPRtopicAXPR, I ERATIRITIEF [BIRER] #B1E; |
AddTopicPartition | 3 | Jotopici/RINZ XAVANPR, W EBMIIRTTER [(FEREX] B#IE;
|

UpdateTopicCertificate | 3 | {€c%topiciE B, WNEMIIRIIEFR [EFIEH] TIEF
SHEBAXPRRIGRIBIRIE; |

ListCertificate | 3 | EFIERBIIRNIR, WIIEBTIRIIE; |

DescCertificate | 3 | EFIEBIFIENOR, EEBIREHIETLBEWNIIRE; |
DownloadCertificate | 3 | FEEBANPRE, WRAEPIIRITE PRI T HidE; |
DescCertificateTopic | 3 | EFIUEBITRitopichIR, WMMIERIIRITEFAN [EEEW] &
fETHRIDIE; |

CreateCertificate | 3 | RIBIEBAXR, WRAERFIRIIEFHY [EIRIESR ] #B1F; |
AlterCertificate | 3 | {EUERINFR, IAZIERIIRTTEFPAUEIE B BFRIEME; |
DeleteCertificate | 3 | MIBRIEBANPR, YAIERFIRITEFR [MFRIER] BIE; |
RebuildCertificate | 3 | EFEMIEBINPR, WAIEBFIRITERR [EFEM] BIE; |
UpdateCertificateTopic | 3 | {E2IEH R LA Ia]AtopiciX PR, FRAERIIRTTEFR (EBE
A ] TTEPIHEBINPRAIVREBIRIE; |
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g5% FDl|oj@l

5.1 &)

5.1.1 BEERRSSZHNM—hkEIKatka ?

Kafka@—MNEMXHIIRSE, BrIEREHEERS RS 2#50.10ArIKafka,

5.1.2 Ht42FT (TOPIC) ? WMERIZEN ?

LEERCBEIAGAEIEE, THREEE—H.

5.1.3 427X (PARTITION) ?

NXZEKafkaARKET REBFUMIRIT, RHBBERHEREATNRANK, WETHES

ERfiZEY, ARLE, EANSHESHEANEMIEL.

BUHBSTEFESHES, USRI RITELRNZE: max(t/p, t/c), EFt p. 735l

RRPENSEE, £7EE—MHXEE. BREE I HIKEE.

AT HESRRUNINNERNEFEKkad, TEXIMBATTERBIEERIRE, MRAEKE

FHYERIREMNT], SARKRENZRES.

5.1.4 tAREFIR?

el LB KafkaE FImERER L, FEERESEES T EEEETIRSBCCENA

SIZEBAESLAIR L~ ERERR,

i

5.2.1 BEBERSNARIELZSMN ? IHWPLLL24FM 2

BEHERSEIN T Z2HERRTSM:



Baidu BEERET X 5.2% TeE[RH
« ERER: BTRAPATUNEBRMEREERL, FENAPEITEMNAIREERAY
SHHENERRITIES., BrRIIFXS09ERIRENEN,
- BERER: ENZBEHEEES, REEDNE, TUSAENNRAE, BriRHix
5Rig, ABEZAFPKF TEMAEEAMNLMITHENR,
c BHRE: ATHREREEEEIMERRGET U RENR, EEMERRERSSLINE,
5.2.2 BEHERSWNEAREHETEN?

BERERBRSRSEIRNERIINN3, BFERTF240E,
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Kafka APIRFBZE{UARESTXAE, 1R {tITKafka topichIBIBREERIRIFZI5, WFEE TtopiciH#
TEEHRE, WelERFRKafka® P,
6.2 BRI

APTIEFE{EHTTPHIX, &RegionRAARERIEHE, BAREBNRSZEHSE, BIERIRIER R
JSON, Fi&request/response bodyAIEIRAUTF-84515,

6.2.1 SLRAINE

M Kafka APIFAFPEEZEXLRIANE, SREBEXRINENTURIEEERANEE MIZH
EFNERINETHERZIAMEFRHFHITIALE, EBEBIXRINEMAFBRESER—THEIR
N EE

tHiRMG HiRIEIR HTTPIRZSHG P REE
QualifyNotPass The User has not | 403 =t = BT BURSAE =S
pass qualify. INIE

6.2.2 APIiAIEMLE

FrBAPIMZ 2IAE—EKAAccess Key5iERKE B El, Access KeyHAccess Key IDF[ISe-
cret Access KeyBrE, Y9RFFER, WFEMNHTTPIER, EATHEFABRNEEER —
INEZRER, BRIANEFEMFRBIEAUthorization3k 1B, IRBIHRIBEMEZRIFINEES
BHEMRYE, INMEFFRMIB Ibce-auth-v{version}/{accessKeyId}/{times-
tamp}/{expirationPeriodInSeconds}/{signedHeaders}/{signature},

* versionZIEE#,

* timestamp@4 pl 2 2 R UTCEY (8],

« expirationPeriodInSeconds®R R E R BN HARR,

* signedHeaders@ ¥ B & ZHFF R BIRLFHIIR, LEBZEANS () 2, W

26


http://kafka.apache.org/
https://cloud.baidu.com/doc/Kafka/API.html#.E6.9C.8D.E5.8A.A1.E5.9F.9F.E5.90.8D
http://console.bce.baidu.com/qualify/#/qualify/result
http://console.bce.baidu.com/qualify/#/qualify/result

Baidu BEEEET XY 6.27 @EAIHAA
host;x-bce-date, FIFRKLEBEFHFHET], (AAPIZERB{X{EFhostFx-bce-date

header)
* signature@256MF &AM+ RHFIRR, H64NNEFEAM,

HEESRZERIIAPNERE, RARKERBERISKHMEFIAENSGERIAEFH
&, A5AFPBERPESMANEFFRETIEN, MRINEFFEER, RANNDABFEE

IEERBRIEDNER, HHITHEXERE; IRNEFFERE, RARBBIZIFEHRDOHER
Ego

=PCAENHIRIFAAETES WEBOAELH,

6.2.3 BEHY

Kafka APISZHTTPRIHTTPSEMIEA G, AT RARIENZ M, BIGEIHTTPSIEA.

6.2.4 BRI

IR IRE R J9)SON, FrBrequest/response body AR FAUTF-848H3,

BRESHEEUN T4
SR 15AR
URI B % A T 18 BB # {F 3£ 1K, W0:POST /
v{version}/instance/{instanceld}
Query&# URLF#ETHIE RS
HEADER B HTTP L1 E A, Ul:x-bce-date
RequestBody BIT)SONFE LA LR A IE R EIEIA
6.2.5 MNoNz4ErIisER
Mg B 5 A RFHA
FHR BT k5B
HTTP STATUS CODE 410200,400,403,404%
ResponseBody JSON& TULR LR A A [z £ HE 4K

6.2.6 APIIRAES
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https://cloud.baidu.com/doc/Reference/AuthenticationMechanism.html

Baidu BE&ERETNH 6.275 @A

S8 A SHUE R

version String URLS# APIRRAS, =HEFIE
Ht,

6.2.7 =FM

SR EEZONINFRER T ERBIERSBAMER, AFIESSREREBER, X
AF@idclientTokenS i@ R AL LB S HIFIR, BRIEBERNTEFE,

#=EME T clientToken, clientToken@ — MK E RN BT 640 FIASCIFFF &R, BEBRE
querystring®, #lhttp://bcc.bj.baidubce.com/v1/instance?clientToken=be31b98c-
5e41-4838-9830-9be700de5a20,

MRAFEAB— clientTokenfBIFAEIEREO, MRS HERREMERNERER, Eit
RAFPAESIBRFITEIRNERER, TRUBERHEERCclientTokenl®, RBRIAGIE -
#HiR; MRAFPRET —IMNELZEATMclientToken, BEMIBERSE ( BEqueryString
#lrequestBody ) REIE ZEurl PathR[E, M 4&iREIdempotentParameterMismatchfY5iR
KB,

clientTokenBY B E f24/\Bt, CABRSSimER/E — R UKZIZclientTokenfo i, tHFL2i1E,
BEPIEAR&IZE— clientToken, BB4iZclientTokenigKHEABEK,

6.2.8 ZHIIZFMWAE

FTEPREZENEOSHEAFTENSE, BILANERE, ZHE—ERAAES 128 MEHE A
1Th0%E, FASKEYRI6AIfFREH, MBREMN EGFTRFTEEM TN, HFUF
TR ERRIRS R, BAESROT:

* byte[] bCiphertext= AES(BE3Z,SK)
* String strHex = HexStr(bCiphertext)

6.2.9 HEISAEHE

HEISREMNRTEZMAN. AFE—ERL, RIERHEBMEERTHENINTCH, LEE
AR (B RR A 75 — @R AUTCRY &), JE{EISO 8601, FMEATLIR:

1. RRBEA—ERAYYYY-MM-DDA R, fli02014-06-01%/R2014F681H

2. R E—EXRAhh:mmissAN, FERBN—PMNKEFEBZRRIUTCE (8], F0
23:00:10ZZRRUTCHT[8]23£2043 10%D,

3. ¥k HERME B & HRREN, EREBREMASFET, 1902014-06-01T23:00:10Z
FRUTCET 8201456 H1H235053 1080,
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https://www.w3.org/TR/NOTE-datetime

Baidu EEEREEXHY 6.3% MREHS
6.2.10 HEBLFFH

BE—NFEAFEARTUEEEMUNIcodeF F, ERIEPXIMHRIEFEHESTRALVEM,
LESIA “HSEFE/FR" S, —MUIEFENERE8E D ERBFRAUKURI (Uniform
Resource Identifier ) JE{REBFFF (Unreserved Characters) ,

RFC 3986 Ml EURIEERBFHEEUTFERN: F8 (AZ, az). 8F (0:9)., E#FS
(). EE (). FRZE (). ERE (~),

BEE— N FHERRIICEFFRNHANR:
« BFAFREMAUTF-8RIBIF TR,
+ REBFIBURIEFFREBFHERTE,

* WEHARF W —RRFC 3986 F M EM B 7 S4wi3 (Percent-Encoding ) , Bl—1N%/a
HREFNMRAZFHEN T #HFE, FE-ERAREER,

NGiH

FRFFE: this is an example for N, WRAMSEFAE: this%20is%20an
%20example%20for%20%E6%B5%8B%EB%AF%I5,

6.2.11 HRLIE

*FHEARFE U+ *EG W K
<> TE

[] ATEET
{} A IDT
EEZ{KCourier New FERE

6.3 HRSBES

Kafka APIRVRRS31H & J0:
Region Endpoint Protocol
=R http:// kafka- | HTTP and HTTPS
api.bj.baidubce .com/
V1
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Baidu BESRETE XY

Region Endpoint Protocol

T http:// kafka- | HTTP and HTTPS
api.gz.baidubce .com/
v

M http:// kafka- | HTTP and HTTPS
api.su.baidubce .com/
v

i http:// kafka- | HTTP and HTTPS
api.fsh.baidubc e.com/
v

RE http:// kafka- | HTTP and HTTPS
api.bd.baidubce .com/

v

6.4.1 nHiERL

TRBFEKafka APIFTIETHEY 2 41 K38 (HTTPIRNEIRRAESKIAN X B ) -

k1% (Header) ERWMN 5B

Authorization AT BEAccess Key5iBERER

Content-Type B]3k application/ json;
charset=utf-8

x-bce-date CIpvi RANBHPNFHHR, &8

BCE API}I3E

NHEHIIFIFE S MKatka APIFRLEI, BUEHILIE,

6.4.2 Rk

TR EKafka APIFY A M SKIE ( HTTPERMXROAR AN N S A EIX B ) :

31 (Header)

5B

Content-Type

3 % # JSON 1% =,
charset=utf-8

applicatio

n/ json;

x-bce-request-id

Kafka/gim4Em, FENIRERMMAL KT

30



Baidu EEEEEE Y 6.5 WIREME

HA, “requestid” fEAUUID version4fKafkafks3 4k,

SAFUIRIAPTHIRHIRE, RROAGAFENMIBIRIBIMERER, ETEMOM, FHiH
HIEHMIAIE, EREAEHIRIEITResponse BodyiREliFHEIRIER, EIEWM TIEN:

**7‘5%&%** ** ;l’égg*'k *‘kﬁﬂﬁ*‘k

code String RAEKRBIRER
message String BXIZEIRMIFM A
requestld String AIRiEKBIrequestld

Z—RHW TR (EESEBOTBREMIIL ) :

{
"requestId": "47e0ef1a-9bf2-11e1-9279-0100e8cf109a",
"code": "NoSuchKey",
"message":"The resource you requested does not exist"
¥

HAp, “code” RERiIRIG, FABEHIRBEVERFBCEAHEBIRIBMKafka T BHIRE (58
HIREMIAT) .

TRINE T BESBETAPIR A HH#HIRD,

IR *ERIRIBEY FERHTTPARSAG** *FERIR*
AccessDenied Access denied. 403Forbidden 7c A BR 1/ (8] 3¢ 1 B9
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Baidu BESRETE XY

6.5% HiRRMO

*HERIRAG* FEIRIER T *FHTTPAR RG> * *HEIIRE
Inappropriate)SON | The  JSON  you | 400 Bad Request BEXFPHYJSONFE I

provided was well-
formed and valid,
but not appropriate
forthis operation.

IEf, BEXER
HFEER, WERD
EANMEWM, sE
KEALEF

TREUEERE, W
TFHRBELEFIRBIE
N B i 2,
R % R @ X 4

%o

InternalError

We  encountered
an internal error
Please try again.

500 Internal Server
Error

P B R TE X B E th
Hix, EHEHN
R B9 E fth 38 BY 59 58
= (B EEA
MRS B EXE)
AMZfER,

InvalidAccessKe yId

The Access Key
ID you provided
doesnot exist in

our records.

403Forbidden

Access Key ID R 7F
.

InvalidHTTPAuth
Header

The Access Key ID
you provided does
notexist in
records.

our

400 BadRequest

Authorization 3k 15
EAEIR,

InvalidHTTPRequ
est

There was an error
in the body of your
HTTP request.

400 Bad Request

HTTP body #& =% &
R, BIUIAFERE
EMEncoding%,

InvalidURI Could not parse the | 400 Bad Request URIFS AN IERA, Al
specified URL M—LERSEXH
FXRIEARNLEREF
¥ FID AL &S 49 [a]
A, MEXEMR
KRVEEIRES, GNo-
SuchKey,
Malformed)SON The JSON you pro- | 400 BadRequest JSONHBR ARG i%,
vided was not well-
formed.
InvalidVersion The API version | 404 NotFound URIBIIR A S A&
specified was %o
invalid.
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Baidu BESRETE XY

6.67 H[MiLEA

*rEERAD* FEIRIER T *FRHTTPARZS G ** bl -t
OptInRequired A subscription for | 403Forbidden BB FE Y N AY AR
the service is re- e
quired.
PreconditionFailed | The specified If- | 412Precondition ¥ Il Etag,

Match header
doesn’ tmatch the

ETag header.

Failed

RequestExpired

Request has ex-
pired. Timestamp
date is <Data>.

400 BadRequest

BRBR, EX
Fix-bce-date, &HiE
KA I EDate, T
4% Date %% RY date-
time,

IdempotentParam
eterMismatch

The request uses
the same client
token asa previous,
but non-identical

request.

403Forbidden

clientToken ¥t [z 9
APISEI AR —H%,

SignatureDoesNo
tMatch

The request signa-
ture we calculated

400 Bad Request

Authorization 3% 15
A Bft & B9 2 & F AR

does not match SIREIER—EL,
the signature you
provided.  Check
yourSecret Access
Key and signing
method. Con-
sultthe service
documentation for
details.

6.6 #OiRA

6.6.1 Topid‘ﬁ?é?%l:l

tlETopic ik

A#EOATFEIZ— 1 Kafka topic,
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Baidu BEERET X 6.67 H[MiLEA

POST /v{version}/topic?clientToken={clientToken} HTTP/1.1

{
"topicName": "topicName",
"partitionCount": partitionCount,

}
.+ RS
PRSI, EE T,

* BREH

SRE KR EEBWVE SHuE B
version String = URLE# APIIRA =
clientToken String = QueryS# =F £ Token,
E—ITKER®R
83T 64 il B9
ASCII = 75 &,
ENRLE
topicCreatePara| TopicCreatePara & RequestBody | BliZtopicES#
meters meters 28
1]
R [E K1
PR LE, THERRLE,
 RESE
SRE el TpU
topicName String topic &R
FHIRHG
tHIRG HTTPARZSHE HRRRE
TopicAlreadyExi st 409 topicBEZFE
TopicLimitExcee ded 402 topic SEBIRRSI, &2
SeetlE201t
TopicPartitionL imitEx- | 402 B topicsy X S BT IR
ceeded #l, 8/ topicRZ REEt
Z100MN9 X
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EHiRAG HTTPIAZSHS AR R TR

InvalidTopicName 400 topicBAEE, REES
AINERNFHE, 8F,
TRI&% , @17, TEEfE
BAWTXIZ% | | Invalid-
TopicPar titionCount | 400
| PEBFEATO |

5

© ERTG)

POST /v1/topic?clientToken=16011728-8000-4ef4-9299-020db1424806 HTTP/1.1

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{
"topicName" : "demo",

"partitionCount" : 1

}
* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{"topicName":"demo"}

Eifjtopicdlzk iR
Bl EtopichiFMEL,
BK
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GET /v{version}/topic?marker={marker}&maxKeys={maxKeys} HTTP/1.1
o BRI
PR LI, EHERSRLIE,

- HREH

S E it EEWE SHUE i

version String = URLE APIIRA =

marker String & Query&# itt & 3% BX 71| =
f0 &R g
g, 2—4
& % & B
FRB

maxKeys int B Query2# BEENR
AEE, BX
HEBELAE
£ 1000, #R&E
{&41000

1R[]
« R[EK1F
PRI LE, THERRLE,
< REISH

SREM it YN

marker String WCEIRRER A E

isTruncated boolean true R/REE X B HIE,

false R REZRRE—N
nextMarker String RO T—TIFMEEEEN

marker {8, % isTruncated
Jofalseldt, ZigAHIN

topics List\<Topic> topiciE2, H Topic ZHRKRY

e
&5

36


https://cloud.baidu.com/doc/Kafka/API.html#Topic

Baidu BEERET X 6.67 H[MiLEA

iR HTTPIRZSHS PR
InvalidMarker 400 markerREERZE, BKE
R/ FtopicBmAKE

BNl

« BRI

GET /v1/topic?marker=demo&maxKeys=10 HTTP/1.1

authorization: bce-auth-v1/e9af9439-0c14-4b98-abae-bal14f11b25ec/2017-02-15T08:08:082/
3600/host; x-bce-console-rpc-id;x-bce-date/69143dbee3abf6b6143c8266139645a19c192de6d25082fed36
x-bce-console-rpc-id: d4d32d1f-f2cd-41a8-bfb7-fdd65cdc6ed9

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-15T08:08:08Z

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

connection: Keep-Alive

accept-encoding: gzip,deflate
* IR[ERA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Wed, 15 Feb 2017 08:08:09 GMT
Content-Type: application/json;charset=UTF-8

{

"marker": "demo",
"nextMarker": "test",
"maxKeys": 10,
"topics": [{
"topicName": "demo",
"partitionCount": 3,
"replicationFactor": 3,
"createTime": "2017-02-15T08:08:09Z"
.

"truncated": false

}

Eiftopici¥ld iR
Eif g MopichIiFAEE,
BX
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GET /v{version}/topic/{topicName} HTTP/1.1
- R
PR LI, EHERSRLIE,

- HREH

SHEMN E it EEWE SHNE iR

version String = URLS# APIIR A=

topicName String 2 URLE topicig
1R[]

BREE, THEHERKRKSE,

SB KA TpU

topic Topic iR @ ftopici¥tE
tHiRG

THIRMY HTTPIR A R fERE

TopicNotFound 404 topicRFE
ANt

© EREG)

GET /v1/topic/demo HTTP/1.1

authorization: bce-auth-v1/e9af9439-0c14-4b98-abae-bal14f11b25ec/2017-02-15T08:19:54Z/
3600/host; x-bce-console-rpc-id;x-bce-date/6301919cc9ade759c88bfc47a7eee26b8347179f1c2fcd2808a
x-bce-console-rpc-id: 89ca2463-4d0d-453d-9b7c-4e4cf52214e7

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-15T08:19:54Z

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

connection: Keep-Alive

accept-encoding: gzip,deflate
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* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Wed, 15 Feb 2017 08:19:55 GMT
Content-Type: application/json;charset=UTF-8

{

"topic": {

"topicName": "demo",
"partitionCount": 3,
"replicationFactor": 3,
"createTime": "2017-02-15T08:19:55Z2"
}

}

fFRtopic #idk
fhpR— N8 E Atopic,

BX

© ERLEH
DELETE /v{version}/topic/{topicName} HTTP/1.1

© ERkH
PR SSN, EREHHK,

SREM | LB | RELE | SHRAUE | iR |

— | = = = ] |

version | String | 2 | URLE%] | APLIRAS |
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iR HTTPIRZSHS R ERE
TopicNotFound 404 topicNFE
ANl

* BRI

DELETE /v1/topic/demo HTTP/1.1

authorization: bce-auth-v1/e9af9439-0c14-4b98-abae-ba14f11b25ec/2017-02-15T08:34:26Z/
3600/host; x-bce-console-rpc-id; x-bce-date/fbfec8e0ab86dfdbd2bce5d353f7cddObec78303a86f1ca1d93
x-bce-console-rpc-id: 5bdd1701-cbb6-48cc-9819-a457a0475539

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-15T08:34:26Z

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

connection: Keep-Alive

accept-encoding: gzip,deflate
« IRERA

HTTP/1.1 200 OK

Cache-Control: no-cache

6.6.2 MREEMEXEZED

VI O
AEORATLEAFPWE MNkafka topictEiX

BX

© BRLE

POST /v{version}/authorization/add HTTP/1.1

{

"topic": "topic",

"accountId": "accountId",
"certificateSN": "certificateSN",
"certificatelId": "certificateId",
"topicOperation": "ReadWrite"

}

o BACKE R SKESN, TEERIRKE,

* BREH
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SHEMN 5] =EEWE SRUE iR
version String = URLE K APIIRAS
TopicAuthorizat | TopicAuthorizat | 2 RequestBody | /ARIIIEINSE
ionParameters | ionParameters S8
1R [E]

o IR [E 3L

PR L, THEFHRLE,

< IREISH

=27 SUAEIE 5
FEIRID
tHiRMG HTTPARZSHS X fERE
InvalidRequestE xception | 400 BREPELESH AT
ol

* BRRA

POST /v1/authorization/add

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{

"topic": "demo",

"accountId": "accountId",
"certificateSN": "certificateSN",
"certificateId": "certificateId",
"topicOperation": "ReadWrite"

}

« IR[EIRA
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Baidu BESRETE XY

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

BUBEIRN @il
FEORTHWECSHEMopic, BUEWNEANAFRIZENX
BX

- XL

POST /v{version}/authorization/cancel HTTP/1.1

{
"topic": "topic",
"accountId": "accountId",

"certificateSN": "certificateSN",

© BRI BRI, TR ER RS,

« BRBH

6.67 H[MiLEA
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28
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TARRESE
FHIRAD
IR HTTPIKZSHS FR fRRE
InvalidRequestE xception | 400 topicE 8 A=

5

« BHKRA

POST /v1/authorization/cancel

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{
"topic": "demo",
"accountId": "accountId",

"certificateSN": "certificateSN",

« IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8
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>k

ERERERIIR fEd

FEORTREANRNEBFHAREIENATopicdl&

POST /v{version}/authorization/list HTTP/1.1

{

"topicLike": "topiclLike",

"accountId": "accountId",
"certificateSN": "certificateSN",
"begin":

"limit":

o BACKE BRSNS, TEERRKE,

- EREH

S KA =EEWHE SHuE ETE:pU

version String = URLE K APIIRA =

topicLike String = RequestBody | topic&#, R
S8 IR R

accountld String = RequestBody Brid
S8

certificateSN String = RequestBody | iEBFIS
28

limit Integer & RequestBody | ZifJigR#
5

begin Integer B RequestBody | Eif#CIAZRS]
28
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S8R KA it

begin int B IAR 5]

size int BEIERE

topicAuthList List \<TopicAuthorizat ion- | HTopicAuthorizat ion£H R}
Parameters > MES

THiRG

p

ANl

« BB

POST /v1/authorization/list

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{

"topic": "demo",

"accountId": "accountId",
"certificateSN": "certificateSN",
"begin": 0,

"limit": 10

* IR[EIRAY

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8
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"begin":1,

"size":5,

"topicAuthList":[]

group iEHIFN R
AEORATFgrouptHEFHENX

RS

* BEREN

6.67 H[MiLEA

POST /v{version}/authorization/consumergroup/add HTTP/1.1

{

"consumerGroupName": "consumerGroupName",
"accountId": "accountId",

"certificateId": "certificateId"

o BRI BRSNS, TEERRKE,

* BREH

SHaMm Ee il =EVE SRUE iR

version String = URLES#K APIRRAS
GroupAuthorizat GroupAuthorizat 2 RequestBody groupiZNE&#
ionParameters | ionParameters S8

1R[]
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POST /v1/authorization/consumergroup/add

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id; x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{
"topic": "demo",
"accountId": "accountId",

"certificateSN": "certificateSN",

« IRERA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

BB group HERBIZN  #id
AEOBTgrouptHEBIZ
R
< BEREM
POST /v{version}/authorization/consumergroup/remove HTTP/1.1

{
"consumerGroupName": "consumerGroupName",
"accountId": "accountId",

"certificatelId": "certificateId"

© BRI BRAHKES, TR ERTRAE,

« BRBH
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SHaM Ee il =EVE SRUE iR

version String = URLE K APIIR A=
GroupAuthorizat GroupAuthorizat 2 RequestBody BB groupZi
ionParameters | ionParameters S8 &%

* BRRA

POST /v1/authorization/consumergroup/add

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host;x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{
"topic": "demo",
"accountId": "accountId",

"certificateSN": "certificateSN",

* IRERA

HTTP/1.1 200 OK
Transfer-Encoding: chunked

Cache-Control: no-cache
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Server: BWS
Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

Biflgroup I HERIF iR
AEOBTKRBconsumer groupEAHRIZNAIED

R

* BREN

POST /v{version}/authorization/consumergroup/list?accountId={accountId}&certType={certType}

&group={consumerGroupName} HTTP/1.1

o BACGKIE BRSNS, TR TR,

* BREH

SHBW KR =EBWH SHuE U

version String = URLS#] APIIRAS

accountld String & Query&# FF1d

certType String S Query&#8 IERER
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PR, THERRLE,

X
[a]
W
&

THREEIZS
IR

x

BNl

* BRRA

POST /v1/authorization/consumergroup/list?accountId=accountl&certType=privilege&group=consume
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authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host;x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{

"authorizedCertificates":[
"certificateId": "certificateDemo",
"description": "descriptionDemo",
"consumerGroupOperation": "Use"

]

}

6.6.3 UEHEEMREXEO

ERIEHIIR D
FEOABTEWIERIIR
BX

© BN

POST /v{version}/certificate/list?marker={marker}&maxKeys={maxKeys}
HTTP/1.1

© BRI BRAHIKES, TR ERTRAE,

« BRBH
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S 5] =EWNE SHUE R

version String = URLE K APIIRAS
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S Eid] YN

marker String WCEIRRER A E

isTruncated boolean true RN E X B HIE,

falseRREZRRE—N
nextMarker String RO T—TIFEEEEN

marker {8, % isTruncated
JofalseRt, ZIHAHI

certificates

List\<certificates>

certificates{S 2, H certifi-
catefBRINES

* BRRA

POST /v1/authorization/certificate/list?marker=marker&maxKeys=10
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authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host;x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “marker” : “demo” , “nextMarker” : “test” , “isTruncated” : false, “cer-
tificates” :[], }
FxHlcertificateZE iR
Kig R F5xBcertificatelE 2
BRK
s IBRER
POST /v{version}/certificate/detail/{certificateId}
HTTP/1.1
o R R SKIEIN, THERHLE,
s IBRES
S BIF B =EWE SRUE iR
certificateld String = URLES# iEBId

5
Ig]

* IR[E] K1

52



Baidu BEERET X 6.67 H[MiLEA

SHBH i Pt
certificate certificate certificates{5 &
EiR1G

T

Rl

* BRI

POST /v1/authorization/certificate/detail/certificateld1

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

b

{ “certificate” :{ “uuid” :, “accountld” :, “certificateCN” :, “createAt” :, “re-
vokeAt” :, “certificate” :, “privateKey” :, “region” :, “description” :, “isPrivi-
lege” }}

EMEMMIED ik
FEOBTEREMRIED
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. BRLEM
POST /v{version}/certificate/recreate HTTP/1.1

{

"certificateSN":"certificateSN"

o BACGKE BRSNS, TEERRKE,

* BREH

SRE KR =ERWE SHuE B
certificateSN String = RequestBody iEBId
1R[]

PR, TEHERHRKSE,

SHBH i) Pt

certificate certificate certificates{E 2
IR
7
Al

* BRERA

POST /vi1/authorization/certificate/recreate

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate
* IR[ERA
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HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “certificate” :{ “uuid” :, “accountld” :, “certificateCN” :, “createAt” : ,
“revokeAt” :, “certificate” :, “privateKey” :, “region” :, “description” :,
“isPrivilege” :}}

RIELEIER A
AEORAFEBIERBIIFR
B3R

o IBRLEM

POST /v{version}/certificate/create/ordinary HTTP/1.1

{
"description":"",
"authInfos":[]
¥
o BRKI BRI, TEESHRKE,
« BRSH
SHBHF i) =EWE SHE iR
description String = RequestBody | iEHIHiR
S8
authInfos List \<au- | authInfos 1§
thInfo\> B, ®H au-
thinfoZBRyAIE
Pay
[ |
1R [E]
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SR i) iR
certificate certificate certificates{5 2
HiRHG

y.»

NGl

« BHKRA

POST /vi1/certificate/create/ordinary

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{
"description":"",
"authInfos":[
{
"topic": "demo",
"topicCluster": "KAFKA_01",
"topicOperation":"Read"
}
]
b

* IRERA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"certificate":{
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"uuid": ,
"accountId": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,
"certificate": ,
"privateKey": ,
"region": ,
"description": ,

"isPrivilege":}

SIEASIES
FEOATOIREGES
BX

POST /v{version}/certificate/create/privilege HTTP/1.1

"description":"description"”,

"topicOperation":"Read"

o BACKE BRSNS, TEERRKE,

- EREH

SHEW E it =rRYE SHNE iR
description String S RequestBody IEBHER
S8
topicOperation | String B RequestBody | ###X, TR R
28 BE, W&
PR
1R[]

BBk
IR, TR,

EESH
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SR i) iR
certificate certificate certificates{5 2
HiRHG

y.»

NGl

« BHKRA

POST /vi1/certificate/create/privilege

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

"description":"description"”,

"topicOperation":"Read"

* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

"certificate":{
"uuid": ,
"accountId": ,
"certificateCN": ,
"createAt": ,
"revokeAt": ,

"certificate": ,
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"privateKey": ,
"region": ,
"description": ,

"isPrivilege":}

BIFRIES fEid

FEOATHFRIES

6.67 H[MiLEA

POST /v{version}/certificate/delete HTTP/1.1
{
"uuid":"uuidDemo"

}

o BRI BRAHESLIEIN, THERTHRLIE,

« BREH
SRBR bt =AWE SRIE iR
uuid String = RequestBody iFBFIS
IR [E]

o IR[E K1
BRI, THERRKE,

c IREBE

* BKRA

POST /vi1/certificate/delete
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authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host;x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

"uuid": "uuidDemo"

* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

EYIEHEE ik
AROATERESSE
R

. R

POST /v{version}/certificate/update HTTP/1.1
{

"uuid": "uuidDemo"

"description": "descriptionDemo"

o BACKE BRSNS, TEERIRKE,

* BREH

SB KR =EVE SHuE ETEBUN
uuid String = RequestBody | iEBFIIS

RequestBody | iEF iR

fi

description String
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SHB i) Pt
certificate certificate certificates{5 &
%15
p
Nl

« BKRA

POST /vi1/certificate/update

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host;x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

"uuid": "uuidDemo"
"description”: "descriptionDemo"

}
* IR[EIRA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “certificate” :{ “uuid” :, “accountld” :, “certificateCN” :, “createAt” : ,
“revokeAt” ., “certificate” :, “privateKey” :, “region” :, “description” : ,
“isPrivilege” }}
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THIEH b

ABOAT FHILH
RS

. EREH

POST /v{version}/certificate/download HTTP/1.1
{

nn

"certificateSN":

o BRI R SKESN, TR TR,

* BRBE

S8R KR EBWH SRNE i
certificateSN String = RequestBody | iE$Id
1R [g]

BR K, THERKRKSE,

iR @UEF X
THixH
x

BNl

* BRRA

POST /vi1/certificate/download

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53
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connection: Keep-Alive

accept-encoding: gzip,deflate

"certificateSN": "certificateDemo"

* IRERA

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT

Content-Type: application/octet-stream

T#isamplet#filxH iR
REOAT FHsamplet# 4
BXK
< BREH
POST /v{version}/certificate/download/sample HTTP/1.1

o BACKI R SKESN, TR ERRKE,

- HREH

5
[g

3 B
= E
g
¥ &

%, TEEHHLE,

i
I
W
IS5

iR [@samplet¥FIsT 4

EiREY

oHY

7

5

« BKRH

6.67 H[MiLEA
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POST /v1/authorization/certificate/download/sample

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id; x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate
« IRERA

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT

Content-Type: application/octet-stream

6.6.4 HEREERNO

REVA PRI ZREIRIIR D
REORTIREVA OISR RIIR
BX

© B

POST /v{version}/cluster/permission
HTTP/1.1

© BRI BRAHKIES, TR ERTRAE,

* BREH

5
[g]
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SHB i) iR
clusterPermissi ons List\<clusterPermissi on> clusterPermissi ons{g &,
M clusterPermissi on 48 i
HES
iz
.
Rl

« BRI

POST /v1/cluster/permission

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate
* IRERA

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “clusterPermissions” :[{ “accountld” : “accountld” , “cluster” : “KAFKA 02" ,
“isVisible” :false}, ]}

6.6.5 Consumer GroupEIEtExiEO

I ConsumerGroup ¥R
AEOMATFEIEConsumerGroup

BX
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- ERLEM

POST /v{version}/consumergroups/new/create HTTP/1.1

{

"consumerGroupName" : "consumerGroupName"

o BACGKE BRSNS, TEERRKE,

* BREH

g E= KB fhid
consumerGroupNa me String consumerGroup& i
1R 3]

BRI, THERRKE,

SRR KE iR
consumerGroupNa me String consumerGroup&#5
TR
p
Nl

* BRRA

POST /v1/consumergroups/new/create

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43ae-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate
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* IRERA

HTTP/1.1 200 OK

w.n

"consumerGroupName" : "consumerGroupDemo"

Transfer-Encoding: chunked

Cache-Control:

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “consumerGroupName” :

ConsumerGroup?d& ik

no-cache

A$EO AT FXEConsumerGroup?l3&

BX

* IEKEH

6.67 H[MiLEA

“consumerGroupDemo” }

POST /v{version}/consumergroups/new/list?begin={begin}&limit={limit} HTTP/

1.1

o BRI R SKESN, TR TR,

* BRBE

SRB il iR
begin url KRICRIRERS]
limit url BN EMICRE
1R[]
* IR[E13k 15
PRI, THERHRKE,
< IREISE
SPA £ ik
begin Integer KMRICRIRERS]
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S8R KA TP
limit Integer EMRRIVICRY
consumerGroups List\<consumerGroup> consumerGroupsf§ &, H
consumerGroup 48 f} i &
P
=
Hizg
"
AN

* FKRA

POST /v1/consumergroups/new/list?begin=0&limit=1

authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host; x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
x-bce-console-rpc-id: 010ce7dc-e454-43a3e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json

user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)

content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate
* IR [E7RAY

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “consumerGroups” : { “size” : “begin” : “consumerGroups” :[1}1}

FENTopicAIgrouplddl® #EiR
A#EO AT A Topickgroupldl&
BXK

« BKEM
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POST /v{version}/consumergroups/list HTTP/1.1

{
"begin":1,
"limit":10,
"topicName":"toicDemo"
S

o BRI R SKESN, TEERRKE,

* BREH

S8 KA ETBUN
begin requestBody KMRICRIRES]
limit requestBody EMNRIVICRI
topic requestBody topicB R
1R[]
* R[Sk i5
PR LE, THERRLE,
c RESE
SEB KR T::pUY
begin Integer MBRICRARERSI
limit Integer ER TR
consumerGroups List\<consumerGroup> consumerGroupsf§ 2, H
consumerGroup #H i} B9 £
o
[=}
IR
7
ANl

* BRRA

POST /v1/consumergroups/list
authorization: bce-auth-v1/32d21dc5-b643-4769-864b-54e3a8868d89/2017-02-16T02:17:25Z/
3600/host;x-bce-console-rpc-id;x-bce-date/03a0254357eafd041eb61a2610e938904733cc06a0d3994a798
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x-bce-console-rpc-id: 010ce7dc-e454-433e-a950-75609b39c580

host: kafka-api.bj.baidubce.com

x-bce-date: 2017-02-16T02:17:25Z

content-type: application/json
user-agent: Jersey/2.9.1 (Apache HttpClient 4.3.3)
content-length: 53

connection: Keep-Alive

accept-encoding: gzip,deflate

{
"begin":1,
"limit":10,
"topicName":"toicDemo"
}
R BRI

HTTP/1.1 200 OK

Transfer-Encoding: chunked

Cache-Control: no-cache

Server: BWS

Date: Thu, 16 Feb 2017 02:17:26 GMT
Content-Type: application/json;charset=UTF-8

{ “begin” : 0, “size” :10, “grouplds”

6.77 RETEX

: [ “group1” , “group2” 1}

6.7 MRETENX
SRB KA TpU
topicName String topicE M, REEI KX
NERXFE, BF, F
Xk , 1#17-, TeeEH
WTFxIZ% | | partition-
Count | int | topic/ X %4,
=211, RS101 |
TopicCreateParameters
S8R el iR
topicName String topic &R
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6.77 RETEX

S8R el EBU

partitionCount Int NXE, topicEEEMERD
X#E, EXZKafkaE
M/Topics and Logs

replicationFact or Int BAY, B KMEIE
HE, EXSKafkaB M/
Replication

createTime DateTime topicBlIEERYE]

Topic
SRE el TpU
topic String topicE M, REEEA KX

NERXFH, 8F, F
&k, 817, NEEEA
WT X% | | accoun-
tld | String | AFId | |
certificateSN| String| i
FFI S| | certificateld |
String| IE P F 9 S (E
certificateSN ) | | topic-
Operation | String| #X FR {5
B Read,Write,ReadWrite |

TopicAuthorizationParameters

SRBW KR iR

accountld String ABFrd

certificateld String iEH F 35 S (R certifi-

cateSN )

consumerGroupNa me String consumerGroup&#5
GroupAuthorizationParameters

SHBMN KR iR

accountld String FFId
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6.77 RETEX

SHBM il iR
cluster String S8EId, SRR, BUER
KAFKA_01ZKAFKA_10
isVisible boolean #Rifaccountld & F X gi &
BREENE; trueAEN
PR, falseJoTCAXBR;
clusterPermission
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